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For Informational Purposes Only 

Terms of this Presentation

© 2017 CA. All rights reserved. All trademarks referenced herein belong to their respective companies. The presentation provided at 

CA World 2017 is intended for information purposes only and does not form any type of warranty. Some of the specific slides with

customer references relate to customer's specific use and experience of CA products and solutions so actual results may vary.

Certain information in this presentation may outline CA’s general product direction. This presentation shall not serve to (i) affect the 

rights and/or obligations of CA or its licensees under any existing or future license agreement or services agreement relating to any 

CA software product; or (ii) amend any product documentation or specifications for any CA software product. This presentation is

based on current information and resource allocations as of November 1, 2017, and is subject to change or withdrawal by CA at any 

time without notice. The development, release and timing of any features or functionality described in this presentation remain at 

CA’s sole discretion. 

Notwithstanding anything in this presentation to the contrary, upon the general availability of any future CA product release

referenced in this presentation, CA may make such release available to new licensees in the form of a regularly scheduled major 

product release. Such release may be made available to licensees of the product who are active subscribers to CA maintenance and

support, on a when and if-available basis. The information in this presentation is not deemed to be incorporated into any contract.
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Highlights
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Gateway 9.2 Common Criteria Certification



6 COPYRIGHT © 2017 CA. ALL RIGHTS RESERVED

https://www.itcentralstation.com/categories/api-management#top_rated

IT Central Station

https://www.itcentralstation.com/categories/api-management#top_rated
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https://www.ca.com/us/product-roadmaps.html

Roadmap Sessions

https://www.ca.com/us/product-roadmaps.html
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https://github.com/CAAPIM

CA API Management Tutorials in public gitHub

https://github.com/CAAPIM
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Container Gateway
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Why Containers Matter

API’s and the environments they run in are changing

– decomposing the monolithic application

▪ distributed systems, microservices, adaptive scaling

– embracing dev-ops focused lifecycle – light touch, quick deploy

API Gateway still needed in modern environments
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Gateway Container for 9.3

Flexible, easy management

Feature Customer benefit

Scriptable install, deployment, upgrade 

using standard tools

Integration with existing 

CI/CD pipeline, speed of

deployment

Platform as a Service (PaaS)

enablement and support

use industry standard tools to 

deploy, scale, monitor 

Gateway

flexible deployment model
potential broad environment 

support, single form factor
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Developer Tools and Improvements
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Policy Manager usability enhancements

– autocomplete search for 
cluster properties, cipher list

– keyboard shortcuts for ”add 
assertion”, “reorder 
assertion”, close tabs

– set assertion number and 
comments on globally

Easier navigation for quicker 

build and deploy
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Policy Manager usability enhancements

Easier to build and 

troubleshoot policy

– expose LDAP status 
codes/attributes in policy

– restrict by IP address now 
accepts variables
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LDAP write

Fill gap in Gateway LDAP 

interoperability

– supports same LDAP 
providers as Gateway 
supports for authentication

Avoid need to use multiple 

tools single use case
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Improved JSON support

Improved JSON Path
– consistent, repeatable 

results for ordering

– support compression

JSON Schema v4
– support for v4 keywords and 

validation

– errors returned via failure 

code to policy

Better, modern tools for JSON inspection and 

validation
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CA Single Sign On (SSO) authentication with JWT

(Available in SSO 12.8)

Gateway authenticate to SSO 

using JWT token type

– can be constructed on the 

Gateway (from another token 

type) in policy

– can be passed in from 

requesting application
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Operational Enhancements
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Circuit Breaker

Manage environmental issues

▪ high latency back end systems

▪ long running assertions that impact 

performance

▪ sudden network interruptions

Fail fast, flexible execution http://www.mechanictomillionaire.com/88-closed-circuit-open-circuit/

Building fault tolerance into policy
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Circuit Breaker

Ability to suspend execution 

of policy logic, based on

– long latency: slow web 
server, database query, 
long policy execution

– assertion failures

Build policy to anticipate 

breaks, workaround
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Migration enhancements

▪ Map by path: migrate 

between environments 

using service name and 

path

▪ map by URI:  additional 

migration by service 

URI

Increased flexibility
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Platform Updates
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Gateway platform updates

Updates to supported 3rd party products:
– IBM MQ8

▪ including expanded options for configuring queue parameters

– MySQL 5.7 is now default supported database

– CA SSO 12.7

Platform updates
– Virtual appliance supports virtual hardware version 10 and 11

– AMI improvements for environment adoption
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Upgrade, Upgrade, Upgrade
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Accelerated upgrade process

A different way to upgrade the Gateway

saves time and effort!

pre-9.3 

Gateway
9.3 Gateway

startup 9.3 Gateway (keep existing running)

startup new Gateway, shut down old

copy data from old Gateway, import into new

config to upgrade new data on new Gateway
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More frequent, smaller updates

“Normal” Process:

Customer Resistance:

– Gateway releases can be long (often greater than 6 months)

– Scope of fixes can be widespread, introduce lots of changes

– changes in default behavior, regressions

Features, enhancements, bug fixes, architectural changes
9.2 Gateway 9.3 Gateway
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More frequent, smaller updates

Benefits:
– Users get higher quality fixes and enhancements to their 

immediate issues faster

– smaller scope == minimal impact on upgrade

Larger fixes and architectural changes

CR1 CR2 CRn

Bugs, 

enhancements

Cumulative Releases:

9.2 Gateway 9.3 Gateway
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OPS and DEV 

improvements

Continue to make the 

Gateway easier to work in, 

easier to operate, more 

flexible performance

Easier to 

upgrade

Tools and processes that 

make it easier for customers 

to upgrade their Gateways to 

latest version, and receive 

value faster

Container form 

factor

Provide containerized 

version of full function 

Gateway.

Using container and 

corresponding platform to 

modernize the Gateway

Summary and Takeaways
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CA Microgateway
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Microservices Team Autonomy

• Publish API through meta-policy

• QuickStart policy templates

Microservices Orchestration

• JSON syntax orchestration

• Circuit breaker

Microservices Security

• OAuth & JWT templates

• Mutual TLS

• Simple LDAP

Microservices Platform

• Headless docker container gateway

CA Microgateway
Secure and Integrate Your Microservices

https://github.com/CAAPIM/Microgateway

https://github.com/CAAPIM/Microgateway
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Modernizing Architecture with APIs & Microservices

OAuth

IoT Devices

Mobile

Cloud/SaaS

Partners

Developers

Enterprise on-premises / cloud / IaaS

Mobile SDKs

CA API Gateway
CA Mobile API Gateway

CA API Developer Portal

CA Microgateway

CA Microgateway

CA Live API Creator

CA Live API Creator

Other Microservices

Other Microservices

CA APM for Docker

SQL / NoSQL / DB2 / CSV / …

FreshTracks.io, Qubeship.io and Yipee.io are CA Accelerator innovation projects.
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CA Microgateway
Service meta-policy and QuickStart policy templates

Encapsulated Assertions
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CA Microgateway
Service meta-policy and QuickStart policy templates

POST https://localhost/quickstart/1.0/services
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CA Microgateway
API Orchestration – JSON based low-code orchestration layer

http://gateway/findDistance Resp = {address, distance}

Request 
Transformation

http://api1/findCoordinateAddress

http://api2/calculateDistance

Resp = {address, coordinate}

Resp = {coordinate, distance}

Response 
Aggregation

API Gateway
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CA Microgateway
RouteOrchestrator template – JSON syntax

"Service":{

…….

"policy":[

{

"RouteOrchestrator":{

“rule”:{

“orchestrator”:[{

"aggregator":[{

"RouteHttp":{ }, "RouteHttp":{ } 

}]

},

{ orchestrator_transform },

{

"aggregator":[

{

"RouteHttp":{ }, "RouteHttp":{ } 

}

"RouteHttp":{

"targetUrl":"https://…",

"httpMethod":"GET",

"parameters":[ ],

"headers":[ ],

"requestTransform":[ ],

"responseTransform":[

{

"jolt":[ ]

}

]

}
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▪ Docker-compose up

▪ Docker-compose down

▪ Docker-compose scale

Other platforms supported:

▪ Openshift

▪ Kubernetes

▪ AWS container service

CA Microgateway
Microgateway container
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CA Microgateway
End-to-End Security Capabilities– OAuth, JWT, mTLS

CA 

Microgateway

API Gateway 

(Ingress)

Auth Server

(OAuth)

https://github.com/CAAPIM/Microgateway/tree/ca-world

https://github.com/CAAPIM/Microgateway/tree/ca-world


42 COPYRIGHT © 2017 CA. ALL RIGHTS RESERVED

QuickStart REST Mode vs. Startup Mode

▪ Scenario 1 REST Mode: Fluid environment, with possible frequent API 

changes
– You are deploying the CA Microgateway into an environment that is dynamic and fluid. You 

need the flexibility to push updates to the Microgateway without needing to bring the system 

down first. The life cycle of an API is independent of the life cycle of the CA Microgateway

Docker container. This mode is the default.

▪ Scenario 2 Startup Mode: Strong governance required, APIs seldom 

change
– You are deploying the CA Microgateway into an environment that does not permit run-time 

changes to the services and policies on the Microgateway. The life cycle of an API is tied to 

the life cycle of the Docker container that runs the CA Microgateway.



43 COPYRIGHT © 2017 CA. ALL RIGHTS RESERVED

Microservices 

• Empower innovation through loosely coupled, autonomous services

• Enabled by platform and Infrastructure

• Require localized solutions for enterprise challenges

CA Microgateway

• Provide building blocks for secure service mesh

• Reduce complexity and lead time from business capabilities to clients 

Summary
A Few Words to Review

https://github.com/CAAPIM/Microgateway

https://github.com/CAAPIM/Microgateway
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For more information…

▪ CA Microgateway Datasheet

▪ Microservice Architecture book

▪ Microservices Architecture for the Enterprise eBook

▪ An Architect’s Guide to Microservices Solution Brief

▪ Microservices landing page

▪ CA Microgateway Product Page

https://www.ca.com/content/dam/ca/us/files/data-sheet/ca-microgateway.pdf
http://transform.ca.com/API-microservice-architecture-oreilly-book.html
http://transform.ca.com/API-microservice-architecture-for-the-enterprise.html
https://caone.sharepoint.com/sites/Sales/solutions/Master/An Architects Guide to Microservices.pdf
http://www.ca.com/microservices
http://www.ca.com/microgateway
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