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API Providers API Consumers

Create

Build APIs and 

microservices with fast, 

automated tools

Manage

Orchestrate and 

manage API 

operations at scale

Secure

Protect APIs from 

threats and 

vulnerabilities

Discover

Help developers find 

and integrate APIs 

easily

Monitor

Optimize API and app 

performance with 

analytics

Consume

Enable secure, 

scalable use of APIs 

in apps

Develop

Accelerate 

development with 

tools and SDKs

Test | Publish

Test and publish 

APIs to target 

environments

Plan

Strategize, design 

and prototype APIs 

and microservices

The Modern Application Architecture Model

Full Lifecycle API Management
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CORE PORTFOLIO

SOLUTIONS

CA Live API Creator

CA API Developer Portal

CA Mobile API Gateway / SDKs

Advanced Monitoring
Precision API Monitoring

Advanced Security
Rapid App Security

Advanced Testing
Service Virtualization | API Test

API Academy

API Providers API Consumers

CA API Management SaaS

CA API Gateways
Essentials | Enterprise | Microgateway BETA

Complete Portfolio for Modern Architectures
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CA Live API Creator
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…

…

OAuth

Cloud/SaaS

Partners

Developers

Enterprise on-premises / cloud / IaaS

Microgateway*

Microgateway*

CA Live API Creator

CA Live API Creator

Other Microservices

Other Microservices

CA APM for Docker

SQL / NoSQL / DB2 / CSV / …

* A microservices gateway product from CA is currently available in beta. FreshTracks.io, Qubeship.io and Yipee.io are CA Accelerator innovation projects.

Mobile SDKs

CA API Gateway
CA Mobile API Gateway

CA API Developer Portal

IoT Devices

Mobile

Modernizing Architecture with APIs & Microservices
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From App Creation 
to Data/ Systems 
Integration

Super Simple 
to Use

Builds/Deploys a 
[micro]service in < 15 
minutes

Extremely 
Fast Results

From 200 to 2000 
services - without 
any significant 
strain on the 
performance

Enterprise-
Grade and 

Scale

Live API Creator Value Proposition
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Architectural Overview

API Owners
API Developers

Business Managers

Consuming 
Applications

SQL DB

No SQL

Admin 
Database

API Creator

Data  Explorer

API Server

REST API
Listeners
Timers 

Reactive Logic
Database Access

REST

CA LIVE API CREATOR

JDBC/API

ENTERPRISE DATA

Existing APIs

Salesforce, 
SAPMessaging

Data Store
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CA Mobile API Gateway

CA Mobile App Services
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http://mas.ca.com

CA Mobile API Gateway

http://mas.ca.com/
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CA Precision API Monitoring
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Browser

Mobile

Network Web Server

Synthetic
Transactions

SQL 
Database

API GatewayApp Server

Passive EUE
(Agentless) 

Mainframe

End to End

= Agente Monitorización

Microservice

Docker Container

SSO User Data Store
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Understanding API Transaction Tracing (Example)

T1

Customer use app which calls an API on a gateway (front-end).  APIs policies call different back-ends including 
LDAP, app server, database, mainframe and etc. Now we can pinpoint the customer’s transaction latency!

Customer App 
Servers

API Gateway

5

6

1

2
3T1

T2

T2

1

2 3 5 6

Front-end Latency

1 + 4+ 7 imply Gateway latency

LDAP

Database

Mainframe

Back-end 
Latency

Back-end 
Latency

2 + 3 + 5 + 6 imply Backend latency

4

App 
Servers
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Topology Map and Transaction Tracing

© 2016 CA. ALL RIGHTS RESERVED.

• Team Center exposes front-end 
APIs grouped by gateways 
& clusters with back-ends

• Experience Views summarize key 
API metrics in a simple interface

• Detailed API transaction tracing 
allows quick triage

• Correlation of API traces to 
backend APM monitored systems 
show entire transaction from 
customer perspective
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CA Rapid App Security
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Introducing CA's Rapid App Security Solution

A comprehensive authentication platform for the application 

economy  - mobile, web, IoT

• Fraud Prevention in real-time

• Robust authentication methods inclusive of contextual authentication

• Faster & convenient means to secure Apps

• Strengthen consumer confidence and enhance brand value by creating a 

simplified user experience

Built on CA Mobile API Gateway and CA Advanced Authentication
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User Store

Devices

Applications

Identity 

Processes

Data Store

Rapid App Security Solution from CA

DNA

OTP

PKI

Install Device 
Certificate

Risk 
Analysis

Social Login

Mobile & Cross 
Device SSO

Auth and Risk 
Server

✓ Risk Engine
✓ Rules & Policies
✓ Strong Authentication

Universal SDK

Authentication 
Gateway 

Application 

Services
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CA Service Virtualization
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CA Service Virtualization & CA API Management

Provide developers a directory of 
virtual services enabling better service 

discovery and consumption, accelerating 
cloud and mobile app development

Automatically switch between real 
and virtualized environments improving how 

cost and maintenance “constraints” are 
managed

Faster creation and easier maintenance of 
virtual services by leveraging API management data

Web Service/API

Virtualized
Web Service/API

CA Service Virtualization
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Backend systems and applications

Enterprise Service Bus

CA API Gateway (Clúster activo/activo)D
M

Z
In

te
rn

al
Zo

n
e

MAG / MAS
CA API Developer

Portal

CA Service 
Virtualization

Load Balancer

CA API Gateway & CA Service Virtualization
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Blazemeter
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Introducing CA BlazeMeter API Test
22

CA BlazeMeter API Test

The only functional API testing
solution to auto-generate & execute 
100s of comprehensive API Tests per 
API

Challenges:

Not enough time in 
sprints to test APIs 

Work in sprint slips as dev 
team can’t identify / fix issues early

How We Do It:

Auto-generate 100s of 
API test types concurrently

Complete reporting with 
actionable insights

Business Results

API quality improved 
with comprehensive testing

Developers get more done in 
sprint by auto generating tests
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