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OAuth History

= OAuth began in November 2006 for developing
the Twitter OpenlD implementation.

= The OAuth Core 1.0 final draft was released On December
2007.

= The OAuth 1.0 protocol was published as RFC 5849, an
informational Request for Comments, in April 2010.

= The OAuth 2.0 framework was published as RFC 6749, and
the Bearer Token Usage as RFC 6750, both standards track
Requests for Comments, in October 2012.

= OpenlD Connect 1.0 is a simple identity layer on top of the
OAuth 2.0 protocol, in April 2015.
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Why OAuth

Web based backends

L Authorization/
ﬁAumentlcaﬂon —
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RFC 6749 - OAUTH 2.0 Authorization
Framework




OAuth2 Roles

OAuth defines four roles:

= Resource owner
— An entity capable of granting access to a protected resource.

— When the resource owner is a person, it is referred to as an end-user.

=  Resource server

— The server hosting the protected resources, capable of accepting and
responding to protected resource requests using access tokens.

Client

— An application making protected resource requests on behalf of the
resource owner and with its authorization. The term "client" does not imply
any particular implementation characteristics (e.g., whether the application
executes on a server, a desktop, or other devices).

Authorization server

— The server issuing access tokens to the client after successfully authenticating
the resource owner and obtaining authorization. Ca
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General call flow

Client

--(A)- Authorization Request ->|

<-(B)-- Authorization Grant ---|

--(C)-- Authorization Grant -->|

|
¢<-(D)----- Access Token ------- |
- (E)----- Access Token ------ > |
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Resource Owner Password Credentials Grant

The flow illustrated in Figure 3 includes the following steps:

A.

The client requests an access token by authenticating with the authorization server and
presenting an authorization grant.

The authorization server authenticates the client and validates the authorization grant, and
if valid, issues an access token and a refresh token.

The client makes a protected resource request to the resource server by presenting the
access token.

The resource server validates the access token, and if valid, serves the request.

Steps (C) and (D) repeat until the access token expires. If the client knows the access token
expired, it skips to step (G); otherwise, it makes another protected resource request.

Since the access token is invalid, the resource server returns an invalid token error.

G
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Authorization Code Grant
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Authorization Code Grant

The flow illustrated in Figure 3 includes the following steps:

A.

10

The client initiates the flow by directing the resource owner's user-agent to the
authorization endpoint. The client includes its client identifier, requested scope, local state,
and a redirection URI to which the authorization server will send the user-agent back once
access is granted (or denied).

The authorization server authenticates the resource owner (via the user-agent) and
establishes whether the resource owner grants or denies the client's access request.

Assuming the resource owner grants access, the authorization server redirects the user-
agent back to the client using the redirection URI provided earlier (in the request or during
client registration). The redirection URI includes an authorization code and any local state
provided by the client earlier.

The client requests an access token from the authorization server's token endpoint by
including the authorization code received in the previous step. When making the request,
the client authenticates with the authorization server. The client includes the redirection
URI used to obtain the authorization code for verification.

The authorization server authenticates the client, validates the authorization code, and
ensures that the redirection URI received matches the URI used to redirect the client in
step (C). If valid, the authorization server responds back with an access token and,
optionally, a refresh token.

G
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Implicit Grant
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Client Identifier e bt
----(A)-- & Redirection URI --->|
| Authorization
----(B)-- User authenticates -->| Server
|
¢<---(C)--- Redirection URI ----<|
with Access Token et
in Fragment
+ _______________
----(D)--- Redirection URI ---->| Web-Hosted
without Fragment | Client
| Resource
<---(E)------- Seript --------- <|
+ _______________
cess Token
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Implicit Code Grant

The flow illustrated in Figure 3 includes the following steps:

A. The clientinitiates the flow by directing the resource owner's user-agent to the
authorization endpoint. The client includes its client identifier, requested scope, local state,
and a redirection URI to which the authorization server will send the user-agent back once
access is granted (or denied).

B. The authorization server authenticates the resource owner (via the user-agent) and
establishes whether the resource owner grants or denies the client's access request.

C. Assuming the resource owner grants access, the authorization server redirects the user-
agent back to the client using the redirection URI provided earlier. The redirection URI
includes the access token in the URI fragment.

D. The user-agent follows the redirection instructions by making a request to the web-hosted
client resource (which does not include the fragment per [RFC2616]). The user-agent
retains the fragment information locally.

E. The web-hosted client resource returns a web page (typically an HTML document with an
embedded script) capable of accessing thefull redirection URI including the fragment
retained by the user-agent, and extracting the access token (and other parameters)
contained in the fragment.

F.  The user-agent executes the script provided by the web-hosted client resource locally,
which extracts the access token.

G. The user-agent passes the access token to the client.

G
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| Resource |

| Owner |

| |

Fmmmm +
v

| Resource Owner
(A) Password Credentials

v
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| |>--(B)---- Resource Owner -------
| | Password Credentials

| Client |

| |<--(C)---- Access Token ---------
| | (w/ Optional Refresh Token)
Fmmmmm - +
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Resource Owner Password Credentials Grant

The flow illustrated in Figure 3 includes the following steps:

The resource owner provides the client with its username and password.

B. The client requests an access token from the authorization server's token endpoint by
including the credentials received from the resource owner. When making the request, the
client authenticates with the authorization server.

C. The authorization server authenticates the client and validates the resource owner
credentials, and if valid, issues an access token.

G
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OAut token format example

15

HTTP/1.1 200 OK
Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 201
Date: Mon, 14 Mar 2016 14:37:09 GMT

"access_token" : "ya29.AHES6ZTtm7SuokEB-RGtbBty9IlINiP9-eNMMQKtXdMP3sfjL1Fc",
"token_type" : "Bearer",

"expires_in" : 3600,

"refresh_token" : "1/HKSmLFXzqPOleUihZp2xUt3-5wkU7Gmu20s_eBnzw74"

G
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SiteMinder integration
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CA SSO - Supported OAuth grant type
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Owner |
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-+----(A)-- & Redirection URI ---->| |
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-+----(C)-- Authorization Code ---<| “
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technologies
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CA SSO - Authentication Scheme

«Name |oAuth Description |
= CAAIII‘:Ll.I AI.AI
EEr—— Security Level
s Authentication Scheme Type |0Auth Template j
«Protection Level |5 [1-1,000,higher is more secu

Proxy Setup

" password Policies enabled for this Authentication Scheme

Scheme Setup
AutHentication

¥ Use Relative Target L1 r.l pPrcxy Authentication

«Web Server Name: | - Proxy User: a

Port: | +Proxy Password: [s000ssee
" Use SSL Connection s Confirm Proxy Password: Illlillii
sTarget: |,.’siteminderagent,«‘forms,‘oauth.fcc *Proxy Host: |Ioca|host
*Providers Configuration File: temincler\config\properties\oauthproviders.xml Proxy Port: |8888

Pre Processing Chain: | Proxy Domain: |

IP_c:st Processing C:ain: | OAut h ) rOVi d ers
Anonymous Mode con |g fl Ie

«Anonymous User: |

I persist Authentication Session Variables

G
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CA SSO — OAuth configuration file

<hpplication appname="MyApp":>

<hApplicationURL>
<!—-— HOSTNEME : WebAgent/SPS host name —-->
http://fed.glocbal.fr:90/siteminderagent/forms/cauthch. fcc

</ApplicationURL>

<ClientID> .
012345678901234567890 Od uthprOVIderS.Xml

</ClientID>

<Secret>
0123456789

</Secret>

<PROVIDERLINE>

MYCRuth oauth.fcc - - -

var cauth providers = {
</PROVIDERLINE> =

<Scope>
Read Write MYORuth : {
</Scope> name : 'MYQAuth'
<UserInfoURL>
http://25990.local.l17:8080/mycauth/cauth2/usexrinfo apps
</UserInfoURL>
<UserAttribute>
name },
</UserAttribute> facebook : {
</Bpplication> '

r

image :'"',

name : 'Facebook
<0RuthProvider providername="MYORuth":>
<RuthorizationURL:>
http://=s=2g990.local.17:8080/mycauth/ocauth2/auth
</AuthorizationURL> }
<BLccessTokenURL>
http://=s2990.local.17:8080/mycauth/ocauth2/token }:
</BccessTokenURL> T Tt .

</CRuthProvider> ca
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CA SSO — OAuth Authentication sequence
X =

User
|
| | | | |
! Open browser) | | | |
Lt [ | | |
| | |
GET{<target=) I | I
| —} | I
-
| |
IsProtected() :
| |
| |
e —————————-———— f—_—_——_————————— |
| |
| | |
e — — — —— — — — — — | | |
| | |
Signein using your OAuth lication v
< a o 202 GET{/siteminderagentforms/cauth.foc? I I :
Plaasa cick o1 DA aoalication TYPE=<:=-&HEALMDID=G-&GUID'=3|5|'~1AL|THF{EAE/DN={I&METHDD=GET&EMAGENTNAME=G-&TAHG _ET=€‘tE|I'gEt2>:I |
| | |
| | |
B | | |
T T | | |
Click on icon{) | | | | |
| | | |
[ | | |
POST(/siteminderagentforms/oauth. foc? | | |
TYPE=<&REALMOID==+&GUID=&5MAUTHREASON=0&METHOD=GET&ASMAGENTNAME="-&T ARGET=<target=) :
| I
- | |
Authenticat
U EII'I icate() - |
| |
| |
_____________ - ___ |
| |
| |
Winvkras Seanhy =l | | |
v g gl b Fr R ke b s ez e S | | |
. [ I I
e Al il 302 GET{/myosuth/cauth/suth?reditect_uri=<redirect url=8response_type=codefdient_id=<dient |D=Ascope=<scope=Astate=<state>) |
T I T =
| | |
| | |
=—-——-————————= t—————————————— o —————— t—-—————————————
- I [ l
Les | _com Type Credentials)_ | I | | |
L | | | |
! | ! !
ZET{/mycauth/cauth2/authTredirect_uri=<redirect url=&response_type=codeécient_id=<client |D>&scope=<scope>state=<state™) - I
| | | o
| | |
____________ Ay ___
| | |
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CA SSO — OAuth Authentication sequence

X

User

sm_tealm —/smfi ok’

sm_realmold = 06-ba388448-3800-4od1-1303-32
sm authiype — Fom

sm_anthreason =0

s xessiomdrif =i

sm_universalid = mapping

sm_authdlrold = 0e-24dclefz-nele-4713-27a1-4
sm_anthdirname — Usar Stors (uid)
sm_authdirserver = locathost 1389

s st hdirnnmespaee — TDAR:

cogkie = SMUTTALTTNGT=851_CIIALLTNG
oy

& sl userdu = ) RTTINTT
» sI0_serversessionid — fpSHilhhgsinaMOsq)
v SI0_SeIvCrsesslonspec =

Meebosb

95fibeda

DONT; -
R7TeRO0FIRA

|
Labsl—

QUawnnCFOSgOLJLE LS HHKIGE UTLBkUNaw kAN ZPereAx!

%

» sm_tlmetoexplre =71

21

User Agent

1
202 GET{/siteminderag

Y

et —— — —— — — — — — ]

302 GET{/siteminderagent/fon
-

J

.
&code=<code>)

theb. foc!

|
ma'oauth focc? TARGET=<5M Target=&5MOAuth_application=<Application>&code=<Authorization code>)
"

“access_token” : “yal@ AHESEZTtmT5uckEB-RGtbBhy Bl INIPS-
eNMMOKEdMP3=ALIFC,
“token_type” - "Bearer”,

“refresh_token” : “1/HKSmLFXzqPOleUthZ p2eUt3-SwkUTGmu2Os_eBnzwid

-
| |
AuthenticatelApplication, Authorizaticn Code) - ! N
i Ll POST hitp:/issgB0.local 17:28080/myoauth/oauth2/token
| [client_seoet, redirect_uri, grsnt_t;:‘pE, code, client_id)
| - {
|
|
| s e —_— — — —
| “esepires_in” - 3600,
|
| | 1
| |
| |
| |
| | {
| | Tid": "012345°,
| GET{/mycauth/ocauth2/userinfa} | “name": “laifr01",
| L “given_name": "o
: “family_name": "¢
| =—————————————
|
| |
e - ————— — — e — — ] [
| L |
| | |
Set Cockie SMSession{) | | |
< TTTTTT T I | I
T | | |
GET|<target=) | | i |
| | |
| | |
IsAuthorized() ! |
T - |
| |
| |
E-————————————— ———————————— |
| |
| | |
- L | |
| |
| |
e — — — — | |
| |
| |
| | |
< | | |
T T | | |
| | |
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