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Business Challenge:

= CA has a diverse SaaS Portfolio: Many Solutions with unique functions.
= Qur SLAs vary by Solution and in some cases by Customer

= The Customers’ requirements are getting more detailed: Customers want and care

more about performance and not simply availability.

= We needed to find a way to monitor and report on all of our Solutions working with

multiple monitoring systems.



Business Requirements:

Single Source of Truth: SLA metrics need to be in a combined so that reporting can be generated from a Single

repository.
=  Compliance & Audit requirement: Multiple Monitoring Sources

= Simple Report Generation, Increase quality and reduce cost: Move from manual creation of monthly SLAs to
automated, paving the way to SCALE for More customers , more services and customer demand for

performance SLAs and detailed reporting.
= Data Editor: Correct and add comments for acts of force majeure within SLA Reports prior to distribution.

=  Multiple user personas by same system: Produce secondary and tertiary reports for metrics like breach reports

for Customer Support, financial impact of missed SLAs, and obligation reporting.

= Scalable Dashboards for Executives, Business Service Owners and Customers
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Useable Today and Scalable for the Future

Available SaaS Services
SaaS Seats

Services with Customer SLA Reports
Customer Reports Produced

Obligations Tracked per Contract

Scheduled Maintenance

Trust Site Announcements

VIP & Private Trust site

Executive Reports

Today
15
~19,000
5
~400
2
Manually adjusted
Manually Populated
Simple availability Graph

Manual
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Future
30+
30+
1000+
20+
Auto scheduling
Auto Populated
Interactive Customer Dashboard

Enhanced Executive Dashboard
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SLA Reporting Current State

Data Source

Service Group #1

Monitor App #1

Service Group #2
' =

Monitor App #2 SQL Server Database Apex Application

Service Group #3

All Other Service
Groups

Monitor App #1

Manual Effort

/I\/Ianual Review \

by:

* Business Operations

* Business Service
Owners

* Global Service
Operations Center

Manually Adjust
for:

e Scheduled or
Unplanned
Maintenance

* Unplanned Outages

\_ 4
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Output
)
Email to
Customers
—)
—)

( <<END>> )
( <<END>> )

ca

technologies



Executive Reporting Current State

Data Source

g -

Monitor App

P -

Spread Sheets

N -

Network Folders

% -

SharePoint

B -
L

S\E

Manual Effort

/Manual Process \

by Business
Services to
Produce:

* Multiple data sources
* Spreadsheets

e Dashboard

* PowerPoint

=

* Requires days to
produce

* Does not include all
services

- J
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Output

PowerPoint Emailed to

A= g

PDF placed on
SharePoint
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Current Service Level Obligation Reporting

Multinationa/MultiLocation Uptime Availability

\ Service Level Agreement

Cloud Service AgreemE
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Potential of Service Level Obligation Reporting Using BSI

Roles
Responsibilities \ Overall relationship between Customer and Provider Customer Agreement
Processes
Multinationa/MultiLocation Uptime Availability
Serviceabili

Performance/Response Time

Service Level Agreement

Penalties for Violation Thresholds

]

Securi

Protection of Data

Certifications/Attestations

Operations J

Backup/Restore

Integrity chacking

Data Preservation and Redundancy

Test & Verification of preserved data

/

Data Destruction policy

Business Level Policies

Schedules and Emergency outages
[ Acts of Force Majeure

Service suspension
Internet access issues outside of Provider control

Exclusions (excused) Liability limitation

Guarantees

Escalation Procedures

Administration of Bonus/Penalty

Remedy circumstances and mechanisms

Acceptable Use Policy Prohibition of activities Provider actions in case of breach

Excess Usage Contracted Level and Incremental Rates

Activation Time/Date

Provider assistance and fees

Data format for transmission

Exit Process
Data retention time and destruction

Business continuity during exit

Payment and Penalty models

{ Agreement Versioning Notification of change

( Renewals Automatic renewal
E[ Customer
Transferabili
Provider
Policies

Cloud Service Agreements

Specific Location(s|
Notice of Location change Data Location

Verification of current Location

Notification of government seizure

Data Seizure
Data availability in case of Provider exit > \

Data retention

Data Privac
Storage of personal data

j Data Availability /

Stored in standard format Data Portability }

Maintenance Schedules

Customer's hours of operation

Data Policies

Data Ownership /

Data Controls

Risk-based

Lead time for notification

Change Management

Breach notification

Disaster Recovery Plan
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Hi-impact problems and time to resolution

# open problems and their impact

Tracjing/Reporting

Problems not resolved within agreed timeframes

Problem trends

Planned Maintenance

Suncontracted Services Included/Excluded from the Agreement

Industry specific standards

Access to internal audit reports/findings

Right o Audit

Ability for Customer to Audit the provider

Private (On-Site

Private (Qutsourced)

Deployment Model
Public

Service Availabilit
Failure Reporting /  Security Breaches

Protection of Personal Data

Service Failure Management /

Remediation process

Remedial timescales
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Service Level Reporting with BSI

Data Source BSI Output
All Saa$S

Solutions Enhanced Customer
i Booklets Auto

email

Monitor App #1

S

=
=
=

i

=

Monitor App #2

.—' Detailed Dashboards

e Executive

—
—
—

"
Monitor App #3 “J

e QOperational

e (Customer
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Thank you
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