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How to configure Local Database - Content Filtering on ProxySG

Objectives:
1. To deny LAN clients from access to the URLs specify on the local categories — local
database.

Host a txt file in your Web Server. For this example, the filename is “test.text”
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View file - test.txt.
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You can add new category via the following,

define category <new-local-category>

WWW.XXX.COm
WWW.yyy.com
end

Blue§Coat

Access to ProxySG via the url https://w.x.y.z:8082 (where w.x.y.z is the ip address of the

ProxySG)

The Default Proxy Policy is set to “Allow”
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Navigate to Configuration -> Content Filtering -> General -> Provider -> Local Database
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General
r Providers
Provider Enable Lookup mode
Local Database: () Always () Uncategorized
Internet Watch Foundation: il () Always () Uncategorized
Blue Coat Web Filker: () Always () Uncategarized
3rd-party database: Mone w () Always () Uncategorized

Enable “Local Database” checkbox.
Click on Apply button.

Navigate to Configuration -> Content Filtering -> Local Database
BIueucaat Management Console Ho

- Blue Coat 5G200

Configuration Maintenance Statistics

SEL Prowy |*|  LocalDatabase |  AutomaticDownload |
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Wehsense + Unsared changes, press "Apply" to save changes
Local Database l Automatic Download ]
- Download
Username:

[ Change Password ] Change the download password

LRL: httpiffwebserver_ipftest,bxk

[ Dowenload now ]

[ Wiews Download Status ]

[ wiew Database Source |

Key in URL of web server and with exact path of the txt file
<http://webserver_ip/<localdatabase_file>

Click on the “Download now” button -> to import the local database file

To verify that local database file being downloaded, click on the “View Database Source” button
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To apply VPM rules to allow or block web access based on local database category.

Launch VPM : Configuration -> Policy -> Visual Policy Manager -> Click on Launch button
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Add a new “Web Access layer”

Add Admin Authentication Layer...
Add Admin Access Layer,..
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To set a new Destination Object, right click on “Destination: Any” and select Set option
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Select under the Local Categories, and click on Add button. Click on OK button.
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For this example, there are 2 local categories created “block-site” and “new-site”

Click on “Install Policy” button to apply changes.
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ISettings retrieved from ProxySG Appliance 10.109.1.80
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Done

Launch IE/Firefox browser on Client Machine
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Done

Proxy: http-8050 JSESSIONID=undefined

iGoogle | Sign in

Access to www.hotmail.com, policy denied exception page displayed.
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Access Denied (policy_denied)

Your system policy has denied access to the requested URL.

For assistance, contact your network support team.

Proxy: http-8080 JSESSIONID=undefined

End of Document
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