How to add Bitlocker Support to WinPE

In this Article, | will show you how you can add Bitlocker Support to WinPE 10. After implementing
this, you are able to manage Bitlocker using manage-bde command within WinPE.

Usecase:

Sometimes it is quite useful to be able to unlock a Bitlocker encrypted
Drive within WinPE. This is necessary if the user is unable to boot the
installed OS and has local Data on the encrypted Drive.

oy ]

: There are some other methods to get the local Data on the drive — for
‘= -ﬂt‘ = example, you can dismount the Harddisk and connect the encrypted
o Harddisk to another Computer using a USB — Cable. Then you are asked
TD) to provide the Bitlocker Recovery Key.

But sometimes this is not possible especially when a User is in a branch office where no IT Admin can
help the User to dismount the Harddisk and plug it into another computer. Then this article would be
helpful.

Optional but in most cases not necessary: You could extend this method to run a Script within
WinPE to request the Bitlocker Recovery Key from your MBAM (Microsoft Bitlocker Administration
and Monitoring) Server and unlock the Harddisk using a Web Service.

| think this is also a very good way, but | unlocking a Harddisk is normally not a daily task - so it is not
necessary to automate it that high.



Prerequisites:

e Deployment Solution 8.5 (should also work with 8.0 and 8.1)
e |nstalled Network Boot Service (NBS)
e WinPE10 as a Preboot Environment (should also work with WinPE 4.0 and WinPE 5.x)

1. Onyour SMP Server, create a Backup of a file called default.bdc. You can find this file in the
folder <Install Drive >Program Files\Altiris\Deployment\BDC\bootwiz

2. Edit the original default.bdc File using Notepad and add the following to Lines into the
[PACKAGES] Section

YYY=True
Z77=True

Your file should look like this

Filg [t Format View Help
[ [ Packaces)
| WMI=Required
WiH=True
¥ML=Required
ADD=True
YiY=True
IIl=True
A_JF=ride
E0_ER=Hide
ZH_CH=Hide
IH_HK=Hide
ZH_TH=Hide

[Application]
Comprass=True
Version=12.08.8.18618
OeaEnt=05

3. Onyour SMP Server, create a Backup of a file called WinPE10x64.ini. You can find this file in
the folder: <Install Drive >Program Files\Altiris\Deployment\BDC\bootwiz\Platforms

4. Edit the original WinPE10x64.ini File and scroll down to the Section [PACKAGE MAPPING]
and add the following to Lines to the Section

Optional: The same steps need to be done for WinPE10x86.ini File if you want to add Bitlocker
support for WinPEx86.



]

File Edit Format View Help

[AGENT_INI]

[AGENT_RUNFROM]
EnableRunAgentFrom=TRUE
RunAgentRemote(UI)=TRUE
RunAgentRemote(Silent)=TRUE

[PACKAGE_JT1IE]

WINPE-HTA=HTA
WINPE-MDAC=ADO
WINPE-SCRIPTING=WSH
WINPE-WMI=IMI
WINPE - XML=XML
WINPE-SECURESTARTUP=YYY
WINPE-SECURESTARTUP EN-US=777
WINPE-FONTSUPPORT-JA-JP=]JA_JP
WINPE-FONTSUPPORT-KO-KR=KO_KR
WINPE-FONTSUPPORT-ZH-CN=ZH_CN
WINPE -FONTSUPPORT -ZH-HK=ZH_HK
WINPE-FONTSUPPORT-ZH-TW=ZH_TwW
Package_for_KB*=KB*

This will add the WinPE-Securestartup and the appropriate Languagepack. If you only add
WINPE-SECURESTARTUP managing Bitocker with manage-bde.exe command will not work!!!

Curious why we are using YYY and ZZZ? Here is the explanation:

WINPE-SECURESTARTUP requires WINPE-WM I if you are trying to add WINPE-Securestartup
before WINPE-WMI it will fail. So to make sure WINPE-WM I is already added to the WINPE
Bootfile we have to use the alphabet to accomplish this. So (WINPE-)WMI will be added to
the Bootfile before YYY and ZZZ (which are the short names for WINPE-Securestartup and
WINPE-Securestartup_EN-US

Manage-bde.exe command is included in the WINPE-Securestartup.cab File. You can find
these Files on the SMP Server in a Folder called:

<Install Drive>\Program
Files\Altiris\Deployment\BDC\waik_winpe10\Tools\PETools\amd64\WinPE_FPs
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WinPE-DismCmdlets.cab F
WinPE-Dot3Svc.cab F
WinPE-EnhancedStorage.cab F
WinPE-FMAP!.cab t File
WinPE-Fonts-Legacy.cab F
WinPE-FontSupport-JA-JP.cab F
WinPE-FontSupport-KO-KR.cab 1 et File
WinPE-FontSupport-WinRE.cab 28.09.2017 23:5 Cabinet File
WinPE-FontSupport-ZH-CN.cab 17 et File
WinPE-FontSupport-ZH-HK.cab sbinet File

WinPE-FontSupport-ZH-TW.cab 9.09.2017 7 _abinet File -
WinPE-GamingPeripherals.cab et File

=] WinPE-HTA.cab 29.09.2017 5 abinet File 4
WinPE-LegacySetup.cab 9.09.2017 02:35 Cabinet File
WinPE-MDAC.cab 1 et File

= WinPE-NetFx.cab 29.09.2017 02:43 Cabinet File

WinPE-Platformid.cab s et Filg
WinPE-PowerShell.cab f
WinPE-PPPoE.cab 7 Cabinet File
WinPE-RNDIS.cab f

£l WinPE-Scripting.cab 29.09.2 abinet File

WinPE-SecureStartup.cab

WinPE-SecureStartup_en-us.cab 2 201 -

F
WinPE-SecureBootCmdlets.cab 7 net File
f
F
F

WinPE-Setup.cab

Go to the folder en-us and copy the File called: WINPE-Securestatup_EN-US.cab to
D:\Program
Files\Altiris\Deployment\BDC\waik_winpe10\Tools\PETools\amd64\WinPE_FPs
Take a look at the screenshot above.

After you have finished all the steps in this article, you can recreate your Preboot
Environment within the SMP Console or create a new one for example with the name:
WinPE10_with_Bitlocker_support. If you want, you can revert all the changes.

Make sure that if you recreate your Preboot Environemnt and you have reverted all the
changes your Preboot Environment will not be able to support Bitlocker.

Troubleshooting

To enable logging for Bootwiz follow this link:
https://www.symantec.com/docs/HOWTO84000

If something goes wrong, look at the Log (Dism.log)
The Dism Log is also very useful you can find it in:
C:\windows\Logs\Dism\dism.log



https://www.symantec.com/docs/HOWTO84000

What | wish from Symantec for the Future of the Product

Please allow a selection of packages when you are creating a new Preboot Environment like this is
currently available when you manually run Bootwiz.exe

(i Boot Disk Creator - Optionale Komponenten -
Schritt 4 von 5: Optionale Komponenten i
Fugen Sie dem Bootimage zusatzliche Komponenten hinzu, wie WSH (Windows Scripting Host), WMI ZE
{Windows Management Instrumentation), etc. 4 :_’\J
@ Optionale Komponenten zum Einschluss in das Windows PE-Bootimage auswahlen
Paketname | Status | Version I m
[ WINPE-FLATFORMID Nicht installiett 1
] WINPE-POWERSHELL Nicht installiett 1
1 WINPE-PPPOE Micht installiet 1
[ WINPE-RNDIS MNicht installiett 1
WSH Installiert 1
] WINPE-SECUREBOOTCMDLETS  Micht installiet 1
] WINPE-SECURESTARTUP HNicht installiett 1
[ WINPE-SETUPCLIENT Nicht installiett 1
] WINPE-SETUP-SERVER Nicht installiett 1
] WINPE-SETUP Micht installiet 1
[ WINPE-STORAGEWMI MNicht installiett 1
[ WINPE-WDS-TOOLS Nicht installiett 1
] WINPE-WINRECFG Micht installiett 1
[ wmi Installiert 1
zzz Installiert 1
[C1'WinPE Firewall aktiviersn Micht installiet  12.0.0.10618
1 WM -Natei kenmnrmisren Installiert 120N 10R18 hd
< Back Next > Concel | Hep |

If you run Bootwiz manually, you will see a list of additional Components to install.

Symantec Management Console

aa

Add Preboot Configuration

Enter preboot configuration details below.

Name: WinPE Securestartup

Description:

Operating system: | WinPE 10.0
Architecture: M]xss

[xea

OEM extensions: | D5 Agent

[iLock the keyboard and mouse.

[use iPXE with this boot configuration.
Select which preboot environments to build.

) Both PXE and Automation folder

= [ WINPEPLATFORMID

®) pxE [ W
it - E
\_) Automation folder [ WinPE Firewal aktivieren

[ WINFEPOWERSHELL

[ WINFE-PPFOE

[ WINPERNDIS

[ wisH

[ WINPE-SECUREBDOTCMOLETS
[] WINFE-SECURESTARTUR
] WINPE-SETUP-CLIENT

[] WINFE-SETUP-SERVER
[ WINFE-SETUP

O WINPE-STORAGEWMI

[ WINPE-WDS-TOOLS

[ WINPEWINRECFG

OK

| | Cancel

Allow the selection of possible WinPE Addons

When creating new Preboot Environments allow the selection of possible WinPE Add-ons — this is far
easier then modifying *.ini Files!!!



