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Download the Software

Software Location: 
\\ukslcifs30.ca.com\apm_support\SoftwareLibrary\Siteminder\Wndows\SMr12.52SP2 + APMfoSSO 13
Install Oracle Directory Server 11.1.1.7.0

Install Java 

Launch jdk-6u71-windows-x64 installer

Install Tomcat – required for Directory Server UI 


extract apache-tomcat-6.0.47-windows-x64 in c:\
open bin\catalina.bat , add the below line after the comment section:

set JAVA_HOME=C:\Program Files\Java\jdk1.6.0_71

open bin\startup.bat , add the below line after the comment section:

set CATALINA_HOME=C:\apache-tomcat-6.0.47

open bin\shutdown.bat , add the below line after the comment section:

set CATALINA_HOME=C:\apache-tomcat-6.0.47
Launch startup.bat
Verify access: http://192.168.101.199:8080 
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! If you're seeing this page via a web browser, it means you've setup Tomcat successfully. Congratulati

As you may have guessed by now, this is the default Tomcat home page. It can be found on the local filesystem at

SCATALINA_HOME/webapps/ROOT/index.html

where "SCATALINA_HOME"is the root of the Torncat installation directory. f you're seeing this page, and you don't think you should be, then yo
at new instalation of Tomcat, or you're an administrator who hasn't got his/her setup quite right. Providing the latter is the case, please refer to t
detailed setup and administration information than is found in the INSTALL file

NOTE: For security reasons, using the manager webapp is restricted to users with certain roles such as "manager-gui". Users are
Jtomcat-users . xunl

Included with this release are a host of sample Serviets and JSPs (with associated source code), extensive documentation, and an introductory
applications

Tomcat mailing lists are available at the Tomcat project web site:

« tomeat-users for general questions related to configuring and using Torncat
« tomeat-dev for developers working on Tomcat

Thanks for using Tomcatl




Install Oracle Directory Server v11

Extract ofm_odsee_win_11.1.1.7.0_disk1_1of1.zip
Extract ODSEE_ZIP_Distribution\sun-dsee7.zip
Move dsee7 to c:\

Open windows command prompt
cd c:\dsee7\bin

Initialize DSCC registry:

dsccsetup ads-create

Choose password for Directory Service Manager: interOP@123
Confirm password for Directory Service Manager:interOP@123
Creating DSCC registry...

DSCC Registry has been created successfully

Create the WAR file for DSCC:

dsccsetup war-file-create
Created C:\dsee7\var\dscc7.war
Register DSCC agent in Common Agent container:
dsccagent create
DSCC agent will use the following port: 3997

Enter DSCC agent password: interOP@123
Confirm the password: interOP@123
Agent instance C:/dsee7/var/dcc/agent has been created successfully

Run the following command to register the agent in the registry : C:/dsee7/bin/dsccreg.exe add-agent C:/dsee7/var/dcc/agent
dsccreg add-agent c:/dsee7/var/dcc/agent
Enter DSCC agent "/dsee7/var/dcc/agent" password:

Enter DSCC administrator's password: interOP@123
Agent instance has been registered in DSCC on APM12K12B
You can now run dsccagent start to start the agent

dsccagent start
The agent C:\dsee7\var\dcc\agent has been started
Disable tag pooling: 
Tag pooling must be disabled for DSCC to work properly. To disable tag pooling, set the enablePooling parameter to false in the web.xml configuration file. For example:

...

<servlet>

   <servlet-name>jsp</servlet-name>

   <servlet-class>org.apache.jasper.servlet.JspServlet</servlet-class>

   <init-param>

   <param-name>fork</param-name>

   <param-value>false</param-value>

   </init-param>

   <init-param>

   <param-name>xpoweredBy</param-name>

   <param-value>false</param-value>

   </init-param>

   <init-param>

   <param-name>enablePooling</param-name>

   <param-value>false</param-value>

   </init-param>
   <load-on-startup>3</load-on-startup>

</servlet>

...
Deploy the WAR file:

Create dir: C:\apache-tomcat-6.0.47\webapps\dscc7
Using WinRAR unzip c:\dsee7\var\dscc7.war to C:\apache-tomcat-6.0.47\webapps\dscc7
C:\apache-tomcat-6.0.47\bin\shutdown.bat
C:\apache-tomcat-6.0.47\bin\startup.bat
Create home directory for policy and user stores:

Create fodler : C:\dsee7\local
Go to: http://192.168.101.199:8080/dscc7  (admin/interOP@123)
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Oracle™ Directory Service Control Center

Directory Service Manager Authentication
To manage direstory servers and directory prowy servers, enter the Dirsctory Senvice Manager user name and password.

Directory Service Manager: [amn |
Password: ——





Create the Policy Store
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Click “Directory Servers”
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Click “New Server” using the below info:
LDAP Port = 1389
LDAP Secure Port=1636
Instance Path= C:\dsee7\local\SiteminderPS
Directory Manager DN= cn=Directory Manager
Directory Manager Password=interOP@123
Confirm Password=interOP@123
DSS Agent Port = 3997 (Administrator)
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Click Next, Next, Finish, Close
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Click Suffixes > New Suffix…
Set Suffix DN: dc=ca,dc=com

Click “Next”, Next, 

Select the server, use the “Add” button,

Click “Next”, “Next
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Select:  “Create Top Entry for the Suffix”

Click “Next”, “Finish”, then “Close”

Create the UserStore


-Click “Directory Server \ “Servers” sub tab

-Click “New Server” to create a new DS using the below details:

LDAP Port = 2194
LDAP Secure Port=2195
Instance Path C:\dsee7\local\UserStore
Directory Manager DN=cn=Directory Manager
Directory Manager Password=interOP@123
Confirm Password=interOP@123
DSCC Agent Port=3997(Administrator)
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Click “Next”,” “Next” “Finish
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Click “Sufixes” tab, click “New Suffix…”
Set Suffix DN: dc=ca,dc=com

Click “Next”, Next, 

Select the server, use the “Add” button,

Click “Next”, “Next
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”

Import sample data in the UserStore instance, click Next


Click “Next”, “Finish”, “Close”

In the end you will have 2 DS instances: 1 for the PS repository and for the User store: 
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Verify access to LDAP DS instances and create a “test” user in the userstore.
-Download and install a LDAP Client, such as Apache Directory Studio:

\\ukslfs02\apm_support\SoftwareLibrary\LDAP 
- To connect to the UserStore

Click LDAP \ New connection
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Enter the hostname and port, Click Next
[image: image13.png]# New LDAP Connect =] B3
Authentication
Please select an authentcation method and gt athrtication data
" LDAP)
~Authenticaton Hethod
Sile Authenication =
~Authenticaton Parameter
Bind DN or users | cn=Directory Manager |

Em—

[V Save password Check Authentication

» SASL Settings

»
#F Check Authentication

The authentication was successful,

<o | woes | ] cnl





Set Bin DN or user: cn=Directory Manager / interOP@123

Click Check Authentication
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Create a new connection for the UserStore 
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Click, Next
Set Bin DN or user: cn=Directory Manager / interOP@123

Click Check Authentication
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- Go to the People OU and create a new “test” user.

NOTE: We will use this test user to demo how to protect a page using Siteminder
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Right Click uid=abanes, click New > New Entry…
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Click Next, then Next again
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Replace abanes with test
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Select the user, double click properties to change the password = test
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Create a new connection, using the new test user, then verify connectivity.

Create stop and startup scripts:
Start Directory Server.bat
call c:\dsee7\bin\dsccagent start

call c:\dsee7\bin\dsadm start c:/dsee7/local/UserStore

call c:\dsee7\bin\dsadm start c:/dsee7/local/SiteminderPS

call C:/dsee7/bin/dsadm start C:/dsee7/var/dcc/ads

call C:\apache-tomcat-6.0.47\bin\startup.bat

echo .

echo .

pause
Stop Directory Server.bat
call c:\dsee7\bin\dsadm stop c:/dsee7/local/UserStore

call c:\dsee7\bin\dsadm stop c:/dsee7/local/SiteminderPS

call C:/dsee7/bin/dsadm stop C:/dsee7/var/dcc/ads

call c:\dsee7\bin\dsccagent stop

call C:\apache-tomcat-6.0.47\bin\shutdown.bat

echo .

echo .

pause
IIS

configure IIS to listen on port 90 : http://192.168.101.199:90/ 
Create test html pages to test Siteminder capabilities:

Go to C:\inetpub\wwwroot\

mkdir test

cd test

create index.html

<html>

hello

</html>

mkdir “admin” 

cd admin

create index.html 

<html>

Hello, this page is protected
</html>

Test connectivity
http://192.168.101.199:90/test/index.html  
http://192.168.101.199:90/test/admin/index.html 
Install Siteminder Policy Server 12.52SP2
Install Java 1.7u79 x32bit (required for the Policy installer)

Launch jdk-7u79-windows-i586.exe

Install Siteminder Policy server

Launch ca-ps-12.52-sp02-win32.exe 
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NOTE: If you need to reconfigure the Policy Server with a different webserver or LDAP connections run:

C:\Program Files (x86)\CA\siteminder\ca-ps-config
Verify object in the LDAP Policy Store
[image: image40.png]4 ) Root DSE@
4[® de=cade=com ()
4 & au=Netegrty (1)
4 & ou=SiteMinder (1)
4 & ou=PolicySurd (337)
b [1.100]
b G [101..200]
b G [201..300]
b G [301..331]

57 Searches
I Bookmarks





Start the Siteminder Policy
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Install Stand-alone Administrative UI 

Install Admin UI

Cd C:\sw\siteminder\AdminUI 
Run adminui-pre-req-12.52-sp02-win32.exe 
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Start the Siteminder Administrative UI:
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Verify access: 
http://192.168.101.199:9090/iam/siteminder/adminui    (Siteminder/interOP@123/apm2k12b.slod.local)
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NOTE: If for some reason you are unable to connect/login anymore to the admin UI, try to recreate the data repository:

Stop “SiteMinder Administrative UI” windows service
cd /CA/siteminder/adminui/server/default/

mv C:\Program Files (x86)\CA\siteminder\adminui\standalone\data to data-bkp

cd C:\Program Files (x86)\CA\siteminder\bin\

XPSRegClient.exe Siteminder:interOP@123 -adminui-setup

Start “SiteMinder Administrative UI” windows service
Configure Policy: Create HostConfiguration and Agent
· Add Host Configuration Object:
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Select Infrastructure Tab, Host \ Host Configuration Objects \ 
Click “Create Host Configuration” button
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Select “Create a copy of an object of type Host Configuration”
Click OK
[image: image54.png]Create Host Configuration: Copy of DefaultHostSettings

Host Confiquration Obiscts > Craate Hast Canfiguration: Capy of DefaultHostSettings

« = Required

General

oiETE JepmreusaDafaltHostsettings Description [
Configuration Values
Host Accaunting Port Authentication Part Authorization Part
sy SR [apmréusg. siod. local [44441 [44442 [+4443
Add
Enable Failover 2

Maximum Sockets Per Port [20

Minimum Sockets Per Port [2

New Socket Step 13

Request Timsout o

Failover Threshold Percent % Update

(Clusters Failover Threshold |

No results.

Add





In the dialog box, enter name =  apm2k12bDefaultHostSettings
Set Policy Server host = apm2k12b.slod.local
Click Submit
[image: image55.png]Host Configuration Objects

@ confirmation: Task completed.

Search for an object of type Host Configuration

Search for an object of type Host Canfiguration
where +)| Name v contains v

Search Results

Delete Host Configuration]

| gelect | « Name
O |apmek1zhDefaultHostSettings
O |Default_spmekizh aas
O |pefaulthostsettings





· Add Agent:
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Select Infrastructure \ Agent \ Agents

Click “Create Agent” button
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Select “Create a new object of type Agent”
Click OK
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Enter name: iis-agent
Select CA Single Sign-On
Then click Submit
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· Create “Agent Configuration Objects”
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Click Infrastructure \ Agent \ Agent Configuration Objects
Click “Create Agent Configuration” button
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Select “Create a copy of an object of type Agent Configuration” 
Select “IISDefaultSettings”
Click OK
In the dialog box, enter name: myIISDefaultSettings
Click the edit icon to change the DefaultAgentName  parameter
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Remove the “#” prefix in order to enable the parameter.

Set value= iis-agent
Click OK

Click Submit
Configure Userstore
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Select Infrastructure\ Directory \ User Directory 

Click “Create User Directory” button

Set Name=userstore
Click Configure
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Set Server=192.168.101.199:2194
Click OK

Set:

LDAP Search root =dc=ca,dc=com
LDAP User DN Lookup



Start=
(&(uid=


End=
)(objectclass=person))
Click Submit
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Clik “userstore” 
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Click “View Contents” button
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Install Siteminder WebAgent server 12.52SP1 (64bit)

Launch C:\sw\siteminder\WebAgent\ca-wa-12.52-sp01-win64-64.exe
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C:\Program Files\CA\webagent
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Specify the name of the hostyou want to register with the Policy Server.

Enterthe name ofthe host configuration object. The name must match
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Trusted Host Name (DEFAULT: ): apm2k12b.slod.local
Host Configuration Object (DEFAULT: ): apm2k12bDefaultHostSettings

[image: image74.png]CA SiteMinder Web Agent )

Policy Server IP Address

For example ~
111.12.122:1234 or myserver1234 (Pvd)
[2001:08:1428:57ab]1234 (IP6) or [2001:db8:1428:57ab] or
2001:0b8:1428:573h

NOTE! Include the port number in the IP address only ifyour
Folicy Server is behind a firewall v

1P Address| v

152.168.101.199
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Enter file name (DEFAULT: SmHost.conf):

Enter location (C:\Program Files\CA\webagent\win64\config):
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Agent Configuration Object (DEFAULT: AgentObj): myIISDefaultSettings
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Siteminder WebAgent conf file = C:\inetpub\wwwroot\web.config
Create Policy, Rules, Realms to protect the Apache “admin/index” test page
https://apm2k12b:8443/iam/siteminder/adminui (Siteminder/interOP@123/apm2k12b.slod.local)


NOTE: If you cannot login, restart the “SiteMinder Administrative UI” windows service 
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Click Policies \ Domains \ Domain 

Click “Create Domain” button
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Enter Name: DomainQA
Under the “User Directories” section, click “Add/Remove” button
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Select “userstore”, 
click the right arrow to move “userstore” to the right hand side pane
Click Ok

Click Submit
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-Click Policies > Domain > Realms
-Click “Create Realm” button
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-Select DomainQA, click Next
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- Set Name: IISTestRealm
- click the “Lookup Agent/Agent group” button
- select "iis-agent", click OK
- set Resource Filter = /test/admin

- go to the “Rules” section, click “Create”
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- set Name: testRule
- Set Action= GET

- Click “OK” and “Finish”
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-Select Policies \ Domain \ Domain Policies
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-Click “Create Policy” button
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-Select “DomainQA”,  then click “Next”
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- set name: testPolicy
- Click Next
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-Click “Add Members”
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-Select  “ou=People,dc=ca,dc=com”, click OK

Click “Next”
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Click “Add Rule”

Select “iisTestRealm” 

Click “OK”, “Next” and “Finish”
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Try accessing to the unprotected page, you will see “Hello”.
http://apm2k12b.slod.local:90/test/index.html 
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Try accessing to the protected page, you will see "hello page protected".
 http://apm2k12b.slod.local:90/test/admin/index.html   (test/test)
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Install APM for SSO 13.0
cd C:\sw\apm4ssotar xvf GEN03111509E.tar
CA APM for CA SSO web agent
 
a.install a EPAgent instance with HTTP and network port


extract EPAgent10.2.0.27windows.zip to c:\

cd epagent

update IntroscopeEPAgent.properties as below:
introscope.epagent.config.networkDataPort=9000 

introscope.epagent.config.httpServerPort=7070 introscope.agent.enterprisemanager.transport.tcp.host.DEFAULT=192.168.101.130
C:\epagent\bin\EPACtrl.bat register

Open C:\epagent\conf\EPAService.conf, configure java home location

set.JAVA_HOME=C:\Program Files\Java\jdk1.6.0_71
C:\epagent\bin\EPACtrl.bat start
b)Configue the integration with Apache (64bits)

-Stop “World Wide Web Publishing Service” windows service
-Launch C:\sw\apm4sso\CAAPM_SSO_Installer.exe
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A APM for SSO for 64 Bit version of CA SSO Web Agent successfully updated.
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Donino Windous: c:\lotus\domina
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Please input location of Vebfgent.conf, press enter if no input
onfiguring "CA AP for 50" for CA $50 Policy Server.

Please enter the nane of the server hosting the EPAgent: 192.168.161.199

Please enter the port # of the EPfigent (default is 8686>: 7678

IPlease enter the netuork data port # of the EPAgent (default i 8668>: 9668

A APM for SSO for CA SSO Policy Server successfully updated.




EPAgent host (localhost): 192.168.101.199
EPAgent HTTP port (8080): 7070
EPAgent Network Data Port (9000):

Same EPAgent connection details for the webagent and policy server
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- Open C:\Program Files\CA\webagent\win64\bin\IIS\WebAgent.conf
- Start “World Wide Web Publishing Service” windows service
In the system console, enter XPSConfig, enter XPS, 5, C, set EventIntroscopeprovider.dll

Press “q” 3 times to exit
Restart the “SiteMinder Policy Server” window service

Try accessing to the unprotected page, you will see “Hello”.
http://apm2k12b.slod.local:90/test/index.html 
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Try accessing to the protected page, you will see "hello page protected".
 http://apm2k12b.slod.local:90/test/admin/index.html   (test/test)
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Check results in the investigator:
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