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@ Main concepts of CA Identity Suite

Making Identity Simple
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Bridging the Gap One Stop Shop Simplicity



Bridging The Gap Between Business And IT

From an IT oriented solution to a business user centric approach

ca Identity Porté!

Empowering the business users
Consumerized, intuitive and easy to use
Using business terminology

Familiar concepts, as easy as online shopping




One Stop Shop for all Identity Services
Everything the business user needs in one place

User Life Cycle Identity Management

Identity Governance Access Certification

Multi Factor Advanced Authentication

SSO App Launchpad

—




Simplicity
Easy to Deploy and Easy to Use!

* Simple for the business user

* Simple to deploy
— Delivery via virtual appliance
— Deployment of complete use-cases

e Simple to maintain

— Adopt modern DevOps approaches and technologies

— Lower platform software license costs




CA Identity Suite 12.6.8
New Capabilities

April 2016
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Identity Analytics
Active Dashboards for User Lifecycle
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* Collect information and statistics about processes in real-time

e Dashboard displays real time data analytics and statistics for each one of

the processes

* Analyze processes and drill down into potential problems in a process

and remediate them



@ CA Identity Portal
O Logout @

11/30/2015 ~ 03/07/2016

= Sub processes ~

f Average SLA 8 Number of completed requests m Max time of completion A Min time of completion
Y b S ;

37 Requests 14 days y 24 hours

6-35 (EVES

AVERAGE SLA I-I DAYS v 1 HOURS v |

‘°°:/\ 'y /\/\/\ /\ /\/\ /J\\/\ ANA / | /\ /\/\ /\A /\
§184¢ ¢

o- * -- . >
$§ & & & & & & & & 2 4 22444 § § § § § § § § 5§ § §5 § 82 2 2 8 22 P B PP 2P P E S S
8 Vv e 62 3y 2 g aaas~"""*°::"::ea:e:caa:.~'°°sszssszaas-~w~
EAvefageSLA
| <€ WORKFLOW | | 4 ANALYZE |
NO. REQUESTS 11 DAYS v |W2 NETWORK ACCESS STATUS
20 1+ . . - N . .

S bk b

5
2 o o L &£ o L = = =
$ £ 3% 3888838883858 5585553553383 3832828328333
g e essyem g EREESERERS RG-S TE S s ARA N B

ed I Rejected Revoked
L1 No. Requests B completed [N In progress [l Rejected [N Revo

[ < WORKFLOW | | 88 ANALYZE | | € WORKFLOW | | 4 ANALYZE |




Real-Time Advice Tools
Context Based Recommendations

 Recommendations and suggestions are calculated and displayed
in real-time during access requests
e Suggestions are context-based, i.e. Based on users’ attributes, current access

and requested access
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ca Hello, Michael Allen E,/ @2 CA Identity Portal

) Logout i ;
technologies L Campaigns Analytics
Home My Profile Dashboard Tasks Campaigns My Requests Employee lifecycle management Contractor lifecycle management Self Service #2 Apps B Drafts £+ Settings @
Selected user: O Tony Belli User Risk Meter CQ 11000 +
Current Applications Endpoints Roles Similar Users Favorites @ Salesforce.com ¥ ]
+ Manage Accounts @ ° Added
Databases - Oracle DBA @
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Access Certification
The New Certification Campaigns Experience

e Fully consumerized experience including capabilities such as:
- Display all the information on one page
- Personalized view where users can select what information to view

- Export and import campaigns to excel for offline decision making

Copyright ©2016 CA.All rights reserved. CA confidential and proprietary information for CA use only. No unauthorized copying or distribution permitted.

G

technologies



ca Hello, Michael Allen M @2 CA Identity Portal

® Logout Tasks Campaigns Analytics

technologies
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ldentity On The GO

The most comprehensive mobile application in the market

Branding
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Certification campaigns
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Q Localization and multi-language support (Pre-Orion)
Easily translate any objects in the system

All objects in the system can be translated, including dynamic

objects. For example, forms and the entitlements catalog.

* Access Requests can be made in one language and than viewed

by approvers translated into their preferred language.

e Currently the out-of-the-box supported languages are: French,

Italian, Spanish, Brazilian Portuguese

e Customers can easily add support for additional languages from

the administrative interface.

SN ?) : | \
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Rapid Deployment

Full production-grade deployment in minutes!

Virtual Appliance

Orag & Drop Services to desired machines

* No Installer, No Scripts, No Training  Servces 2 Machines )

a4 ™ e

0000 O0O

e Fully pre-integrated solution

* Highly available, production ready

 Up and running in minutes!

\ N
AN

\ \
A \

“\ \
- \ — 3

N\ | — o\ o\ &

Copyright ©2016 CA.All rights reserved. CA confidential and proprietary information for CA use only. No unauthorized copying or distribution permitted.

CGa

technologies



ca CA Identity Suite O Logout

wemowews  Virtual Appliance

Please select the configuration type you wish to deploy

This Wizard will help you get started and set up a running environment in minutes. Lets get started

Demo Sandbox/Custom Non Production Production

For demonstrating the Identity To quickly develop and For lower customer For production and pre-
Suite features and capabilities prototype Identity Management environments like QA or production (Staging)
solutions and use cases Development environments environments

Deployment Type Selection
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ca CA Identity Suite © Help O Logout

wemowews  Virtual Appliance

Drag & Drop Services to desired machines Back to wizard

changes not deployed yet

@ SeI'VICES E’ MaChlneS (']) + Add Machine
A MasterEd N | %
192.168.41.149 6072MB / 608SMB

o © ©

Identity Governance 12.6.5

Drag out to remove

Best Practice Recommendations
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ca CA Identity Suite

irtual Appliance

2 Servers (1)

& MasterEd
192.168.41.149

Connector Server 12.6.8
Management console
v/ Service is running properly

more details

@ Oracle Database Express 11g

v/ Service is running properly

more details

Identity Manager 12.6.8

Management console | User console
v/ Service is running properly

more details

Provisioning Server 12.6.8

v/ Service is running properly

more details

Identity Portal 1.6.2 CR-1
Management console | User console

+/ Service is running properly

more detalls

@ User Store

v/ Service is running properly

more detalls

Centralized Monitoring and Logging
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Coming Soon...
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Rapid Time to Value

Reduce use case configuration time from weeks to clicks!

Deployment Xpress

* Select from a variety of pre-defined use cases
* Deploy a use case in 3 easy steps
* Deploy best practice use cases designed

by CA services

* Improve customer success and satisfaction

4

Deployment Xpress Market

Found 786 Use Cases

Change Employee Manager ..

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do
¢iusmod tempor incididunt ut labore et dolore Magna wirl

@

o Create Vendor

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do
elusmod tempor incididunt ut labore et dolore magna wirl

Approval Flow - Step #1

o External Contractor Onboarding

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do
eiusmod tempor incididunt ut labore et dolore magna wirl

E-C

Approval Flow - Step #2

Escalation Flow - Step #1

(& Terminate Business Partner .
-

Lorem ipsum dolor it amet, consectetur adipisicing elit, sed do
eiusmod tempor incididunt ut labore et dolore Mmagna wirl

@

° Contractor Onboarding .- E e

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do
elusmod tempor incididunt ut labore et dolore magna wirl

o:
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The CA Approach

The CA Identity Suite Solution

21

Privileged Access Governance
CA Identity Suite Integration with CA Privileged Access Manager

Providing governance for Privileged Access is critical
Governance should be consistent across privileged access
and non-privileged access

As always, it’s all about the user experience!

Automated provisioning and de-provisioning
Access request for CA PAM

Access certification for CA PAM
Additional requirements such as App2App and Launchpad
are under consideration
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@ Under Consideration for Future Releases

22

Identity Analytics new modules (certification, access and risk)

Deployment Xpress additional marketplace capabilities and expansion of use cases
Virtual Appliance support for AWS/Azure. Support for FIPS140-2

Architecture Changes for easier deployments and maintenance

Accessibility enhancement and Section 508 compliance
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Disclaimer

Certain information in this presentation may outline CA’s general product direction. This presentation shall not serve to (i) affect the rights and/or obligations of CA
or its licensees under any existing or future license agreement or services agreement relating to any CA software product; or (ii) amend any product documentation
or specifications for any CA software product. This presentation is based on current information and resource allocations as of August 2015 and is subject to change
or withdrawal by CA at any time without notice. The development, release and timing of any features or functionality described in this presentation remain at
CA’s sole discretion.

Notwithstanding anything in this presentation to the contrary, upon the general availability of any future CA product release referenced in this presentation, CA may
make such release available to new licensees in the form of a regularly scheduled major product release. Such release may be made available to licensees of the
product who are active subscribers to CA maintenance and support, on a when and if-available basis. The information in this presentation is not deemed to be
incorporated into any contract.

Copyright © 2016 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their respective companies.

THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. CA assumes no responsibility for the accuracy or completeness of the information. TO THE
EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENT “AS IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING, WITHOUT LIMITATION, ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. In no event will CA be liable for any loss or damage,
direct or indirect, in connection with this presentation, including, without limitation, lost profits, lost investment, business interruption, goodwill, or lost data, even if
CA is expressly advised in advance of the possibility of such damages.
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