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Platform Support

o Additional SMP/CMDB Database Support:

O
©)
©)

Windows Server 2016
Microsoft SQL Server® 2014 SP2
Microsoft SQL Server 2016 SP1/SP2

o Additional Site Server Support:

O
O

Windows 10 Redstone 3 (1703), 4 (1803), 5 (1809)
Windows Server 2016

o Additional Agent Support:

O

O O O O O

Windows 10 Redstone 3 (1703), 4 (1803), 5 (1809)
MacOS High Sierra (10.3), Mustang (10.4)

RHEL 6.9, 7.3, 7.4, 7.5 (Partial)
Cent0S6.9,7.3,7.4,7.5

SLES/SLED 12 SP3

Ubuntu 14.04, 16.04, 18.04 (Partial -

@@
®

ubuntu


https://www.symantec.com/docs/HOWTO127014

™
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Symantec Installation Manager

Symantec Installation Manager

o Switching Application Identity in SIM

o New Configure NS Settings option
o Account must differ from existing
o Added to Symantec Administrator role
o Default owner changes to new account

o Release Updates are significantly faster

o Shows the installed products from all

defined product listings.

o Manage the products that belong to
currently selected product listing.

o No longer possible to apply licenses
that will be valid until applicable in the

future.

5 Install new products
@ Add/Update licenses

:I :5 Configure settings
1.5 Install optional components

% Upagrade installed products

e s a_

(48} Installed Products SIM belp
M. Products currently installed on your system. You can repair. update. or uninstall products.
Settings..

Install other solutions and add-on products.

Apply purchased licenses. 3

Corfigure database settings or Notification Server settings

Install language packs, documentation or migration

components.
No upgrades currently svailable

Symantec Installation Manager

'
,Q Configure Notification Server SIM Hel
M. Configure database settings or Notification Serve
@Cﬂnﬁgum Database Seitings * You can change the name of the SQL server that contains
the database.
* You can select an existing database from the list or create a
‘ﬁ Configure NS Settings new databas_e' .
* You can edit user name and password that are required to
Anamec Hho dotobocoa
e Symantec Installation Manager = | = -
,” Notification Server Configuration SIM Hel
M. Configure Notification Server credentials, Web site, and &
1
Enter the account credentials needed to run Notification Serv
|ser name: EXAMPLE Administrator 7]
Passwo d: esssssssssses
‘% Select the Web location for Notification Server
l\ Web stte: Default Web Stte = Refresh
l/> Port:
S5L Port: | Require HTTPS to access the Management Platform
—1 Certflicate: SMPB - @ =
— @ = Corffigure my email information
State: email settings are not corfigured 6 Corfigure
Q Unified Help System settings
Port: 8080 e
¥ symantec. <Back [ Met> |[ Cancal
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Symantec Management Agent

o 64 bit Mac Symantec Management Agent o ] Ay i T g
% ] EO| i hhes egel
o Apple officially announced that all applications must be - E
converted to 64-bit ——
o All Mac binaries were converted to 64-bit without impact b G
to functionality
'$ f
o Apply Communication Profiles by CMD g O |

o Using AeXNSAgent.EXE
o /importprofile:<path>
o lets you specify the path to XML file of the profile
o /profilepwd:<pwd>
o lets you specify the decryption password
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Symantec Management Agent

o Initial Settings Policy e L W L W e >

Settings ~ Agents/Plug-ins ~ Symantec Management Agent ~ Settings - Targeted Agent Settings

o In Targeted Agent Settings g Targeted Agent Settings

o
% Manage Agent Settings for groups of computers. Add 2 group of computers to change the agent settings for that graup.

o Disabled by default + comeney
Policy Name ¢ (Initial Settings)
@ (Initial Settings) Symantec Management Agent Seltings for computers, that are not yet completed with registration.

O Se n d S i n it i a I Setti n gs to reg i Ste re d a ge nts £\ All Desktop computers (excluding 'Site Servers') Modify agent settings for computers in this group.

€ Al Linux/Mac Workstations | General || uwpguinux/mac | pownloads | Blockouts | usercontrol | advanced | Health Evaluation

o Toimmediately connect to Task Servers O e e Wy e

The Symantec Management Agent will communicate with the Symantec Management Server at specified intervals,

@ All Windows Embedded

o To enforce a configuration before admin Qe s P
o Applies standard TAS policy after connecting
o Must be enabled for Deployment Solution

II

@ Deployment Pre-Boot Environment Upload basic inventory every:



v Symantec.

Symantec Management Platform

o Persistent Connection

o Enables real time data transfer from and to Symantec
Management Agent

o Uses WebSocket communication protocol
o Operates over HTTPS on port 443
o Does not require additional ports
o Uses existing SSL Certificates
o Supports all settings in Communication Profiles
o All Infrastructure components supported
o CeM IG, Task Servers, Win/Linux/Mac Agents
o If Enabled on Clients:

o All LAN/WAN agents use it to connect to
Notification/Task Servers

o If Enabled on NS/Site Servers:
o Used for all management traffic (NSE, Policy, Task)
o Not used for Package Downloads

o Reverts to standard HTTP/HTTPS if disabled

Agent Settings

Symantec Management Console EE

Persistent Connection Settings for Communication Profile

Enable persistent connection on Symantec Management Agents

Persistent connection timeout (seconds):

-
[X]
=]

Reguest timeout {seconds);

Number of reconnection attempts:

% Status: OK

@ Agent Settings l % Software De

LI E NS A S

IiVEryl @] Task Status} 1 Software Updates] %ﬁ Lngsl

Identification

" o . | OK | | Cancel
User Options 2, Motification Server: SMP8.Example.com
= Computer ID: {95EAG1ED-TDB8-444A-B2AA-592247DDCEEC) ¥
¥ Show popup n... Computer Name: SMP8.Example.com
¥ Enable tray icon Configuration: Last changed on 9/4/2018 8:29:43 AM
Basic Inventory: Last sent on 5/4/2018 8:37:35 AM
Global Options 4
Settings + MNotification Server »  Motification Server Settings
W Enable bandwi... - - -
o Notification Server Settings
I Disallow maint... J Configure Server Settings.
[ Block network .. Processing | E-mail Logging Proxy Distribution Point Credential Encryption Keys Management
Logging Options & *f’d Processing
W Errors Server Processing on ©
Communication with all agents, events processing, policy requests, and scheduled processing.
¥ Warnings
¥ Informational =% Time Critical Manag t >
Persistent Connection on ©

Persistent connection on Motification Server. To establish persistent bidirectional connection between Motification
Server and Symantec Management Agents, you must also enable the persistent connection in the communication
profile(s).

((@ Application Identity

This account must have local administrator rights on the Altiris Server and must be able to login to the SQL Server.
The account change operation can be performed from Symantec Installation Manager.

Account: EXAMPLE\Administrator
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Symantec Management Platform

o Persistent Connection

o Must have HTTPS set up in your
environment

o Enabled in NS Configuration Settings

o Configure for Agents and Site Servers
o Inthe SMA communication profile(s)

o In the Site Server communication
profile(s)

o | e - = —
Management @ { — EZ [2 [ 2, 2 J Symantec, | Communication profile pal
Console Home Actions Reports il i Help : — - ol
a Settings ~ Agents/Plug-ins ~ Sy M: t Agent + S it Agent Com... - SMP8.Example.com L
= [ Settings il SMP8.Example.com
= ] Agents/Plug-ins Motification Server Communication Profile to be used for agent installations and server switching.
Deployment
= X Py Notification Server Communication Profile on ©
D Discovery and Inventory
1 Monitering and Alerting Web application path: fAltiris/ [7)
# P Sch R
@ (3 Power scheme [JHTTP communication hosts: @
] software
= (1 Symantec Management Agent HTTPS communication hosts: SWPS-EXM{ @3 | 6

C] settings
= [ Symantec Management Agent Communica -DJA‘ Persistent connection is enabled. Edi

= [ site Server Communication profiles -~

A woK12-2 H‘d ssLcel Symantec Management Console

Z] Task Server Communication profiles
¥ SMP8.Example.com

‘P‘IJ No prox

Persistent Connection Settings for Communication Profile

C1 UNIX/Linux/Mac

Z1 windows 4 f(@ The Age
1 virtual Machine Management b

Enable persistent connection on Symantec Management Agents

-
D Symantec Management Console EE |6D - |
1| site Management .,  Site Sarver Settings o Global Sits Server Settings . 120 -
- . -
a i Global Site Server Settings
[} Glo ite server settings that are applicable to all site servers
-
D Security Settings ~ N
o P
-
@ [ create the Agent Connectivity Credential on Site ded the ACC is not a domain account)
ca Re-enable the created local account if it ha; out
[ Create the ACC even if the Site Serv ain Controller
= Click here to modify Agent Connectivi
| OK | | Cancel |
Persistent Connection — on ©
r
Persistent connection on Site Server. To establish persistent bidirectional connection between Site Server and Symantec Management ‘
Agents, you must also enable the persistent connection in Site Server the communication profile(s).
Web Configuration 2,
Configure HTTP on site servers
O Configure HTTP binding
Port: |80 Force overwrite binding settings
Configure HTTPs on site servers
Configure HTTPs binding
Port: [ Force overwrite binding settings
) v
M install certificate
9
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Symantec Management Platform

o Clean up Task Schedules

o Disables or deletes schedules that have
no occurrence in the future.

o Removes these task schedules from the
Windows Task Scheduler.

o Settings > Notification Server >Task
Settings.

symvn}aun = = 4 s - ;

Management E=— kL = < \/Syrl \ P
Console Home Manage Actions Reports Settings Help Session —

) Settings ~ Notification Server ~ Task Settings ~ Clean up Task Schedules

= (3 Settings Clean up Task Schedules Modified by: Example'Administrator

=

] Agents/Plug-ins
1 Deployment
D Discovery and Inventory
D Integrations
] Monitoring and Alerting
] Notification Server
[Z] Account Management
21 Cloud-enabled Management
[Z1 Connector
2] Console Settings
[Z] Hierarchy and Replication
[Z] T Analytics Settings
I:l Reports
2] Resource and Data Class Settings
1 Right Click Menu
4%, site Server Settings
=[] Task Settings
(] Task Types

- Clean up Task Schedules

‘\@ Clean up Task Data

:@ Cleanup Version Data

B
Modified date: 8/27/2018 $:10:23 AM

Clean up expired task schedules

Cleanup Options

This task disables or deletes the schedules that are created by the user and that have no occurrence in the future.
Disable expired schedules with no occurrance during last:

Delate expired schedules with ns occurrence during last:

Process only task schedules

Save changes Cancel

Task Status
Q:;;New Schedule &2 ‘ *

| Description

=5 Group by | search VR
| started By End Time

Start Time

10
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Symantec Management Platform

o Clean up Task Schedules

o Disables or deletes schedules that have
no occurrence in the future.

o Removes these task schedules from the
Windows Task Scheduler.

o Settings > Notification Server >Task
Settings.

o Console Notifications
o Product Listing updates are visible
o Informational Only — Use SIM to Update
o Visually unified and don’t overlap
o View can be controlled per Console user

e : = o
Management % = I:Z lz = < \/Syrl \ P
Home Manage Actio Reports Setting Help Session —
) Settings ~ Motification Server ~ Task Settings ~ Clean up Task Schedul
= (2] Settings o % Clean up Task Schedules Modified by: Example\Administrator
] Agents/Plug-ins Clean up expired task schedules Modi

1 Deployment
D Discovery and Inventory
D Integrations
] Monitoring and Alerting
= ] Motification Server
[Z] Account Management
21 Cloud-enabled Management
[Z1 Connector
2] Console Settings
[Z] Hierarchy and Replication
[Z] T Analytics Settings
I:l Reports
2] Resource and Data Class Settings
1 Right Click Menu
4%, site Server Settings
=[] Task Settings

(] Task Types
%% Clean up Task Schedules

‘\@ Clean up Task Data
:@ Cleanup Version Data

odified date: 8/27/2018 9:10:23 AM

Disable expired

Cleanup Option:

This task disables or deletes the schedules that are cre

s

schedules with no occurrence during las

ated by the user and that have no occur

t:
Delate expired schedules with ns occurrence during last:

Process only task schedules

rence in the future.

Save changes Cancel

Task Status

“. Mew Schedule a1 | ¥ =5 Group by | search VR
| Description Start Time | started By End Time

\/ Symantec. @2 £

@ Attention Required

& Legacy Agent Communication is On

Pastpone ﬂ

J3)  Product updates available in SIM

Postpone

Day
Week
Month

11



v Symantec.

Symantec Management Platform

o Task Instance Name
o Instance Name was based on Task Name
o Difficult to distinguish within the console
o Specify the task-run description
o When launching from the "Quick Run"
o Inthe "New Schedule" options
o Makes it easily searchable

% Initial Deployment Job

Tasks ~ Jobs and Tasks + Samples + SES + Deployment = Initial Deployment +  Initial Deployment Job

& Initial Deployment Job

This job will not function correctly in its current state. It is provided as an example. -Symantec SES

Jobs f Tasks

52 New v ok Add Existing & { & | ®

= 2 Job Start
"% Fun "Deploy Image”
F Run "Boot To Production”

' Stop

Fail Job if any Task within this Job fails

Save changes Cancel

F Task Input

|:| Fail Job if this Task fails

New Schedule

Task Status

= Quick Run ﬁ‘:u, Mew Schedule

|D uick Run Now

£ Quick add: + add > ¥

U, mfmo e Fmcle Frp R
Override default task run name

% Initial Deployment Job
Schedule

® Now
O schedule: [At date/time hd

2

Date: | 8/28/2018 B mime: |09 |5:[00 |5 [Servertime v

Repeat every: [1 V|| Minutes v

Run Options

[ allow the user to defer execution of this task
Alert displayed to
user: Initial Deployment Job is scheduled to run.

Maximum time to defer: |5 minules

[ override Maintenance Windows
Task Input

| Mame | Description

e

12
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Symantec Management Platform

o Jobs/Tasks

o The logic to stop a Job was based on
tasks failures being set and by building
conditions based on different error codes

o New Input Controls
o Each task has a “Fail job if this task fail”

o Controls what stops entire job or where
failure is expected.

o Define each level as a critical task and
stop execution at each failure.

o Saves time and provides proper visibility
of Job failures

% Initial Deployment Job

Tasks ~ Jobs and Tasks + Samples + SES + Deployment = Initial Deployment +  Initial Deployment Job

& Initial Deployment Job

This job will not function correctly in its current state. It is provided as an example. -Symantec SES

Jobs f Tasks
2 New » om Add Existing & 1} & | X
= % Job Start F Task Input
"% Run "Deploy Image” [ Fail 10b if this Task fails
F Run "Boot To Production”

' Stop

Fail Job if any Task within this Job fails I

Save changes Cancel
Task Status
s Quick Run ﬁ‘:u, Mew Schedule ) Rerun Task .3 | b
|2 Quick Run Now | started By Compute
ﬂ Example\Administrator 1

hesrri, mfmo e Fmcle Frp R
|uv=.". ide default task run name |

13
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Symantec Management Platform

o Power Tasks

o Software Installations may fail if a machine has a reboot
pending - Causing productivity and availability impacts

o Existing ways to solve the problem were unconditional

Power Command

reboot or complex registry checks.

. * Restart
o New Reboot Option ot dow
o Will only reboot machines that already in a “reboot Log off

pending” —reducing impact to productivity -On-LAN]
o If checkbox selected, can be used in cases like: I Restart computer only if it is pending reboot |

Force applications to close without prompting

o In-use file rename

o Computer rename

o Computer role addition
o Windows update

14
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Symantec Management Platform

o Custom Task Success/Failure codes
o Multiple values separated with commas.

o Only available for script task types.

S = = 5 > o
Management = y kL, e £
Console Home Manage Actions Reports Settings Help Session
@Jﬂbﬁ]]’asﬁs Custom Inventory - Processor
| Search ,0| (g:‘: Tasks ~ Jobs an... = Samples » Discovery an... = Inventory ... » Custom = Custom In..

4 | Samples
| Deployment Solution Examples
4 | Discovery and Inventory
4 ) Inventory samples
4 | Custom
" Custom - ACME Image Informa
Custom - Check for Biltlocker 5
Custom Inventory - Processor
Custom Inventory - UNIX PS Li
| Notification Server
| Real-Time Console Infrastructure
) SES

) . System Jobs and Tasks

Custom Inventory - Processor Modiﬁed by: ExamplehAdministrator
Custom Serint Modified date: 8/27/2018 9:22:46 AM
vstem Sene Modified 3 times

Script Details
Script

type: Insert token: | Select token to insert

'Following is & sample custom inventory sript gathering informstion about .Y
processer of a machine and posting data

"to HE using Rltiris HEE Component
'

On Error Resume Next

"Create instance of Wbem service cbject and connect to namespace
strComputer = ™. "

Set objWMIService = GetObject("winmgmts:"™ & "[imperscmnationlevel=impersonate}!
A" & strComputer & "‘\roothcimwz")

"Fire WMI Query

Set objCIMOb] = cbjWMIService._ExecQuery("select * from CIM processor™) W
Save changes Cancel || Advanced...
Task Status

= Quick Run @3; New Schedule 7' Re iTask =] | > D|Gro.'_.'pby vISearc."?

] Stop task after:

| Description | Start Time © | started By |
=] Page 1 "8/27/2018 2:00:00 PM" to "5/3/20 0:00:02 PM" - 100 items |
- r A
Symantec Management Console [st,am,.
R . istrator
Script || Task options |

W The task is succeeded if its return code is: | 1802
[l allow other tasks to run while running this task

[prevent the computer from going into sleep mode while this task runs

E Any

15
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Symantec Management Platform

o Legacy AD Management in a Hierarchy Active
. . . Parent NS i
o Active Directory data was not replicated down AD data Directory
o Mandatory AD import on Parent then Replicate ® ®
o |f AD import on Child NS you could not manage
Imported filters/Groups on the Parent
o Caused mismatched GUID’s and a massive merge Child NS Child NS
process between Parent/Child NS’s
o Hierarchy Replication Options | T e & eeponstie f. mplesing dts impated from Actve Directry
. . . . . The Rule is currently idle. Oon ©
o Replication rule added called “AD import Replication” : : :
Repli d f d h Replicate Normal replication
@) ! ep |Cates ata Or.User-S an CompUFerS t at are ® Resource types 2 resource types o Replicate only data classes
imported from Active Directory (Is Disabled) Resource Target O resource targets Replicate only new resources
Data Classes: 3 data classes
o Allow configuration of hierarchy replication mode Direction: T T
o Configures the type of data the hierarchy replication Replication mode: ~ [Replicate only data classes = ¥

rule should replicate.

16
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Symantec Management Platform

o Data Class Summary Generator

@)

Aggregates an extensive data set into a smaller
data class content.

Easier to replicate and use across multiple NS’s

Reports, queries or stored procedure can be
used as data source

Processes the Data Source and inserts the result
into the Data Target data class.

Data set can be managed using standard
mechanisms, like Standalone Replication to
reporting server

Can use the Data Class Summary as a report

= [Z] Resource and Data Class Settings
(] Data Classes

(1 Resource Associations
(Z1 Resource Platform

(1 Resource Summary Items
(1 Resource Types

= 1 Summary

{ CEM Agents Dist1 = OPen

1 Client Agent Sum| 5} Open in New Window

1 Mew Data Class § %7 1mport
(] Virtual Assodiations
03 Resource History
’_ﬁ; Resource Membershi
2 right Click Menu

= Export
& Properties

Security Role Manager

4% Site Server Settings New

(2] Task Settings
i Certificate Management
& | Command Line Right-Click Action Certificate

o J Database Settings
AN, P

»| ) Folder

| Data Class Summary Generator

@) Item Link
@] Web Link

Settings +  Motification Server »

q New Data Class Summary Generator

Add description

Resource and Data Class Settings + Summary Generators »

Mew Data Class Summary Generator

Schedule

Schedule: | At date/time W

Date: | 8/28/2018 HH Time: |09 |%. 32 |2

- -

[ Repeat every: |1 | Minutes v

Off

Settings

Data Source

Sowurce kind:

Stored procedure:

Data Target

Resource kind:
Target kind:

El
Inventory Data Class: Tble Name

I:‘Purge existing records on update

Summary View

=7 Run

17
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Symantec Management Platform Y i

Sy tec M t Console \/ /
Edit selected target - Windo /<mputers with Inventory Plug-in
Ly ) ° AN
o Resource Target Modification [ it by 4 ot e L]
o Need to modify a shared Target for a Policy —— - %pﬁmu Monitor Site Server
Filtering Rules 1 filters appli e 1 zvai D salect
o Warning appears “...Is used by n other Policies” v ot 1 & i @ A
o To change the Target: Cindude oy mansged computers [1. Ir-dtj Save Target As [ Lit ]
CoOmputers
o) Close the Ta rget Window.” Resources currently matching rules:
. . . Add Include/Excude -
o Find Target in Computer View...
. | Search in SMPE.EXAMPLE. COM Monitar Site Sarver’ p|
o Save the Target as something else... —
. . . i SMP8
o Re-apply New Target in desired Policy. B ittt Adm Ueer

o Within ITMS View, the targets section has a
similar “Save As” option for an opened target

18
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Sy tec M. t Console ﬂ

Edit selected target - Windo /<mputers with Inventory Plug-in

o Resource Target Modification [ v o e, iy

Symantec Management Platform

o Need to modify a shared Target for a Policy “Nm |T"d°wsﬁ::°mpmﬁ_:"h ——— & M IPLE.COM Monitor Site Server
Filtering Rules 1 filters appli e 1 zvai D salect
o Warning appears “...Is used by n other Policies” v e & i SF
o To change the Target: Cincudeonty manages computer llﬂ Ir-r:l Save Target As Lt ™
CoOmputers

O Close the Ta rget WindOW... Resources currently matching rules:
o Find Target in Computer View...
O

Add Include/Excude -

| Search in "SMPE.EXAMPLE. COM Monitor Site Server’ p |

Save the Target as something else...

MName

o Re-apply New Target in desired Policy. B a0 Adm Ueer
o Within ITMS View, the targets section has a

© Coneor /7 a8

Similar Hsave AS” Option for an Opened ta rget Ed'it selected target - Windowsg }uters with I/ /ory Plug-in / /
. |0 Pleasespeciﬁfanewnamefurlﬁedon:larget. ™~ é/ ™~ é |
O Reso u rce Ta rgEt CIO n I ng @E MName: |Windows Computers with Inventory Plug-in + 1 | Clone Copin:
o “..Isused by...” Notification still exists e v =%
THEN: [exclude computers notin ~| (§ ) [Filter ~| Windows Computers with Inventory Plug-in % %
o Cloning check box added on Edit Target Page e [ ] B G ] o SR v
o Scope is defined by security roles s cunenly it s
o Lock icon on Target if insufficient rights

19
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Symantec Management Platform SR e o G

Define Group Settings

Connection profile name: | |

Access permissions to protocols settings

Network protocols
Protocols can be turned on or off

O S N M P v3 S u p p o rt AMT (Active Management Technology) Off

ASF Off

o Protocol support on Cisco switches and the devices emc off
connected to them LT per T ool P o
IPMI Off

o l.e., Virtual Machines, Desktops, etc. K? -
SNMP Versions:

0|99|lee el
HEHEH P LS

o Perform the following tasks Y
o Discover the devices using Network Discovery. emmnty nemes =
o Gather agentless inventory on the devices using TRead: i
Inventory for Network Devices. Timeout: B | seconds
Retry count: |2 |
SNMP Trap Sender off &
SSH off ®
MD Array off @
VMware off & -
WMI off @
W5-MAN (Webservices for Management) off & >
OK | | Cancel | v

20
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Symantec Management Platform

o Schedule for SQL defragmentation @| Shared Schedules

Shared Schedules are schedules which can be used by all managed tasks.

o Database fragmentation causes massive impact s Add Schedule. 2 | . Resources
to SQL Operations Enabled  |Name Description

Schedule to purge completed remediation tickets At 10:00 AM every Sun of every 2 weeks, starting Saturday, January 1, 2005

&> Restore Task Servers At 12:00 AM on Monday, May 5, 1980
o Now Enabled by Default to run every Saturday A 12:00 A0 on Monday, May 5, 1990
. . . SQL defragmentation schedule At 12:00 PM every Sat of every 1 weeks, starting Monday, May 5, 1980
O ShOUId be AdJUStEd If a IVIS SQL Malntena nce Schedule to pull remediation tickets At 12:30 AM every 1 days, starting Saturday, January 1, 2005

Nightly schedule to associate Software compone... At 12:30 AM every 1 days, starting Saturday, January 1, 2005

Plan is in place

NENORORRMERF

Detailed File Inventory Task schedule task At 12:30 AM every Tue of every 1 weeks, starting Monday, May 26, 2008
SMP Statistic Uploader At 2:00 AM every 1 days, starting Friday, January 1, 2010

Update Organizational Hierarchy At 2:00 AM every 1 days, starting Wednesday, October 1, 2008
Complete Resource Membership Update At 2:05 AM every 1 days, starting Saturday, January 1, 2005

21
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Symantec Management Platform

o Core Settings Page

O

O O O O O

Easy access to Core Settings
Replaces NSConfigurator.exe

All items are listed on the left pane
ltems are searchable

ltems can be edited easily

Active Settings shows enabled items

o Core Settings Audit Report

O

©)
O
O

Shows all changed core settings
Shows From and To changes
Shows User / Time of changes
Allows you to edit the setting

Symantec - ﬁ [== E F T ; o
Management = - ‘3 = : Core Sattings /O
Console Home Manage Actions - i— |
- | Symantec Management Console E F
e Core Settin - - udit
S— . c Edit Core Setting 1
L‘.!' Active Settings [:l 0 Change setting value and provide description for audit
= [ Core Settings All 4
"] Active Directary Impert Name: AccountDetailsCacheSize Integer
. ™
'] Administrator's Email * 7| vale: ‘moocl ‘
] Agent Push Name
") Calendar View 4 Acco Comment: |EXAMPLE\Administrator |
] client Polidies an el r—
. P . i +
_| Cloud-enabled Management (CEM) oy Account Details Cache s: S‘h'mm:: h: ;
"] Codebase Cache LY 1 Mﬂﬂﬂg‘m ent .
] Collection Membership Cache » ADB C-nnsula Home Manage
_] Configuration Management Database (Ch o ADy |"+
% Custom FI'PbPrmq-r a4 ,‘_J
% Custom Web Proxy . ADDeleteleftoverCollections —y . .
] Data Connector ) . .} Active Seftings
] Delayed Activities . ADDisableDistinguishedName... ¥ ﬁ
'] Delta Membership Update .+ AddressToSiteCacheRefreshln... = ] Core Settings
] Diagnostics an, “ . ,
- g #.' ADEnsureNseSequence _I AEtl'U'E Dll'ECtl:I'rjl' Impﬂl’t
| Get Package Info . ADGeI
: e ] Administrator's Email
"] Histo : +
. v _ .0 ADMaxDirectoryltemsExporte... —I mini or s cmal
| Inventory Forwarding "
() Licensing .+ ADMaxSelectorGroups L Agent FUSh
e | LS ' —

Mizcallansns

Settings =  Motification Server ~ Internals -

°°_b| Core Settings Audit

Expl e changes done for Core Settings.

j MaxConcurrentMessageQueueThreadPoolSize 9/25/2018 7:41:43..

47 MaxConcurrentCertificateRequests
47 LogagingThreadPoolldleMs

y ADPurgelntermediateDays

4 ADMaxSelectorGroups

47 AccountDetailsCacheSize

47 ADCrossDomainScanMode

o ANMembershinhelstaChonk:

Core Settings Audit

Time User

Example\Administrator
9/25/2018 7:41:33..
9/25/2018 7:41:22..
9/25/2018 7:41:03..
9/25/2018 7:40:52..
9/25/2018 7:40:45...

9/25/2018 7:40:38...

Example'Administrator
Example‘administrator
Example\administrator
Example\Administrator
Example\Administrator

Example\Administrator

From
10
600
60000
30
200
10000

To
11
700
50000
30
202
10001
3

L
o
Comment
EXAMPLE\Administrater N
EXAMPLE\Administrator r

EXAMPLE\Administrater
EXAMPLE\Administrator
EXAMPLE\Administrator
EXAMPLE\Administrater
EXAMPLE\&dministrator
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v Symantec.

Task/Package Server Infrastructure

o New Site Based Reports

o Subnet to Site Assignments

o lists the subnets and the sites to which they
are assigned

o Subnets with Affiliated Sites / by Computer
o Drill =» View Computers in this Subnet
o Packages Distribution by Download Type

o Package information and download count
across all subnets or specific subnet.

o Drill = Exact source for package download
along with transport used - HTTP, UNC, or
P2P.

Reports ~ MNotification Server Managament ~ Server » Subnet to Site assignments

Subnet to Site assignments

Edit
Lists of Subnet to Site assignments including Encompassed subnets logic
A Actions + | Save As~  #= Print | ‘G Run F%Auto- [View:| Select a value... = ] |Gfo.'_.'_c by: V| |5‘eaf-:."?
Subnet Site Supernat 2
192.168.64.0/24 Corporate Site
10.104.198.0/24
10.150.184.0/22
10.16.0.0/24
10.16.139.0/24
10.16.232.0/24
Reports = MNotification Server Management » Server » Subnets and Sites Info »  Subnets with Affiliated Sites
Subnets with Affiliated Sites =
List of subnets with affiliated Sites :
4 Actions = | Save As ~  #= Print | o Run r%}-‘\uto- [\Fiew:| Select a value... - ] |Gfou_c by: V| |5‘eaf-:."?
Subnet Formal Name Subnet Mask Assigned Site Task Servers Package Servers Manually Assigned 55 Clients
192.168.64.0 192.168.64.0/24 255.255.255.0 Corporate Site 2 1 1] 6
10.19.64.0 10.19.64.0/20 255.255.240.0 0 i} 0 1
10.21.28.0 10.21.28.0/24 255.255.255.0 V] i} 0 1
Rowis: 3
Reports »  MNotification Server Management = Server = Packages Distribution by Download Type
Packages Distribution by Download Type =T
This report shows download types for each software package that client computers have downloaded within a specified timeframe. Additional i... -
[_'l Actions ¥ | Save As * i Print | ‘Q Run F%Auto- [View:| Select a value... ~ ] |G‘ro;.'_c by: Vl |5‘eaf-:."?
Parameters Subnet=, Package Name="%
eionds |
Package Name | % |
Subnetl |
Package Name Package Size {bytes) Total Downloads P2P (count) P2P (%) UNC (%) HTTP (%)

No Results Returned

Rows: O
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v Symantec.

Peer to Peer Infrastructure (P2P)

o P2P Configuration Options
o Maximum upload bandwidth and Maximum
download bandwidth
o Replaces the Maximum bandwidth option
o Independent from Throttling settings
o Blockouts are Respected

g All Desktop computers (excluding 'Site Servers')

) Symantec Management Agent Settings for 'All Windows Desktops’ [excluding 'Site Servers')

Modify agent settings for computers in this group.

General UNI¥/Linux/ Mac | Downloads | Blockouts

User Control Advancad Health Evaluation

Peer-to-peer Downloading Configuration Settings (Windows only)

L allow Symantec Management Agents to download packages from peer computers

TCP/UDP port: 56118

HTTP reguest timeout: 30 seconds W

Maximum upload bandwidth: Lirmit to: 10 MBytes/zec W

Maximum download bandwidth: Lirmit to: 10 MBytes/sec W

Maximum number of requests per core: 4

Maximum number of connections: ' Limit to: | 1000

Total log size: 1 MB

Peer announcement: +f| Send every: |10 minutes

Unavailable peer timeout: 1 hours W

Additional subnets to discover: Add
Remove

Maximum number of peers per download attempt: &

Maximum download attempts per package: 3

Period between download attempts: 2 minutes %

File block download progress on peer: v Send every: |2 minutes %

Don't use peer-to-peer downloading:

When CEM mode is active
In Wi-Fi networlk

When Package Server is available in the same subnet
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v Symantec.

Peer to Peer Infrastructure (P2P)

o P2P Configuration Options
o Maximum upload bandwidth and Maximum
download bandwidth

o Replaces the Maximum bandwidth option
o Independent from Throttling settings
o Blockouts are Respected

o Don't use peer-to-peer downloading
o Disables P2P downloading in certain cases.

o When PS is available on same subnet

o Prevents P2P Downloading when codebases
are received on the local subnet

o When CeM Mode is Enabled

o Disables P2P Downloading when CeM is
enabled and resumes in Intranet mode

o When in Wi-Fi Network

o Disables P2P activity for local subnets
connected through Wi-Fi adapters

g All Desktop computers (excluding 'Site Servers')

] Symantec Management Agent Settings for 'All Windows Desktops’ [excluding 'Site Servers')

Modify agent settings for computers in this group.

General

UNI¥/Linux/ Mac | Downloads | Blockouts

User Control

Advancad

Health Evaluation

Peer-to-peer Downloading Configuration Settings (Windows only)

L allow Symantec Management Agents to download packages from peer computers

TCP/UDP port:

HTTP reguest timeout:

Maximum upload bandwidth:

Maximum download bandwidth:
Maximum number of requests per core:
Maximum number of connections:
Total log size:

Peer announcement:

Unavailable peer timeout:
Additional subnets to discover:

Maximum number of peers per download attempt:

Maximum download attempts per package:

Period between download attempts:

File block download progress on peer:

56118

30 seconds W
Limit to: 10
Limit to: 10

4

| Limit to: (1000

i MB

+f| Send every: |10

1 hours v

8

3

2 minutes v

| send every: 3

MBytes/zec W

MBytes/sec W

minutes

Add

Remove

minutes %

Don't use peer-to-peer downloading:

When CEM mode is active

In Wi-Fi networlk

When Package Server is available in the same subne

J
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v Symantec.

Peer to Peer Infrastructure (P2P)

o Improved Usability of P2P Reports

o Packages Distribution by Download Type

o Drill Down > Downloads by Computers and
Download Types

o  Drill Down > Computers TCP/IP Info

Reports ~ Motification Server Management » Server » Packages Distribution by Download Type

+ ' Packages Distribution by Download Type

Edit
This report shows download types for each software package that client computers have downloaded within a specified timeframe. Ad...
[_j Actions » | ] Save As ~ &= Print | & Run @Auto—run[view: Select a value... - ] |U-."9'J:.~ by: vl |S.sa'."c.-':'
Parameters Subnet=, Package Name=% -
Last N Days
Package Name|% |
Subnet| |
Package Name Package Size (bytes) Total Downloads P2P {count) P2P (%) UNC (%) HTTP (%)
Patch Windows Sys... 30946641 5 0 a 0 100
Win{ pws (Microsoft.. 622954 4 0 i} 0 100
Reports ~  MNotification Server Management ~ Server ~ Packages Distribution by Download Type  Downloads by Computers and Downloa...
+ ' Downloads by Computers and Download Types Edit
This report shows download types for each software package that dient computers have downloaded within a specified timeframe. Ad...
4 Actions » | ) Save As - #E=Print | & Run EAutn—run[View:| Select a value... - ] [Group by: v/ |Sea.’ch
Parameters Subnet= &
Last N Days[300 |
Subnet| |
Computer Name | Start Time End Time Download Dur... | Type IP Host Download Path
SMP8 9/5/2018 8:34:4... 9/5/2018 8:34:4.. 1 HTTP https://smp8.ex..
W2K12-1 8/30/2018 11:0... 8/30/2018 11:0... 1 HTTP https://W2K12-2...
12-2 9/5/2018 8:18:5... 9/5/2018 8:18:5.. 1 HTTP https://smp8.ex..
10-1 9/5/2018 8:17:4... 9/5/2018 8:17:4._. 1 HTTP https://smp8.ex
PMO1 9/5/2018 11:56:... 9/5/2018 11:56:... 1 HTTP https://W2K12-2...
Rows: 5

Reports ~  Metification Server Man... = Server - Packages Distribution by Do...  Downloads by Computers and...  Computer TCR/IP Info

+ ' | Computer TCP/IP Info

Information about all netwark interfaces that specific dient computer has reported.

Edit

rj Actions » | ] Save As v i Print | ‘3 Run E‘Am—run[\liew:| Select a value... ~ ] |E."9u:' by: v| |5‘sar:‘.'?
Computer Name IP Address Subnet Subnet Mask Default Gateway
W2K12-2 192.168.64.110 152.168.54.0 255.255.255.0 192.168.64.2

Rows: 1
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Past Peer to Peer Infrastructure Challenges (P2P)

Existing Limitations Impacting Delivery Time




v Symantec.

New: File and Block Level Downloading in P2P

———————————————————————

Endpoint 2 (peer client)

~
- - - —

Software Package Placeholder

———————————————————————

Endpoint 1 (peer master)

Software Package Placeholder

————————————————————————
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\/Symantec..

File and Block Level Downloading

[ 1. Package is split into 2MB blocks

[ 2. Peer master starts downloading the package block by block Endpoint 2 (peer client)

[ 3. Share blocks with peers once downloaded

oftware Package

|
|
| 2MB 2MB 2MB
|
\

block 1 ' block 2 block Z
NS or Package Server

Software Package

2MB 2MB
block1 block 2

o o o -

Block Size is
Configurable!

2MB
I block 1 = block 2 block Z
V4
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v Symantec.

Solution to Limitations in Package Delivery

Minor change in Late corruption

Network instability package content detection

Existing Limitations Impacting Delivery Time
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v Symantec.

Cloud Enabled Management

o Cloud-enabled Agent Installation Package
o Select multiple Organizational Groups

o When Running the Install Package:
o The end user must select the group

o The respective communication profile is applied.

Symantec Management Console

Cloud-enabled Agent Installation Package

Operating System:

|Microso|’t Windows v|

Eolicy (Internet Gateways): |Ncr enabled policies were found. Vl

Organizational Group:

Installation name:

Expiry:

Select an organizational group

Symantec Management Console

Select an organizational group

Package installation lin

E&utomate certificate d
] Limit number of agent

IF mask:

Package Security
] Sign using
® Thumbprint:
File:

+/| Password protect pack

Password: |:

Confirm password; |:

Available views or groups:

Group: | Select a group

Name

= _J Organizational Views

. Assets by Cost Center
‘ Assets by Location
. Contracts by Location

= ‘ Custom hierarchy
org group 1
org group 2

. User Created Resources

‘ Users by Department

, Users by Location

31
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v Symantec.

Certificate Management — In the Console

o Certificate Management Page

Symantec = {
MS::E:.T - H%e M;:aige AcEtgns Reports Settings Session H’ilp \/Symamec. f—
. . . e " L) Sattings + MNotification Server =  Cartificate Management
o Located in Settings > Notification Server -s=- g Cemtifcate Management
. . D Discovery and Inventory
> Certi f/ cate Mana gement (2 vatorg e A [ ——
= [Z1 Notification Server
. . . Tre . . [ Account Management B Replace <9 Gancel  +f Finalize 52 Rensw @ Revoke  View: [Notification Server Status: [l I o
C O b e S e St a d e a a b I t e S (] <ioud-enabled Management Resource Name Port |Certificate Name Thumbprint Expiration Date
O m I n XI I n g n n W C p I I I £ Connector @ CEM web site certificate 4726 61819BF1878BCETCI944F26ADETFL1CC97ADI2EC 6/7/2037

(T Console Settings

L ahd D Hi h d Replicati @ NS web site certificate 443 77CED2085F33A8F26B398077D89D873BF6ECIBE4 10/7/2034
o Renewal of CEM agent certificates D

E Site server root certificate n/a 0BB1314DB458EEBS81F41E22FS0BB3DEF0S9FS70 6/6/2037
(ZJ Resource and Data Class Settings N
o o D Right Click Menu E NS root certificate nfa F78D3C55350223C39436D1F29E9D0EDG6960ADBT1 6/6/2037
o Replacement of root certificate Jiitnl
(C1 Task Settings Details

r"“’ Certificate Management

o Replacement of website certificates & Comons Lo ik cion o] | SOt corficate pending rptacement

Name: SMP EDWINMR1.shadows.tales.sen.symantec.com Agent CA

J Database Setti Name: SMP EDWINMRL.shadaws.tales.sen.symantec.com Server CA
o ase ings Description: Certificate is used for signing CEM agent certificates. N ,

b . " B , L Expirstion dats:  6/6/2037 5:15:21 PM

,(J Domain Membership/WINS Import - 8 . citimoom o ao oo o

o Guides you through the required ymentec sgement Corsl -

2] Intemal Schedules Calendar Confirm certificate replacement
i Micrasoft Active Directory Import 2F50B83DEFOSIFS70

replacement process. | Josonnt

& purging Maintenance
% Shared Schedules The N5 root certificate is used as Certificate Authority (CA) for issuing CEM Agent

You are going to initiate the replacement of NS root certificate.

ate signing

o Easily see and fix the issues with 7 C3 ey |

specify is distributed to the cloud-enabled agents. All certificates that cloud-enabled

agents use to connect to Internet gateway and Notification Server are recreated.
Mote that during the replacement of NS root certificate, all CEM Agent certificates have
the Replacement in progress status. Details of the replacement process provide
information about current distribution status.

Replacement of the certificate does not occur immediately. The new certificate that you
o o
current certificates.

Mote that gateway must be refreshed to apply new certificate.

After distributing the new M3 root certificate, you must finalize the replacement
operation. The finalization replaces the current certificate with the new NS root
certificate. To perform the finalization, select NS root
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v Symantec.

Certificate Management

o Certificate Status Report

o Shows the list of agents
with/without certificate

o On the Certificate
Management page, under
Reports

o Also under Reports >
Notification Server
Management > Agent

ngs v Notification Server v Certificate Management

B b
;ﬁ Certificate Management

Configure cartificate usage.

%Baphm a2 Cancel o/ Finalwe  #2 Rancw
Resource Namae

CEM web site certificate
NS web site certificate
Sit{'_‘}rver root certificate
NS root certificate

SMA local proxy certificate

D Ravoke

Port  Certifid

4726

443

port v NOCHCuon Sever Herepeeis > - Aaen = Corpotans hsViep 10F WiNout) Wi aRcie
. Computers having (or without) a Certificate

This report contains all computers having (or without) a specified cactificate.

[T aons v () Saveds @ Print | o Run  [ViAuto-run

Parameters Certificate Thumbpnint=97A2933B5F317242D8F21COD87E1523C69C14089, Shoy

Number of computers to show [so0 V| show Compuurs[woth No Certificate Installed VvV ] Cs
‘N.mu Doma OS Name Machine Guid Server
DVParentSmoke WO.. Windows Serv... 6fd15¢66-afd3-414.. DV165QL16
DV16NSSQL WO.. Windows Serv... 2e5b31fb-f184-482.. DV16SQL16
DV16SQL16 WO.. Windows Serv.. 824acd66-7d1f-4fs. DV16SQL16
<
G7A2533D5F3172420BF21COD8/E15239C65C 14089

T CEE L

Current certificate

Name: OV16SQL16

Description: NS web site cestificate.
Expiration date: 12/5/2037 3:43:30 PM
Effective date: 12/5/2017 3:143:20 PM
issued by: CN=DV16SQL16
Thumbprnint: ESTF34SSEATFCECS10EFASH
Signature algonthm: sha2SERSA y
Purpose:

Status: Self-signed certifica

y

DV2016C64CLIENT I & 70180504
= (1 Reports .
DV2016C64CLIENT C9CID8A
[_ Deployment
DV16SQL16 CSEFD7
[ Discovery and Inventory
FixedProfile12/6 . CSEFD7
[ 1T Analytics
7
s it [ Monitoring and Alerting ,CSEFD
s =

[ Motification Server Management

= 1 Agent
[C] Faults
* | Agent Installation Status
| Agent Request Statistics
*\ Agent Request Statistics Detail
Agent Version
* | Agents Installed in the Last N Days
| Agents Not Installed in the Last N Days

Computers having (or without) a Certificate
Agent Versions

“\ All Managed Computers with End-Of-Life 05
' All Windows 2000/P/2003/Vista/2008/7/8/20
* | Clients Requesting Package Info

 Computer last information update time
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v Symantec.

Certificate Management — Agent Ul

&) symantec Management Agent (Administrator)

- O X

Certificates %Updane Configuration Basic Inventory Tj’ﬁ Diagnostics « \n"iew - @ Help «
%2 Status: OK 30 r0 @1 ©
@ Agent Settings] %E Logsl % Software Deliver}fl W] Task Status] C1 Software Updates ﬁT Certificates l
Friendly Mame | Store | Usages | Sources Thumbprint | Self-signed | Expiration Date | Installation Date Issued To | Issued By
o CA: SMP SMPS.Example.com Agent CA  Intermediate Certification ... Server Auth: NS web site..  smp8.example.com.. 532246a0bf... 3/19/2036 8:43:., 4242018 &19:28 AM W2K12-2.Example.com SMP SMPE.Ex
o CA: SMP SMPS.Example.com Agent CA  Trusted Root Certification ... Server Auth: NS web site.. smpB.example.com.. Bebf6cc047.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMPS.Ex
o CA: SMP SMP2.Bxample.com Server CA Trusted Root Certification ... Server Auth: NS web site.. smp8.example.com.. 31a52465f8.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMP8.Ex
o CA: SMP SMP2.Bxample.com Server CA  Intermediate Certification ...  Certificate validation smpd.example.com 538503 c8f7... 3/19/2036 8:43:... 4/24/2018 8:19:28 AM  W2K12-2.Example.com SMP SMP3.Ex
& CEM: Permanent agent certificate AeXMNSClient\Personal Client Auth: CEM agent smp8.example.com 518f7bedst... 3/19/2036 9:10:.,  5/14/2018 10:47:39 AM  WIN10-1.Example.com SMP SMP2.Ex
4 CEM: Permanent gateway certificate Client Auth: CEM gateway smp8.exampleccom  97cdd2%4e3... 3/19/2036 9:10:..  53/14/2018 10:47:38 AM - WIN10-1.Example.com SMP SMPE.Ex

if MNS: CEM web site certific

Copy Details Ctrl+C

AeXMSClient\Personal

Server Auth: CEM web site

smpd.example.com

5/14/2038 9:01:...

5/14/2018 10:47:38 AM

SMP3.Example.com

of NS: Web site certificate Server Auth: M5 web site  smpB.example.com..  28d9e6303... 5A10/2038 11, 5715/2018 11:24:33 AM - W2K12-2.Example.com SMP SMPE.Ex
of NS:Web site certificate Copy Thumbprint Server Auth: NS web site  smpB.examplecom..  33a17330ca... 5/9/2038 %:44:3...  5/14/2018 11:4%:12 AM - W2K12-2.Bxample.com SMP SMPE.Ex
o sMpPg Copy Serial Number Certificate validation Pre-installed, smp8.... f4b38772d91... Yes 3/3/2036 11:00:..  4/24/2018 &19:28 AM  SMP3.Example.com SMP8.Exampl
< Properties >

f \ Refresh

Prior to ITMS 8.1 RU2, the Symantec Management
Agent used Simple Certificate Management stored in
HKLM\SOFTWARE\Altiris\Communications\Certificates

< 4
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v Symantec.

Certificate Management — Agent Ul

&) symantec Management Agent (Administrator)

Certificates

- O X

Vl'ew - a Help «

Extended certificate properties to
store SMA related information

%2 Status: OK

@ Agent Settingsl %a Logsl % Software Deliver}fl W] Task Statusl [0 Software Updates i1 Certificates |

Friendly Mame /

| Store

| Usages

o Ch: SMP SMPS.Example.com Agent CA
o Ch: SMP SMPS.Example.com Agent CA
o Ch:SMP SMP2.Example.com Server CA
o CA: SMP SMP2.Bample.com Server CA
& CEM: Permanent agent certificate

4 CEM: Permanent gateway certificate
¥ I MS: CEM web site certific

Intermediate Certification ...
Trusted Root Certification ...
Trusted Root Certification ...
Intermediate Certification ...

AeXMNSClient\Personal
AeXMSClient\Personal

Server Auth: N5 web site...
Server Auth: N5 web site...
Server Auth: N5 web site...
Certificate validation
Client Auth: CEM agent
Client Auth: CEM gateway
Server Auth: CEM web site

| Sources Thumbprint | 5/,4@ | Expiration Date | Installation Date Issued To Issued By
smp8.example.com... 53124650&:1‘/ 3/19/2036 8:43:., 4242018 &19:28 AM W2K12-2.Example.com SMP SMPE.Ex
smp8.example.com... Bebffccl47.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMPS.Ex
smpd.example.com..  31a32465f8... Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMP8.Ex
smpd.example.com 538503 c8f7... 3/19/2036 8:43:... 4/24/2018 8:19:28 AM  W2K12-2.Example.com SMP SMP3.Ex
smpl.examplecom  518f7bed5f... 3/19/2036 %10, 5/14/2018 10:47:39 AM WIN10-1.Example.com SMP SMP2.Ex
smpl.examplecom  97cdd2894ed... 3/19/2036 9:10:..  53/14/2018 10:47:38 AM - WIN10-1.Example.com SMP SMPE.Ex

cmpl.example.com  d4b93464f3... 5/14/2038 9:01:... 5/14/2018 10:47:38 AM  SMP3.Example.com

smpl.example.com..  28d%e6903... 5A10/2038 11, 5715/2018 11:24:33 AM - W2K12-2.Example.com SMP SMPE.Ex

smp8.example.com..  33a17330ca... 5/9/2038 %:44:3...  5/14/2018 11:4%:12 AM - W2K12-2.Bxample.com SMP SMPE.Ex

Pre-installed, smp8.... f4b38772d91... Yes 3/3/2036 11:00:..  4/24/2018 &19:28 AM  SMP3.Example.com SMP8.Exampl
>

Refresh |

of NS: Web site certificate Copy Details Server Auth: NS web site
o NS: Web site certificate Copy Thumbprint Server Auth: N5 web site
o smpe Copy Serial Number Certificate validation
< Properties
~
New Certificate Management
)
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v Symantec.

Certificate Management — Agent Ul

( NEW Certificates Ul Page W

@ symantec Managementﬁ\gent(Administratt When Diagnostics are Enabled

Some Properties are

not available in the

Windows Certificate
MMC

Certificates

%Upﬂaﬁe Configuration F]Basic Inventory [E]i Diagnostics « Vl'ew - a Help «

%2 Status: OK

@ Agent Settingsl %a Logsl ® Software Deliver}fl W] Task Statusl [0 Software Updates i1 Centificates |

¢ Friendly Name  +

| Store

| Usages

| Sources

Thumbprint | Self-signed | Expiration Date

| Installation Date

o Ch: SMP SMPS.Example.com Agent CA
o Ch: SMP SMPS.Example.com Agent CA
o Ch:SMP SMP2.Example.com Server CA
o CA: SMP SMP2.Bample.com Server CA
& CEM: Permanent agent certificate

4 CEM: Permanent gateway certificate
¥ I MS: CEM web site certific

Intermediate Certification ...
Trusted Root Certification ...
Trusted Root Certification ...
Intermediate Certification ...

AeXMNSClient\Personal
AeXMSClient\Personal

«f NS: Web site certificate Copy Details

o NS: Weh site certificate Copy Thumbprint
« smpe Copy Serial Number
< Properties

Server Auth: N5 web site...
Server Auth: N5 web site...
Server Auth: N5 web site...
Certificate validation
Client Auth: CEM agent
Client Auth: CEM gateway
Server Auth: CEM web site
Server Auth: N5 web site
Server Auth: N5 web site
Certificate validation

smpd.example.com...
smpd.example.com...
smpd.example.com...

smpd.example.com
smp8.example.com
smpd.example.com
smpd.example.com

smpd.example.com...
smpd.example.com...
Pre-installed, smp8....

532246a0bf...
Bebfoccld?.. Yes
31a52465f8... Yes
538503 c8f7...
518f7bed5f...
GTcdd294e3...
d4b9846413...
28d9e6803...
33a17330ca...
f4b8772d91... Yes

3/19/2036 8:43:...
3/3/2036 11:27:...
3/3/2036 11:27:...
3/19/2036 8:43:...
3/19/2036 9:10:...
3/19/2036 9:10:...

5/14/2038 9:01:...

5/10/2038 11:1...
5/9/2038 9:44:3...
3/3/2036 11:00:...

472472018 8:19:28 AM
4/24/2018 8:19:28 AM
4/24/2018 &19:28 AM
472472018 8:19:28 AM
5/14/2018 10:47:39 AM
5/14/2018 10:47:38 AM
5/14/2018 10:47:38 AM
5/15/2018 11:24:33 AM
5/14/2018 11:4%:12 AM
4/24/2018 &19:28 AM

Issued To | Issued By

WZK12-2.Example.com SMP SMPE.Ex
SMP SMPE.Example.com...  SMP SMPS.Ex
SMP SMPE.Example.com...  SMP SMP3.Ex
WZK12-2.EBxample.com SMP SMP3.Ex
WIN10-1.Example.com SMP SMP2.Ex
WIN10-1.Example.com SMP SMPE.Ex

SMP3.Example.com

WZK12-2.Example.com SMP SMPE.Ex
WZK12-2.Example.com SMP SMPS.Ex
SMP2.Example.com SMPE.Exampl

>

Refresh |
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v Symantec.

Certificate Management — Agent Ul

&) symantec Management Agent (Administrator)

Friendly Names for
Certificate Usage

Certificates

- O X

%Upﬂaﬁe Configuration F]Basic Inventory [i]i Diagnostics « Vl'ew - 0 Help «

NS, CEM, CA...

%2 Status: OK

@ Agent Settingsl %a Logsl % Software Deliver}fl W] Task Statusl [0 Software Updates i1 Certificates |

¥ I MS: CEM web site certific

Server Auth: CEM web site

smpd.example.com

d4b93464f3...

5/14/2038 9:01:...

5/14/2018 10:47:38 AM

SMP3.Example.com

Friendly Mame / | Store | Usages | Sources Thumbprint | Self-signed | Expiration Date | Installation Date Issued To | Issued By
}9‘ CA: SMP SMPE.Example.com Agent CA  Intermediate Certification .. Server Auth: NS web site..  smp8.example.com.. 532246a0bf... 3/19/2036 8:43:., 4242018 &19:28 AM W2K12-2.Example.com SMP SMPE.Ex
o CA: SMP SMPS.Example.com Agent CA  Trusted Root Certification ... Server Auth: NS web site.. smpB.example.com.. Bebf6cc047.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMPS.Ex
o CA: SMP SMP2.Bxample.com Server CA Trusted Root Certification ... Server Auth: NS web site.. smp8.example.com.. 31a52465f8.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMP8.Ex
o CA: SMP SMP2.Bxample.com Server CA  Intermediate Certification ...  Certificate validation smpd.example.com 538503 c8f7... 3/19/2036 8:43:... 4/24/2018 8:19:28 AM  W2K12-2.Example.com SMP SMP3.Ex
& CEM: Permanent agent certificate AeXMNSClient\Personal Client Auth: CEM agent smp8.example.com 518f7bedst... 3/19/2036 9:10:.,  5/14/2018 10:47:39 AM  WIN10-1.Example.com SMP SMP2.Ex
4 CEM: Permanent gateway certificate AeXMN5Client\Personal Client Auth: CEM gateway smp8.exampleccom  97cdd2%4e3... 3/19/2036 9:10:..  53/14/2018 10:47:38 AM - WIN10-1.Example.com SMP SMPE.Ex

of NS: Web site certificate Copy Details Server Auth: M5 web site  smpB.example.com..  28d9e6303... 5A10/2038 11, 5715/2018 11:24:33 AM - W2K12-2.Example.com SMP SMPE.Ex
of NS:Web site certificate Copy Thumbprint Server Auth: NS web site  smpB.examplecom..  33a17330ca... 5/9/2038 %:44:3...  5/14/2018 11:4%:12 AM - W2K12-2.Bxample.com SMP SMPE.Ex
o sMpPg Copy Serial Number Certificate validation Pre-installed, smp8.... f4b38772d91... Yes 3/3/2036 11:00:..  4/24/2018 &19:28 AM  SMP3.Example.com SMP8.Exampl
< Properties >

Refresh |
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Certificate Management — Agent Ul

Certificates

&) symantec Management Agent (Administrator)

O X

%Upﬂaﬁe Configuration F]Basic Inventory [i]i Diagnostics « Vl'ew - 0 Help «

%2 Status: OK

@ Agent Settingsl %a Logsl % Software Deliver}fl W] Task Statusl [0 Software Updates i1 Certificates |

¥ I MS: CEM web site certific

AeXMSClient\Personal

Server Auth: CEM web site

smpd.example.com

d4b93464f3...

5/14/2038 9:01:...

5/14/2018 10:47:38 AM

SMP3.Example.com

Friendly Mame / | Store | Usages | Sources Thumbprint | Self-signed | Expiration Date | Installation Date Issued To | Issued By

o CA: SMP SMPS.Example.com Agent CA  Intermediate Certification ... Server Auth: NS web site..  smp8.example.com.. 532246a0bf... 3/19/2036 8:43:., 4242018 &19:28 AM W2K12-2.Example.com SMP SMPE.Ex
o CA: SMP SMPS.Example.com Agent CA  Trusted Root Certification ... Server Auth: NS web site.. smpB.example.com.. Bebf6cc047.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMPS.Ex
o CA: SMP SMP2.Bxample.com Server CA Trusted Root Certification ... Server Auth: NS web site.. smp8.example.com.. 31a52465f8.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMP8.Ex
o CA: SMP SMP2.Bxample.com Server CA  Intermediate Certification ...  Certificate validation smpd.example.com 538503 c8f7... 3/19/2036 8:43:... 4/24/2018 8:19:28 AM  W2K12-2.Example.com SMP SMP3.Ex
& CEM: Permanent agent certificate AeXMNSClient\Personal Client Auth: CEM agent smp8.example.com 518f7bedst... 3/19/2036 9:10:.,  5/14/2018 10:47:39 AM  WIN10-1.Example.com SMP SMP2.Ex
4 CEM: Permanent gateway certificate Client Auth: CEM gateway smp8.exampleccom  97cdd2%4e3... 3/19/2036 9:10:..  53/14/2018 10:47:38 AM - WIN10-1.Example.com SMP SMPE.Ex

of NS: Web site certificate Copy Details Server Auth: NS4 Mo site  smpB.example.com..  28d9e6303... 5A10/2038 11, 5715/2018 11:24:33 AM - W2K12-2.Example.com SMP SMPE.Ex
of NS:Web site certificate Copy Thumbprint Server Auth: NS i smp8.example.com..  33a17330ca... 5/9/2038 %:44:3...  5/14/2018 11:4%:12 AM - W2K12-2.Bxample.com SMP SMPE.Ex
o sMpPg Copy Serial Number Certificate validatid Pre-installed, smp8.... f4b38772d91... Yes 3/3/2036 11:00:..  4/24/2018 &19:28 AM  SMP3.Example.com SMP8.Exampl
< Properties >
Details what the _Refresh |

certificate is used for
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Certificate Management — Agent Ul

&) symantec Management Agent (Administrator) - O *

%Upﬂaﬁe Configuration F]Basic Inventory [i]i Diagnostics « Vl'ew - 6 Help «

Certificates

%2 Status: OK
@ Agent Settingsl %a Logsl % Software Deliver}fl W] Task Statusl [0 Software Updates i1 Certificates |

Friendly Name - | Store | Usages | Sources Thumbprint | Self-signed | Expiration Date | Installation Date Issued To | Issued By

o CA: SMP SMPS.Example.com Agent CA  Intermediate Certification ... Server Auth: NS web site..  smp8.example.com.. 532246a0bf... 3/19/2036 8:43:., 4242018 &19:28 AM W2K12-2.Example.com SMP SMPE.Ex

o CA: SMP SMPS.Example.com Agent CA  Trusted Root Certification ... Server Auth: NS web site.. smpB.example.com.. Bebf6cc047.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMPS.Ex

o CA: SMP SMP2.Bxample.com Server CA Trusted Root Certification ... Server Auth: NS web site.. smp8.example.com.. 31a52465f8.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMP8.Ex

o CA: SMP SMP2.Bxample.com Server CA  Intermediate Certification ...  Certificate validation smpd.example.com 538503 c8f7... 3/19/2036 8:43:... 4/24/2018 8:19:28 AM  W2K12-2.Example.com SMP SMP3.Ex

& CEM: Permanent agent certificate AeXMNSClient\Personal Client Auth: CEM agent smp8.example.com 518f7bedst... 3/19/2036 9:10:.,  5/14/2018 10:47:39 AM  WIN10-1.Example.com SMP SMP2.Ex
i o CEM: Permanent gateway certificate AeXMSClient\Personal Client Auth: CEM gateway smp8.example.com GTcdd29ded... 3/19/2036 %:10:...  5/14/2018 10:47:38 AM  WIN10-1.Example.com SMP SMP8.Ex

Easy to use Right gatewsy gateway P P

¥ I MS: CEM web site certific

Server Auth: CEM web site

CI ICk Opt|0n5 \ ite certificate Copy Details Ctrl+C Server Auth: NS web site
J o N5 Web site certificate Copy Thumbprint Server Auth: N5 web site
o smpe Copy Serial Number Certificate validation
:
a1 Certficate x

General Details Certification Path

|_“ Certificate Information

This certificate is intended for the following

smpd.example.com...
Pre-installed, smp8....

smpd.example.com
smpd.example.com...

d4b93464f3...

5/14/2038 9:01:...

5/14/2018 10:47:38 AM

SMP3.Example.com

28d9e603... 5A10/2038 11, 5715/2018 11:24:33 AM - W2K12-2.Example.com SMP SMP3.Ex

35a17330ca... 5/9/2038 %:44:3...  5/14/2018 11:4%:12 AM - W2K12-2.Bxample.com SMP SMPS.Ex

f4b3772d91... Yes 3/3/2036 11:00:..  4/24/2018 &19:28 AM  SMP3.Example.com SMP8.Exampl
>

Refresh |

« Ensures the identity of a remote computer
* Proves your identity to a remote computer
+ Allissuance polices

'Y

Issued to: SMP3.Example.com

Tssued by: SMP8.Example.com

Valid from 5/14/2018 to 5/14/2038

Issuer Statement
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&) symantec Management Agent (Administrator)

Certificates %Upﬂaﬁe Configuration F]Basic Inventory [E]i Diagnostics + Vl'ew - a Help =

%2 Status: OK
@ Agent Settingsl %a Logsl % Software Deliver}fl W] Task Statusl [0 Software Updates i1 Certificates |

Friendly Mame / | Store | Usages | Sources Thumbprint | Self-signed | Expiration Date | Installation Date Issued To | Issued By

o CA: SMP SMPS.Example.com Agent CA  Intermediate Certification ... Server Auth: NS web site..  smp8.example.com.. 532246a0bf... 3/19/2036 8:43:., 4242018 &19:28 AM W2K12-2.Example.com SMP SMPE.Ex
o CA: SMP SMPS.Example.com Agent CA  Trusted Root Certification ... Server Auth: NS web site.. smpB.example.com.. Bebf6cc047.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMPS.Ex
o CA: SMP SMP2.Bxample.com Server CA Trusted Root Certification ... Server Auth: NS web site.. smp8.example.com.. 31a52465f8.. Yes 3/3/2036 11:27..,  4/24/2018 &19:28 AM  SMP SMP8.Example.com... 5MP SMP8.Ex
o CA: SMP SMP2.Bxample.com Server CA  Intermediate Certification ...  Certificate validation smpd.example.com 538503 c8f7... 3/19/2036 8:43:... 4/24/2018 8:19:28 AM  W2K12-2.Example.com SMP SMP3.Ex
& CEM: Permanent agent certificate AeXMNSClient\Personal Client Auth: CEM agent smp8.example.com 518f7bedst... 3/19/2036 9:10:.,  5/14/2018 10:47:39 AM  WIN10-1.Example.com SMP SMP2.Ex
4 CEM: Permanent gateway certificate AeXMN5Client\Personal Client Auth: CEM gateway smp8.exampleccom  97cdd2%4e3... 3/19/2036 9:10:..  53/14/2018 10:47:38 AM - WIN10-1.Example.com SMP SMPE.Ex
¥ I MS: CEM web site certific Troctad BogiComtificatiogy.  Server Auth: CEM web site  smpB.example.com  d4b98464f3... 5/14/2038 9:01:... 5/14/2018 10:47:38 AM  SMP3.Example.com

of NS: Web site certificate Copy Details Server Auth: M5 web site  smpB.example.com..  28d9e6303... 5A10/2038 11, 5715/2018 11:24:33 AM - W2K12-2.Example.com SMP SMPE.Ex
of NS:Web site certificate Copy Thumbprint Server Auth: NS web site  smpB.examplecom..  33a17330ca... 5/9/2038 :44:3...  5/14/2018 11:4%:12 AM - W2K12-2 Fxample.com SMP SMPE.Ex
o sMpPg Copy Serial Number Certificate validation Pre-installed, smp8.... f4b38772d91... Yes 3/3/2036 11:00:...  4/24/2018 &19:28 AM mple.com SMP8.Exampl

>

< Properties
N\,
g\\titled - Notepad - O x Refresh
Eile Edit Format Niew Help /
NS: CEM web site certificate A T
Trusted Root Certification Authorities View is Not updated
Server Auth: CEM web site automatically

smp8 . example. com
dab98464f3c5b363cf1c789b5abe55¢c1534773eb
Yes
5/14/2838 9:81:83 AM
5/14/2818 10:47:38 AM
SMP8.Example.com v
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b, X=
Reports Sottings

Usability Enhancements 5 g .

Help

Owverride browser language

sittings Logoff

t C

Override Browser Language

o Change the Console Language
o Overrides the Browser Language
o Session > Override Browser Language
o Must have Language packs installed

Configure Motification Server functionality such as
alan annear in this trees. Language:

ussian

cance
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v Symantec.

=] -

RE|-mrI5 Sottings

Usability Enhancements 5 gy -

Help

Owverride browser language
':ttings Logoff

o Change the Console Language T

Configure Motification Server functionality such as
alzo annear in this tree. [EREUCEEAN (< browser setting

o Overrides the Browser Language Wi

Chinese (Traditional)
English
French

o Session > Override Browser Language German

Italian

Japanese

o Must have Language packs installed ”“‘”W

v Symantec.

o Improved Console Search . . —
Search progress is now displayed in Percent |

_\ Packages Distribution by Download Type

o Provides an estimate when it will be finished. | F ,<1:| —
m:. _;el':losrstlng or Different Keys and Values b... szmamec f OEPL“HE
Search results contain additional information e [ T T 5 Vices ol seach resis
o Divided by manageable sections " %‘Zﬂl‘iﬁ‘i;".!ii?"" e S Y P——

|:: olicy erver inventory on client L . .
compur t [X... Client Config Policy

o Irrelevant search categories can be skipped e v <::]

Client Config Poli
ien ig Policy o @ Oracle Database 12c Enterprise Edition...

Determines if 2 spec fic software resource is installed on
I I I 'r'l ’ one or more client computers, Cl t Co f" p I
O I p roves Sea rCh tl e on Ia rge CM D B S @ Symantec Management Agent for Wind... D IET"“ "'5-'“' =g PD . softeare resource is installed on
Sta SWDTask one or mere dient computers

@ Symantec Management Agent for Wind...
SWD Task

o Sections are removed from subsequent searches puies o e
ng:lq r1 gr— nt Agen W d- '154-
o Can be reset to Full Scope if needed © . computers having (or without) a cert.. e

@ Report
This rt contains all computers having {or without) a
@ specifi 'e-: certif t
| New Computers Discovered in the Last..
@ Report 42
ch:n.s|: '.-o_z'_.- unknown Computers that have been
@ dis y recently.




@ Symantec.

Platform Integrations
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v Symantec.

Control Compliance Suite Integration

Sattings - Service Request Remadiation Configuration =

Service Request Remediation Configuration
i : )
Configu nnection details and schedule to get service requests fr

o Service Request Remediation ( N

oo ervice URL: http:/; ce.service-now.com/ |

o Automates the remediation of compliance :W s ‘
irregularities that are detected in the network e | E—

ted Dashboards Pollintervat

o Works along with a service desk application and a

€CS Status:  [Bpen

compliance solution to complete the automated e
remediation of service requests -| o

o Integrates CCS and Patch Management Solution into

£CS Status:  [Resolved.

]
v]
]

v]

a single flow and takes advantage of a 3rd-party
ticketing system

o Remediation of endpoint vulnerabilities identified by
CCS-VM using Patch Management Solution

Compliance application
For example: Symantec Control
Compliance Suite

Scans the assets to
wdzalfy vulnarabil ites

s istinn

o For more information see:

ication

IT Managerment Sulte

Remediation Management
Ruparts back the

the service requests 44


https://www.symantec.com/docs/DOC9752

v Symantec.

Control Compliance Suite Integration

1. Select a check:

‘‘‘‘‘

CCS

~

el
I~

ServiceNow

CCS automatically
logs tickets for
vulnerable Assets

ITMS

Service Request Remediation
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Control Compliance Suite Integration

CCS ServiceNow ITMS

4. Ticket is reviewed and approved \\

Ticket goes through
approval flow and is set
for remediation

5. Ticket placed in ‘Ready for Remediation’

Assignment group

Service Request Remediation a6
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Control Compliance Suite Integration

CCS ServiceNow ITMS

6. Monitors tickets and executes remediation

update policy installation status

YYY
_— Pobicy Cumpta
e el el NG 714414510 K2win2ki2-CEL
] N 7:14145:0 K2-win2k12-CCS3 wste-236 1)
I ; I 7114143:0 12w 2ki2-CCS4 MELE-L36
[, f (

7. Updates ticket status

B |

8. Automatically verifies compliance

sy | Ganesd | Aemediaton |
Hisk Scom NAA Compliance Scoe

(] 1 00%

Tesult summary fos Check-MS16-136 - Secunty Update for SQL Server [3199641)

Service Request Remediation 47
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Control Compliance Suite VM Integration

o Automated Vulnerability Remediation

o Scans your environment for vulnerabilities and
remediate Windows client computers automatically
o CCS Vulnerability Manager provides an end-to-end
discovery and vulnerability assessment
o Determines Severity: High, Medium, Low, or Info.

o Patch Management Solution leverages the
vulnerability data provided by CCS-VM

o Remediates vulnerabilities in your environment using
the Automated Remediation Policies.

o Automated Vulnerability Remediation provides four
predefined Policies for different severity levels.
o Apply these policies to different target computers

o Create custom Automated Remediation Policies
according to your organizations' requirements

o MORE FROM ROB BARKER TODAY!

O s
[
" T\
Settings uite Vul ings » Symantec Control Compliance Su...
‘?T y Control C Manager Configuration
Add Vulnerability Manager database information and configure vulnerability data import schedule for automated re

Control C i Suite ility Manager database connection settings

SQL Server Name

CCSVMOL
cCcsvM

Database Name
® use windows Authentication
C Use 5QL Server Login

Username

[ secure 5QL Connection

Vulnerability details import schedule

Get v details every
O Hever

® pay O week OMonth O Custom schedule

Will occur:At 9:00:00 AM every 1 days, starting 1/1/2005

7 Policies

¢ Automated Remediation Policy - High Severity

 search

J. Discavery and Inventory
4 ) Integrations

a4 ) Control C Suite

Manager
4 ). Automated Remediation Policy
¢} Automated Remediation Policy - High Severity
¢} Automated Remediation Policy - Info Severity
%} Automated Remediation Policy - Low Severity
%) Automated Remediation Policy - Medium Severity
J. Symantec Endpoint Protection
). Monitoring and Alerting
). Pluggable Protocols
). Profile Management
). Software

& Automation Policies

& | rpolicies

D

- Integrations = Symantec Control... » Automated Rem... = Automated Rem...

grations
Automated Remediation Policy - High Severity
d the targats for Auto

Configure vulnerability severity an tomated Remediation policy

§, After configuring the Control Compl
configura connection to Control C

Set the criteria to

Severi

vulnerability

ity : | High v

[Vl override Maintenance windo

#a
Name = Y Owmer | Count
Windows h Softw !

ion Schedule

after vulnerability datails import:
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v Symantec.

Symantec Endpoint Protection Integration

o SEP Health Information

o Extended SEP Agent Health Information
o To better evaluate the SEP Health status
o In order for this data to be collected:

o Inventory Plug-in should be installed and
Inventory Solution licenses applied.

o ‘SEP Agent’ checkbox should be selected

o Can be accessed from Advanced Options of
Gather Inventory Task or Collect Full/Delta
Inventory policy

SEP Agent Service Name

Sep Agent Service State

SEP Agent Service startup type
Latest virus definition date

Latest virus definition revision
Last successful scan date/time
AV running state

Firewall running state (Win Only)

Device infected or not ndvanced Options
SEPM Current Group Seta Ciasses | run options
= {FlInventory data classes
SEPM Preferred Group e
é‘--ESO&WEI’E
E:|--E|c.:mmon
""DFonE
~{|BIOS Element
['"'SEP Agent I
. [ ]SMBIOS Element
"DWinduws
- UMD Linus/Mac
E;‘"DOperating System
--DUser and Group
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v Symantec.

SEP Agent Health Flipbooks

A hit-pc-000 Domain: hitdom MAC: AA-BB-CC-00-00-30
192.168.1.48 User: hitdom\hitman 0S: Microsoft Windows XP N
_ /
| € Plug-in Versions SEP Agent Health Netwoy/
Healthy Computer Summary Flipbook
ﬂtfecﬁon Status: # Not infected \ /
Antivirus Status: Enabled At Health SERAgent Health SEP Agf
Firewall Status: Enabled @ e
Last Antivirus Scan: 8 Thursday, March 29, 2018 3:58:13 PM
SEP Agent Service State: Running
Overall SEP Agent Health Health By Cat
Qrm Definitions Date: [ Thursday, March 29, 2018 _/ LT e T /‘ sabehtes s \
Virus Definitions Revision: 20 / \ SEP Agent Service State: | 84%.
Infection Status: 59% |
SEP Agent Version: 14.0.3876.1100 | b, — !
\ Antivirus Status: | 61% |
SEP Manager Server: 10.36.101.21 Firewall Status: 59% |
Last Antivirus Scan: - 58% ul
_ Virus Definitions Date:| B2% " /
Computer Details Flipbook \_ -
w Hedthy
M Needs attention
Untracked

o1



v Symantec.

SEP Agent Health Evaluation Settings

Settings + Integrations » Symantec Endpoint Protection = Settings = SEP Agent Hezlth Evaluation Settings
4T SEP Agent Health Evaluation Settings

Configure Symantec Endpoint Protection Agent Health Evaluation Settings for groups of computers.
gk Create new | 7 -"'@_ﬁmac

MHame

@'_-, [(Default Settings)

Rastore Defaul

SEP Agent Health Evaluation Settings

@'}, mac J

<0n ©)

™~

ﬁ;iviru5

I:I Ewvaluate Antivirus status as hezlthy, even if Antivirus is disabled.

\

Amntivirus Scan

SEP Firewall

Evaluate Antivirus Scan status as healthy, if the last successful Antivirus scan ran withinDﬂayE.

I:I Evaluate Firewall status as healthy, even if Firewall is disabled.

Virus Definitions

KE-.raluate Wirus Definitions status as healthy, if the last Virus Definiticns date is not older thanlilday

Applies To
Fapplyto~ 2 | K view: [Targets V| |
Name Owner Apply date
My Mac Computers RvA-HULL\Administrator
Sawe Changes | | Cancel
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Control SEP Service State Task

o Remediation action in case the SEP Agent
service is in a stopped state

Computer Summary flipbook

Health By Category

F8%

SEP Agent Service State:

Infection Status:

| Search

b

‘@]ﬂhsf]'aslm {

Number/Percentage of SEP

Agents installed and running

Number/Percentage of SEP Agents
installed and NOT running

] Samples
4 ) System Jobs and Tasks

| Deployment

Discovery and Inventory

Quickly create a Job/Task to

Monitoring and &lerting Restart the SEP Agent

Motification Server

Real-Time Console Infrastructure

|

|

|

| Power Scheme Tasks
|

| Real-Time System Manager
|

4 SEP Management

<:: Control SEP Service State

| Service and Asset Management

| Software

} Virtual Machine Management

Computer Details flipbook
Needs attention

Infection Status: & Mot infected

Antivirus Status: & Disabled

Firewall Status: () Mo data available

Last Antivirus Scan: B Tuesday, April 10, 2018 9:19:52 AM
SEP Agent Service State: x& Mot running

Virus Definitions Date: Monday, April 9, 2018
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SEP Agent Install/Upgrade

Policies = Software -  Symantec Endpoint Protection Agent Delivery -

0 Symantec Endpoint Protection Agent Delivery

All Symantec Endpeint Protection delivery policies

SEP Delivery

o Symantec Endpoint Protection Agent Delivery

o Easily create policies to install/upgrade SEP Agents {mporta Symantec Endpein Protection instlaion package to create and configure a new SEP Agent defvery poic.
o Import the SEP Installation Package TreE——

o Pulls metadata from the SEP Agent Package
o Creates an entry in the Software Library
O

[2 ~” 2 o

Ve e

Packages appear in the console for distribution s Home et s et
o Automatically created base Policy and Target R o o ooy 1 S D rection agent Delivery \
H H H v Symantec Endpoint Protection 14.0.3752.10) |} "oe o p i ery - Once at 00:00, Repeat daily at 02:00 (Agent Time)
o Distribute SEP Installation Package %, symanss ptpon Precion 140375210

O Select the SEP Agent Entry Packa:::::.: :::r::‘:‘:tl x86 14.0.3752.1000.exe
o Adjust Target for distribution
o Enable the policy to deploy the SEP Agent

Version: 14.0.3752.1000

; Applied to - 0 resources

Add computer groups or user groups to which the policy rules will be applied and enforced.

Fapplyto~ & | X View:

Name
%ws x86 Computers set up for Symantec Endpoint Protection Agent delivery /
Import SEP . Save changes I I Cancel
p Update Target Execute policy
package
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SEP Agent Install/Upgrade

o Advantages of ITMS SEP Agent Distribution:

o CeM feature enables the SEP agent to be
installed/upgraded on devices on the WAN

o P2P and checkpoint recovery significantly reduces the
bandwidth used on delivering the SEP Agent

o Infrastructure is highly scalable and distributed.

o Out of the box reports that can be used to monitor the
progress of a rollout to install/upgrade the SEP agent

Reports = Software = Delivery » Conflicting SEP Delivery Policies

Conflicting SEP Delivery Policies

Edit
Displays pairs of active SEP Delivery policies that are both applied to a same device or davices.
€ . ) r Aut - ;
"4 Actions =~ | Save As ~ #= Print | @ Run I_% HEe- [\l‘iew:| Select a value... ~ ] |G."-.1'_-D by: Vl |Seaf-:.'?
Policy Conflicting Policy Conflicting Targets

Mo Results Returned

Fows: 0

B ) 2 .Z. )

Reports Settings Session

olicies v Software v Symantec Endpoint Protection Agent Delivery +

=) Symantec Endpoint Protection Agent Delivery
All Symantec Endpoint Protection delivery policies

SEP Delivery - Once at 00:00, Repeat daily at 02:00 (Agent Time)

Name

Package name:  FeatureSet1 x86 14.0.3752.1000.exe
Company:  Symantec
| Applied to - 0 resources

| Add computer groups or user groups to which the policy rules will be applied and enforced.

ps
Fapplyto~ 2 | X view: [Targets V|

|| Windows x86 Computers set up for Symantec Endpoint Protection Agent delivery

DATA CENTER




v Symantec.

Symantec Endpoint Protection Integration

o SEP Quarantine Enforcement

o Defines software updates that are Mandatory
then Enforces quarantine from the network
o Once Configured...

o The System Assessment Scan results and SEP
Quarantine policy settings are compared

o ITMS sends information about quarantined
computers to the SEP Manager

The SEP Manager Quarantines the computers

If the updates get applied during quarantine or the
administrator excludes the endpoint from the
policy, the quarantine will be reversed.

o MORE FROM ROB BARKER LATER TODAY!

Settings v _Integrations +

Symantec Endpoint Protection

Settings » _ Symantec Endpoint Protection Manage...

4T Symantec Endpoint Protection Manager Configuration
Add the Symante  Endpoint Protection Manager sar, ver information that is requira .d to quarantine the computers a.

@ After adding Symantec Endpoint Protection Manager server(s), click here to create Symantec Endpoint
Protection Quarantine Policy

Symantec Endpoint Protection Manager Server Details

*+ add & | X

Symantec Endpoint Protection Manager

WSEPMO1

Quarantine messages

@ Enable persistent connecti
persistent connectiol

ion for dlient cemputers to receive notification messages. Click here to enable
n for client computer

Edit quarantine messages for the users of quarantined client computers.

— = e -
Mnnag:mml ﬁ% =2 Q [2 £ ; 2 v i L
Console Home Manage Actions Reports Settings Session Help —_
P T = = =
Corporate - SEP Quarantine Poli
= 3 Policies D P Q i

[ piscovery and Inventary
= [ Integrations

] Symantec Control Compliance Suite Vulnerability Man:

= ] Symantec Endpoint Protection
[C] symantec Endpeint Protection Agent Delivery
= (] Symantec Endpoint Protection Quarantine
b | Corporate - SEP Quarantine Policy
(1 Manitaring and Alerting
(] Pluggable Protocols
[ profile Management
(] software
g' Automation Policies

Add description

Symantec Endpoint Protection Quarantine Policy on ©

Add CVE Identifier(s) for col
+ add X

mpliance check

CVE ID ]
CVE-2017-5087
CVE-2017-5088
CVE-2017-5089
CVE-2017-0106
CVE-2017-0176
CVE-2017-0193
CVE-2017-0199
CVE-2016-3284
CVE-2016-3258 ]

Add Windows computers or Windows computer groups with Software Update plug-in installed

% apply to - 7| ¥ view: [Targets |

Name Owner Count
| Mew - Accounting Query Target Example\Administrator [
Add computers for exclusion
Grace period
Quarantine the non-compliant computers after: | 10/ 5/2018 i)

Cancel

Save changes
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Endpoint Management Workspaces

o Web based console with dedicated
workspaces and widgets
o Speeds up day-to-day endpoint
management jobs
o Depending on the permissions granted,
you can perform the following tasks:

o View inventory details for a selected
endpoint.

o Run tasks on one or more endpoints.

o Deliver and install software on one or
more endpoints.

o Gather inventory in real time and
perform Time Critical Management
(TCM) tasks.

o MORE FROM ROB LATER...

Search

NNNNN

Computer

SMP8

\\\\\\\\\\\\\\\\\\\\\\\
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Endpoint Management Workspaces

@3) Endpoint Management Workspaces .
o Time Critical Management Fime Critical Management
o Gathers inventory in real time to perform
immediate hardware and software state —-— @ vevvirons
analysis p—
o Persistent Connection must be implemented e — = 3
Use the Time Critical Management portal or w;:‘:m e | ol | oo e
in the Symantec Management Console Fiters -
o https://NSName/altiris/workspaces ljfiavurites pﬂf
o In the Right Click options of the Computer View g;ii d o
o Functions: giﬂﬁiﬂﬂmﬁm
o Verify that the inventory data is up-to-date. g | it =
o Run tasks in real time. e *lm:% e ,o|
o Immediately push policies to the endpoints. | E'“n: e _
J. Time criti Create Target from Filter

Ga All Computers with Software Management Framework Agent In ed Target
@B Mac Computers {excluding Legacy 6.0 Agents)

’3: 3 Mac Computers with 6.15P1-6.2 Agent
Comnuter Views and Grouns & 64
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Inventory Solution

o Application Metering for MacOS

@)

O
O
O

Mac OS X 10.9 and above

New data class: Product Monthly Summary
Resource Manger: View > Inventory
Software View: Product Summary Flipbook

Software Product

Name: Open Office.org 4

e

Company: |OpenOffice.org

Version: |4 Category: |Desktop Application
4 Identify inventory == Meter [ track usage @ Delivery

] Turn on metering / usage tracking for this software product

’
v\ R

v | 2%

Change...

# Licenses

0 To meter / track usage of this product on Windows computers, associate at least one program file below.

Software Version Programs

OpenOffice 4.1.2 4.1.2 Automatically detected

OpenOffice 4.1.2 English 4.12.9782 No program associated. Add Program

[ oN ] Policy Details §
General
ID: {AD921EBB-8D65-4B0OA-BA63-973D219E6561}
MName: Application Metering Product-based Usage Tracking Policy
Version: 8.1.5088.0
Count software as used if run in the last |30 days Hash: 5BEDAGA58613158ADFOADDO190837708
Applies to user: Everyene (host-based)
Applies to class IDs: Altiris.ProcessMonitor
Policy XML
<Application>
<Maonitoritems=
<product guid="48f13¢18-eadd-da89-aded-877dad854718">
<rule=
<brackets op="0r">

& Action Required ~ sopenofficeciexp>
ke'=openoffice</exp>
Product: Open Office.org 4 License type: Click to add license... (H.dexp,
Company: Openoffice.org
‘Wersion: 4
State: Managed r
Usage tracking: On
Software Usage
(2 installztions in total)
Unused 0% 0
Used 50% 1

= Computers with software installed

B rotracking data S0% 1

f=Tw] ¥, Filter by ussge s
Computer ~ User Software Usag. Last Used Install Date
Cher=01 COV\PavelC No tracking.

mac1011 mac1011.localius .. Used 5/31/2019 1:47:10 PM

1/25/2013 12:00:00 AM 69

5/31/2013 12:07:03 PM
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Inventory Solution

o Collect Time-Critical Inventory Policy
o What it Collects: e R L Y O e —

o Hardware & Software Data Classes = polces | @ cotect T oot oventory .
| search J2|&¥|| Policies + Discovery and Inventory = Inventory + ritical Inventory
O U Se r Se I ecta b | e d ata C I a Sses 4 ) Discovery and Inventory @ Cn():rleoct Time-Critical Invent:/ ﬁjﬁuters e /\/

4 (Il Inventory Inventory pelicy to collect the most import

o Except Data that is changing (Services, © hesouning Deparimertinventery oo o 7

%]y Basic Software Application File Inventory Ex Ensure my inventory is current every
PO rts, Pl u g & P | ay. .o ) @ Collect Delta Hardware Inventory Select the types of inventory to gather:
@ Collect Delta Server Inventory M Hardware and operating system - CPU, hard drives, memory, firmware, users and groups, stc,
h . I I ) Collect Delta Software Inventory Software - Windows Add/Remove Pragrams and UNIX/Linux/Mac software packages
O W en It co ects @ Collect Full Inventory Real-time i Y
Collect Full Server Inventory Report rezl-time software inventery (Windows only) C le E

O M ay be t rigge red by a d efi n ed i nte rva I Collect Time-Critical Inventory - Ac}van(ed Options

@ Software Inventory Example Policy

Data Classes ‘

o Software Inventory can be triggered by g e

> ), Integrations Bl [FHardware

a detected change in software e = §

Bl [¥lsoftware

(W| ndows on |y) > . Profile Management Name Owner = p

Computers with Inventory PlL  Example\Administrator 16 -
), Software Flwindows
[FlunD/Linux/Mac

. & Automation Policies E1-[Floperating System
o What it Reports:

[¥lcommon
w Computers Flwindows

1 [Flunny/LinuxiMac
o Collected Data reported since last scan i ;
. . ~[#]admin Group Members
o Date/Time is recorded for each data

~[¥]user Account

CIaSS [ [FIUNDL/Linux/Mac
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Inventory Solution

o Zero footprint Standalone Inventory
o Reworked in order to use another technology
which does not require DLL registration.

o May be executed on managed client without
impact of an installed SMA.

o May also be useful for troubleshooting

o May be executed on earlier environments (7.6,
8.0, 8.1) to collect inventory using the latest
codebase.

e . . . = o —
Management = E’ﬂ ll P i 3= V’Symanﬁc. |, [zer P
Consaole Home Manage Actions Reports Session Help b
“a Settings = Discovery and Inventory » Inwentory Sclution =  Stand-alone Inventory Packages ~
= (3 Settings Stand-alone Inventory Packages

=]

1 Agents/Plug-ins
1 Deployment

= 1 Inventory Selution

iT

Stand-alone packages are self contained and can be used to gather inventory on the computers that do not have an Altiris Plug-in installed.

] SMMP Settings

I:I Integrations

23 Notification Server
D Remote Management

] Discovery and Inventory Siowpadang | Slancineiaog | f | Lt g
Name - Last Modified 'ufT Standalone Inventory - EXAMPLE.exe
H‘T e e g {T_Standalone Inventory -.. §/30/2018 2:22:38 PM Will run on Machines that can't be inventoried...
@ Application Metering Configuration Symantec Management Console E
#f Manage Custom Data Classes New stand-alone inventory package X86
ne Y-
ta Network Discovery Settings Package name: [standalone Package 8.5 | BCap/bin/Win32.
Metwork Discovery Wizard : — - —
@ i Description: ‘Thls will create a package that will take a zero footprint inventory. |
€2 Manitori AT f Select the types of inventory to gather:
onitoring and Alerting . .
| Hardware and operating system - CPU, hard drives, memory, firmware, users and groups, es, memory,
f etc.
W] Software - Windows Add/Remove Programs
g zeuurnty CI:‘:: (::n':ector . [] File properties - manufacturer, version, size, internal name, ete. ternal name, etc.
ervice and Asset Managemen g ) _
i [] server applications (Requires Inventory Pack for Servers) Ir Servers)

21 service Request Remediation
1 software

‘When running on the target computer:
W] Show progress
After running on the target computer:
W] Keep the inventary cached for future comparisons

Send inventory data to:
The location of the Notification Server must be accessible from the target computers
(® Notification Server: ‘https:HSMPS.B{ampIE‘cnrn‘fAItins.i‘NS.ngant.'PostEvent.asp |

O Folder: b Browse...

Advanced | [ ok || cancel
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Inventory Solution

o Detection of new Windows application types

o Added support of Windows Store Applications

o Windows 8, Windows 10

o New detection method “AppX Scanner” (Source = 128) is shown in software summary report
o Added support of AppV Applications

o Windows 10
o New detection method “AppV Scanner” (Source = 256) is shown in software summary report

Installed Software -
|5.-_=5'."c.'1 | f_)' =

Product Name Manufacturer Version Install Date Type Detection Me... Virtualized (Y/...| File Associatio... | Metering (¥/N) | Software Porta... [A]

Microsoft Visual C++ 2008 Redistributable -... Microsoft Corpora... 9.0.30729.4148 Oct 19 2017 12:... Software Compo... Add Remowve And... N Y | M

Symantec Endpoint Protection 14.2.770.000... Symantec Corpor... 14.2.770.0000 Sep 1 2018 12:0... Software Compo... Add Remove And... N | M M [ ]

WVMware Tools 10.1.10.6082533 English x64  VWMware, Inc. 10.1.10.6082533 Mar 27 2018 12:. Software Compo... Add Remowve And... N Y il M

MSFinCalculatorsXP 1.0.0.0 Nightshift Compu... 1.0.0.0 Sep 6 2018 12:0... Software Release  Add Remove, Inv... N | M M

Far Manager 3 English Eugene Roshal 8. 3.0.5000 Sep 15 2017 12:.. Software Compo..| AppV Scanner ¥ Y M M

Inputapp 1000.17746.1000.0 Microsoft 1000.17746.100... Software Compo...] AppX Scanner N Y N N

king.com.CandyCrushSodaSaga 1.118.400.0 king.com 1.118.400.0 Software Compo.. | AppX Scanner N Y il M

Microsoft.AAD.BrokerPlugin 1000.17746.10... Microsoft 1000.17746.100... Software Compo...] AppX Scanner N i M M

Microsoft.AccountsControl 10.0.17746.1000  Microsoft 10.0.17745.1000 Software Compo...] AppX Scanner N Y M M [V]
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Patch Management Solution

o Patch Policy pages available on the
Patch Management home page
o Windows Policies
o SUSE Linux Policies
o Red Hat Linux Policies
o CentOS Linux Policies

o Can select a policy from the list
o View the details of the policy
o Editits settings if necessary

T |

Software Updates
*\ Errata
System Assessment Scan
0 Run System Assessment Scan
Compliance and Remediation
“\ compliance by Errata

Compliance by Update
*\ Compliance by Computer
# Compliance Dashboard
Remediation Center
=1 Red Hat Linux Policies
Exception Handling
“\ Missing Software Update Plug-In
“\ No Scan Data Reported

Delivery Summary

_ _ Symantes [ ﬁ l : Home Mana
mgim [ ﬁ = Consale Home Lareg 3 Patch Management
Consal Home Manay 3( Patch Management 77 Windows -
Patch Management i - =
:t g £ Windows L MacosXx £
" Windows X 4
I; & Macosx z @ Red Hat Linux 3
. Mac 0S X x .
@ Red Hat Linux x .7 SUSE Linux x
@ Red Hat Linux = =~ =
o5 SUSE Linux 2 =% CentOS Linux s

Software Updates

Software Updates

Security Announcements %) Errata

System Assessment Scan

System Assessment Scan
@ Run System Assessment Scan

%h Run System Assessment Scan
Compllar!ce and Remediation Compliance and Remediation
Compliance by Announcement o N

Compliance by Errata
Compliance by Update !\ Compliance by Update

Complfanca by Computer *\ Compliance by Computer
&) Compliance Dashboard 8 Compliance Dashboard

3 Remediation Center
£71 CentOS Linux Policies

Remediation Center
SUSE Linux Policies

Exception Handling

o Exception Handling
*\ Missing Software Update Plug-In

*\ Missing Software Update Plug-In

*\ Mo Scan Data Reported
@ Scan Data Reporte *\ No Scan Data Reported

Delivery Summary Delivery Summary

Symantec - = EZI ; S ; —
Management = y @ 3 \/ Symantec. \ £
Console Home Manage Actions Reports Help Session — -
3 Patch Management Policies » Software = Patch Management »  Software Update Policies = Windows » Win&1-1 Compliant
7 Windows Name a Win81-1 Compliant
Software Updates €]\ APSBL5-24, APSB1E-08, JAVAS-73, JA Security Updates Available for Adobe Acrobat and Reader, Java & Update 72, Java 8 Update 74
*\ Bulletins and Updates @ Win81-1 Compliant Software Update Policy for Win81-1 Compliant on ©
System Assessment Scan General |_Advanced
@ Run System Assessment Scan
Software Bulletins and Updates (Bulletins: 3, Updates: 5) 2

Compliance and Remediation

Compliance by Bulletin

Compliance by Update
* | Compliance by Computer
H Compliance Dashboard
x Remediation Center

-1 Windows Poli

es

Exception Handling
*| Missing Software Update Plug-In
* | No Scan Data Reported

Computers Requiring Restart

Delivery Summary
Settings
T Remediation

¢ Installation and Restart

£ metaData Import Task

Software Bulletins: |APSB15—24, JAVAB-73, JAVAB-74

jre-Bu74-windows-x64.exe, AcrobatUpd10116.msp, jre-Bu73-

Software Update: windows-x64.exe ...

Package Options ~
Muse multicast when the Symantec Management Agent's multicast option is enabled
M allow immediate restart if required

@Eun (other than agent default)

As soon as possible
Elgnwar on computer (Wake on LAN)
) 0n schedule:
Warning: If maintenance windows are defined the Software Update Installation schedule will be

ignored and updates will install during the first available maintenance window. Restart of business
critical resources may happen if you choose to override maintenance window settings.

ngernde Maintenance Windows settings
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Patch Management Solution

o Microsoft Office 365 Channels Support

o Separate bulletin is available for each date when
Microsoft Office 365 updates are released for a
specific channel

o MSYY-MM-0365 - < May 2018.
o MSYY-MM-0365-CHANNEL_NAME - > May 2018

o Metadata for PM for Windows will contain

four O365 Products

1. Ensure that you have imported the latest patch
management metadata for Windows

2. Ensure that they are selected in Vendors and
SW OR Deselect “Microsoft Office Click to Run
2016” and select the appropriate Channel(s)

o For more information, see the following
knowledge base article:

L'D_'!]. MS518-04-0365-SEMI-ANNUAL

Office 3

63: April 10, 2018

Software Bulletin

Vendor: Mi

Description: Office 365: Aprnl 10, 2018

Released: 4L13400

Revised:
Severity:

Information:
Summary:

Applicabilit|
Type
Software

:‘v Import Patch Data for Windows

Imports the latest metadata about avsilable updates for W

findows applications.

Patch Management Import Settings

E Incremental import

[Vl belate pravisushy downloaded data for vandors, softwara snd languages that are now excluded

General

Vendors and Software

v.' Import of available vendors, software and languages: completed.

Last run time

Deheckal Fun| &

o Imports the latest metadata abou

t available

#y Import Patch Data for Windows

updates for Windows applications.

-3 emc
' k* D Foxit Corps
' kb O Gaogle IE Incremental import

Patch Management Import Settings

el ‘*D Hewlett P | [ palate previoushy downloaded data for vendors, software and languages that are now excluded
c

General

M

raj Vendors and Software

ft Office Click to Run

ft Office Click to Run
ft Office Click to Run
ft Office Click to Run

ft Office Click to Run

2016

2015 (Office
2016 (Office
2016 (Office
2015 (Office

N v.' Import of available vendors, software and languages: completed.

Last run time: Wednesday, April 25, 2018 11:51 AM

ra
hcheck All F¥Uncheck all | FExpand All Elcollapse all | Filters[click | ¥

365 Deferred Channel)

365 Monthly Channel)

365 Semi-Annuzal Channel}

365 Semi-Annuzl Targeted Channel)

Languages

Save changes | | Cancel
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Patch Management Solution

o P2P Support for Office 365 Updates

o Able to download 0365 Updates from their peers
using incremental differencing

o Rather than each device downloading incremental
differences from package servers or the NS

o Reduces WAN traffic
o Decreases update times
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Patch Management Solution

o Natively Supports Microsoft “PSFX Updates”
o Windows 10 Redstone 5 — version 1809 and greater

o Provides the benefit of reduced delivery time
o Delivers only delta changes to the latest Redstone release

o Can utilize the Symantec P2P technology
o Further reduces the download time

o Quality updates also improve the overall install time
o Compared to Express updates

Notes:

o “PSFX Update” is a work-in-progress name of the feature from MSFT
o Not available for Feature Updates (Express Updates are still the only

traffic optimization option)
o Not available for Windows 10 versions earlier than 1809

Update size

Quality update types for

down-level supported versions

of Windows 10

Full
update

Delta
update

o (Microsoft still plans to build Express Updates for these versions, with delta

updates discontinued in Feb 2019)

Express
update**

Quality update
for the next
major version
of Windows 10
and Windows
Server
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Settings + Agents/Plug-ins ~ Software ~  Patch Management ~ Windows ~ Default Software Update Plug-in Policy

[ ]
Patc M a n a e m e nt S 0 u t I o n DEfault Software Update pruan Py
Settings for Windows computers that have Software Update plug-in installed and are not included in alternate Software Update Flug-in policy.

Software Update Plug-in Policy on ©

Installation Schedules | Motification | Restart

Software Update

Schedule: A
“# Add schedule + | X &2 Time zone:
Start/End dates
e ° ° Start:| 1/ 1/2008 |
o Windows Update Service Integration o ow aims 18
Start: |03 |2: 00 o Repeat daily

O C h O Ose P M S’ W U S’ O r b Ot h m et h o d S Reinstallation attempts after task failure .

M allow user to run

Windows

I3
Fl
B
-

O M i Cro SOft Exp re s s U p d a te te C h N O | O gy C a N b e u S e d to Frek mvaliable maimbenance window. 1 you thome 13 Gvarmade mamkenane wodom sefimge, Grtcal busmtss resouroes mey be reciaried. 0 ¢
[[] guerride the maintenance window settings when installing updates
distribute incremental changes for each client
. :
o Reduces bandwidth use and Latency in SW Updates - :
gs ~  Agents/Plug-ins v  So
. . b I . h h f I | ° Microsoft Updats puters that are luded in alternate configuration policy.
o Distribute updates to clients that meet the following e =
.
. changes that each computer requires. You can distribute updates using Express Update only to the computers that have Intemet connection to
requirements: e L b bl e e ot e,

[J override the maintenance window settings when preparing to install -
= Mi:msn@tE
Default Microsoft Update Configuration Policy
windows Update Agent uses the Express Update technology to distribute some updates for Microsoft products by only downloading the incremental
Windows Update Agent. To learn more about the Windows Update Agent's Express Update technology, dlick here.

o Computers are ready for Patch Management e e et st s oo

¥ Allow dewnload from other computers @ .
S -

Only computers an my local network

O computers on my local networic and the Internet

o Computers can access Microsoft servers ==~
[l Include updates for other Microsoft products ) \ 3
A3

o Computers are targeted by the enabled Default Microsoft B !
Configuration Policy (DMCP). e

[] End:| 9/ 5/2018 ]

= Repeat daily

Start:| 11 |2 :| 00

Warning: If maintenance windows are applied to target computers, and you select this option, the 1t scan ignores
§. windows and runs according to its schedule without waiting for the first available maintenance window ta open. Such behavior may cause
critical business resources to wark slowly.

[[] gverride the maintenance window settings with the system assessment scan settings

¥ Run assessment scan immediately on target computers when the computers receive this policy for the first time or when this policy changes

Applied to

$ Apply to ~ 2 | X view: [Targets V|

Name | Owner Count Apply date
Supported Microsoft Update comput Example\Administrator 5
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Patch Management Solution

o Default Microsoft Configuration Policy

O

©)
©)
©)

Enables Windows update Assessment scan
Defines how often you want the scan to run
Can override maintenance window settings

Configures the Download/Install of Updates

o Download from local/internet computers

o Uses Delivery Optimization functionality
from the Windows Update Agent

o Caninclude other MS Updates

o Assessment Scan:

O

Inventories your managed computers for
the software updates that they require

Targets for the software update policies are
created automatically

Delta or Full Scans can be run
Also sends NSE’s with Recency information

Settings ~ Agents/Plug-ins ~ Software » Patch Management » Windows » Default Microsoft Update Configuration Palicy
Default Microsoft Update Configuration Policy

Settings for Microsoft Update on computers that are not included in alternate configuration polic

Windows Update Agent configuration on ©

Windows Update Agent uses the Express Update technology to distribute some updates for Microsoft products by only downloading the incremental
changes that each computer requires. You can distribute updates using Express Update only to the computers that have Internet connection to
Microsoft servers and are targeted by the enabled Default Microsoft Update Configuration Policy.

Once you enable the policy, the new view Windows (Microsoft Data) displays a set of reports for managing compliance and remediation with
Windows Update Agent. To learn more about the Windows Update Agent's Express Update technology, click here.

Configuration -
Control download and installation of Microsoft Windows updates 6
Allow download from other computers e
O] Only computers on my local network

O Computers on my local network and the Internet

Include updates for other Microsoft products 6

Assessment 3

 Add schedule - | # W2 Time zone: |Use agent time V| /\4
Start/End dat

Start:| 1/ 1/2008 5 M

[] End:| s/ 5/2018 ]
Start:| 11 [%:| 00 |2 Repeat daily

WagAing: windows are applied to target computers, and you select this option, the assessment scan ignores maintenance
Iowi ding to its schedule without waiting for the first available maintenance window to open. Such behavior may cause
sources to work slowly.

O maintenance window settings with the system assessment scan settings

¥ Run assessment scan immediately on target computers when the computers receive this policy for the first time or when this policy changes

Applied to ‘
*Apply to - f | & View: Search

Name Owner Count Apply date

Supported Microzoft Update comput Example’\Administrator 5
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Patch Management Solution

o Windows (Microsoft Data) Portal

o Reports for managing compliance
and remediation using the Windows
Update Agent

o Microsoft Updates
o Compliance by KB
o Compliance by Update
o Compliance by Computer
o Link to all Windows Update Policies
o Exception Handling Report
o Settings:
o Remediation (Common)
o Installation and Restart (Common)
o MS Update Configuration Policy

Symantec = =
Management =
Console Home Manage

/ ) "; 2
m@n ne!.;—m setlings 2 ¥/ symantec. - £

Session Help —

2 Patch Management

Settings +  Agents/Plug-ins - + Patch -

windows » Default Microsoft Update Configuration Policy

LY windows x

@ Default Microsoft Update Configuration Policy

£Y wWindows (Microsoft Data) -
software Updates
* | Microsoft Updates
Compliance and
| Compliance by KB

ion

* | Compliance by Update

‘| Compliance by Computer

E:I Windows (Microsoft Data) Policies
Exception Handling

| Deployments Requiring Attention
Settings

T Remediation

b Installation and Restart
%} Microsoft Update Configuration

Settings for Microsoft Update on computers that are not included in alternate configuration policy.

Windows Update Agent configuration on © ~

Windows Update nt uses the Express Update technology to distribute some updates for Microsoft products by only downloading the incremental changes
quires. You can distribute updates using Express Update only to the computers that have Internet connection to Microsoft servers and
bled Default Microsoft Update Configuration Policy.

olicy, the new view Windows (Microsoft Data) displays a set of reports for managing compliance and remediation with Windows

n more about the Windows Update Agent's Express Update technology, click here.

load and installation of Microsoft Windews updates 6
nload from other computers e
%' Only computers on my local network

@] Computers on my lecal network and the Internet

W Include updates for other Microseoft products e

Assessment a

4 Add schedule ~ | # HZ Time zone: |Use agent time hd
Start/End date:
Start: 1/ 1/2008 |
[] End: s/ 5/2018 e

“ - a

a a a
Start: | 07 | : 00 |, End: |24 1| oo Duration: | 17 | 2| 00 |

- -

1] i 2 3 4 5 6 7 8 9 i0 11 12 13 i4 15 16 17 18 19 20 21 22 23 24

» 4
During window, check every: Repeat daily
& macosx 7| [t o]
‘ Red Hat Linux -
“.0 SUSE Linux - Warning: If maintenance windows are applied to target computers, and you select this option, the assessment scan ignores maintenance windows and V)
I runs according to its schedule without waiting for the first available maintenance window to open. Such behavier may cause critical business resources
> CentOS Linux - . ——

‘ Save Changes H Cancel
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Software Management Solution

[ Available in ITMS 8.1 RU4+ }

o Redeveloped Software Portal

o Submits requests and installs software
through a Web-based interface with
little or no administrator involvement

o Reduces help desk calls and simplifies
the process of SW Delivery i o ' 5] g v

o Uses predefined software information
that automates delivery

Applications

O Pre_Approved Or Manager Approved 17‘22: Adobecreaud Installer AdobeFIarActiveX
Software Requests
o Installed as part of the Symantec
Management Agent g
o SEE: for SW Portal Guide
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Software Management Solution

o Software Portal Settings
o Enhanced or Legacy Interface
o Publishing

o Prevent all Unlisted SW Requests
o Publish across all Domains

o Cancel delivery after n hours

o Email notifications to common or
user specific addresses

Symantec - @ = P o

Management = 9 ¥ L ; v Symantec. yel
Console Home Manage Actions Reports Settings Help Session —

Y Settings ~ Software » Software Portal Settings ~  Software Portal Settings

= [ Settings i Software Portal Settings

[Z1 Agents/Plug-ins

[Z1 Deployment

[_ Discovery and Inventory

[Z Integrations

[Z1 Monitoring and Alerting

2 Motification Server

D Remote Management

21 Security Cloud Connector

D Service and Asset Management

[Z1 Service Request Remediation

= [ Software

T Application Management

T Data Provider

Z7 Patch Management

T Software Catalog and Software Library Settings

= [C1 Software Portal Settings
AT Administrator Portal
AT Software Partal Settings

:3, Managed Delivery Settings

Set options that control the behavior and appearance of the Softwara Portal

UI Settings

Apply the following user interface to the Software Portal:
() Enhanced user interface
+ Use the following background image in the Software Portal header: PortalBackaround.jpg

+ Use the following company logo in the Software Portal header:

Software Portal header preview -
@ Legacy user interface
Company logo: Browse... (Syrnmhzc
P ishing Settings
4
I prevent end users from requesting unlisted software
Note: Hide the functionality that lets end users request the software that is not published for them in the Software Portal,

Publish software across all trusted domains

Mote: Publishing softwars across all trusted domains can increase the
the users or groups of the Notification Server damain onl

I loading time. When this option is not selected, the software is published for

Delivery Settings

L

¥end tosk ater[s | [rours ]

E-mail notifications settings

Use the following e-mail address to send out Software Portal notifi

® common e-mail address: catch_all@Symantec.com

() sender's individual e-mail address (if defined).
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Software Management Solution

e Software Portal Client Access Policy

Configures software portal on dients.

o Software Portal Agent Settings Software Portal Client Access Policy

Windows Settings

o SW Portal was inconvenient in MacOS

Show the link to the Software Portal on the desktop

O SW Portal Client Access Settings for Mac Shuw the link to the Software Portal on the Start menu
. . oW e lim (=] 2 Sotware Fo in e maniec danagemen 2Nt Conte menu
o Can be set and applied to Mac machines /) show the ink to the Softwars Portalinthe Symantac Management Agent contaxt
Mac Settings

o Will respect the new Mac-specific options

Show the Software Portal icon in the Symantec Management Agent uszer interface

@) POI'Cy was renamed tO FEﬂECt |tS pu rpose Shuw the link to the Software Portal in the Symantec Management Agent context menu
more precisely
. Applied to
o The Software P.o.rtal- can be hl.dden or & applyto = 2| X views [Targets ]
shown as specified in the policy Nome
o A Context menu item was also added Mac computers with installed Software Management Plug-in

Windows computers with installed Software Management Plug-in

i Cefi-LTj Fri 13:10

-

j Symantec Management Agent ’
f re P
Software ortalr_7
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Software Management Solution 8 .

| Properties | Package Rules Associztions File Inventory Software Publishing

o Software Portal User Enhancements 5D ocne thesopein o the ot g 7-2ip

Add description Last Modified: 1/23/2018 GRISHA-NS-2\grisha

0O Legacy S W PO rta/ ShO W€d all app /ica tions Type: Sc-ﬂ:ware Release | Properties | Package | Rules | Associstions | File Inventory | Software Publishing |
Platform: Windo '_r o ]
regardless Of OS Type. . Version: |16.04W=\ o Define associations with other software resources.

o Only Applications COmpatible With the Comeany: tgor pavio Association Type: [Applies to Software Platform hd
° ° Display Icon:
requestlng OS are nOW dlsplayed Z Software Platforms for that this software resource is applies to A
o Solved by adding filtering “Applies to | bplnd icn | bl o _\ ‘
Software Platform” Association b, i P —

o Filter works for all applications published
o If at least one association is defined, the

application will be shown. Software Name:  [Thunderb; ish-Install - /
Description:
o If no associations exist, it is shown in the Category:
portal opened on any device. Software availability:
. . . . & add | ychange User | f Change Targets | = ) ~ Settings for Ex
o These Associations are defined automatically O — Faroct Name Select user and
during software component import Eonie oL S ey ® approved - P
Example\end_user2 All Computers — )
° L/ Requires 4
o Software can be published to groups of e

Recommende

devices or combinations of users/devices

o Prevents multiple device Installs from users
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Software Management Solution

o Software Portal User Enhancements

o Users can open the Software Portal on
Cloud-enabled Windows or Mac
computers

o SMA Implements a local Proxy Server
o Browser Redirection in CeM Mode
o Experience is the same!

=

Applications
Show filter ~  |Search applications
iz
7-Zip 16.04

Q 3 of 3 applications

. Pai ng

Adobe Animation 2017 Corel Painter Essentials 2017

Application n

Applications
Show filter v t Q 3 of 3 applications
z -
7-Zip 16.04 Adobe Animation 2017
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Software Management Solution
o Software Portal Enhancements
o New Tabs for Managers
Q 1 of 1items
o Users Tab:
. . BEOOE 5 Emal  Ph D
o Specify the list of users or groups whose - pe Bl e By (D
requests need action taken (&) Soere gE pysn. e ewe o
o View only the requests from the users
who report directly to them
User R
o User Requests: e eaves
O ReVieW Open requests v Search requests Q 4 of 4 requests
o Approve or deny requeStS Application ~ Requested Device Date Statis
. . Name by submitted M
O Communlcate Wlth reqUESterS ﬂ Corel Painter GRISHA-NS- WIN- 1/24/2018 ° o
. i Essentials 2017 2\user P5V]2T2M949 10:45:52 AM
O Fllter User reqUEStS by StatUS/type Corel Painter GRISHA-NS- WIN- 1/24/2018
E Essentials 2017 2\user P5VJ2T2M949  9:20:12 AM Eancelicd
Corel Painter GRISHA-NS- WIN- 1/24/2018
ﬂ Essentials 2017 2\user PSV|2T2M949  9:24:54 AM aricelled
& kaﬂ,dms“ Buser o gsmac (500 Aproved
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Software Management Solution

o Software Portal Enhancements

o Application Filters

o Filters the applications list using:
o Specific categories
o Publishing Types
o Approval types

o Filters applied with the search option
make finding the required application
much easier

Applications
Hide filter A |Search applications Q| 7 of 110 applications [reset]
Category Type Approval v
© L) o

Box Drive

$

Box Tools

Box for Office

Coded42

Box Sync

3

Password Safe

86



v Symantec.

Software Management Solution

o Software Portal Enhancements

o Request Unlisted Software
o Using this interface, end users will:
o Specify application name in free form
o Provide justification for the request

o Request is handled in a similar way as
requests for applications in the catalog

Unlisted Application Request

" N Provide information about the application you need. If your request is approved,
e the software will be downloaded and installed on your device.

hS A

To receive email notifications about the changes related to your request,
configure your user profile accordingly.

Application Name*

Mew Software 2018

Add justification®

Required application is missing in the catalog,

Close Submit Request
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Software Management Solution

User Profile
o Software Portal Notification
o Previous Releases: Q
o Delay before application is actually Full name*
installed on the client machine Brian sheedy
o User is not Notified during the process Tlsmy@mm
o SW Portal User Notifications in 8.5: N
o Notification Options in the Portal Custorer Suppert

Phone

o Receive emails when someone
comments on or changes the status of
the request

+1713-555-1212

«" Display notification when requested application is installed on my device

Send me an email when:

o Email contains the link to the Software 2 e st oy request changes
Portal where the user can manage the ¥ Comments are added to my request
application request

Close Save
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Software Management Solution

o Software Portal Notification

o SW Portal User Notifications in 8.5:

o Notification Options in the Portal
Available to Windows/Mac clients

o Appears if Portal User = Logged on User

o Displays for 30 Seconds

o Works for Portal Quick SWD & MSD
Policies

Active Alerts

Symantec Software Management

Symantec Software Management
v ; The following applications are installed on your device: ‘some-software-
[ Lag? pkg1.gz''some-software-pkg2.gz''some-software-pkg3.gz', some-
— software-pkg4.gz'

(4] Symantec Management Agent -

Restart to finalize important updates @ Help ~

Computer restart is required
3 Newly installed software has changed your system settings. Restart the computer for
! “* the new settings to take effect.
1/16/2018 10:04:05 AM

Restart Now

‘ Make sure to save your files before restarting. All your applications will be closed
3 when restarting automatically.

© Installation Succeeded N X
The following applications are installed on your device:
'some-software-pkg3.gz','some-software-pkg4.gz'
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Software Management Solution

o Software Resource Management

o Can add or edit a custom icon in the
Software Catalog/Software Views

o Will display Icon in the Software Portal

@ Adobe Reader XI 11.0.00 - English (United States) Created on: 3/18/2016 Example\Administrator
Add description Last Modified: 8/27/2018 Example\Administrator
Properties | Package | Rules | Associstions | File Inventory || Software Publishing
e
5235 Define the properties of the software resource.
Type: Software Release
Platform: Windows (Manage platform selection from the Associations tab
Version: 11.0.00
Company: Adobe Systems I % Browse 47 52 New
Display Icon: P =
Choose File to Upload -

\?_m

T | . e« ClientBin » img » product v C,| | Search product »p |

New

4757 Favorites = = I _
e ™

& Downloads Tzip.png Adobe_Acr AdobeAcro AdobeAfter AdobeAlR.
% Recent places obat_Pro.p batReaderD Effects.png png
=g ng Copng
18 This PC
4 18 This PC
I g Desktop Adobehni Adobebudi AdobeBrid Adobe-Cap AdobeChar
B o mate.png tion.png ge.png tivate-3_3-v acterAnima
't 3 3 v 5_5.0.257- tor.png -
f png v ‘ ‘Custom Files (*.png;* jpeq:*.jpc v|
= | Open | | Cancel |
| =
~ o
Applications
Show filter v Search applications Q 7 of 8 applications [reset]
Adobe Acrobat X Pro - Englis... Adobe Reader X1 11.0.00 - En...
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—— = - =y -
Management [ ﬁ = Lg{. ta i
Console Home Manage Actions Reports Session Help
My Portal Discover »
ick "Edit 1 we Web Parts a .
Click "Edit” to add and remove We ris acg Agents/Plug-ins N
Edit

Virtual Machine Management »

o Import and Deliver action :
p Software b | %0 Software Delivery Task...
Deployment » :5, Managed Software Deli

o Rapid creation of Managed Delivery Policies T -
o Accessible from Actions>Software>Import and Deliver

o Package is imported and included in a newly created
Managed SW Delivery Policy

o Policy created in the Managed Software Delivery folder
o Created policy is opened automatically

Symantec Management Console E

Import installation package

Location: [ | I Browse

[symantec - = F &
Management ﬁ = E E - \/ Symantec. | zero ysl
Console Home Manage Actions Reports Settings Session Help =
G Folicies + Softwara - Managed Software Delivary ~  Software delivery policy for 'Notepad-++ 6.2.3.0 - English (United S.. ~
= 3 Policies 1.  Software delivery policy for 'Notepad++ 6.2...
(C] piscovery and Inventory Add description \Administrator
(] Integrations Set package settings, computers, and schedule to which this policy applies.
(21 Monitoring and Alerting Policy Rules/Actions - 1 software off @

(] Pluggable Protocols
] Profile Management
= (2] Software

(23 Application Metering

Software || Policy settings Software Publishing

Add software that must be installed. Add dependant tasks and software service packs or updates.

*AdY &> ¥ | X

£ Leaacy Software Delvery 7 Lmies SRR - ECL () S ) ﬁi Notepad++ 6.2.3.0 - English (United States)
] Legacy Software Delivery for UNIX/Linux/Mac Dependency Tasks
Compli il
(3 Managed Software Delivery - Service Pack and Update Tasks settings T
%%, Adobe Reader XI 11.0.00 - English (United States & perform software complisnce check using:

Notepad-++ 6.2.3.0 - English (United States)

5%, Adobe Reader XI 11.0.00 - English (United States]| -
- settings

“%, Example Managed Software Delivery

o Tnstall for all ith no Ul v
%, New Delivery Policy for Adobe Reader XI 11.0.00 [Install for alf users with no I

Command i

msiexec.exe /i "notepad-plus-plus(6.2.3).msi" /an ALLUSERS=2

I, Software delivery policy for ‘Notepad++ 6.2.3.0 -

(Z1 Patch Management Package: [ motepad-plus-plus(6.2.3).msi v
i‘,‘ Automation Falicies Il

Advanced options

p settings

Autematically upgrade software that has been superseded by this
software

Do not install if a newer version of this software is already installed
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Console (7 [X]

Software Publication

Select the software to publish

Software Management Solution

[, select sitware _
wr ® Software component

Software: Type to select & software - . Browse
Settings ~  Software - Software Portal Settings - Manage Publications ; k. o Command fine: Type to select a command line e
e 1l Manage availabili
A Manage Publications
- - I—' View and manage software publications.
o Manage Publications Page Software Publcations S p——
- Type to - | 5 Browse

? Delete Publication State: |All

Approval status |\

O VieW’ Ed|t’ Delete -|.-“Pu|:.:IishSn

1 1 ™| LS Adobe Acrobat X Pro \English, Francais, Deuts: Requires approval A
O FUDlIsn or Unpubolis :
. . & ﬁThunderbird 17.0.0 Englgh-Install - no UL Approved M
Create New Publications - e
[ W Mozilla Firefox 36.0.4.0 - Efglish (United State: Approved M —
O U Ses SW lea rd & W OpenProj 1.4.0 - English (Unifed States)-Instal Approved Serena Software... Windows 1.4.0 Desktop Applicati... Software Release
M 3| 4~ Adobe Reader XI 11.0.00 - Engl (United Stal Approved Adobe Systems Windows 11.0.00 Desktop Applicati... Software Release
o Fast and Convenient @
[ A~ | 5R - Adobe Readen®@'nmn?® " p "*i" w fdsbe Tt mdaas ST ""'ﬁ*ﬁ‘pplicati... Managed Delivery
. 3 Y a t Console
O N O need to gO to the 3] ﬁmicmso& visio Viey |  Adobecrobat X Pro - English, Francais, Deutsch 10.0.... Moji:if: o Bample\Administrator |pplicati . Software Release
f - Add descrigg Modified date: 9/25/2018 7:14 AM
SO twa re Resou rce O r 7] W MNotepad++ 6.2.3.( Published © pplicati... Software Release
H _ Software: Adobe Acrobat X Pro - English, Francais, Deutsch 10.0.0
M a n aged SWD POI Icy ¥ ﬁAdobe Reader X 1C Version: 10.0.0 pplicati... Software Release
Type: Software Release
Platform: Windows
Vendor: Adobe Systems
Command line: Install (Silent) ("setup.exe" /s)
Category: |Desl-ctop Application V| y 4]

Software availability:
+ add | f Change User | f Change Targets | X O -
User/Group Name Target Name Approved Recommended
Example\Domain Users All Computers O
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Software Management Solution

o Software Portal ASDK Enhancements

Modifying Software Portal Settings

This APl has been extended to set the software portal settings like CompanyLogo,

Extended SetSoftwarePortalSettin
f q() PortalLogo and PortalBackground.

Setting Publishing Item Properties

SetPublishingltemProperty() This APl has been newly created to set the application category.

SetSoftwareComponentProperty() This APl has been extended to add support for the property Softwarelcon.

Add/Modify/Remove Users and Targets from Publishing items

ModifyUserAndTargetToPublishingltem() | This APl is newly created to modify the user and target in the publishing item.

RemoveUserAndTargetToPublishingltem() | This APl is newly created to remove the user and target from the publishing item.

AddUserAndTargetToPublishingltem() This APl is newly created to add the user and target into the publishing item.

Modifying Software Product Properties

This APl has been newly created to allow user to modify the software product
SetSoftwareProductProperty() settings like Name, Description, Company, Version,
NameFilterString, CompanyFilterString, VersionFilterString, IsManaged.
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Administrator Software Development Kit (ASDK)

o Simplified Software Deployment API — L i

String that contains
the path to a software | Local NS path-

o With a single call to the DeployPackageEx method:

kageN. The fil by
packageName e file may be UNG path

located on the local "\\serverifolderlinstallationFile.exe"

o Imports a software package

directory

o Creates a software component <prsmetrs

XML string with
o Generates an installation policy parametrs

parametersXML | If this parameter is
empty string,

@) S u p p o) rts t h e fo I I OWi q] g ty p es Of i N Sta I I a b I e p ac ka ges . the default . "Default smart repository” with the ID "{2406DBB0-613C-4BDS-

parameters are ust 9870-BCD49A6571D3}"

The following repositories are provided out of the box:

H When "Default smart repository" is used, the installation policies created
Self-installable .exe packages Wi o meihod are octcd o Auta Deploymantoerhat .t i
in the Symantec Management Console by default. To make the policy folder
visible at Manage > Policies > Software, run the following SQL query:

Update item
SET Attributes = '22'

Where Guid = '23d65059-752a-4aef-abab-aab902e3cdbd’
.rpm packages

- "SEP repository" with the ID "E94719D0-D063-403F-BAG0-
68D5SE2F2D9EY"

RepositorylD

o
o .msi packages
o
o non-DMG based .zip SEP packages for Mac s epemtony 1 s oy o e st e

o .exe (SFX) archive SEP packages for Windows E%;EE:%IEEZTL"ES?.3fﬁi’Zl‘f;‘;f,”f33‘33352f:.i?:ii?ii’ifif
o Method:

o DeployPackageEx(string packageName, string parametersXML)
o See: for examples

If this parameter is not specified, the default repository is used

Coma separated list of target GUIDs to be applied to the policy.

Targets If this parameter is not specified, no targets will be applied

False by default

Enabled True if the newly created policy should be enabled by default.

Culture o generate a localized policy name.

DefaultCulture | £qaich by defaut
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Deployment Solution

o Deployment Solution supports WinPE10
o Version 1607 and 1703 with some limitations.
o See:

o Network Boot Service Supports W2K16
o See:

o Driver Management Enhancements
o Can Upload Drivers as .CAB files

o Improved performance of Boot Disk Creator

o By reducing the time required to add preboot
drivers and other packages while creating preboot
packages for WinPE 5 and WinPE 10.

Symantec Management Console

Driver Database Management

Add custom drivers to the DeployAnywhere/Preboct dstabase.

Deployanywhers | Preboot
%Add = More Info | > Q'
Name Type Tz|0S ~
3Com.EL2000.1.00.0... net.. 2000 2003 2008 VISTA WINDOWST XP
3Cem.EL90Xbc.04.41... net.. 2000 2003 2008 VISTA WINDOWST XP
3Com.srwl.4.0.4.05 net.. 2000 2003 2008 VISTA WINDOWST XP
3Com.TCAITDL.x uncl... 2000 2003 2008 VISTA WINDOWST X64_2003 X54_2008 X...
3Com.x uncl... 2000 2003 2008 VISTA WINDOWST X64_2003 X64_2008 X...
3Com_Corporation.E net. 2000 2003 2008 VISTA WIN[“ Symantec Management Console (7 [X]

Adaptec.1.02.063 net.. 2000 2003 2008 VISTA WINI

Adaptec.2.8.0.6076 net...

Add Driver

2000 2003 2008 VISTA WIN
2000 2003 2008 VISTA WIN
X564_2003 X64_2008 X6d4_2
2003 2008 VISTA WINDOWS|
2000 2003 2008 VISTA WIN
2000 2003 2008 VISTA WIN
X54_2003 X64_2008 X64_2
2000 2003 2008 VISTA WIN
2003 2008 VISTA WINDOWS|
2003 2008 VISTA WINDOWS]
2000 2003 2008 VISTA WIN
2003 2008 VISTA WINDOWS|
2000 2003 2008 VISTA WINI|

Adaptec.4.1.0.7010 net...
Adaptec.4.1.1.7038 net...
Adaptec.6.00,3643.04 net..
Adaptec.6.00.50.05 net...
Adaptec.a320raid.1.0... stor.
Adaptec.aarich.6.00.... stor..
Adaptec.aarich.6.00.... stor..
Adaptec.adp84xx.1.6 stor.
Adaptec.adpahci.1.6.... stor..
Adaptec.adpul60m.6... stor.
Adaptec.adpul60m.6.. stor.
Adaptec.adpu320.3.0_.. stor..

Auto-generated name will be taken for the added drivers,
Location:

Select Cab, Zip, or Driver Files (& Browise...
Driver Addition Status :
Add Close

(¥ Boot Disk Creator
File Edt View Tooks Help

[=] E3

GQEsERGeEE0 ®: D

Configurations | =

=)@ Configurations i] [No Description]
SR - |

Create Folder Installer...  Ctrl4+F
Create Folder Uninstaler... Ctri+R

I

~ i

[ Wini Copr

Ready
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Deployment Solution

o IPXE Support

o Uses open source boot firmware of the iPXE project

o Another PXE Option, Not a PXE replacement in DS 8.5!
o Existing Boot Loaders are still available and supported

when creating PXE Boot Images T
o Benefits of iPXE: '
o Increase download and boot up performance
o Lightweight boot loader with a full network stack
o TFTP, SAN, HTTP — with multiple NIC Driver Support e

o iPXE in DS 8.5 uses HTTP specifically:
o Higher NW Performance than TFTP
o Speeds up the DL and Boot of clients into PXE O automstion foder

O Both PXE and Automation folder

o See: for more information -
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Deployment Solution

o IPXE System Requirements:

O

IIS needs to be installed on any system that will be
acting as an iPXE Server

When the PXE server is installed or upgraded it will
create a new website on TCP port 4433

o This will be used for iPXE client/server communication.

o Instructs PXE clients on how to act If a job is assigned
o Provides access to the HTTP - PXE “Images” directory
If IS is not available on Installation or upgrade:

o Boot images with the iPXE boot loader will fail to boot
from that server

o Client systems will then boot to the next available
device in the BIOS/UEFI boot order

Must Enable the “Use iPXE with this boot
configuration” in the Preboot Configuration settings

See: for more information

Symantec Management Co!

Adds iPXE Client Side Boot Loader
(ipxeb4.efi OR ipxe32.efi AND zipxe.0)

|

A=

Add Preboot Configur/ /

Name:
Description:

Select W
®pxe

Enter preboot configuration

Operating system: Wi
Architecture: [Vl xa6
L] Use iPXE with this boot configuration.

O aAutomation folder
O Both PXE and Automation folder
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Workflow Solution

o Workflow support for SEP 14

o Customers want to be able to use previous
Workflow applications to automate their current
SEP 14+ processes.

o Workflow Components Library has been
developed for SEP 14 that covers:

o Group Inquiries, Moves, Updates, and Quarantines
are just a few...

o For more information see:

o Download and use the ScreenCapture Utility
from a remote computer on which Workflow
Solution is not installed.

o The uninstallers for Process Manager and
Workflow Designer are now localized.

SEP 14 Component
name

SEP Component name

Description

Get Group List
Component

Get All Group GUIDs

Gets a group list.

Get Group Computers
Component

Get Client List

Gets the information about the
computers in a specified domain
and group

Run Command Update
Content

Run Group Command
Update Content & Run
Client Command Update
Content

Sends a command from SEPM fo
SEP endpoints to update content.

Get Command Status

Get Command Status

Gets the details of a command

Details Detail status

Get Adm|n ACCUU“{S Llst Get Admin Account |ict Daote tho ict nf adminictratare for o
SEP 14 Component Description

Move Computer Moy [Same

Component

Run Command Baseline

Sends a command from Symantec Endpoint Protection
Manager to Symantec Endpoint Protection endpoints to
request that baseline application information be uploaded
back to Symantec Endpoint Protection Manager.

Run Command
Quarantine

Sends a command from Symantec Endpoint Protection
Manager to (un)quarantine Symantec Endpoint Protection
endpoints

Get Admin Details

Gets the details of a single administrator.

Update Admin Details

Updates the details for a specified administrator.

Get Computer List
Component

Gets the information about the computers in a specified
domain.

Get Domains Component

Gets a list of all accessible domains.

Get Domain By Id
Component

Gets the details for a specified domain

Update Domain
Component

Updates an existing domain's information
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@ Symantec.

Symantec Education Services

The confidence to own and solve IT security with Symantec technology and best practices

Instructor-Led Training Certification
* Classroom or virtual * Symantec Certified Specialist (SCS)
* Public or private exams to validate technical knowledge
* Hands-on labs included and competency
Comprehensive E-Library Security Awareness Service
* Hundreds of regularly * Web-based, self-hosted
updated modules * Promotes proactive employee behavior
» Self-paced, web-based to better protect information assets

go.symantec.com/education



@ Symantec.

Symantec Education Services
GO TO: https://go.symantec.com/education and Search for:

& sign In/Register & United States / English

v Symantec.  EnTERPRISE

Instructor/Virtual Courses

 |TMS 8.1 Administration

 |TMS 8.1 Diagnostics &
Troubleshooting

* Client Management Suite 8.1

Education Services «  Deployment Solution 8.1
E-Library Courses

« [TMS 8.5 Differences
 |TMS 8.1 Administration
 |ITMS 8.1 Diagnostics & Troubleshooting
* Deployment Solution 8.1

Products & Services Solutions Support Center Security Center Partner

Services / Education Services

ehnical knowledge to gain the most benefit from yo 8l investments.

Maximize your product competency and validate

FNEW TRAINING CREDITS P

| Instructor-Led : ' * eLibrary

| Trainin ! = . % The Symantec eLibrary contains

hundreds of web-based training

Symantec Education Services courses covering the breadth
~~ provides a full range of training & nd depth of the Symantec
solutions to help you maximize ‘ > roduct portfolio. all fres of
your use of Symantec products. P p L
charge. Modular topics cover
installation, configuration,
Contactus & deployment, administration,
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Additional Resources and Summary

If you would like to know more about IT Management Suite please visit:

o Product Overviews: https://www.symantec.com/products/it-management-suite
o Data Sheets: https://www.symantec.com/products/endpoint-management
o Community: http://www.symantec.com/connect/endpoint-management
o ITMS Documentation: https://support.symantec.com/en US/article.DOC11076

o ITMS Help Center: https://help.symantec.com/home/ITMS8.5?locale=EN _US

o GSS Documentation: https://www.symantec.com/docs/DOC8558

o @SS HEIp Center: https://help.symantec.com/home/gss3.3?locale=EN US&sku=GHOST SOLUTION SUITE 3 3
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Thank You!

brian_sheedy@Symantec.com




