ServiceDesk 7.1 Installation and Upgrade Symantec.

ServiceDesk 7.1 Installation and Upgrade - Using Domain
Service Credentials — A Step by Step Guide
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Notes in Yellow and Green Highlights are from me as | was going through
this upgrade in addition to the instructions from Symantec. These notes are
from an end user installing a fresh install of Service Desk 7.1

Have Fun! SM

This guide is designed to step the reader through installation or upgrade of the Symantec
ServiceDesk 7.1 product using a domain based service account. This guide also has details and can
be used to install the application using either a locally installed version of Microsoft’s SQL Server,
or an SQL install on a separate server.

Please read the steps that are contained in this guide prior to performing the installation so that
you can familiarize yourself with the procedure. Depending on your required process (new
installation or upgrade), please follow the appropriate steps precisely. Deviation from the steps
and process in this document may result in an unusable or failed installation.

Please make certain the pre-requisites are met before proceeding. Upgrading from 7.0 MR2 to 7.1
is the only supported upgrade at this time. To access and review known issues with documented
solutions and related documentation for Workflow Solution 7.1 go to _
http://www.symantec.com/docs/HOWTO042147 in_the Symantec Knowledge Base on Symantec_
Connect.

To access and review known issues with documented solutions and related documentation for
ServiceDesk 7.1 go to http://www.symantec.com/docs/HOWT042148 in the Symantec
Knowledge Base on Symantec Connect.

Have a copy of Symantec™ ServiceDesk 7.1 SP1 Implementation Guide open also.
http://www.symantec.com/docs/DOC3929
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ServiceDesk 7.1 Installation and Upgrade Symantec.

ServiceDesk 7.1 Server Installation Pre-requisites

NOTE: ServiceDesk is not designed to run on the Symantec Management Platform (SMP) server.
The ServiceDesk server must be installed to a separate server in the same domain as the SMP

server.

e Symantec Management Platform 7.1

o NOTE: Support can provide a work-around to implement in SMP 7.0 environment
but this is not recommended.

Hardware
o Multi-core processor(s)
o 4GB RAM minimum
= 16GB RAM recommended
o 50GB Disk minimum
Operating System
o Windows 2008 X64 or Windows 2008 R2 (X64)
=  CAUTION: Do not load any Windows Service Packs prior to the ServiceDesk
installation.
o Server joined to the same domain as the SMP 7.1 Server.

Network Configuration

o IPV4

o Static IP Address

o Name resolution services (DNS)
o Internet connectivity

o Connectivity to the SMP server

o GBNIC
Database instance
o MSSQL 2005 or 2008
= MSSQL 2008 R2 (X64) recommended
= Analysis services (optional)
o GBNIC
o Located on same subnet as ServiceDesk server
= NOTE: This is optional but highly recommended.
o “On-box” or “off-box” SQL instances supported.
o SArights to the DB instance are required for installation.
Domain Accounts ----VERY IMPORTANT-The difference is that the Service Account is
the one that you will be using going forward as your Administrator Login ID
o Installation Account
* Domain Account with SA rights to the DB instance and administrator
rights to the new ServiceDesk server
o ServiceDesk Services Account (Domain account with SA rights to the DB instance.)
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e E-mail account

o Primary e-mail account for the ServiceDesk mailbox for monitoring and sending e-
mail from the system.

o SMTP server connectivity

o POP or IMAP mailbox for monitoring (optional)

ServiceDesk 7.1 Server Installation and Upgrade Procedure
Instructions

Please note that the steps for installation and upgrade assume a new Servicedesk Server. This is not an
in-place procedure. Also note that the steps are the same until Step 47, at which the installation
process continues. See Page XXXX for the remaining steps to complete an upgrade.

SERVER ROLES, FEATURES & WEBSERVICES SETUP

CAUTION: Follow very closely the steps listed below and do not skip or change the order of any
steps. Doing so may result in an unsuccessful install.

1) Login to the server with the Installation Account. --- Not the SERVICE ACCOUNT
2) From the Initial Installation Tasks, Windows 2008 Ul, select Add Roles.
W
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v Symantec.

3) In the Select Server Roles, Windows 2008 Ul, select Application Server and Web Server

(IIS). Then click Next.
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4) When prompted to Add features required for Application Server? Click Add

Required Features.

Add Roles Wizard B3
i Add features required for Application Server?
B
‘You cannot install Application Server unless the required features are also nstalled.
Features: Desciiption:
= -NET Framework 3.5.1 Featues Microsoft NET Framework 3.5.1 combines
NET Framework 3.5.1 the power of the NET Framewosk 2.0 4Pls
. Y AR i with new technologies for building
= Windows Process Activation Service applications that offer appealing user
Process Model interfaces, protect your customess' personal
NET Environment identity information, enable seamless and
P . secure communication, and provide the
Cenfiguration APls 2hility to mode! a range of business
plocesses.

l Add Required Features Cancel

-~

(1) Why are these festures required?

N

5) In the subsequent Add Roles Wizard Ul for Select Role Services, select Web Server (IIS)

Support and click Next.
Add Roles W m
.1- Sebect Role Services
-
Sehwe Yo Bagn et the ke 504 a vkl Far Svhienin Servw
Serwr by e e TemTgeme
ROCR YT e cou 12 bt e 1
Er— () o i e
o o B comewrk e e WTTP. R
b Seve (20 WP Pt Shawg s SgOon for AP e T
L = M ‘Wodows Procets Acteation Dervas Soport sookcatinng that can Be sccemad v
7 WITP Acsvation & Web broseer auch w Infummet
Corfrwaton ” Cighorer, wd et sav acms Ik e
Mesiage useg el wivbv Corwes s fud e
Rope TP Acteyion (WCER
pro Pownd POaE AT o

=5[] Dustbasad Tewneactions
treoming A sscts Trareactnrs
Outgueg homute Ir amactoo
W e 11 arodon

Servicedesk 7.1 Installation and Upgrade

Page 5 of 37



ServiceDesk 7.1 Installation and Upgrade Symantec.

6) When prompted to Add role services and features required for Web Server (IIS)
Support? Click Add Required Role Services.

Add Roles Wizard [ X]

» Add role services and features required for Web Server (lIS) Support?

-

You cannot install Web Serves (I15) Support unless the required role services and features are also installed.

Role Services: Description:
= Application Server Application Sesver provides central

# Windows Process Activation Service Support
= Web Servet [IIS)

[+ ‘Web Server

® Management Tools

management and hosting of high-
performance distributed business
applications such as those built with
gr%leTmrise Services and .NET Framework

[= .NET Framework 3.5.1 Featwes
[+ WCF Activation

Add Reauired Role Sewvices [

Cancel

(52

(=
ad
7

%

7) Continuing through the Add Roles Wizard, on the Select Role Services page, add IIS 6
Management Compatibility and make certain all subcomponents of the role service
are selected before clicking Next.
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»
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Corfarnation 7| Satx Content Compression IS 6 catoks ba mansge the 115 7 Web
5 ¥ | Dynanic Content Comgresson
TS = (] Marapement Tooks
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8) On Confirm Installation Selections, click Install.

Add Roles Wizard

igy,z Confirm Installation Selections
i

Before You Begin
Server Roles
Application Server
Role Services
Web Server (115)
Role Services

Confirmation

Progress
Results

To install the Following roles, role services, or features, click Install,
Q\J 2 informational messages below

/D This server might need to be restarted after the installation completes. =
~! Application Server
NET Framework 3.5.1

Web Server (IIS) Support

Windows Process Activation Service Support
HTTP Activation

' Web Server (115)
{ u Find out more about Windows System Resource Manager (W3RM) and how it can help optimize
 CPUusage

Web Server
Common HTTP Features
Static Cortent

Defaukt Document

Directory Browsing

HITP Errors

HITP Redirection
Application Development

5P KET =
o : e

<Previous| et > I Cancel I

v Symantec.

9) Launch the Windows 2008 Server Manager and verify that the root node in the left pane
of the Ul is selected. Then click Configure IE ESC in the right pane of the Server Manager
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10) When presented with the Internet Explorer Enhanced Security Configuration interface,
select the Off radio button for Administrators and for Users (turning off this setting for users is
optional and has no bearing on the installation process but is recommended).

f},'.lnternet Explorer Enhanced Security Configuration

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.
Administrators:

& on{Recommended)

W off

Users:

¥ On{Recommended)

f K]

11) In the Windows 2008 Server Manager U], verify that the root node is selected in the
left pane. In the right pane, click Configure Windows Firewall.
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12) When presented with the Windows Firewall with Advanced Security interface, click
Windows Firewall Properties.

L. Server Mansger
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13) When the Windows Firewall with Advanced Security properties configuration Ul
presents to the screen, turn Off the Firewall State for the Domain Profile using the
available drop-down menu and then click OK.

Windows Firewall with Advanced Security Properties

Domain Profie | Private Profile | Public Profle | 1Psec Settings |

Specify behavior for when a computer is connected to its corporate
domain.
—State — z =
i r Firewall state:
Inbound connections; [EH.:::): (default)
Outbound connections: Aflow (default)
Protected network connections: Customize... |
Setlings v
(/| Specify settings that control Windows g I
]:z:J Firewall behavior. Sutlonge.
— Logging
§ S pecify logang settings for :
W e _Custonize. |
ek t sattings

[ ok | canced | Apph
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14) From the Windows Control Panel launch System and Security and then click
Change User Account Control Settings.

% System and Seosrity =
O‘ ) Wi+ Cortrel Parel = Syytem and Sexiely = ‘a [ Search Control Pened o
Contol Pared Home Action Center
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15) Move the slider all the way down to Never Notify and then click OK.
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16) If the SQL Server Instance is not on the same server as the ServicDesk installation, install
the following components on the ServiceDesk server (not the SQL Server, unless SQL is
installed on the ServiceDesk server), which are required before install, These components
are from the Feature Pack for Microsoft SQL Server 2005 - December 2008 or newer.
Note: Any other versions are not supported.

a. sqlncli x64.msi - Microsoft SQL Server Native Client (from December 2008)_

b. SQLServer2005 ADOMD x64.msi -_ Microsoft SQL Server 2005 Analysis
Services ADOMD.NET (from December 2008)

c. SQLServer2005 XMO x64.msi _-_Microsoft SQL Server 2005 Management
Objects_Collection (from December 2008)

17) Launch the Windows 2008 Server Manager and drill down to Configuration > Local Users
and Groups > Groups. Add the ServiceDesk Service Account to the local Administrators

group.

e 4 Wow Abure Gobedt B Rk o0
o - te ————m— —
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@ eomrrend 56| B e
ve L& — From |5 ooed on
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— ‘ A3 L 1w COpcs S 1 ot | pies)
}: Gesrune Dwed 205 3 v RCRLNY CH (BRI LCCALY Thvwd N I
.
[»
|
P
| 8e e
i‘»—- ] | LS ' Cowext

| T T T 1
17A. Add the ServiceDesk Computer Administrators group (pg 54 ServiceDesk 7.1 SP1
Implementation) to the Local Administrators group

1 In the Administrators Properties dialog box, click Add.
2 In the Select Users, Computers, or Groups dialog box, click Object Types,
and then if you are prompted, enter your network password.
3 In the Object Types dialog box, click Computers, and then click OK.
4 In the Select Users,Computers,orGroups dialog box, in Enter object names
to select, type the domain name and the name of the ServiceDesk server
computer as follows:domain\host-name
5 To verify that the name resolves correctly, click Check Names.
In my environment check names removed the Domain/Host-Name forma-I typed in the Domain/Host-Name
6 If the test is successful, click OK.

7 Close the Computer Management page.


http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilyID=536fd7d5-013f-49bc-9fc7-77dede4bb075
http://download.microsoft.com/download/3/1/6/316FADB2-E703-4351-8E9C-E0B36D9D697E/sqlncli_x64.msi
http://download.microsoft.com/download/3/1/6/316FADB2-E703-4351-8E9C-E0B36D9D697E/SQLServer2005_ADOMD_x64.msi
http://download.microsoft.com/download/3/1/6/316FADB2-E703-4351-8E9C-E0B36D9D697E/SQLServer2005_XMO_x64.msi
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18) Launch the Internet Information Services (IIS) Manager and access the
Default AppPool, Advanced Settings.
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19) Change the Default Application Pool Identity to the ServiceDesk Service Account.

Cr=—1y w
| JET Prarvaseck Version V20
Enable 328 Acplcations Faiso
Managed Poelns Mode [rtegrated
ta Defautas
Qumus Length 1000 L
| Start Asomsticaly Trwo |
. @y
Lk 0
Lo, Action Nodchon
L Intervdl (ninates) s
Processcr Mty Dnabled Faion p—
Processor Aoty Mask 27295
1 Process Moded
et iRty AgplicatisoPoolldent ity
e e ot bt ~
| S 7 >
: " Bultin accourt:
| I, Tl oy _-]
" cummom sccnt
te: g i e ]|
I
&
| o |
[ Cwen_|
Uper : K
JENVEPMISDSERVICE
Fasswoed
roe Vo | |ewseseas
Condym pavseerd:

20) Change the Default Application Pool, Managed Pipeline Mode to Classic.

Advanced Settings HE
| T Frameword, Verson vae
Enabie 32-8¢ Applcations
Lo IR B
Cusn Longth 1000
| Lart Adomaticaly Trum
B
Lew 0
Lot Action NoACton
Lkt Inter vyl {mintes) 5
Pracessor Alfinky Enabled Faka -
Processor Affinky Mack A2G4GE79E
[ Process Model
Identty SYMEPM\SDSERVICE
e Tre-out (minutes) 2
Load User Profie False
Maxdvum Workar Processss 1
Png Eratiad Trum
Ping Macern Basponee Trm (sacore 90
Pog Petiod (seconds) »
Shutdown Tiee Linet [seconds) 2
~SAc.0. 3o Lot [sarmia 9, =

Managed Ppelne Mode

| [manspadipmineiode] Confarares ASPNET to ren in Classic Node a5 an 15027
atandan, o I Integrated Mods where managed code is ilegrated reo the
reguest processing posine

Lo | e |
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21) Access the Classic AppPool, Advanced Settings.

Y dternet Informmation Services (115) Manage:

TR | U’f Application Pools
11Ny et Page
| o IsEEM y T page ets yors vany ared manegn the bt of spedcation pocle on the server. Agplicabion gods e
-4 o antocutnd with work procaimes, contan one or more applc stions, and proveds woketion aeng
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. e
e "L S AR | Group byt o Groupng -
Nave + HET Frave... | ¢ f

22) Set the Classic AppPool Identity to
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the ServiceDesk Service Account.
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| W.ﬂsml lucuuou- Sorvxe,
! Corfare possword:
[occloolu‘
| st |
4
| | »

23) Reboot the server. STOP REBOOT the server to reset security

rights

24) Login to the server with the Installation Account.
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SERVICEDESK INSTALLATION PROCESS

25) Browse to the SMP 7.1 Server using Internet Explorer - Service desk Solution must be
installed through the SIM to the SMP installation. This is needed to manage the licenses

7 MGT.SYMEPM.LOCAL Symantec Management Console « Windu

G—E;" @ IB_ http: {{matialkiris/console/

5.7 Favorites I s Bl Suggested'Sites ~ @ Web Siice Gallery ~

26) In the SMP U], click Settings > All Settings and then drill into the ServiceDesk
settings. Click Altiris.ServiceDesk.2009.exe to download the file. Save the file to the

desktop of the Server that will be hosting Service Des_
ﬁ-?___
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27) Execute the file downloaded in step 26 on the Server that will be hosting Service Desk.

28) When the installer comes up, select New Install and select Show Advanced
Settings before clicking Next.
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29) Select all components and click Next.

% ServiceDesk Setuy

Installation Steps: M Server Roles

* Licerse ayeement N ekt the rokes you want &3 grand 1 the server
* Marmawes

* Sarver fokes B waaldom server

¥ Badgund mueiag
W werkfion Desgran

W SarviceDesk ITAL Coe
* incxdent Mansyeesre
¥ Change Mansgevmre
W vcten Myageoend
W fedexe Mynagenent

V' Servestede purd

F Servealest Portal Dz atne
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30) Click Next on confirm IIS Restart.

|26 ServiceDesk Setwp

|| Installation Steps:

1S Restart Confirmation

# Lisrds Agreemant N Lrheoet Infoonadoon Seraces hedimng
# Mantnance
& Server Roles Pitalstion requees ternet Iafurmation Secvices (115 10 be restated
® US Restart Corfrmetion Tre srver wel e Loy adstle whie netalies.
rwial Locaton
Sorver Configuration Ok et ¥ o0 wink Lo codtinue.

Warkfiow Desigrer Tasks
S Server Credontisle
Dasabase Comnection
| Database Configaration
Databaze Feplcaton
fehvarced Cube Reportng
|| ' Systemn Mcows Aoses
Frocess Marnager Confiouration
Frocess Maragar ~uhonbication
= Waor Hlow Persiztencs
SymQ ORM
Systam Check
|| & Resy 7o bztall
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v Symantec.

31) Set the Server Configuration for your ServiceDesk installation. Most leave the Web Site set
to the Default Web Site. Set the Base URL to the address that you wish to use for
ServiceDesk. You can user a FQDN, the IP address of the server, or just leave the NETBIOS
equivalent as shown as the Base URL. Once you have completed, click Next.

",' ServiceDesk Setup

Installation Steps:
* Likonmo Agrasment,
& Marienance
® Server Roles
* IS Restart Corfr mation
* Iratall Locaton
* Server Configuration
Workflow Dasigren Tasks
SVP Sarer Dradentiale
Database Connaction
Cetabase Configurston
Catabase Replcaton
" Agvanced Cube Reportng
System Accourts Access
Process Macwges Configs ston
Process Marager Ay caton
- Workflow Perstitence
Sy CRM
Systam Chad
Foady To ustall
+ Instaling
| Sehup SarviceCesk

v’ Symantec.

M) Server Configuration

M Do the Server settngs

Web Str
Pleace saloct which Web Ste to st the eppication to use:
[Cofack Voeh 520 =]
Base 150

Pingze saloct [P address or doman nane for the apobcation to wie & bese URL
(You can tyge in your base UBL, bt do NOT indude hitpe or Megs: and be careful to harve @
voldj

3 3

™ Use S5 (Nagey 10

Task Tray Applcation
¥ 2o when ret alaton congintes

32) Leave the Workflow Designer Tasks at defaults and click Next.

L ServiceDedk Setup

Installation Steps:

# Lenee Agreoment

* Manteince

* Sorver Rpks

* 115 Restar t Confrmation

& atal Locston

» Server Corffiguration

* W klow Desigrme Taeks
SMP Sorver Cradenticle
Database Corroction
Databass Configeration
Database Rephcation
Advarnd Cute Reportng
Systam Accounts Access
Frocess Manager Carfigur atcn
Process Managss Autwntication
Werkfow Farssence
Syt O
Systum Chack

* Fasdy To lrel|

Yataing
Senp ServiceDesk
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v Symantec.

33) Configure the SMP Server Credentials. Make certain the test is successful before clicking

Next. Even if the SQL database for the SMP server is on the box that you are installing on,
put in the Name or [P of the SMP server.

26 ServiceDesk Setup

Installation Steps:
* Lcensa Agresment
* Manlenance
# Server Rolos
* IS Restart Confirmation
* Il Locaton
# Server Configuraton
* Workflow Designer Tasks
* S Gerear Crecantials
Databissa Connection
Database Corfiguraton
Databasa Replication
Aovancad Oube Reportng
Systeen Accounts Access
Process Manasger Configuratcn
Procass Manager Authanticston
- Workflow Persstence
SymQ ChM
Systom Chadk
_ Reaty To st
Instatrg
Sotip ServiceDack

v Symantec.

) SMP Server Credentials

Setup Synantec Managemant Malfors ser ver Coedertials.

Defondt S Serves

Crier the nave of the S99 sarvew 10t Wil b e, Thiz can b 12 sdcrems, NCORL
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e Lo
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34) Configure the Database Connection and verify that the test is successful before clicking

Next. You can use an “sa” or equivalent account here if so desired.

34A If you want to upgrade your existing SD7.0 install this is where you put in
the path to the restored Ensemble 7.0 DB. Symantec does not recommend this. They
suggest doing a clean install and migrate incidents and workflows after install

N ServiceDesk Setup

Installation Steps:

* Licenss Agresment

* Mantenance

& Server Rokes

#* [IS Rostart Confirmation

* Install Location

#* Server Configuration

* Warldlow Designer Tasks

» SMP Server Credentialk

& Datsbase Connection
Database Configur ation
Dstabase Raplication
Advarced Cube Reporting
System ACCounts ACcess
Process Manager Configuration
Frocess Minagesr Authentication
Wiridlow Parsistence
Symid CEM
System Check
Ready To Install
nsaiing
Setip ServesDed

v Symantec.

) Datsbase Connection

Flease corfigure the rocess Manager Database Connmectnn

Database connection
Data Seurce | Fny. yrmepe. boce
Dats Bade ¢ bm-uﬂuu-}u

Connect using
@ Winchoen Irtegr ot ed Security

M5 5QL Server Securty

—
I —reaty |

a Databace Connection Test

< Prev I MNest > l Cancel ]
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35) Review the database configuration (it is not recommended to make the database case

sensitive) and then click Next.

" ServiceDesk Setup

Installation Steps:
 Lcerne Agraement
* Marenance
# Server Rokes
# IS Restart Confirmaton
* Iretall Location
# Sarver Configuration
* Workfiow Dasigrer Tasks
# SVP Server Credertisls
* Database Conrechon
* Dutsbiase Configur stion
Database Replicaton
Advanced Cube Reportng
Sysam Accoonts Access
Frocess Manager Configur ation
Frocess Maracer Authertication
Workfioer Persstance
Sy R
Sysam Check
faxdy To Instwl
_ Instaling
Sanp SarviceDask

v Symantec.

£

M) Database Configuration

e Mease corfgas he Process Mansger Dutabaee

Serverl  mgh.symepmbocal
Nave:  ProcessManager

New Dotabose Settings

QTS I e ————

<oy |[Tmwts | coxd

36) If database replication is required, configure the database replica and click Next.

CAUTION: Database replication can adversely impact scalability and / or system
responsiveness. Database replication should be directed to a separate SQL instance from
the installation instance and the ServiceDesk Service Account requires SA rights on the
target instance for the replica in order to install properly. Poor performance of the replica
database WILL impact performance of the entire system.

Installation Steps:

* Liconse Agroament

* Mantanance

# Server Roks

# 1IS Restart Confrmation

* Imetal Location

* Server Configuraton

* ‘Worifiow Desigres Tasks

* SMP Server Crodentias

» Datsbase Connaction

* Database Configueation

# Database Replcation
Advarced Cube Reporing
SYStRR ALDOUNG ACCRSS
Prooess Manager Condiguration
Process Marages sutertication
‘Workflow Persistence
Sy ORM
Systeen Chadk
Ready To retall
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Senp Sarveeles
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37) Configure Advanced Cube Reporting only if Analysis Services are loaded to the SQL
instance. If cube reporting is not desired or is not installed to the SQL instance, leave these
fields blank. If cube reporting is desired and Analysis services are loaded to the SQL instance,
configure the connection, verify that the test is successful, and click Next.

Installation Steps: ") Advanced Cube Reporting
* Licorno Agrooment . Advarced Cube Raportyy

* Mardenance

» Server Rokes Analysis Services Connection

# IS Restart Confirmation

# Install Locaton Dota Source k. syreepm ocel

» Server Configurstion Dot sbann Fvcx-nl‘.ra;.k;vnu
* Workflow Desioner Tasks

# S Server Crodentials L{J

* Datanase Cormaction

* Datatase Configuraton O Rnalyss Services Connmction Test
* Dutabaze Seplcation

* Agvarcad Ous Reportng
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Process Manager Configuraton
Process Managear uthenticaton
Worlflow Perstzence

SymiQ ORM
wfm Note: Advanced Oubs Reporting nos regures tht 17 Anshtcs e bataled. The cornection
paranieters entered here are Jor the [T Acviytics database. I you do not yet have IT Analytics
Ready To sl retaled, you can repeat this process when & s retsled or you tan enter the conrecton
lm‘m paarveters here and verly e later
I Sewp SarvieeCeck
V/Symantec L S|ETEEC. S

38) Configure System Accounts Access by Removing checks from ALL items. Then enter the
ServiceDesk Service Account using Domain\User Name and use the add button to
enter it in the list. Make certain ONLY the ServiceDesk Service Account is checked before
clicking Next.

The Install will fail if this is not done! You will have to detach and delete the DB
tables to clear this. Plus Start over

2 ServiceDesk Setup

Installation Steps: M System Accounts Access

& LEENS Agreament - Seechy sich SOCOUNtS On YOur Spstam ol be granted access Lo detabase,
* Marenance

* Server Roles RNt

* 15 Restart Confirmston NETWORK SERVICE

* Irstall Location
* Sarvir Configuration
* Workflow Designer Tass
& SVF Server Croderitiale
* Dotabians Corvecton
* Catabaes Configuration
* Dotabase Replcation Ememasnsenvice] e I
* Advanced Cute Peportng
® Systan ALCNts ACCess

Frocess Manaogsr Configaston

Frocess Manager Aushantication

Workflow Perststerce

SymQ ORM

Syetaim Chack

Roady To Iretal

Inetaling

Sotun Sery s

115 AFPROOL\Chasse NET AppPool
& SYMEMSDSERVICE

Soschy sddnsnad accourt ¥ neaded snd prem A

\/Symantec. Sl ] e
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39) Review the Process Manager Configuration.

NOTE: At the time of this document, changing the Virtual Directory Name
for Processmanager, will result in a failed installation.

:\' ServiceDesk Setup =
irmteliation Stepe: ) Process Manager Configuration
* Likerse Agaement W Selup Process Maneger Condiguralion settings
* Malntenarce
# Server Rokes Vietusd Divectory
#* [1S Festart Conli maton Type n the nave of the Process Menager vty drectory
* Install Location Owave Sard # you wah to oreste onty def el whud directory)
* Server Configuration Procn i aragor
» Workfiow Designer Tasks
* SMF Sorver Credentials Shartouts
# Databsase Conrecton e
* Datsbse Configuration b
# Dotabase Rephcaton ™ Queh Leurch
* Atvaced Cube Reportng
# Systom Accounts ACCess ser Welcome Message
» Process Manager Configu ation I Send wekcone messages to wters as they've added to the portal

Process Mansger Auhantication

Werkflaw Perssterce Critical Ervors
SymQ (/M
Systam Chack
Resacl To Irmtall
nitaling

Seop ServiceDask

7
W Lse Procees Manager for Oricsl Errers

v’ Symantec. o |[Comas ] _cams

40) Review the Process Manager Authentication.
NOTE: At the time of this document, changing the Administrator Login

password or name will result in a failed installation. If the administrator
login password needs to be changed, this should be done after the installation is
completed. www.symantec.com/docs/TECH146586

NOTE: At the time of this document, selecting Active Directory for the
authentication type may cause the installation to fail. If Active Directory
Authentication is desired, this should be configured after the installation is complete. _
http://www.symantec.com/docs/TECH148103
AFTER install — log in as admin@Ilogicbase.com PW admin, setup AD server, turn on AD
Sync
1. Click on the Admin tab > Portal > Master Settings.
2. Open Process Manager Active Directory Settings.
3. Enable Active Directory Authentication.
4,

Click on the Save button at the bottom of the screen.
Pasted from <http://www.symantec.com/business/support/index?page=content&id=TECH148103>
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41) Review the WorkFlow Persistence settings. Do not make any changes. SQL persistence is
desired and recommended for ServiceDesk. Click Next.

_1 ServiceDesk Setup

f Installation Steps: M) Workflow Persistence
* Liunse Agreementt N Plasie sehas Wesfiow Parilaree Corfeas Mk
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& Bried 00 SQL Server Datobase

Dt idane Clanrstion
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42) Review the SymQ ORM settings, leave at defaults and click Next.

v Symantec.

|| Installation Steps:
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* Frocsss Manadsr Autherecaton
* woriflow Fersisterce
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43) Review the System Check to make certain all tests pass and click Next.
NOTE: If any items need to be remediated, Cancel the installation, correct the issue,

and then return to steg 23 of this guide.
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44) Review the summary and click Install.

SERCEAtion Stepet % Ready To install
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45) DO NOT CLICK NEXT.
NOTE: The Windows Service MUST be configured to use the ServiceDesk Service

Account at this point. Clicking Next at this point WILL result in a failed

v Symantec.

installation. Which means detaching and deleting the ensemble and Process DB'’s.
Leave the window open and proceed to the next step in this document.

,\f ServiceDesk Setup

Installation Steps:

® License Agreement

# Mantenarce

® Server Roles

# IS Restart Confirmation
® Install Location

@ Server Configuration

@ Workflow Designer Tasks
#® SMP Server Credentials
® Database Connection

® Database Configuration

# Datzhase Replication

#* Advanced Cube Reporting
# System Accounts Access
# Process Manager Configuration
# Process Manager Authentication
® Workflow Persistence

® SymQ ORM

# System Check

@ Ready ToInstall

* Instaling

) Setup ServiceDesk

\/.Symantec.

8 Installing

S Please wat whis nstalation s runang.

X

@...-.'..L, Foslt

Crexing rew database Procassanager. . al
Granting system accounts access to database.,

Processing: SYMEPM|SOSERVICE

Granting 08 access to SYMEFMISOSERYICE

Creating new datsbase..

Procead Tables.,

Proceed Data..

Database integration corrpleted.

Writing OLAP connection instance to web configuration file...
Adding Def auOLAPConnectioninstance

Writing new Connection Instance

00 not send welcome messages to users as they're addad to the portal
Use Process Manager for Critical Errors

Creating administrator user.,

Writing sdministrator login information to web.config..
Checking Server Extensions service running

Writing administrator login to local machine information.
Setting up Native suthentication. .

Instaling Workflow Persistence..

Instaling Object Relstion Mapper integration..

Adding Relation Mapper configuration to exchangs..

Instalation Finished Successfiuly!

N

46) Launch the Windows Services Control Panel and configure the Symantec Workflow
Server service Logon to use the ServiceDesk Service Account and then Restart the

service.
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\ Exterdes AStndand J

TIMEOUT NOTE:

You may observe an error after the upgrade process begins. The error is a failure exception which
references a timeout executing SQL script 952. There are transactions contained in this script that
iteratively update the URL records in the TaskResponse table to reflect the new URL for the
PCAnywhere smart task in ServiceDesk. This modification is very process and disk intensive and in
environments where SQL performance may not optimal and / or the number of records to be affected
is large, the script can timeout.

The current work-around is to remove the existing entries in the TaskResponse table that will be
impacted by the script. By removing these entries, the smart task for remote control using PCAnywhere
will be removed from all incidents in the system.

CAUTION: Running the following script will remove smart tasks for remote control using
PCAnywhere for all existing incidents. Newly created incidents associated with computer assets will
not be affected.

To implement the work-around, run the following SQL script against the 7.0 MR2 Ensemble database
before rerunning the upgrade.

-- BEGIN SQL SCRIPT

DELETE FROM TaskResponse WHERE [URL] LIKE '$&dialogModel=Start+PC+Anywhere%'
AND URL LIKE '%SD.IncidentManagement$'
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-- END SQL SCRIPT

v Symantec.

This is documented in the KB article found at http://www.symantec.com/docs/TECH155863.

IF YOU ARE UPGRADING FROM 7.0 MR2 TO 7.1, DO NOT PROCEED. GO TO PAGE 32
COMPLETE YOUR UPGRADE. TO CONTINUE INSTALLATION, GO TO STEP 47.
B Symantec recommends doing a clean install of the Service Desk with

no upgrade

47) Return to the ServiceDesk Setup screen and click Next.

Installation Steps:

* Licerse Agraeement

* Marenarce

¥ Servar Rokes

* IS Restart Confrmation
* Install Locaton

# Server Configuration

* Worldflow Dasgrer Tasks
* S Server Credentials

# Databaoe Connection

# Dstabess Configration

# Dutabess Replication

® Advarced Cube Reportng
W Systam ACOounNts Access
* Process Manager Configur ation
* Frocess Manager Authenticston
» Werkflow Persatence

» Sy ORM

» Sysiam Chack

* Ready To Irstad

* Installing

Setp SaryceDock

v Symantec.

0 Tnstaliation Finished Successhully!

Cresting new database ProcessManager

Granting system sccounts acoeds 10 datebase,
Processing: SYMERMISOSERVICE

Granting D8 access to SYNEPMSDSERVICE

Craating new database

Proceed Tables

Proceed Data..

Database ntegrstion completed.

Weking DLAP coremtion itance to wab configurstion M.,
Addng Def 2 OLAPConnectiondnstance

Wiking nem Connection Inetance

D0 ok send welonon ttdsagns L0 Lsers a8 thay're sdded 10 the port sl
Lice Frocess Menager for Critical Ervers

Cresting adnwistrator user

Wikng adesrntrator bon eformatien Lo meb.coslig,
Checking Server Extensions senwee g

Witing admirestrator bogin to loca machne Rformetion
Sng up Netvd suthentication

Instaling Workfiom Persstence.

Instaling Obiact Refshon Mapper mRagration

Addeg Foalation Negper configuration to sxchange

Instalation Prished Saccessulyt

| ]

N ServiceDesk Setup %]

) Installing

Corcel |

48) When the ServiceDesk Installation launches, click Custom Installation.
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™\ ServiceDesk Setup

Installation Steps: ) Welcome to Symantec ServiceDesk Installation
B Selact the type of installation to perform
* Welcome

Irntaletor Ploste choose what type of rutallabion you wad,
A Tl sstallobon Wil stal Ml the settngs and groups that ServceDesk ralles on.

A custom netalabion lets you chooss the tems to natel. Use the cuzton nstelstion to repar specfic
setivgn

You can boad a conhguration fle ko use settings that you saved from & previous dotallation on thes
conputer

«Svmantec‘ ‘ B8] Mose Selton Ly  Load Configration, | |- Customs Instalation BT
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49) Review the Installation Components and click Continue.

§ ServiceDesk Situp

Installation Steps: g Welcome to Symantec ServiceDesk installation

W Carliges ServosDeds tvatrns b sl

* Yekore

* CoBoct Information Irs tallation Components

Please select the ServiceDesk components you wivh to mstalt

¥ Setip Dutsbuie ¥ Proces Actoos

P o Permesions 7 rocess Twelnes
¥ U Growes ¥ Separts Perrmuare
W sconed s ¥ purtaiPages

F acgication Settings ¥ Servics Cotaeg

¥ rhmarchey Catmperims

W brocess by oties

v Symantec. [
50) Configure the ServiceDesk settings and click Continue.

In my environment I had to put in the IP of the

local SQL server- where Service desk was being

installed- as it was not seeing the FQDM Name

2 ServiceDesk Setup =

Instollation Steps: -‘ Welcome to Symantec ServiceDaesk Installation
W Configure the settings for connecting 10 s comnitatng sth ServiceDes)
* Wekome

* Collect Information ServiceDask Settings

Fully Qualilied Dosnain Name of ServiceDesk Server

I'f'.n‘l,' W] SDSYMEM.LOCAL
(The irfo antered belos wil be dsplayed f 2 usar of Servcellesk sncountess 5 systen smor)
Erver Contact Naene

Tervoe Desk Admristr sty
trror Contact info (phone, enail, etc.)
PN e X J

How will ServiceDesk Track Tune Waorked?

Servralash'’s worker v tracking method vl determace how ServiosOesk vall track the tme spect
an 2y given pracess. ¥ you select the chedhbox belom, you are settng ServiceDesh to tradk the
totsl tene & worker i revievang the tagk, and the time cpant taking achon on o task, Unselscting
this cption sl sat ServiceDesh to only track tiie spank while tahing acthion on a tagk,

W Track Process Tane & Action Tive

Advanced ServiceDesk Server Settings

o e o

Process Manegee Yebus Dicwchory:  [Frocesaanager | [ adanod |

v Symantec. oo —
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51) Confiure e-mail settings. Make certain the SMTP test passes before clicking Continue.

o ServiceDesk Setup [ %]

Irstaliation Steps:

* Welkoma
* CoBect Information
rvwtallatir

v Symantec.

52) Select the ITIL Process Components to be leveraged and then click Continue.

N ServiceDesk Setup

Installation Steps:

* Wolkome

* Coflect Information

v Symantec.

Servicedesk 7.1 Installation and Upgrade

‘ Welcome to Symantec ServiceDesk Installation
W Peovide settrgs to configure the amal server

Duthound Mall Settings

SMTP Server for Outhound Mail: (Used to send enaailis)
MET SYNEPMLOCAL

Reply-to address: (Used as the “from™ address of asto generated emails)
SLATOPLNepn. 28

E P —

Inbound Mall Settings
Configure tenail Mant orng Service
Server Address: MGT.SYMIFMLOCAL Port:
Mal Prekocek ™ peap & pop Lee SSL: ™
Uisar Name: cdadin
Patoward: sessanne o T R |
»
Y
i Dach ‘ Conbitwe

W Welcome te Symantes ServiceDesk Installation
W Configure the IT1L procenses o ServiceCesh

L Process ConSguration

Enable SLA o Bncient Management ? This wlll turm on notilications based om SLA warn
and late dates,

W Use SUA in tnadent ManaQerrent

tnforce SLA Timeouts and Eecallations? This forces the necalation of the incident when
the SLA lete date s reached, SUA most be terned on to sae ths feature,

W ow Far fredencs b be Ao Tecaated

se fudes to D de Ths feature requires that you
setup the ndesets defined in ProcessManager: Initial Routing, Redassification
Noutang, and Escalation Roulng.

¥ sz tagtomsation Fudes

¥ Mortor Externa Mad o

Page 29 of 37



ServiceDesk 7.1 Installation and Upgrade

53) Review the Incident Management Configuration and click Continue.

;~, Servic Dok §

Irstallation Steps:

* Wokome
* Collect Information

retalle

v Symantec.

‘A’ Welcome to Symantec ServiceDesk installation

M Mease cordigan the [T procosses lor Servkebest
Incident Management Configuration
Imail Natifications to the end user can be sent by ServiceDesk automaticaly, Flease
choase which notification emails you would See to send,
¥ perd hetiiston Exad on [nodere Cresbsen
¥ Serd ttficaton Eved on Inodert Resohiion
Entdent Survey Settegs:
¥ Low Incdert Survey

Fercentage of Uset 1o 2
How long should the Incident Survey stay open?

=

Devs - s 0S

Incident Close Codes
Pl ackl valhuns for nodert closs cods by teping i the et o provaded below

Completed Sudess
Trarwrg Regaed

Rewww Document stion

No Faut Found
Mord treg Regured
Advice Grer
s

54) Do not include sample data if this is a production system install. Click Continue.

;\; ServiceDesk Setup

Installation Steps:

@ Wekome
@ Collect Information
2 Installation

2 Confirmation

v Symantec.

Servicedesk 7.1 Installation and Upgrade

u* Welcome to Symantec ServiceDesk Installation

v Symantec.

U9 Installation Sample Data Collection

Sample Data Configuration I Install Sample Data

'InstallSample Data’ crestes sampia data forSemviceDesk Thiz process adds the following:

ot include the "@" in the address)

Back
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55) Review the installation and click Install.

NOTE: If presented with an exception on collection handling, click “Try Next Step”. This

can happen if in a single server environment for SMP. This will not impact the install in a
negative way.

% ServiceOeak Setup

Iristaflation Steps: ) Welcome to Symantec ServiceDesk Instalistion
W rotalancn Componatt Raview

* Aricome

* Collect tnformation Irstalation Preview

Swlom i o rerviess of the partiony pou huree chosen (o ratal. M ciek Tratal™ ta begen e
b slution process. PMasse be pitert, o e procees i be leegihy Sependeng on b Il of o
st aRation pou Bave set o (3OS pees )

oty

{ d ServiceDesk ¢
v Setp Detsbare W  Process Actons
v Grog Peveass o Process Terelnes
v Uww Gross | Dstsbams Kepartry
v Schedues  PeaportiPervisons
v Applcatsors Settrgs . ram gl it o PotePages
V' teacarchy Cabegerms o Serven Cating
v Proosss Peolie: o Songie (uwta

\/Symantec. s v [ rea ]
56) When installation completes, click the Finish button.

T
Installation Steps: -‘ Welcome to Symantec ServiceDaesk Instaliation
W o rutalaton of ServeeDesh i cooplete. ServiceOedk 5 et oo wnd ready for use
* Wekome

Instalatoon has completed. Pesse review the nelallaton suvessy for Setale about the ntalaton, You

* Collect Infor maton Py tow agen SercsDeib 7 by dibing the ks bedow

* Imtallston wpar JevereCend
* Confivmation
Installation Surmesary
Intiskung Databiass ., | Done &
Ao Pervissons . Dore
hdcing Uver Groupe Do

A3dng Coendy Scheddes | Done
Criatien) Application Settngs o
Crestng Merarchy Categores ., Incomplets
Creatrq Process Prifies v
Craoting Process Actioos |, Dore

Creaty) Process Tansiees . . Dene
Corbure Bagort Fermisans Dorm
Aadng Portal Pages . | Done

kbl Sdain s =l
| Incldent Migration

Deorm

Dot

¥ you hirew sosting inciderts fram an older version of Felpdesd, thase G be i ated Lo
ServiceDade by chching e ink baom,

e e Hebdest ooiris Mats Hebdes X e0es

\/Symantec. et

57) Launch Proéessmanager and login with admin@logicbase.com password admin.

This completes the installation process. The remaining sections contain upgrade procedures.
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SERVICEDESK UPGRADE PROCESS

In order for this to work you would have had to connect to a restored
version of the ensemble db from your SD 7.0 MR2 install back on step 34.
It might also work using the upgrade install method for SD 7.1

The remainder of the Document contains instructions on performing an upgrade of an existing system.
1. The upgrade installation routines are accessed by opening the web pages in [IS. Open the Default
Web Site, and scroll to the bottom of the list.

2. You will find the “UpgradePIWSetup” there. Right-click on it and change its view to content view

3. In the right pane, find and right-click on Default.aspx and click Browse. This will open the installer.
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Tk Server Manager (SVR08-7_1)
= 3> Roles
&3] iﬁ pplication Server

e Deskton

=] &5 Web Server (IIS)
¥l internet Information Sé

B |2 |8

\/ Symantec.

Internet Information Services (IIS) Manager

@ G) @ » SVR08-7_1 » Sites » DefaultWeb Site » UpgradePIWSetup »

1 Features

#H HH

3 SD.Feeder,ChangeM: -
(% 5D,Feeder.CloneCha

LE)

(2% SD.Feeder.Createlnc

LE)

(% SD.Feeder.Generalln

K2

(% SD.Feeder.Knowleda

LE
(2% SD.Feeder.ProblemCr
(¥ SD.Feed{x,Technidiar

LEh

3 SD.Feeder?WindowsE
(% SD.FollowTheSun

LE)

(2% SD.IMRemoveFromHc

&

(% sD.IncidentEscalatior

L6

(2% 5D.InddentManagem

K2

(% 5D.InddentMigration!

LE)

2% sD.InddentMigrator

&

(2% SD.KBMigrationProces

LE)

(2% 5D.KBMigrationWizarc

K3

% 5D.KBSubmission

LE)

-[% SD.KnowledgeBaseSe

L

2% SD.LoginFailureForm

LE)

(¥ SD.ManageRecurringt

K3

(2% SD.MonitorMigratedIr

LE

(2% SD.NotifyGroupsOnai

L)

(% SD.Plugln.Discussions

K2

(2% 5D.ProblemManagem:

K3

% 5D.Remediation

LE)

(2% SD.ReoccurringChanc

LE

(¥ sD.Reopenincident

LS

2% SD.RequestAccessTo
\‘d‘p SD.ResetPassword

LE)

(2% sD.RoutingRules

LE)

(% SymWebIndude

K3
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! (& % s s sy sy s s s s iy sy s i sy sy sy s s sy sy sy s s s sy s s s sy sy sy s g
i

9 /UpgradePIWSetup Content

Filter: v [ Go ~ 5 Show Al
Name = | Type
" bin File F¢
. customlib. forinstall File Fc
(= Images File F¢
I resource File Fc
| Templates File Fe
_ Themes ! File Fe
|| Add Catalog Items.model MODE
| Add Groups.model MODE
1‘ businesstimespan. tsconfig LogicE
— < echesd MODE
ASP.N
“riae XML C
E_] ErrorPage.aspx ASP.N
f_':_] Form.aspx ASP.N
|| GEt DB Connection String.model MODE
& |Global.asax ASP.N
__| GlobalData.data DATA
€ | htmlend.htm HTML
;, Primary.model MODE
,; project.Deployed DEPL(
@properﬁes.conﬁg XML C
=] startDialog.aspx ASP.N
[ uninstall.exe Applic
|_|Update Application Properties.model MODE
__| Update DB.model MODE
|_|Update Group ID.model MODE
| _|Update Portal Pages.model MODE
\‘ UparadePIWSetup.SymWorkflow Symar
@ web.config XML C
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,!” Upgrade ServiceDesk Settings

Settings Upgrade:
95 1Py "% Update ServiceDesk Settings

@ Upgrade

) Complete

ServiceDesk Setup will now configure your new application properties, and create new database
tables. Please select the "Start™ button below to beain the update.

\/Symanteg =

4. Click Start.
5. You will see all of the settings being updated.
6. You may encounter a screen as shown below.
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.t” Upgrade ServiceDesk Settings
. Update ServiceDesk Settings

Settings Upgrade:

@ Upgrade

&) Complete
Process Manager is refreshing the profile service after being updated. This can sometimes take a few
minutes. The upgrade process cannot continue until this service is available. If service is available

and the 7.1 application proprties have allready been added to ServiceDesk, you may skip this step of
the installer.

To continue checking click the try again button. If the problem persists contact ServiceDesk Support.

‘\/Symantem - Pomm—| s
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7. Simply click on Skip, then Cancel. You will see a screen like the following

v Symantec.

one.
5 M Upgrade ServiceDesk Settings
Settings Upgrade: Pg 9
%
® Upgrade The Upgrade is Complete
@ Complete

v Symantec.

8. You can click on Finished and your upgrade will be complete.
9. At this point you should open and test any processes that you use regularly.
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