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Overview

This setup will demonstrate a customer that needs to mask a set of columns in DB2 for z/0S tables,
and generate the necessary masking and sub-setting rules for these DB2 for z/OS tables.

There is a requirement that different sets of datasets that have been exported from the production
DB2 for z/0S subsystems be masked and subset based on the rules that the test data engineer has
defined.

We will show how to setup the data masking and sub-setting rules (in-flight masking), which will be
used to generate the desired masking and sub-setting rules and execute the mainframe processes to
make sure that the masking rules are applied to test data.

TDM MF Requirements

The following requirements need to be completed prior to the use of the TDM Mainframe
toolkit:

e Mainframe user access
o TSO access
o ISPF editor access
o DB2 instance access
e Mainframe user needs to have ftp capabilities
e QWS3270 or equivalent installed
e TDM4.x
e DB2 Connect v10.x or better (or DB2 standard with DB2 Connect feature)

TDM Mainframe Support
The Test Data Management Mainframe package is composed of:

e CA TDM mainframe objects (PGMs and JCL procs)

The above packages can be downloaded from the CA Support site as needed, in this
example, the version being downloaded is 5.4.13 or greater:
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FILTER SEARCH RESULTS

Search By Product Name

PRODUCTS RELEASE SERVICE PACK DOCKER ADD TO CART DOWNLOAD
Click the product name for product details for the Release
& Service Pack selected

al Test Data Manager Add-On MULTI-PLATFORM 45 v 0000 (<o)

CA Test Data Manager Trial MULTI-PLATFORM 47 . 0004 v Ll;b

! ey T einem ke TI-PLATFORM |45 v 0000 )

! 47 v 0004 v )

T nager Mainframe IMS Add On MVS 54 0007 v )

:_—:-:7 o Dol Generation and Test Matehine 45 E 0000 )

E g ource Type MULTI-PLATFORM 45 v 0000 feo)

CA Test Data Manager Mainframe DB2 Add On MVS 54 0007 v h D
——

Figure: CA Support with the correct parameters

Select the mainframe package listed above, in this case it will be the package for DB2 for
MVS, click on name to take to the following panel.

RELEASE SERVICE PACK ~ COMPONENT DATE
Add All To Download
v v Search by Component Name. Cart Package

CA TEST DATA MANAGER FOR MAINFRAME 5.4.14
el gy GEN500000000001207.zip RN _

o
o

al
O

CA TEST DATA MANAGER FILE DEFINITION MANAGER
5414 0000 5.4.14 03/21/2018
GENS500000000001267 zip

al
O

CA TEST DATA MANAGER FILE CONVERSION UTILITY
5414 0000 5.4.14 03/21/2018
GEN500000000001270.zip

o
o

al
O

Figure: Typical listing of TDM Mainframe components

At this level, you will select the package highlighted, which contains the mainframe binaries
needed to perform in-place/in-flight masking natively in the mainframe.

To conduct the mainframe toolkit installation, please follow the instructions defined in the
TDM online docs.

https://docops.ca.com/ca-test-data-manager/4-5/en/installing/mainframe-installation-and-
upgrade
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Mainframe In-Flight Data Masking

Data masking hides or obfuscates sensitive and classified data. The goal is to protect data that is
used for purposes such as development, testing, and QA cycles. Data masking is a standard
practice that is often required for compliance with national and international data protection
legislation.

To perform the necessary data masking natively in the mainframe, you can use Datamaker
transformation maps to mask the data. The approach that you select depends on your business
requirements and feasibility. You can adopt one of the following approaches to masking with
regards to which stage the data is masked at:

e In-place masking

In this case, a typical scenario is that the production data is copied over to a staging area.
You use DataMaker to create a transformation map with the necessary rules, upload this
transformation map and use the RUNJCL(GTXMSK) JCL procedure pointing to this staging
database and masks the data that resides there. This masked data is then copied over to
different testing environments as required.

e In-flight masking

In this case, you use Datamaker transformation maps and Subset scripts. You first define a
transformation map (Oracle or MSSQL) in Datamaker, create masking functions for the
columns you want to mask. You use the Subset interface to create the masked export
scripts. These scripts perform masking as they export the source data to a dump file. The
dump file (which contains masked data) is then imported into the target database. Testers
can use the same database, which now includes masked data, for testing.

The mainframe data masking facilities are design to help with the masking of DB2 datasets natively
in the mainframe environment. These facilities provide you with consistent, robust, and repeatable
methodologies for securing sensitive data.

Below is a listing of the more common mainframe programs that you will be using for in-place anc
in-flight masking. Prior to the transfer of the XMl files, it is advisable that you pre-allocate these files
in the mainframe based off the following values and defined as partitioned dataset files (PDS).

Program Name | JCL Proc Purpose

GTXMSK RUNJCL(GTXMSK) This is the program that will perform the in-place
masking.

GTXMSKL RUNJCL(GTXMSKL) This is the program that will perform the in-flight
masking

GTXMSKF GRIDTO1.LOADLIB This is the program that will perform the in-place
masking of a flat file.

The above programs require the uploaded members in the following datasets:

Dataset Member Purpose
LIB.MAPCSV Transformation_map_ | This dataset will contain the transformation map
name rules that will be used for the in-place and in-
flight masking.
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LIB.SUBS

Subset name

This file contains the subset members that you
generated and will be used for the in-flight
masking effort.

GTXMSKL - JCL Procedure Flow

This diagram shows the flow of the GTXMSKL JCL procedure.
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JCL Procedure GTMSKL

rocedureparameters:

&MAPDS- MappingCSVdataset

&MSGDS- MessagesVSAMKSDS

&REPHLQ- Reportinghighlevelgualifier

&LOADLIB- Programloadlibrary

&LOADHLQ- Highlevelqualifierforunloaddatasets

&AUDPRI- Primaryallocation (incylinders) fortheauditreport
&AUDSEC- Secondaryallocation (incylinders) fortheauditreport
&SUBDS- Subsetrulesfile (optional, canbepassedasNULLFILE)

START
A A
DDname: DDREP
DSN: &REPHLQ..REPT
DDname:DDAUD
DSN: REPHLQ. AUDIT Step: DEL1
IEFBR14
DDname:DDCARDS Deletedatasets
DSN: &LOADHLQ..CARDS
DDname:DD01...DD20
DSN: &LOADHLQ. RECS01._RECS20
A 4
DDname: DDREP
DSN: &REPHLQ..REPT
DDname: DDAUD
Step: DEF1 DSN: &REPHLQ..AUDIT
IEFBR14
Crirziziiess DDname: DDCARDS
DSM: &LOADHLQ..CARDS
DDname:DDO01...DD20
DSN: &LOADHLQ..RECS01...RECS20
A A
PARMCD
QUOTESTYLE=DOUELE P| Step: STEP04
| GTXMAP DDname:MAPSTR
DDname: MAPCSY ParsemappingCSV JEEELNE
DSN: &MAPDS fixedformat into
v e
b ——1
P———

DB2ReferenceTables
GTSRC_REFERENCE_LOV1
GTSRC_XREF DB2Tablestomask

~— N
Step: STEP0S

PARMCD s P GrxmskL

"foroption: MaskDB2tables

DDname SUBSET
DSN: &SUBDS

AuditReport
DDname: AUDIT

DSN: &REPHLQ..AUDIT
_L. Runreport

DDname:REP
DSN: &REPHLQ..REPT

—_—

DDname: CARDS
DSN: &LOADHLQ..CARDS

N

DDname: SYSREC01...S8YSREC20
DSN: &LOADHLQ..RECS01...RECS20
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In-Flight Masking Scenario

Now we are going to step thru a “In-flight” scenario, where we are going to be creating a

transformation map, setting up a subset job and attaching the subset job prior to the generation of

the transformation map. These files will be uploaded to the mainframe and placed in the two

datasets listed above.

Please keep in mind that this document also includes a JCL proc TDMDBLD (Appendix A) to load the

masked data back into another DB2 subsystem.

Screen Shot

Message & Action

Context: ‘Tmuel System - DB2 for z05 1.0 Data Group: Travel System Data Group Data Set: Travel System Data Set Data Pool: Travel subsetting

Click on the “Maintain Project”

Icon.

You will see the available

Design Bxtracts and Transactions

CEREL] |

=]
Context: ‘Training-Trauel-wstem-nHZ for 0S5 1.0 I Illl

“erify and Prepare Subset Schema

Projects TestData DataTarget DataSource Security | DataSubset | DataProfier DataDesign DataTooks Tools Seftings  Window  Help

[la Set Data Pool: Travel System Data Pool

= EInElR e projects, and pay close attention
E J j " Rowcount for all levels
-1 Projects |Data counts for Data Pool: Travel subsetting [5 Tables] to the DBZ for Z/Os prOJeCt_
[ DM Internal Project Table Name [ TotalRows | Excluded Rows | Publish Rows |
@ E-Commerce Store - Demo 71 ACCESS_CONTROLS P o 1
E QTP - Example Praject 1 COUNTRIES f B 1
S0A - Example Project CREDIT_CARDS 1 o 1 H H
[ StoreFront - Example Project - Oracle gnmgn[m; 1 o 1 There are tWO SChemas In thls
[ StoreFront - Example Project - SQL Ser | % PEOPLE 1 o 1
-l Training - Travel System - DB2 10
-l Training - Travel System - Oracle B scenario:
-E Training - Travel System - SOL Server These are the fables that
- Travel System - DB2 for 03 ha&;;?zgﬁﬁg:p:ﬁ‘b‘gs
= Variabl ot w )
Epe aD”a 5 used for the masking and - The source schema is
8= Variables
48 T System Dt Grou pointed to GRIDDEMO.
Travel System Data Set
—— Please make sure that you highlight - The ta rget SChema,
this data pool J
@ Travel System Data Paal which will be very
+oft Unused Tables
“fea Transformation Maps X
i Unugad Tables relevantto us is
[ Travel Systern Support - DB2 for 205
. . pointing to the
TRAVELDEV schema.
- The target tables are
already present in the
target schema.
o CATest Data Manager - Datamaker CA-czaan01 - 105246 - TDMMASS90

Now, we need to go create the
subset that will be use as part of

this use case.

Select the “Design Extracts and

Transactions” menu option.
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(G GT Subset Professional Edition: guewa0l @C10VPTIE [E=REcR ==
File Utilities Workflow Tools C Help

58 90 @ &8 . (] 537 | Buila SQL Insert Soript v [ [l Project Training - Travel System DB... | v | version: 1.0 -

e Select Schema: TRAVELDEV ~ [ show Views

~|  setectTable: |1 PEOPLE
TRAVELDEV,PEOPLE | \

Right dlick tree for popup ogiions
(=37 TRAVELDEV.PECPLE
#e0¢ TRAVELDEV. ACCESS_CONTROLS

o< TRAVELDEV, CREDIT_CARDS
»0pH TRAVELDEV. COUNTRIES#1
»0pH TRAVELDEV. COUNTRIES #2

gl i ]

SQL | STATUS | RESULTS)

SELECT * FROM TRAVELDEV.PEOPLE where traveldev.people.cost_centre = "AAAA’

This is the SQL statement that will create
a subset based off the "cost_centre”
column in the peaple table. The condition
is "cost_centre ="

r

| Expand Al 1Level | [ Refreshchidren | [ ReQuerySet | [ Savebxtract | |« i ]

id-Tools/

|Rules File : C

-DB2-20S.xml Path : TRAVELDEV.ACCESS_CONTROL S/TRAVELDEV.PEOPLE | ‘ ‘

¥ &5 -2

&5 2o () EGL | Build SGL Insert Script

Click on the save extract to repository button |

Right click tree For popup options

EF) —
[+ Hewr TRAYELDEY, ACCESS COMTROLS

Now that the sub setting dialog
is opened, you will need to
make sure that the people table
is selected as shown, as well as

the “traveldev”

L Procaturs CTHEKL

schema is also selected.

We are going to be creating a
subset that will be used in the
same schema that provided the
data, which will be subset and

masked.

Make sure that the SQL
statement is completed as

shown.

You will then create an extract

to the TDM repository.
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&

Extract Hame: People Subsst

Description: |People subset
Project: | Training-Travel-Syster-DBZ for 205
version: | 1.0
Save Extract To:

Save Extract To Repository

Eraject: Training- 1rave-ayster DR2 For 205 Uersian: 1.0 Daka Group: Travel SUBSSTEnG : Data Set: Travel Gyskem Daks Got Daka Pock. Travel subseting| Travel subseting) Ty

[] Levels of type GTSubset only

() Save As Transaction (®) Save As Extract

1.0

L‘—_|@ Training-Travel-System-DB2 for z0S
L= Variables

= Wariables
EI--é Travel Systehs

)= “ariables
-] Travel System Data Set
L.69= Variables

&-£32 Travel System Data Poal
----- i+ Unused Tables
..... fw Transformation Maps
- Unuged Tables
- Travel System - DBZ far zOS

Save Extract To Repositary -

Extract Saved

Refresh the data pool and you

will see the newly added
subset extraction

)= "Yariables
7i%Tm People Subset

= Projects

7[5 DM Internal Project

+-[ll E-Commerce Store - Dema

o[l QTP - Example Project

7l SOA - Example Project

7l StoreFront - Example Project - Oracle

7-[ Training - Travel System - DE2
o~ Training - Travel System - Oracle
o[ Training - Travel System - SQL Server
-l Training-Travel-System-DB2 for zOS
4= ariables
e 1.0
L 09= Variables
&8 Travel System Data Group
H = Variables
i EH Travel Systerm Data Set
~19= Yariables
-8 Travel subsetting
L 00= Variables
L.5H%m People Subsst
H & Travel System Data Paol
51 Unused Tables

-l StoreFront - Example Project - SOL Ser

[2 Transformation Maps for Wersion 1.0

Select the peoplesubset by double-
clicking onit

__._I‘.o;-\.- go to the transformation mapsj

B T ansiormation Maps
1 Unused Tables

,.

5 0 Traval Quwctam - M far MG

Transformation Map DBMS Ordered ‘ Description
Peoplettasks 0% [ People Masking
PeopleSub 0% [ People Subsetting

Make sure that this subset is
saved as shown to the data pool

selected.

Afterwards go back to TDM and
refresh the project tree, you will
see that the subset extract that

you created has been placed

under the “Travel subsetting”.

After that you will need to click
on the transformation maps in

the project tree.

You will need to select the
“PeopleSubset”, so that you can
create a set of masking rules
that will be converged with the
subset extract that you created

previously.
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5ot K Nl

§ Rredssapes ] ¢l alel Wil | nrorf@acome v You can scroll down until you

[t [va oo Tabe Vo Cobmmtea Tommtare | Ddays  Wandiy [uamsomain Fl_Foepruds
# g ALCESS TS — ] HOTEL COUNT decimal [10] r 3 (ol “ ”
Lo = SED el = o il see the “People” table, and the
% fl ARCRT LAvOUTS I MNERSAIES. r - r ’
%l ARCRAFT_TYFES T [ MNERMAIES ) save masking X z C
NALINES [ MNERARIES reated previously I = r .
ST AT o s QN - s ] fields that have been selected to
o oA e e e ol
et I M 2 anewsnous st - 1 F K
e et i i 1 : b d
i e A e ' € masked.
R CAR_TVPES e 1 o decina 10) r <% T
e r e 2 DESIBNATION vacha 1] r =
= ok F F e I e i [ T d F
COUNTRIES. I FoRe 4 LAST_MAME vacher [80) [ [FESHLOVLASTHAME - r
& FR CREDIT_CARDS r - FEORE 5 JoB_TITLE ch (2] r - r H
£ creo s T — e 1 You will need to save the
2 DISCOUNT AaEnces e T o e 3
Sm R I I s © concipe - q
5 A EXTERNAL_SEAT_RESERVATIO [ FERE k) HOME_PHONE vascher (20) D = r k I “« )
£ A S S s TEES TR et e i masking rules to a “CSV-ZOS
FUGHT_BOOFINGS [ FEORE " ADDRESS. vesches (200)  [TRENSEATE. - r
- FUHT DEPMATURES r I roe 2 s e . r S
e Y em o c ] . .
13 et ren e F I s . 7 R 3 or option, which you can do by
GTSREC_REFERENCE_LOVY [ PEOPE L] FESIDENT_ID decimal (10) C - r
TEES T B === 1 T
Foo I FeoRE " FHOTO_FILENAME vachan [200) r o r . . “« ”
= i o e e R 3 r clicking on the “Save” button
oo WOTEL A - I [ FEoRE it} EnenND dacind 5] r B r
. Y . e 5 & vt g
WObpect Fitee I [ FEOREZ 1 L decimal (10] r - r H
e e T ol X 1 located on the left of the dialog.

Ooooooonag
|

(7} Save to file
Select the type of file to create. ~

— Enter the name of the file as

shown on the location shown.
— This is important, since this is

the location from which you will
4.1.046 [S12] 3.2H |+

Excel I CSV¥ - 7208 CSV - Export Cancel | A

ERARIES 23
PLE 1
PLE 2 DESIGHATION i
PLE 3 FIRST MNaME warchar [40) r  [Hal

— be uploading the files to the

mainframe.

Select the CSV-ZOS option

© T | L » ThisPC » Desktop » TDM-MF » Upload
Organize » MNew folder
~ - .
¢ Favorites L Marme Date rrodified Type
B Desktop Nj Peopletdasks.csv 6/7/2017 258 PM C3W File
& Downloads
2l Recent places 1

. AutomationDermn

Enter the name with the location showi

18] This PC

m Desktop

| Docurnents
& Downloads

o Music

= Pictures

H Videos

i Local Disk (C)

w

File name: | PeopleSubset.csv

Save as type: | CSV Files (*.csv)
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|Val ldpp | Table Marne Colurnn Seq Column M ame Data type Mandatory [Transformation Since there iS a su bset extract
[ g i . .
- o save Transformation Map 3 that is part of this data pool, you
- Do you wish to attach a subset to the transformation map? ~
- will be asked if you would like to
F include the transformation map.
I~ 4.1.0.46 [S12) 3.2H [~
-
— Select the “Yes” button to
i H: |
F i _w | A
[~ [ ITINERARIES 23 CCO_ID - decimal [10] r o include the subset extract.
[~ [ PEOPLE Yes, we need to aftach the newly decimal (10) r
[~ [ FEOPLE created transformation map warchar (4] -
[~ [~ PEOPLE T TG warchar [40] [~ |[HASHLOVFIRSTNA Select the subset extract
[~ [~ PEOPLE 4 LAST_NAME warchar [40] [~ [AASHLOV.LASTMER .
[~ [ PEOPLE 5 JOB TITLE warchar [2] r created preVIOUSIy'
Extract Description Saved In Context Select ”JOlN SQL" as the Subset
[¥ People Subset People subsst Project: Training-Travel-Systern-DB2 for 205 Version: 1.0 Data Group: Travel Systen
condition.
I Select the map and press the Ok button
Once the masking and subset
rules are created, please open
the directory location to make
sure that you show the contents
< m > of these newly created files.
‘ Cancel | OK
. . . - -
(6] Choose Subset Condition -,— _
r [
Subset Condition: 1 = =
'_ .
r )
You are going to use the condition S
abov r
above -
I o
[ERARTED AOTHORT2S TTUMN_ICF decimal TTOT r
IERARIES 23 CCO_ID decimal [10] [
IPLE 1 D decimal [10] - [
IPLE 2 DESIGMATION warchar [4] r [
IPLE 3 FIRST_MAME warchar [40] ~ [Aas
fhk.|\u"al. )Appr.‘ Table Mame Colurmn Seq Calumn Namme | [Diata type tandatory [Transformation
[ ) Success ﬁ
:: Save to CSVU - files: ~
“C:\Users\Administrator\Desktop\TDH-HF\Upload\PeopleSubset .csu™
- “C:\Users\AdministratoriDesktop\TDH-HF\UploadiPeopleSubset - txt"
|— succeeded?
- Open the directory
r 4.1.0.48 [512] 3.2H|v
o
I— —
™ [~ [ ITINER&RIES 23 CCo_ID decimal [10) -
[~ [~ [ PEOPLE 1 D decimal (10] Il
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1 <« Users » Administrator » Desktop » TDM-MF » Upload

W 'Z'.-| | Zearch Upload

P
oads

rplaces

ationDerno

rents

oads

Marne Date rmodified Type Size
Peaplebdasks.csv G207 258 Pr C3VFile
PeapleSubset.csv 613/2017 3:33 AW CEVFile

| PeopleSubset.ted

6/13/2017 5:35 Ak

The new ed mapp ‘ga‘dj

Text Docurnent

Here are the newly created files.

Wiew Options Help

Transter List Mame:

Host File Direction PC File Path
‘public.tdm lib. mapcsviravelpe) Gom CoUsershAdministratorD esktoph TDM-MPU plosd\PeopleSubset. cav
11D . me —— PC Options

Downlaad File... B <G> k152583

Upload File...
Batch Transfer Files...

Mew Script
Run Script...
Edit Script...
Reset System Wariables
Record Keystrokes...

Replay Keystrokes..,

Conwvert Keystroke to Script..,

Turn Tracing On..,

Transfer Files

[Trave Subset v [ wewiist | [savelstés.| [ DeketeList |

lib.ms

Filename: “pub\lc tdm b, subs(travelpe) ‘

Filename: |C:\Usels\Admlmstrator\Desklup\TDM—MF\UpIuad\PeupleSu‘ D

C1 | HosType \TSD v\ Fiecord Format \Defaun v\
lib.ms ® Replace Append Promipt
LRECL | | eLksize: | |
Host dependent (oplional) parameters: CRLF [NOTRUNC  [IASCIVEBCDIC
| ‘ ® < SendtoHost | Recsive hom Host > O
[emr] e [mmen] [ o

fterns

Now you need to connect to the
mainframe system using your

mainframe credentials.

You will need to select the
option to enter the “TSO”
environment, and enter “ISPF”

to start at the base menu.

Select option 6 to enter the

“TSO Command Line”.

From the Tools—=>Batch Transfer
Files menu option, you will start
a batch job, which has been

preset already.

Just press the “Start Transfer”

button.
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Once the transfers have been

ion command

completed, you can close the
batch transfer dialog by pressing

“Done”.
r on choice and p enter to Retri command

SFILE PUT Press PF3 to return to the main

menu.

Transfer Files

f| TransterListName: | TraveSubset v] [ Hewlit | [Saveliths.| [ DeleteLit |

Select option “3.4” to display

Host File Direction  PL File Path
“public.tdm I subs(travelpe] ¢ CAU Diesktop\TOM-MFA\Upl o tnt
“public.tdm i mapcsv(avelpe) ¢ LA Diesktop\TOMMF\Upl o csv

the data sets.

Hast Dptians
Fiename: [ ‘ublic.dm b subsliravelpe] | Fiename: [CAU i Desktop\TOMMFLIp pleSu]

PC Options

O

T et Type 150 ] RecmdFamet ) The dsnname level that you will
vew [ eem[ ] @ Roplace poperd Fromgl . '
Host denertant fantinnal nacameters WICALF  [INDTRUNC  WAASCI/EBCDIC be sta rting at will be

“PUBLIC.TDM.*” This is just an
example, your entries could be

starting with “GRIDTO01.LIB"..

Once you have the list of

datasets display, we can start by
P Print da 4
BV Drint browsing the dataset library as

Enter one or shown. Here we are going to
Dsname L - . . PUBLIC.TDM.” < look at the masking file contents
lume
for the file that we just

uploaded.
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PUBLIC.TDM.LIB.M

. /DM.LIB.D
.LIB.
.LIB.
.LIB.
LT

PUBLIC.TDM.LIE.SUBS

Prompt

End of Data Se

Once inside the dataset library,
we are going to look for
“TRAVELPE”, and browse the

contents of this file.

After looking at the contents of
the masking file, we need to
press PF3 twice to return the
dataset listing, and browse the
“PUBLIC.TDM.LIB.SUBS” for the

subset rules that we uploaded.

Once inside of this dataset, we
are going to browse the
“TRAVELPE” member, which

contains all the subset rules.

After reviewing these subset
rules, we are going to press PF3
twice to return to the dataset

listing.
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YPEND RESUME YES

At the dataset listing, we are
going to browse the RUNJCL

dataset library as shown.

The objective here is to browse
the contents of the “GTXMSKL”
JCL procedure, which perform
the unloading of the data based
off the subset rules and mask

the resulting data files.

You will need to update the proc
with the map and sub member
names, as well as update the

“schema” and “targetschema”.

You will need to update the
“LOADHLQ” and “REPHLQ"

entries.
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A
b

ETRI

SUBMITTED

ing PUBLIC.TDM.*

Enter “Submit” at the
command line in the JCL
procedure.

You will get a message that
the JCL procedure has been
submitted to the JOB
subsystem.

Waiting about 45 seconds
and the files shown will
appear.

These files are:

e Load data card
e Data files

e Reportfile

e Auditfile

We are going to browse the
REPT file to get a status
report of the unloading and
masking of the data.

Press PF3 once to return to
the main dataset listing.
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olumn

PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC

PUBLIC.

PUBLI
PUBLI

PUBLT
PUBLT

hing PUBLIC.TDM.*

L.RPT.AUDIT
SKL.RPT.REPT

Now we are going to look
at the audit report, which
will show us the fields
that were masked with
their original and masked

values.

Press PF3 to return to the

dataset listings.

Now we are going to
browse the load data
card, so you can see who
the load command with
the supporting tables is

organized.

Press PF3 to return to the

dataset listing.
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PUBLIC.TDM.LIB.

PUBLIC.TD

PUBLIC.TDM.LIB.
PUBLIC.TDM.LIB.SU

PUBLIC.TDM.LIB.:

We need to browse one
of the data files that was
generated. These are
rows that will be loaded
back into the target
database schema that
was pre-defined in the

GTXMKSL procedure.

Press PF3 to return to the

dataset listing.
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PUBLI
PUBLIC.TDM.LIB
PUBLIC,TDM.LIB.

TDM.LIB.

Hmit

L.RPT.AUDIT
L.RPT.REPT

RU (TTL 5) - 01.05

Ak kk ok ok k bk ko

Line 0O

We need to browse the
RUNJCL dataset library

again.

This time we are going to
browse the TDMLODDB

member.

This JCL procedure
contains the necessary
instructions to load data
into the target schema
based off the previously
generated load card and

data files.

You will need to update
the selected JCL proc
copy and update the

following entries:

e DB2 subsystem

info

e SYSIN

e SYSRECO1..SYSRE
C15

Enter the submit
command and press

Enter.
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You will receive a
message that the job has
been submitted.

If the message that you
receive has a MAXCC
value of 04 or less, then

the job has completed
successfully.

Now we go back to GT
Data Maker to execute

the SQL statement as
| |saL#5[12]

SGL#ElNEWI shown.

Y soL l Diata in FECPLE ] (L) Status ]

BELECT =
FROM TRAVELDEU.PEOPLE values that you selected

You will see that the

yack to TDM and ._ have been masked as

]
T
o

(W]
SR
]

necessary.

Sniun LurniexL M

[EISOUABIRY|  soL#s | ew|

% seL -/Datain PEOPLE ‘Os‘tmus | ne ' L ©| 2| e

All 12 rows returned Lucida Cansole ~ [Row 10f12

d oesignation  First name Last name Job Title Lab Email Contact Fhone  Home Phone  Mobile Phone
FOR [ufaika Cawson_ru = [£AL [RLLTEON@ms n. com [FEs-oaze CFEFEEGIT) E7e st
12[0R hanumati adfou = SAL TAMES@yahoo.co.uk  [555-0023 6704844280 678 Go
23RS [Kamba raf = an ToNAghotmail.com  [0615179688  [6704644280 [Ge7 Ju
2apR Frawnia ks et AL GENGTycos. com T 36 Ga
7R aphaela Tnow Em AL FUCTARGmaTT . com EEE-ooiL E704g4dzE0 68 Fal
T50R Ereeda Elanc g N TARFhotma 1, co. uk 3864104752 FEE ca
36[R Fecrops arrol bR an FIoNAgyahoo. com poe7eisarz (3864104392 [Bse e
SapR esham euter = an RIANGhotmatl. co. Uk [64 035 [s272442087 Fs3 Ba
S7ETR Fuma. Sodermaden [0t SAL TCHARD@an - com Es5-0017 768163526 657 Ra
TIfS eTila ray o~ ) ERTANGTyCos . com EEE-o0e Gzzésazsoz 25 wa
S3ps uzatiar Laprade o~ SAL I ahoo.co. UK [452960112  [6445802773 Fs3 Ba
GomIsS Griorgair arrol = SAL WRIS@hotmail.com  [555-0042 Se42791478 66 Fal

Best Practices

The following best practices will help you in being successful in masking DB2 datasets.
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DB2 Authorizations

Make sure that you have sufficient rights to the DB2 schemas (read/write/alter authorizations), at
the same time make sure that you have setup DB2 connect and tested this connection from the
system where TDM is installed. Add an ODBC entry to TDM that points to the DB2 subsystem in the
mainframe.

Planning

Prior to starting your in-flight masking, it is necessary that you plan the process that you will be
following:

e Select the proper entries in the transformation maps.

e Make sure that you have tested your subsets in GT Subset, which you can access from the
start menu or via GT DataMaker.

e Proper access to the mainframe with the proper datasets authorizations.

JCL Procedures
Create a copy of the GTXMSKL procedure for a specific subset/transformation map.
Main options

The following two options are key, if you want to just mask the data in-flight with no subset or you
could just subset the data with no masking, if you so choose.

e No subset —You need to change the following entry: “SUBDS=NULLFILE".
e No masking — You need to change the following entry: “MAPDS=NULLFILE”.

Report and Audit files

To make sure that you differentiate the in-flight masking job, it is important that you change the
following entry to the type of masking that you are doing.

e Report path — Change the following entry “REPHLQ=GRIDTO1.LIB.GTXMSKL”. For example,
set that value to “REPHLQ=mypath.lib.inflgt.rpt”.
e Size of files — If you are processing a lot of fields and a lot of data, the size of the files is
controlled via the following line in the JCL procedure:
//* AUDIT REPORT PRIMARY AND SECONDARY SPACE (CYLS)
// AUDPRI='1' AUDSEC='1",
o Change the value from 1 to at least 10 to provide you with the necessary space for
the entries in the report and audit files.

Default Parameters

Here is the list of the “shipped” parameters that are included in the GTXMSKL JCL procedure.
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LANGUAGE=EN

AUDIT=ALL

DBUPDATES=Y =2 Initially you should set this to N, so that you can see how the job would
execute prior to running the job.

PROGRESSCOUNT=5

COMMIT=1000

SCHEMA=<source schema> = This is the source schema that will provide the data to be
masked

TARGETSCHEMA=<target schema> 2 This the target schema that is scheduled to receive the
masked and/or subset schema.

APPLYSUBSETRULES=Y

LOADPARM1=LOAD DATA LOG NO NOCOPYPEND RESUME YES - This is the instruction set
that will be part of the job card that will be created. Please review the DB2 load parameters,
just in case you need to change these entries.

A more detailed information about all the valid parameters can be obtained from the link below:

https://docops.ca.com/ca-test-data-manager/4-5/en/provisioning-test-data/mainframe-masking-
and-subsetting-jobs/program-parameters/gtxmsx-and-gtxmskl-parameters

To obtain additional diagnosis messages when the job executes, you can change the entry below to
the value shown, be default this value is set to 1.

DIAGLEVEL=4

Recommended Parameters
These are the additional parameters that you should defined and use in the JCL procedure job.

o HASHTYPE=JAVA — The selection of this parameter allows the masking hash used by the ZOS
to be the same as FDM. This is a requirement for consistent masking with FDM.

e LOADPARM1=LOAD DATA LOG NO NOCOPYPEND REPLACE — By using these values for the
creation of the DB2 load card, where it will replace all the existing data in the target schema.
This assumes that the DDL between source and target schemas are the same.

e PAGELIMIT=200 - If you are masking very large datasets, then it is important that you
change report page limit from 50 to at least 200.

Handling large datasets

If you are trying to perform an in-flight masking of more than 20 tables at a time, then you would
need to modify the “GRIDT01.LIB.PROCLIB(GTMSKL)” template procedure to be able to handle these
large datasets. The changes to make are:

Delete section:

You will need to add additional entries based off the entry below, where you will change the DD20
for DD21, etc.

//DD20 DD DSN=&LOADHLQ..RECS20,
//  DISP=(MOD,DELETE),SPACE=(TRK,0),
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// MGMTCLAS=TSO,STORCLAS=TSO

Create file section:

After that you will need to the additional files based off the snippet below, where you make a copy
starting from DD20, and rename the new section DD21,..., etc.

//DD20 DD DSN=&LOADHLQ..RECS20,

// UNIT=SYSDA,DISP=(NEW,CATLG,CATLG),

// SPACE=(CYL,(10,10)),

// DCB=(RECFM=VB,LRECL=31996,BLKSIZE=32000),
// MGMTCLAS=TSO,STORCLAS=TSO

Storage capacity and location:

After you have added the additional files in the delete and create sections of the template, you also
need to update the MGMTCLAS and STORCLAS with the correct volume to use and with enough
storage space available.

Another entry that you would need to modify is the “SPACE=(CYL,(10,10))", where the values of 10
need to change to at least 100 to make sure that there is enough space for the each of the
sequential files, but this might need to larger as needed.

You also need to add the same files in the “TDMLODDB” to be able to load the data back into the
new DB2 subsystem.

Running Multiple JCL Jobs

It is good practice that you submit a JCL job per given set of tables/subsets based on your masking
needs. If you need to generate several sets of masking jobs, it is recommended that you create
multiple copies of the JCL procedure and run these JCL procedures in parallel.
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Appendix A
This is the “TDMLODDB” JCL procedure that should be placed in the RUNJCL dataset, please don’t
forget to update the job card info and the DB2 subsystem info.

//DB2LODDB JOB (002200000), 'DATAMAKER', 00001007
// CLASS=K,MSGCLASS=X,NOTIFY=&SYSUID 00002008
/*JOBPARM S=CA06 00003000
//* 00004000
//GTLIB JCLLIB ORDER=PUBLIC.TDM.LIBPROC 00005005
//**************************************************************** 00150000
//* DB2 LOAD OF MASKED FILES 00160000
//**************************************************************** 00170000
J K e - * 00180000
//LOAD EXEC DSNUPROC, SYSTEM='C10V',COND=(4,LT) 00190000
//STEPLIB DD DSN=Cl0V.PRIVATE.SDSNEXIT,DISP=SHR 00200000
// DD DSN=C10V.RUNLIB.LOAD, DISP=SHR 00210000
// DD DSN=DB2CA06.DB2A10.SDSNLOAD, DISP=SHR 00220000
//SYSOUT DD SYSOUT=* 00230000
//SYSIN DD DSN=PUBLIC.TDM.LIB.SUBMASK.CARDS, DISP=0LD 00231005
//SYSRECO1 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS01l,DISP=0LD 00232005
//SYSREC02 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS02,DISP=0LD 00233005
//SYSREC0O3 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS03,DISP=0LD 00234005
//SYSREC04 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS04,DISP=0LD 00235005
//SYSREC0O5 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS05,DISP=0LD 00236005
//SYSREC06 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS06,DISP=0LD 00237005
//SYSRECO7 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS07,DISP=0LD 00238005
//SYSREC08 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS08,DISP=0LD 00239005
//SYSREC09 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS09,DISP=0LD 00239105
//SYSREC10 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS10,DISP=0LD 00239205
//SYSREC11 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS11,DISP=0LD 00239305
//SYSREC12 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS12,DISP=0LD 00239405
//SYSREC13 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS13,DISP=0LD 00239505
//SYSREC14 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS14,DISP=0LD 00239605
//SYSREC15 DD DSN=PUBLIC.TDM.LIB.SUBMASK.RECS15,DISP=0LD 00239705
//SYSTSPRT DD SYSOUT=* 00450000
//SYSPRINT DD SYSOUT=x* 00460000
//SYSUT1 DD DSN=&&SYSUTI1, 00470000
// DISP=(,PASS), 00480000
// SPACE= (4096, (20,20),,,ROUND) 00490000
//SORTOUT DD DSN=&&SORTO, 00500000
// DISP=(,PASS),UNIT=SYSDA, 00510000
// SPACE= (4096, (20,20),,,ROUND) 00520000
//SYSMAP DD DSN=&&SYSMA, 00530000
// DISP=(,PASS),UNIT=SYSDA, 00540000
// SPACE= (4096, (20,20),,,ROUND) 00550000
Useful Links

https://docops.ca.com/ca-test-data-manager/4-5/en/mainframe/working-with-db2-data-

sources/masking-db2-data-sources/executing-masking-db2-data-sources/mask-and-unload-db2-

tables

https://docops.ca.com/ca-test-data-manager/4-5/en/mainframe/working-with-db2-data-

sources/subsetting-db2-data/creating-extract-definitions-for-db2-subset

https://docops.ca.com/ca-test-data-manager/4-5/en/mainframe/working-with-db2-data-

sources/subsetting-db2-data/executing-db2-subsetting
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https://docops.ca.com/ca-test-data-manager/4-5/en/mainframe/working-with-db2-data-
sources/subsetting-db2-data/executing-db2-subsetting/db2-subsetting-with-masking

https://docops.ca.com/ca-test-data-manager/4-5/en/mainframe/working-with-db2-data-
sources/masking-db2-data-sources/executing-masking-db2-data-sources/mask-and-unload-db2-
tables/gtxmskl-parameters
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