
                                          Layer7 with OTK as OAuth Provider and Ca SSO as OAuth Client.  

Key Points: 

 Ca SSO can act as OAuth 2.0 client using authorization code (Azcode) grant only. 

 Ca SSO can accept tokens issued from its own calls only. Cannot accept OAuth2 tokens created externally even 

though created by the same client being used in partnership. 

 Strictly thinking of OAuth 2.0, there is no userinfo endpoint as such but a token validation endpoint exists 

{Unlike social providers who have userinfo endpoint for an identity layer created before OIDC existence}. Need 

to remember that Ca SSO acting as OAuth client was created with Social providers in mind thereby the term 

userinfo endpoint in partnership. 

  Ca SSO expects the userinfo endpoint aka Validation end point in Layer7 with OTK to return response in json 

format or name value pair. 

 Customization to “OTK token validation” endpoint and “OTK OAuth 2.0 Token Validation – Bearer” is needed to 

get the response back in json format. Other endpoints on OTK can remain as is. 

 When defining a Client key, secret on OAuth manager need to mention redirect_uri as  

https://aa.bb.cc.com/affwebservices/public/oauthtokenconsumer?AuthzServerID=Layer7 and it has to be FQDN 

with complete uri. 

 Ca SSO doesn’t allow to map to any attribute you like. Resource Owner value entered at OAuth Provider login 

should be same as the username stored in the Ca SSO directory being used. Cannot map to any other attributes. 

This is a known limitation of Ca SSO OAuth2 Client implementation and an idea is out there on communities for 

the same. 

 Can be implemented using Ca Access Gateway or standalone waopack implementation.  

 

 

 

Layer7 with OTK Changes ScreenShots: 

/oauth/validation/validate/json/v2/token: 

  
 

 

 

https://aa.bb.cc.com/affwebservices/public/oauthtokenconsumer?AuthzServerID=Layer7


Custom OTK OAuth2.0 Validation – Bearer: 

 

Ca SSO Screen Shots: 

 



 

 

 

 



 

OAuth Flow initialization and Logs: 

Flow: 

As per documentation initiation has to be done using the url format 

https://baseURL_of_the_partnership/affwebservices/public/oauthtokenconsumer?AuthzServerID=authorization_server

_id 

In our case it is 

https://aa.bb.cc.com/affwebservices/public/oauthtokenconsumer?AuthzServerID=Layer7 

request is redirected to https://xy.zz.com/auth/oauth/v2/authorize?response_type=code&client_id=*****-2b07-

****-af91-

********&redirect_uri=https%3A%2F%2Faa.bb.cc.com%2Faffwebservices%2Fpublic%2Foauthtokenconsumer&scope

=oob&state=3dcc86f6-1fbc1fbd-f76fbae2-ab637f28-ff3f52ae-4d as shown below 

 

 

If successfully authenticated, user should land on siteminder protected target application as configured in partnership as 

below. 

https://baseurl_of_the_partnership/affwebservices/public/oauthtokenconsumer?AuthzServerID=authorization_server_id
https://baseurl_of_the_partnership/affwebservices/public/oauthtokenconsumer?AuthzServerID=authorization_server_id
https://aa.bb.cc.com/affwebservices/public/oauthtokenconsumer?AuthzServerID=Layer7
https://xy.zz.com/auth/oauth/v2/authorize?response_type=code&client_id=*****-2b07-****-af91-********&redirect_uri=https%3A%2F%2Faa.bb.cc.com%2Faffwebservices%2Fpublic%2Foauthtokenconsumer&scope=oob&state=3dcc86f6-1fbc1fbd-f76fbae2-ab637f28-ff3f52ae-4d
https://xy.zz.com/auth/oauth/v2/authorize?response_type=code&client_id=*****-2b07-****-af91-********&redirect_uri=https%3A%2F%2Faa.bb.cc.com%2Faffwebservices%2Fpublic%2Foauthtokenconsumer&scope=oob&state=3dcc86f6-1fbc1fbd-f76fbae2-ab637f28-ff3f52ae-4d
https://xy.zz.com/auth/oauth/v2/authorize?response_type=code&client_id=*****-2b07-****-af91-********&redirect_uri=https%3A%2F%2Faa.bb.cc.com%2Faffwebservices%2Fpublic%2Foauthtokenconsumer&scope=oob&state=3dcc86f6-1fbc1fbd-f76fbae2-ab637f28-ff3f52ae-4d
https://xy.zz.com/auth/oauth/v2/authorize?response_type=code&client_id=*****-2b07-****-af91-********&redirect_uri=https%3A%2F%2Faa.bb.cc.com%2Faffwebservices%2Fpublic%2Foauthtokenconsumer&scope=oob&state=3dcc86f6-1fbc1fbd-f76fbae2-ab637f28-ff3f52ae-4d


 

Webagent Option Pack Log: 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][doGet][OAuth Authorization and Single Sign-on 

Service received GET request.] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][doRequestLog][Requesting Host: 10.236.130.40 Requesting 

Host IP: 10.236.130.40 Request protocol: HTTP/1.1 Request was secure: true 

Authentication type: null] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][doGet][Query String: code=6ffb5673-2cf4-44c3-9d19-

096e96d86718&state=19aa50b1-0509b177-ed45ced8-67190bf0-109c2c3e-90b&scope=oob] 

[01/04/2018][14:55:30][16493][1703380736][][agentcommon][][Requesting data for 

ConfigManager ID /test/webagent_optionpack/config/SmHost.conf and SmAgentConfig ID 

/test/webagent_optionpack/config/WebAgent.conf] 

[01/04/2018][14:55:30][16493][1703380736][][agentcommon][][Administration Manager is 

returning data for ConfigManager ID /test/webagent_optionpack/config/SmHost.conf and 

SmAgentConfig ID /test/webagent_optionpack/config/WebAgent.conf] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][getDisambiguationID][Retrieving the disambiguation ID from 

the requested URI /affwebservices/public/oauthtokenconsumer] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-

45][FWSBase.java][getDisambiguationID][serviceURL=/public/oauthtokenconsumer] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][getDisambiguationID][A disambiguation ID was not sent.] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processRequest][Beginning request processing] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][getStateDataCookieValue][Retrieving State Data Cookie 

values] 



[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][getStateDataCookie][Found the state data cookie] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][getStateDataCookieValue][Found state data cookie] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][getDecryptionKeys][Retrieved cookie keys.] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][getStateDataCookieValue][Decrypted the state data 

cookie] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processOAuthLogin][Authorization Server ID = Layer7] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][retrieveAuthzServerInfo][Retrieving the 

Authorization Server runtime configuration] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][retrieveAuthzServerFromCache][Could not find 

Authorization Server information for ID: Layer7 in the cache.] 

[01/04/2018][14:55:30][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthTunnelClient][getAuthzServerByID][Retrieving the authorization 

server runtime configuration.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthTunnelClient][handleAuthzServerRetrieval][Authorization Server 

Info: {PartnershipSource=3, RelayStateOverridesSsoTarget=false, IsActive=true, 

UrlEncodeAttrCookieData=false, 

AuthorizationServiceURL=https://xy.zz.com/auth/oauth/v2/authorize, HidingMask=1, 

RedirectURL=https://aa.bb.cc.com/affwebservices/public/oauthtokenconsumer, 

RedirectMode=0, SupportedAccessTokenTypes=Bearer, UserIDAttribute=resource_owner, 

ProvisioningType=0, Target=https://SMprotectedapp.com/sm_test/smtest.html, 

EnableAnonymousMode=false, ValidateTargetURLDomain=false, 

UserInfoURL=https://xy.zz.com/oauth/validation/validate/json/v2/token, 

ValidateAccessTokenType=false, PartnershipName=Layer7-SMOAuth, 

ProvOpenCookieEncPassword=<Value not shown>, SkewTime=0, OAuthVersion=2.0, 

SupportAuthzHeader=true, ProvisioningDeliveryType=3, 

TargetOpenCookieEncPassword=<Value not shown>, AuthzServerID=Layer7, EnableSMC=false, 

AccessTokenURL=https://xy.zz.com/auth/oauth/v2/token, 

AccessTokenQueryParameter=access_token, ProxyServer=https://aa.bb.cc.com, 

EnableAttributeMapping=false, ClientAuthID=xxxxxxxx-2b07-xxxx-af91-xxxxxxxx, 

XID=CA.SM::OAuthIdP@21-0003cda5-840e-1a4e-af58-38530ae6d05d, Scope=oob, 

ClientSecret=<Value not shown>, ClientID=SMOAuthConsumer, 

AuthorizationServerTimeout=300, RealmOID=06-0009d493-2e78-1a43-af58-38530ae6d05d, 

SMCOverrideProtectionLevel=false, ClientAuthType=0}] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][retrieveAuthzServerFromPolicyServer][Obtained 

AuthzServer information from policy server for: Layer7.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][retrieveAuthzServerInfo][Authorization Server 

information retrieved.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthServiceBase][cacheProviderData][Caching authorization server 

runtime configuration for: Layer7.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][encryptProviderPasswords][Encrypted password for attribute 

ClientSecret] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processOAuthLogin][Successfully retrieved runtime 

configuration.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthServiceBase][getOAuthFlowHandler][Retrieving the OAuth flow handler 

object] 



[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthServiceBase][getOAuthFlowHandler][OAuth version 2.0] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processOAuthLogin][Executing the OAuth flow.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][executeOAuthFlow][ENTER] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][executeOAuthFlow][Executing the OAuth 

flow.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][executeOAuthFlow][Processing authorization 

code response.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][validateAuthzResponse][ENTER] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][validateAuthzResponse][Authorization Code 

response is valid.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][validateAuthzResponse][EXIT] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][executeOAuthFlow][Valid authorization code 

response.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendAccessTokenRequest][ENTER] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][buildAccessTokenRequest][ENTER] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][decryptProviderPassword][Converted password for attribute 

ClientSecret] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][urlEncodeString][URL Encoded String:  

https%3A%2F%2Faa.bb.cc.com%2Faffwebservices%2Fpublic%2Foauthtokenconsumer] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][buildAccessTokenRequest][Sending credentials via the 

authorization header.] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][buildAccessTokenRequest][EXIT] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][decryptProviderPassword][Converted password for attribute 

ClientSecret] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][traceSensitiveMessage][Access token request:  

grant_type=authorization_code&code=6ffb5673-2cf4-44c3-9d19-

096e96d86718&redirect_uri=https%3A%2F%2Faa.bb.cc.com%2Faffwebservices%2Fpublic%2Foaut

htokenconsumer] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][sendClientMessage][ENTER] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][decryptProviderPassword][Converted password for attribute 

ClientSecret] 

[01/04/2018][14:55:31][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][MessageDispatcher.java][acquireDispatcher][Value being used as key to 

the dispatcher map: Layer7POST] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][sendClientMessage][EXIT] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendAccessTokenRequest][Received ]ccess 

token response: [Status Line: HTTP/1.1 200 OK 



[Headers:{Date=Thu, 04 Jan 2018 19:55:32 GMT, Pragma=no-cache, Server=ABCD, Cache-

Control=no-store, Connection=close, Content-Type=application/json;charset=UTF-8, 

Content-Length=186}] 

[Cookies:{}] 

[Message: { 

  "access_token":"7c565579-76e8-4585-bb7c-faf821014672", 

  "token_type":"Bearer", 

  "expires_in":3600, 

  "refresh_token":"a4db4f80-eede-4395-bba2-dc6164f05920", 

  "scope":"oob" 

}]] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][parseResponse][Message to parse:  [Status Lin]: 

HTTP/1.1 200 OK 

[Headers:{Date=Thu, 04 Jan 2018 19:55:32 GMT, Pragma=no-cache, Server=ABCD, Cache-

Control=no-store, Connection=close, Content-Type=application/json;charset=UTF-8, 

Content-Length=186}] 

[Cookies:{}] 

[Message: { 

  "access_token":"7c565579-76e8-4585-bb7c-faf821014672", 

  "token_type":"Bearer", 

  "expires_in":3600, 

  "refresh_token":"a4db4f80-eede-4395-bba2-dc6164f05920", 

  "scope":"oob" 

}]] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][parseResponse][Returned message is in JSON format.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendAccessTokenRequest][Successfully parsed 

access token response.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendAccessTokenRequest][Have an access 

token.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][validateAccessToken][ENTER] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][validateAccessToken][Validate access token 

type not enabled] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][validateAccessToken][EXIT] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendAccessTokenRequest][Access token is 

valid.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendAccessTokenRequest][EXIT] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][executeOAuthFlow][Successful access token 

response.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][executeOAuthFlow][Retrieving user 

information.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendUserInformationRequest][ENTER] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][buildUserInformationRequest][ENTER] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][buildUserInformationRequest][EXIT] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][sendClientMessage][ENTER] 



[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][MessageDispatcher.java][acquireDispatcher][Value being used as key to 

the dispatcher map: Layer7GET] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][MessageDispatcher.java][dispatchMessage][Sending the following message 

to the remote entity: 

[Message: /oauth/validation/validate/json/v2/token?access_token=7c565579-76e8-4585-

bb7c-faf821014672].] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][MessageDispatcher.java][dispatchMessage][Received the followin] response 

from the remote entity: [Status Line: HTTP/1.1 200 OK 

[Headers:{Date=Thu, 04 Jan 2018 19:55:32 GMT, Server=Apache-Coyote/1.1, 

Connection=close, Content-Type=application/json;charset=UTF-8, Content-Length=175}] 

[Cookies:{}] 

[Message: { 

"result":"valid", 

"client_key":"xxxxxxxx-2b07-xxxx-af91-xxxxxxx", 

"resource_owner":"k.b@aa.bb.cc.com", 

"scope":"oob", 

"expiration":"1515099332" 

}].] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20Utils][sendClientMessage][EXIT] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendUserInformationRequest][Received user 

information response.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][parseResponse][Message to parse:  [Status Lin]: 

HTTP/1.1 200 OK 

[Headers:{Date=Thu, 04 Jan 2018 19:55:32 GMT, Server=Apache-Coyote/1.1, 

Connection=close, Content-Type=application/json;charset=UTF-8, Content-Length=175}] 

[Cookies:{}] 

[Message: { 

"result":"valid", 

"client_key":"xxxxxxxx-2b07-xxxx-af91-xxxxxxx", 

"resource_owner":"k.b@aa.bb.cc.com", 

"scope":"oob", 

"expiration":"1515099332" 

}]] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][parseResponse][Returned message is in JSON format.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][sendUserInformationRequest][EXIT] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][executeOAuthFlow][Successful user 

information request.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuth20TokenConsumerHandler][executeOAuthFlow][EXIT] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processOAuthLogin][Authenticating the user.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][retrieveUserID][OAuth Authorization and Single Sign-

on Retrieving user id attribute from claims.] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][retrieveUserID][OAuth Authorization and Single Sign-

on Authenticating the user with attribute k.b@aa.bb.cc.com] 

[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][authenticateUser][OAuth Authorization and Single 

Sign-on Calling authenticate for user: k.b@aa.bb.cc.com] 



[01/04/2018][14:55:32][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][authenticateUser][Passing response message through login 

call [CHECKPOINT = SSO_RESPONSEMESSAGEINLOGIN_REQ]] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][authenticateUser][result code from AgentAPI login call: 1] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][authenticateUser][Login successful [CHECKPOINT = 

SSO_LOGINSUCEESS_RSP]] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][processSuccessfulAuthentication][SAML Assertion based user 

authentication succeeded.] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][processSuccessfulAuthentication][session id is: 

dLSzfucM/5o4wkBeTfz1SUzzvwM=] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][processSuccessfulAuthentication][Response Attributes:] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][processSuccessfulAuthentication][   

218:uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=People,o=nextel.com] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][processSuccessfulAuthentication][   152:k.b@aa.bb.cc.com] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][processSuccessfulAuthentication][   151:0e-0009b48f-7917-

1092-8b62-80ac0c430008] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][createSessionCookie][Validating input...] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][createSessionCookie][Creating the smsession cookie for SP 

domain [CHECKPOINT = SSO_SMSESSIONFORSPDOMAIN_REQ]] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][createSessionCookie][Recived valid input. Attempting to 

create SESSION cookie.] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][createSessionCookie][session id is: 

dLSzfucM/5o4wkBeTfz1SUzzvwM=] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][createSessionCookie][About to create SESSION cookie.] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][FWSBase.java][createSessionCookie][Placing smsession in browser 

[CHECKPOINT = SSO_PLACESMSSESSIONTOBROWSER_REQ]] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][authenticateUser][OAuth Authorization and Single 

Sign-on Authentication returned 0] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processAuthenticationResponse][Enter into process 

authentication attributes] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processAuthenticationResponse][Setting any claims to 

samldata object] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processOAuthLogin][OAuth Authorization and Single 

Sign-on Successfully authenticated the user.] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][redirectToTarget][Redirect to target] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][getTarget][Retrieving target.] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][getTarget][Configured target:  

https://SMprotectedapp.com/sm_test/smtest.html] 



[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][getTarget][Target:  

https://SMprotectedapp.com/sm_test/smtest.html] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][OAuthUtils.java][removeStateDataCookie][Removing the state data cookie] 

[01/04/2018][14:55:35][16493][1703380736][4a8619f7-915a52f0-43438097-94f8250b-

b899589b-45][TokenConsumer.java][processRequest][Redirecting to:  

https://SMprotectedapp.com/sm_test/smtest.html] 

 

PolicyServerTrace Log: 

[Date][PreciseTime][Time][Pid][Tid][SrcFile][Function][TransactionID][AgentName][Reso

urce][User][Group][Realm][Domain][Directory][Policy][AgentType][Rule][ErrorValue][Ret

urnValue][ErrorString][IPAddr][IPPort][Result][Returns][CallDetail][Data][Message][Pr

operty][ObjectClass][RequestIPAddr][AuthStatus][AuthReason][AuthScheme][Action][State

][CacheHits][ExecutionTime][Tenant][SearchKey][SessionID][SessionSpec][ClusterID][Thr

eshold][ActiveExpr][Expression][CertSerial][UserDN][Query][CacheSize] 

[====][===========][====][===][===][=======][========][=============][=========][====

====][====][=====][=====][======][=========][======][=========][====][==========][===

========][===========][======][======][======][=======][==========][====][=======][==

======][===========][=============][==========][==========][==========][======][=====

][=========][=============][======][=========][=========][===========][=========][===

======][==========][==========][==========][======][=====][=========] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][server-fed-extweb][Receive request attribute 

200, data size is 33][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][https://aa.bb.cc.com.com][Receive request 

attribute 217, data size is 26][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][/affwebservices/public/oauthtokenconsumer][R

eceive request attribute 201, data size is 

41][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][GET][Receive request attribute 202, data 

size is 3][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][FALSE][Receive request attribute 134, data 

size is 5][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:205][CSm_Az_

Message::ProcessMessage][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][server-fed-extweb][** Received agent 

request.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:387][CSm_Az_

Message::AnalyzeAzMessage][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Az_Message::AnalyzeAzMessage][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:395][CSm_Az_

Message::AnalyzeAzMessage][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSm_Az_Message::AnalyzeAzMessage][][][][][][][][][][00:00:00.000023][][][][][][][][][

][][][] 



[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][IsProtected.cpp:49][CSm_Az_Mes

sage::IsProtected][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Az_Message::IsProtected][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][IsProtected.cpp:72][CSm_Az_Mes

sage::IsProtected][][fed-ext-

agent][][][][][][][][][][][][][::ffff:10.230.52.23][][][][][1536][Received request 

from agent, check agent api version.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][IsProtected.cpp:95][CSm_Az_Mes

sage::IsProtected][][fed-ext-

agent][/affwebservices/public/oauthtokenconsumer][][][][][][][][][][][][https://aa.bb

.cc.com.com][][][][][][Starting IsProtected 

processing.][][][][][][][GET][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmAuthorization.cpp:546][CSmAz

::IsProtected][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAz::IsProtected][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmAuthorization.cpp:590][CSmAz

::IsProtected][][][/affwebservices/public/oauthtokenconsumer][][][][][][][][][][65536

][][][][][][][][Resource is not protected, no realm matches this 

resource][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:406][CSm_Az_

Message::SendReply][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Az_Message::SendReply][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:825][CSm_Az_

Message::FormatAttribute][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][][Send response attribute 146, data size is 

0][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:825][CSm_Az_

Message::FormatAttribute][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][][Send response attribute 147, data size is 

0][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:595][CSm_Az_

Message::ProcessMessage][s10379/r2][fed-ext-

agent][][][][][][][][][][][][][][][][][][][** Status: Not Protected. 

][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:599][CSm_Az_

Message::SendReply][][][][][][][][][][][][][][][][][][][][][Leave function 

CSm_Az_Message::SendReply][][][][][][][][][][00:00:00.000071][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][IsProtected.cpp:116][CSm_Az_Me

ssage::IsProtected][][][][][][][][][][][][][Not Protected][][][][][][][][Leave 

function 

CSm_Az_Message::IsProtected][][][][][][][][][][00:00:00.000297][][][][][][][][][][][]

[] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][Sm_Az_Message.cpp:377][CSm_Az_

Message::ProcessMessage][][][][][][][][][][][][][180][][][][][][][][Leave function 

CSm_Az_Message::ProcessMessage][][][][][][][][][][00:00:00.000575][][][][][][][][][][

][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmAuthUser.cpp:1452][CSmAuthUs

er::~CSmAuthUser][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::~CSmAuthUser][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][SmAuthUser.cpp:1504][CSmAuthUs

er::~CSmAuthUser][][][][][][][][][][][][][][][][][][][][][Leave function 

CSmAuthUser::~CSmAuthUser][][][][][][][][][][00:00:00.000025][][][][][][][][][][][][] 

[01/04/2018][14:55:15.360][14:55:15][9659][3689749360][CServer.cpp:5933][CServer::Pro

cessRequest][][][][][][][][][][][][][180][][][][][][][][Leave function 

CServer::ProcessRequest][][][][][][][][][][00:00:00.000766][][][][][][][][][][][][] 

[01/04/2018][14:55:15.365][14:55:15][9659][3679259504][CServer.cpp:1859][CAgentMessag

eHandler::HandleInput][][][][][][][][][][][][][][][::ffff:10.230.56.14][49252][][][][

][Enqueuing a Normal Priority Message, from IP ::ffff:10.230.56.14 with Port No 

49252. Current count is 1][][][][][][][][][][][][][][][][][][][][][][] 



[01/04/2018][14:55:15.365][14:55:15][9659][3910036336][CServer.cpp:5747][CServer::Pro

cessRequest][][][][][][][][][][][][][][][][][][][][][Enter function 

CServer::ProcessRequest][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.365][14:55:15][9659][3910036336][CServer.cpp:6026][CServer::Tun

nel][][][][][][][][][][][][][][][][][][][][][Enter function 

CServer::Tunnel][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.365][14:55:15][9659][3910036336][CServer.cpp:6127][CServer::Tun

nel][19aa50b1-0509b177-ed45ced8-67190bf0-109c2c3e-

90b][][][][][][][][][][][][][][::ffff:10.230.56.14][][][][Lib='smjavaapi', 

Func='JavaTunnelService', 

Params='com.ca.federation.tunnel.oauth.OAuthAuthzServerByIDTunnelService', Server='', 

Device=''][][Resolved all the input 

parameters][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.365][14:55:15][9659][3910036336][CServer.cpp:6280][CServer::Tun

nel][][][][][][][][][][][][][][][][][][][][][Resolving tunnel Service function 

JavaTunnelService...][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.365][14:55:15][9659][3910036336][CServer.cpp:6309][CServer::Tun

nel][][][][][][][][][][][][][][][][][][][][][Start of tunnel call 

JavaTunnelService][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.365][14:55:15][9659][3910036336][OAuthAuthzServerByIDTunnelServ

ice][tunnel][][][][][][][][][][][][][][][][][][][][][Received request to obtain OAuth 

provider data by provider ID.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:15.366][14:55:15][9659][3910036336][OAuthAuthzServerByIDTunnelServ

ice][tunnel][19aa50b1-0509b177-ed45ced8-67190bf0-109c2c3e-

90b][][][][][][][][][][][][][][][][][][][][Getting OAuth provider configuration data 

for provider Layer7][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:16.742][14:55:16][9659][3910036336][OAuthAuthzServerByIDTunnelServ

ice][tunnel][19aa50b1-0509b177-ed45ced8-67190bf0-109c2c3e-

90b][][][][][][][][][][][][][][][][][][][][{SMCOverrideProtectionLevel=false, 

PartnershipName=Layer7-SMOAuth, 

UserInfoURL=https://xy.zz.com/oauth/validation/validate/json/v2/token, 

ClientAuthType=0, ClientID=SMOAuthConsumer, ProvisioningDeliveryType=3, 

AuthzServerID=Layer7, Target=https://SMprotectedapp.com/sm_test/smtest.html, 

IsActive=true, UserIDAttribute=resource_owner, HidingMask=1, 

UrlEncodeAttrCookieData=false, PartnershipSource=3, RealmOID=06-0009d493-2e78-1a43-

af58-38530ae6d05d, ValidateAccessTokenType=false, SupportAuthzHeader=true, Scope=oob, 

RedirectMode=0, ValidateTargetURLDomain=false, AuthorizationServerTimeout=300, 

EnableAttributeMapping=false, SupportedAccessTokenTypes=Bearer, 

AccessTokenQueryParameter=access_token, 

AccessTokenURL=https://xy.zz.com/auth/oauth/v2/token, EnableAnonymousMode=false, 

RelayStateOverridesSsoTarget=false, EnableSMC=false, SkewTime=0, OAuthVersion=2.0, 

ProvisioningType=0, XID=CA.SM::OAuthIdP@21-0003cda5-840e-1a4e-af58-38530ae6d05d, 

AuthorizationServiceURL=https://xy.zz.com/auth/oauth/v2/authorize, 

ClientAuthID=xxxxxxxx-2b07-xxxx-af91-xxxxxxxx, ProxyServer=https://aa.bb.cc.com.com, 

RedirectURL=https://aa.bb.cc.com.com/affwebservices/public/oauthtokenconsumer}][][][]

[][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:17.114][14:55:17][9659][3595340656][smldaputils.cpp:1506][SmSearch

LDAPControls][][][][][][][][][][][][][][][][][][][Handle='0xc809100', 

Root='ou=PolicySvr4,ou=SiteMinder,ou=Netegrity,c=in', Scope=1, 

Filter='(&(smtimestamp4>=1515095665)(objectclass=smservercommand4))', 

attrsonly=0][][Start of call ldap_search_st:Search 

LDAP.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:17.803][14:55:17][9659][3910036336][SmJavaAPI.cpp:1467][JavaTunnel

Service][][][][][][][][][][][][][1555][][][][][][][][Active Expression evaluated for 

SmJavaAPI: JavaTunnelService successfully invoked.  Parameter to 

follow:][][][][][][][][][][][][][][][][][com.ca.federation.tunnel.oauth.OAuthAuthzSer

verByIDTunnelService][][][][][] 

[01/04/2018][14:55:17.803][14:55:17][9659][3910036336][CServer.cpp:6411][CServer::Tun

nel][][][][][][][][][][][][][1555][][][][][][][][Return from tunnel call 

JavaTunnelService][][][][][][][][][][][][][][][][][][][][][][] 



[01/04/2018][14:55:17.803][14:55:17][9659][3910036336][CServer.cpp:6429][CServer::Tun

nel][][][][][][][][][][][][][1655][][][][][][][][Leave function 

CServer::Tunnel][][][][][][][][][][00:00:02.438292][][][][][][][][][][][][] 

[01/04/2018][14:55:17.803][14:55:17][9659][3910036336][CServer.cpp:5933][CServer::Pro

cessRequest][][][][][][][][][][][][][1655][][][][][][][][Leave function 

CServer::ProcessRequest][][][][][][][][][][00:00:02.438336][][][][][][][][][][][][] 

[01/04/2018][14:55:18.175][14:55:18][9659][3595340656][SmObjCache.cpp:522][CSmObjCach

e::Cleanup][][][][][][][][][][][][][][][][][][][][][Cleanup the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:18.694][14:55:18][9659][3962485616][CServer.cpp:5747][CServer::Pro

cessRequest][][][][][][][][][][][][][][][][][][][][][Enter function 

CServer::ProcessRequest][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:18.694][14:55:18][9659][3962485616][SmAuthUser.cpp:1399][CSmAuthUs

er::CSmAuthUser][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::CSmAuthUser][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:18.694][14:55:18][9659][3962485616][SmAuthUser.cpp:1447][CSmAuthUs

er::CSmAuthUser][][][][][][][][][][][][][][][][][][][][][Leave function 

CSmAuthUser::CSmAuthUser][][][][][][][][][][00:00:00.000035][][][][][][][][][][][][] 

[01/04/2018][14:55:18.694][14:55:18][9659][3962485616][Sm_Auth_Message.cpp:494][CSm_A

uth_Message::ProcessMessage][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Auth_Message::ProcessMessage][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:18.694][14:55:18][9659][3962485616][AgentAuth.cpp:36][CSm_Auth_Mes

sage::ProcessAgentMessage][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Auth_Message::ProcessAgentMessage][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:30.866][14:55:30][9659][3941505904][OAuthAuthzServerByIDTunnelServ

ice][tunnel][4a8619f7-915a52f0-43438097-94f8250b-b899589b-

45][][][][][][][][][][][][][][][][][][][][{SMCOverrideProtectionLevel=false, 

PartnershipName=Layer7-SMOAuth, 

UserInfoURL=https://xy.zz.com/oauth/validation/validate/json/v2/token, 

ClientAuthType=0, ClientID=SMOAuthConsumer, ProvisioningDeliveryType=3, 

AuthzServerID=Layer7, Target=https://SMprotectedapp.com/sm_test/smtest.html, 

IsActive=true, UserIDAttribute=resource_owner, HidingMask=1, 

UrlEncodeAttrCookieData=false, PartnershipSource=3, RealmOID=06-0009d493-2e78-1a43-

af58-38530ae6d05d, ValidateAccessTokenType=false, SupportAuthzHeader=true, Scope=oob, 

RedirectMode=0, ValidateTargetURLDomain=false, AuthorizationServerTimeout=300, 

EnableAttributeMapping=false, SupportedAccessTokenTypes=Bearer, 

AccessTokenQueryParameter=access_token, 

AccessTokenURL=https://xy.zz.com/auth/oauth/v2/token, EnableAnonymousMode=false, 

RelayStateOverridesSsoTarget=false, EnableSMC=false, SkewTime=0, OAuthVersion=2.0, 

ProvisioningType=0, XID=CA.SM::OAuthIdP@21-0003cda5-840e-1a4e-af58-38530ae6d05d, 

AuthorizationServiceURL=https://xy.zz.com/auth/oauth/v2/authorize, 

ClientAuthID=xxxxxxxx-2b07-xxxx-af91-xxxxxxxx, ProxyServer=https://aa.bb.cc.com.com, 

RedirectURL=https://aa.bb.cc.com.com/affwebservices/public/oauthtokenconsumer}][][][]

[][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:31.240][14:55:31][9659][3595340656][smldaputils.cpp:1506][SmSearch

LDAPControls][][][][][][][][][][][][][][][][][][][Handle='0xc809100', 

Root='ou=PolicySvr4,ou=SiteMinder,ou=Netegrity,c=in', Scope=1, 

Filter='(&(smtimestamp4>=1515095679)(objectclass=smservercommand4))', 

attrsonly=0][][Start of call ldap_search_st:Search 

LDAP.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:31.927][14:55:31][9659][3941505904][SmJavaAPI.cpp:1467][JavaTunnel

Service][][][][][][][][][][][][][1554][][][][][][][][Active Expression evaluated for 

SmJavaAPI: JavaTunnelService successfully invoked.  Parameter to 

follow:][][][][][][][][][][][][][][][][][com.ca.federation.tunnel.oauth.OAuthAuthzSer

verByIDTunnelService][][][][][] 

[01/04/2018][14:55:31.927][14:55:31][9659][3941505904][CServer.cpp:6411][CServer::Tun

nel][][][][][][][][][][][][][1554][][][][][][][][Return  

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-



SMOAuth][][][][][][][][][][][][][][][][][][tvmke542.test.sprint.com][Receive request 

attribute 200, data size is 26][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][][Receive request attribute 217, data size 

is 0][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][/][Receive request attribute 201, data 

size is 1][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][Visit][Receive request attribute 202, data 

size is 5][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][06-0009d493-2e78-1a43-af58-

38530ae6d05d][Receive request attribute 204, data size is 

39][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][][Receive request attribute 205, data size 

is 0][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][][Receive request attribute 209, data size 

is 0][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][][Receive request attribute 212, data size 

is 4][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][** Not Shown **][Receive request attribute 

206, data size is 351][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmMessage.cpp:525][CSmMessage:

:ParseAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][FALSE][Receive request attribute 134, data 

size is 5][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][AgentAuth.cpp:87][CSm_Auth_Mes

sage::ProcessAgentMessage][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][][][][][][][][][][][][][][][][** Received request from 

agent][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][AgentAuth.cpp:326][CSm_Auth_Me

ssage::AnalyzeAgentAuthMessage][][][][][][][][][][][][][][][][][][][][][Enter 

function 

CSm_Auth_Message::AnalyzeAgentAuthMessage][][][][][][][][][][][][][][][][][][][][][][

] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][AgentAuth.cpp:371][CSm_Auth_Me

ssage::AnalyzeAgentAuthMessage][][][][][][][][][][][][][true][][][][][][][][Leave 

function 



CSm_Auth_Message::AnalyzeAgentAuthMessage][][][][][][][][][][00:00:00.000136][][][][]

[][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][Sm_Auth_Message.cpp:745][CSm_A

uth_Message::AuthenticateUser][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Auth_Message::AuthenticateUser][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][Sm_Auth_Message.cpp:777][CSm_A

uth_Message::AuthenticateUser][4a8619f7-915a52f0-43438097-94f8250b-b899589b-

45][oauthclient:layer7-smoauth][/][][][oauthclient:layer7-

smoauth][oauthclient:layer7-smoauth][][][][][][][][][][][][][][Authenticating 

user.][][][][5][0][oauthclient:layer7-smoauth_auth][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmSSProvider.cpp:364][CSmSSPro

vider::GenerateSessionId][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmSSProvider::GenerateSessionId][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmSSProvider.cpp:416][CSmSSPro

vider::GenerateSessionId][][][][][][][][][][][][][dLSzfucM/5o4wkBeTfz1SUzzvwM=][][][]

[][][][][Leave function 

CSmSSProvider::GenerateSessionId][][][][][][][][][][00:00:00.000041][][][][][][][][][

][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmSSProvider.cpp:1104][CSmSSPr

ovider::Free][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmSSProvider::Free][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmSSProvider.cpp:1133][CSmSSPr

ovider::Free][][][][][][][][][][][][][0][][][][][][][][Leave function 

CSmSSProvider::Free][][][][][][][][][][00:00:00.000025][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmObjStore.cpp:3363][IsADEnhan

ced][][][][][][][][][][][][][][][][][][][][][Global 

Preferences:][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.121][14:55:32][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][SmAuthUser.cpp:6089][CSmAuthUs

er::InitRequestContext][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::InitRequestContext][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][SmAuthUser.cpp:6106][CSmAuthUs

er::InitRequestContext][][][][][][][][][][][][][ok][][][][][][][][Leave function 

CSmAuthUser::InitRequestContext][][][][][][][][][][00:00:00.000047][][][][][][][][][]

[][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][Sm_Auth_Message.cpp:549][CSm_A

uth_Message::BreakupPassword][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Auth_Message::BreakupPassword][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][Sm_Auth_Message.cpp:640][CSm_A

uth_Message::BreakupPassword][][][][][][][][][][][][][ok][][][][][][][][Leave 

function 

CSm_Auth_Message::BreakupPassword][][][][][][][][][][00:00:00.000016][][][][][][][][]

[][][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][SmAuthUser.cpp:3917][CSmAuthUs

er::AuthenticateUserDir][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::AuthenticateUserDir][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][SmDsObj.cpp:75][CSmDsObj::CSmD

sObj][][][][][][][][][][][][][][][][][][][LDAP:][][Start of call 

LookupProvider.][][][][][][][][][][][][][][][][][][][][][][] 



[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][SmDsProviderMap.cpp:109][CSmDs

ProviderMap::LookupProvider][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsProviderMap::LookupProvider][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][SmDsProviderMap.cpp:204][CSmDs

ProviderMap::LookupProvider][][][][][][][][][][][][][Ok][][][][][][][][Leave function 

CSmDsProviderMap::LookupProvider][][][][][][][][][][00:00:00.000019][][][][][][][][][

][][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][SmDsObj.cpp:77][CSmDsObj::CSmD

sObj][][][][][][][][][][][][][Ok][][][][][][][][Return from call 

LookupProvider.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.122][14:55:32][9659][3826117488][SmDsDir.cpp:66][CSmDsDir::CSmD

sDir][][][][][][][][][][][][][][][][][][][About to initialize directory, Oid='0e-

0009b48f-7917-1092-8b62-80ac0c430008', Name='Registered Users'][][Start of call 

InitDir.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.477][14:55:32][9659][3826117488][SmAuthUser.cpp:5117][CSmAuthUs

er::Authenticate][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::Authenticate][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.477][14:55:32][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:32.477][14:55:32][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][Enter into OAuth authentication 

processing][FedOAuthAuthScheme::authenticate: Enter into OAuth authentication 

processing][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.302][14:55:33][9659][3595340656][smldaputils.cpp:1506][SmSearch

LDAPControls][][][][][][][][][][][][][][][][][][][Handle='0xc809100', 

Root='ou=PolicySvr4,ou=SiteMinder,ou=Netegrity,c=in', Scope=1, 

Filter='(&(smtimestamp4>=1515095680)(objectclass=smservercommand4))', 

attrsonly=0][][Start of call ldap_search_st:Search 

LDAP.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.332][14:55:33][9659][3595340656][smldaputils.cpp:1513][SmSearch

LDAPControls][][][][][][][][][][][][][0][Success][][][][][Handle='0xc809100', 

Root='ou=PolicySvr4,ou=SiteMinder,ou=Netegrity,c=in', Scope=1, 

Filter='(&(smtimestamp4>=1515095680)(objectclass=smservercommand4))', 

attrsonly=0][][Return from call 

ldap_search_st][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.332][14:55:33][9659][3595340656][smldaputils.cpp:1988][SmLDAPOI

DSearch][][][][][][][][][][][][][][][][][][][Handle='0xc809100'][][Start of call 

ldap_count_entries:How many entries?][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.332][14:55:33][9659][3595340656][smldaputils.cpp:1994][SmLDAPOI

DSearch][][][][][][][][][][][][][0][][][][][][Handle='0xc809100'][][Return from call 

ldap_count_entries][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.332][14:55:33][9659][3595340656][SmObjCache.cpp:635][CSmObjCach

e::RefreshObjectWithLinks][][][][][][][][][][][][][][][][][][][][][Remove an object 

and all its subordinates from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.332][14:55:33][9659][3595340656][SmObjCache.cpp:568][CSmObjCach

e::RefreshObject][][][][][][][][][][][][][][][][][][][][][Refresh a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.332][14:55:33][9659][3595340656][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.332][14:55:33][9659][3595340656][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.992][14:55:33][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][Attribute mapping is not enabled.  Returning 

all attributes.][FedOAuthAuthScheme::authenticate: Attribute mapping is not enabled.  

Returning all attributes.][][][][][][][][][][][][][][][][][][][][][][] 



[01/04/2018][14:55:33.992][14:55:33][9659][3826117488][SmAuthUser.cpp:1021][AllocAppS

pecificMemory][][][][][][][][][][][][][][][][][][][][][Enter function 

AllocAppSpecificMemory][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.992][14:55:33][9659][3826117488][SmAuthUser.cpp:1037][AllocAppS

pecificMemory][][][][][][][][][][][][][ok][][][][][][][][Leave function 

AllocAppSpecificMemory][][][][][][][][][][00:00:00.000035][][][][][][][][][][][][] 

[01/04/2018][14:55:33.992][14:55:33][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][OAuth authentication is succeeded at client 

for user : k.b@aa.bb.cc.com][FedOAuthAuthScheme::authenticate: OAuth authentication 

is succeeded at client for user : 

k.b@aa.bb.cc.com][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.992][14:55:33][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][Auditing OAuth request 

data][FedOAuthAuthScheme:logOAuthAuditData: Auditing OAuth request 

data][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][JNI logAudit method returned 

0][FedOAuthAuthScheme:logOAuthAuditData: JNI logAudit method returned 

0][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmAuthUser.cpp:1695][CSmAuthUs

er::SavePasswordState][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::SavePasswordState][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmAuthUser.cpp:1697][CSmAuthUs

er::SavePasswordState][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmAuthUser::SavePasswordState][][][][][][][][][][00:00:00.000023][][][][][][][][][][

][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmAuthUser.cpp:5385][CSmAuthUs

er::Authenticate][][][][][][][][][][][][][0][][][][][][][][Leave function 

CSmAuthUser::Authenticate][][][][][][][][][][00:00:01.515577][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmDsDir.cpp:272][CSmDsDir::IsV

alidUsername][][][][][][][][][][][][][][][][][][][User ='k.b@aa.bb.cc.com'][][Start 

of call IsValidUsername.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmDsDir.cpp:274][CSmDsDir::IsV

alidUsername][][][][][][][][][][][][][true][][][][][][][][Return from call 

IsValidUsername.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmDsDir.cpp:425][CSmDsDir::Sea

rch][][][][][][][][][][][][][][][][][][][Advanced search, 

Root='ou=registeredusers,ou=people,o=aa.bb.cc.com',Filter='(&(uid=k.b@aa.bb.cc.com)(o

bjectclass=*))'][][Start of call Search.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmDsAliases.cpp:328][CSmDsAlia

ses::GetSmDsAliases][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsAliases::GetSmDsAliases][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmDsAliases.cpp:377][CSmDsAlia

ses::GetSmDsAliases][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSmDsAliases::GetSmDsAliases][][][][][][][][][][00:00:00.000028][][][][][][][][][][][

][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmDsAliases.cpp:428][CSmDsAlia

ses::GetAttributeMapping][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsAliases::GetAttributeMapping][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmDsAliases.cpp:435][CSmDsAlia

ses::GetAttributeMapping][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmDsAliases::GetAttributeMapping][][][][][][][][][][00:00:00.000024][][][][][][][][]

[][][][] 

[01/04/2018][14:55:33.993][14:55:33][9659][3826117488][SmDsLdapProvider.cpp:1783][CSm

DsLdapProvider::SearchImpl][][][][][][][][][][][][][][][][][][][][][search filter is 

: 

(&(uid=k.b@aa.bb.cc.com)(objectclass=*))][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.023][14:55:34][9659][3826117488][SmDsLdapConnMgr.cpp:1201][CSmD

sLdapConn::SearchExts][][][][][][][][][][][][][][][][][][][][][LDAP search of 



(&(uid=k.b@aa.bb.cc.com)(objectclass=*)) took 0 seconds and 30404 

microseconds][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsLdapProvider.cpp:2311][CSm

DsLdapProvider::Search][][][][][][][][][][][][][][][][][][][(Search) Base: 

'ou=registeredusers,ou=people,o=aa.bb.cc.com', Filter: 

'(&(uid=k.b@aa.bb.cc.com)(objectclass=*))'. Status: 1 entries][][Ldap Search callout 

succeeds.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsDir.cpp:446][CSmDsDir::Sea

rch][][][][][][][][][][][][][true][][][][][][][][Return from call 

Search.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsObj.cpp:75][CSmDsObj::CSmD

sObj][][][][][][][][][][][][][][][][][][][LDAP:][][Start of call 

LookupProvider.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsProviderMap.cpp:109][CSmDs

ProviderMap::LookupProvider][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsProviderMap::LookupProvider][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsProviderMap.cpp:204][CSmDs

ProviderMap::LookupProvider][][][][][][][][][][][][][Ok][][][][][][][][Leave function 

CSmDsProviderMap::LookupProvider][][][][][][][][][][00:00:00.000023][][][][][][][][][

][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsObj.cpp:77][CSmDsObj::CSmD

sObj][][][][][][][][][][][][][Ok][][][][][][][][Return from call 

LookupProvider.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsUser.cpp:95][CSmDsUser::CS

mDsUser][][][][][][][][][][][][][][][][][][][About to initialize User 

'uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=People,o=aa.bb.cc.com' in dir 'Registered 

Users'][][Start of call InitUser.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsUser.cpp:106][CSmDsUser::C

SmDsUser][][][][][][][][][][][][][][][][][][][][][Return from call 

InitUser.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsObj.cpp:94][CSmDsObj::IsVa

lid][][][][][][][][][][][][][][][][][][][][][Start of call 

IsValid.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmDsObj.cpp:96][CSmDsObj::IsVa

lid][][][][][][][][][][][][][true][][][][][][][][Return from call 

IsValid.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmPasswordCheck.cpp:2730][CSmP

asswordCheck::PreProcessPassword][][][][][][][][][][][][][][][][][][][][][Enter 

function 

CSmPasswordCheck::PreProcessPassword][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmPasswordCheck.cpp:2737][CSmP

asswordCheck::PreProcessPassword][][][][][][][][][][][][][][][][][][][][][Pre 

processing the new password...][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmPasswordCheck.cpp:397][CSmPa

sswordCheck::FindApplicablePasswordPolicies][][][][][][][][][][][][][][][][][][][][][

Enter function 

CSmPasswordCheck::FindApplicablePasswordPolicies][][][][][][][][][][][][][][][][][][]

[][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmPasswordCheck.cpp:566][CSmPa

sswordCheck::FindApplicablePasswordPolicies][][][][][][][][][][][][][true][][][][][][

][][Leave function 

CSmPasswordCheck::FindApplicablePasswordPolicies][][][][][][][][][][00:00:00.000123][

][][][][][][][][][][][] 



[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmPasswordCheck.cpp:2768][CSmP

asswordCheck::PreProcessPassword][][][][][][][][][][][][][true][][][][][][][][Leave 

function 

CSmPasswordCheck::PreProcessPassword][][][][][][][][][][00:00:00.000198][][][][][][][

][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmAuthUser.cpp:5117][CSmAuthUs

er::Authenticate][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::Authenticate][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmAuthUser.cpp:5268][CSmAuthUs

er::Authenticate][][][][][][][][Registered 

Users][][][][][][][][][][][][LDAP://ldap1:5636 ldap2:5636,ldap2:5636 

ldap1:5636,ldap2:5636,ldap1:5636/uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=People,o=

aa.bb.cc.com][Authenticating user by the auth scheme][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][dLSzfucM/5o4wkBeTfz1SUzzvwM=][][][][][][][uid=k.b@aa.bb.cc.

com,ou=RegisteredUsers,ou=People,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:34.024][14:55:34][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][Enter into OAuth authentication 

processing][FedOAuthAuthScheme::authenticate: Enter into OAuth authentication 

processing][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.052][14:55:35][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][Attribute mapping is not enabled.  Returning 

all attributes.][FedOAuthAuthScheme::authenticate: Attribute mapping is not enabled.  

Returning all attributes.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.052][14:55:35][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][Storing claims in session store 

][FedOAuthAuthScheme:storeClaimsintoSessionStore: Storing claims in session store 

][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][Auditing OAuth request 

data][FedOAuthAuthScheme:logOAuthAuditData: Auditing OAuth request 

data][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:700][ServerTrac

e][][][][][][][][][][][][][][][][][][][][JNI logAudit method returned 

0][FedOAuthAuthScheme:logOAuthAuditData: JNI logAudit method returned 

0][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:1695][CSmAuthUs

er::SavePasswordState][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::SavePasswordState][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:1697][CSmAuthUs

er::SavePasswordState][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmAuthUser::SavePasswordState][][][][][][][][][][00:00:00.000022][][][][][][][][][][

][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:5408][CSmAuthUs

er::ValidateAuth][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::ValidateAuth][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:5615][CSmAuthUs

er::CheckPasswordPolicies][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::CheckPasswordPolicies][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:5621][CSmAuthUs

er::CheckPasswordPolicies][][][][][][][][][][][][][][][][][][][][][Leave function 

CSmAuthUser::CheckPasswordPolicies][][][][][][][][][][00:00:00.000017][][][][][][][][

][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:5515][CSmAuthUs

er::ValidateAuth][][][][][][][][][][][][][][][][][][][][][Leave function 

CSmAuthUser::ValidateAuth][][][][][][][][][][00:00:00.000067][][][][][][][][][][][][] 



[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:5385][CSmAuthUs

er::Authenticate][][][][][][][][][][][][][2][][][][][][][][Leave function 

CSmAuthUser::Authenticate][][][][][][][][][][00:00:01.030021][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmDsUser.cpp:271][CSmDsUser::G

etDisabled][][][][][][][][][][][][][][][][][][][User 

='uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=People,o=aa.bb.cc.com'][][Start of call 

GetDisabledUserState.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmDsObj.cpp:94][CSmDsObj::IsVa

lid][][][][][][][][][][][][][][][][][][][][][Start of call 

IsValid.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmDsObj.cpp:96][CSmDsObj::IsVa

lid][][][][][][][][][][][][][true][][][][][][][][Return from call 

IsValid.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmDsUser.cpp:577][GetCachedAtt

r][][][][][][][][][][][][][][][][][][][][][Property 'passwordError' for user 

'uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=People,o=aa.bb.cc.com' NOT found in 

cache][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmDsUser.cpp:290][CSmDsUser::G

etDisabled][][][][][][][][][][][][][true][][][][][][][][Return from call 

GetDisabledUserState.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:5078][CSmAuthUs

er::AuthenticateUserDir][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSmAuthUser::AuthenticateUserDir][][][][][][][][][][00:00:02.932732][][][][][][][][][

][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmDsUser.cpp:980][CSmDsUser::F

lushModifiedAttributeCache][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsUser::FlushModifiedAttributeCache][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmDsUser.cpp:1007][CSmDsUser::

FlushModifiedAttributeCache][][][][][][][][][][][][][true][][][][][][][][Leave 

function 

CSmDsUser::FlushModifiedAttributeCache][][][][][][][][][][00:00:00.000019][][][][][][

][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:2182][CSmAuthUs

er::GetPropIndex][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::GetPropIndex][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmAuthUser.cpp:2213][GetPropIn

dex][][][][][][][][][][][][][][][][][][][][][Processing Attribute [Property = uid] 

[Trim Property = uid] [Separator = ^]][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.054][14:55:35][9659][3826117488][SmDsAliases.cpp:578][CSmDsAlia

ses::IsSpecialAttrMapping][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsAliases::IsSpecialAttrMapping][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsAliases.cpp:428][CSmDsAlia

ses::GetAttributeMapping][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsAliases::GetAttributeMapping][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsAliases.cpp:435][CSmDsAlia

ses::GetAttributeMapping][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmDsAliases::GetAttributeMapping][][][][][][][][][][00:00:00.000019][][][][][][][][]

[][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsAliases.cpp:586][CSmDsAlia

ses::IsSpecialAttrMapping][][][][][][][][][][][][][false][][][][][][][][Leave 

function 

CSmDsAliases::IsSpecialAttrMapping][][][][][][][][][][00:00:00.000066][][][][][][][][

][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsObj.cpp:94][CSmDsObj::IsVa

lid][][][][][][][][][][][][][][][][][][][][][Start of call 

IsValid.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsObj.cpp:96][CSmDsObj::IsVa

lid][][][][][][][][][][][][][true][][][][][][][][Return from call 

IsValid.][][][][][][][][][][][][][][][][][][][][][][] 



[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsAliases.cpp:554][CSmDsAlia

ses::GetAttributeNameFromAlias][][][][][][][][][][][][][][][][][][][][][Enter 

function 

CSmDsAliases::GetAttributeNameFromAlias][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsAliases.cpp:428][CSmDsAlia

ses::GetAttributeMapping][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsAliases::GetAttributeMapping][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsAliases.cpp:435][CSmDsAlia

ses::GetAttributeMapping][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmDsAliases::GetAttributeMapping][][][][][][][][][][00:00:00.000016][][][][][][][][]

[][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsAliases.cpp:559][CSmDsAlia

ses::GetAttributeNameFromAlias][][][][][][][][][][][][][true][][][][][][][][Leave 

function 

CSmDsAliases::GetAttributeNameFromAlias][][][][][][][][][][00:00:00.000044][][][][][]

[][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmDsUser.cpp:403][GetProp][][]

[][][][][][][][][][][][][][][][][][][Property 'uid' for user 

'uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=People,o=aa.bb.cc.com' found in 

cache][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthUser.cpp:2514][CSmAuthUs

er::GetPropIndex][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSmAuthUser::GetPropIndex][][][][][][][][][][00:00:00.000227][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmXPSRealmCache.cpp:181][CSmXP

SRealmCache::RetrieveAndAddRealm][][][][][][][][][][][][][][][][][][][][][Failed to 

get the Realm's SessionAssuranceLink 

attribute.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:1505][CSm_

Auth_Message::AuthenticateUser][][][][][][][][][][][][][][][][][][][][][SessionAssura

nce is not enabled.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:4131][CSm_

Auth_Message::SetAuthContext][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Auth_Message::SetAuthContext][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:4141][CSm_

Auth_Message::SetAuthContext][4a8619f7-915a52f0-43438097-94f8250b-b899589b-

45][oauthclient:layer7-smoauth][/][][][oauthclient:layer7-

smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][][Evaluating 'OnAuthAccept' 

policy...][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=People,o=aa.bb.cc.com

][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:2291][CSmA

z::GetRealmList][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAz::GetRealmList][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:2309][CSmA

z::GetRealmList][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSmAz::GetRealmList][][][][][][][][][][00:00:00.000023][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:1421][CSmA

z::IsOk][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAz::IsOk][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:1459][CSmA

z::IsOk][][][][][][oauthclient:layer7-smoauth][oauthclient:layer7-

smoauth][][][][][][][][][][][][][][Start of user policy analysis for 

realm.][][][][][][][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers

,ou=People,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:1554][CSmA

z::IsOk][][][][][][][oauthclient:layer7-smoauth][][oauthclient:layer7-

smoauth][][][][][][][][][][][][Check the 

Policy.][][][][][][][][][][][][][][][][][][][][][][] 



[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:1597][CSmA

z::IsOk][][][][][][][oauthclient:layer7-smoauth][][][][oauthclient:layer7-

smoauth_OAUTHDataAttrMappingRule][][][][][][][][][][Check the 

Rule][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:678][CSmAz

::TestRule][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAz::TestRule][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:783][CSmAz

::TestRule][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSmAz::TestRule][][][][][][][][][][00:00:00.000017][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:790][CSmAz

::TestPolicy][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAz::TestPolicy][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:809][CSmAz

::TestPolicy][][][][][][][oauthclient:layer7-smoauth][][oauthclient:layer7-

smoauth][][][][][][][][][][][][Evaluating 

policy...][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.055][14:55:35][9659][3826117488][SmAuthorization.cpp:1226][CSmA

z::TestPolicy][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSmAz::TestPolicy][][][][][][][][][][00:00:00.000146][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmAuthorization.cpp:1757][CSmA

z::IsOk][][][][][][][oauthclient:layer7-smoauth][][oauthclient:layer7-

smoauth][][oauthclient:layer7-

smoauth_OAUTHDataAttrMappingRule][][][][][][][][][][Policy is applicable. Rule is 

applicable. Get Responses.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmAuthorization.cpp:1944][CSmA

z::Process_Response_List][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAz::Process_Response_List][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmAuthorization.cpp:306][CSmAz

RespAttr][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAzRespAttr][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmActiveExpr.cpp:501][CSmActiv

eExpr::GetActiveValue][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmActiveExpr::GetActiveValue][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmActiveExpr.cpp:382][CSmActiv

eExprLibrary::Lookup][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmActiveExprLibrary::Lookup][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmActiveExpr.cpp:416][CSmActiv

eExprLibrary::Lookup][][][][][][][][][][][][][ok][][][][][][][][Leave function 

CSmActiveExprLibrary::Lookup][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmActiveExpr.cpp:358][CSmActiv

eExprLibrary::GetActiveFunction][][][][][][][][][][][][][][][][][][][][][Enter 



function 

CSmActiveExprLibrary::GetActiveFunction][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmActiveExpr.cpp:376][CSmActiv

eExprLibrary::GetActiveFunction][][][][][][][][][][][][][ok][][][][][][][][Leave 

function 

CSmActiveExprLibrary::GetActiveFunction][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmDsDir.cpp:194][CSmDsDir::Get

ConnectionObject][][][][][][][][][][][][][][][][][][][Get dir connection 

object.][][Start of call 

GetDirConnectionObject.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.056][14:55:35][9659][3826117488][SmDsLdapFunctionImpl.cpp:1854]

[CSmDsLdapProvider::GetConHandle][][][][][][][][][][][][][][][][][][][][][Binding 

'dir' connection to ldap2:5636][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmDsDir.cpp:196][CSmDsDir::Get

ConnectionObject][][][][][][][][][][][][][Ok][][][][][][][][Return from call 

GetDirConnectionObject.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmDsDir.cpp:202][CSmDsDir::Get

RawHandle][][][][][][][][][][][][][][][][][][][Get dir raw handle][][Start of call 

GetDirRawHandle.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmDsDir.cpp:204][CSmDsDir::Get

RawHandle][][][][][][][][][][][][][Ok][][][][][][][][Return from call 

GetDirRawHandle.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmJavaAPI.cpp:1238][JavaActive

Expression][][][][][][][][][][][][][ClkIARIvNGE4NjE5ZjctOTE1YTUyZjAtNDM0MzgwOTctOTRmO

DI1MGItYjg5OTU4OWItNDUYASIiT0F1dGggQXV0aGVudGljYXRpb24gcmVzcG9uc2UgRGF0YRKzAQgAEAAarA

EKEQgCEgZyZXN1bHQaBXZhbGlkCg4IAhIFc2NvcGUaA29vYgo0CAISCmNsaWVudF9rZXkaJDdiMTdjYzg1LTJ

iMDctNGJlMi1hZjkxLWRlNWMzYmJkNWUxMwoaCAISCmV4cGlyYXRpb24aCjE1MTUwOTkzMzIKNQgCEg5yZXNv

dXJjZV9vd25lchoha2FsYWRoYXIuYnJhaG1hbmFwYWxseUBzcHJpbnQuY29t][][][][][][][][Active 

Expression evaluated for SmJavaAPI: JavaActiveExpression successfully invoked.  

Parameter and result 

follow:][][][][][][][][][][][][][][][][][com.ca.federation.api.expression.GetOAuthRes

ponseFromContext][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthUser.cpp:1695][CSmAuthUs

er::SavePasswordState][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::SavePasswordState][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthUser.cpp:1697][CSmAuthUs

er::SavePasswordState][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmAuthUser::SavePasswordState][][][][][][][][][][00:00:00.000023][][][][][][][][][][

][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmDsDir.cpp:210][CSmDsDir::Fre

eConnectionObject][][][][][][][][][][][][][][][][][][][][][Start of call 

FreeDirConnectionObject.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmDsDir.cpp:211][CSmDsDir::Fre

eConnectionObject][][][][][][][][][][][][][][][][][][][][][Return from call 

FreeDirConnectionObject.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmActiveExpr.cpp:520][CSmActiv

eExprLibrary::GetActiveValue][][][][][][][][][][][][][ClkIARIvNGE4NjE5ZjctOTE1YTUyZjA

tNDM0MzgwOTctOTRmODI1MGItYjg5OTU4OWItNDUYASIiT0F1dGggQXV0aGVudGljYXRpb24gcmVzcG9uc2Ug

RGF0YRKzAQgAEAAarAEKEQgCEgZyZXN1bHQaBXZhbGlkCg4IAhIFc2NvcGUaA29vYgo0CAISCmNsaWVudF9rZ

XkaJDdiMTdjYzg1LTJiMDctNGJlMi1hZjkxLWRlNWMzYmJkNWUxMwoaCAISCmV4cGlyYXRpb24aCjE1MTUwOT

kzMzIKNQgCEg5yZXNvdXJjZV9vd25lchoha2FsYWRoYXIuYnJhaG1hbmFwYWxseUBzcHJpbnQuY29t][][][]

[][][][][Leave function 

CSmActiveExprLibrary::GetActiveValue][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:419][CSmAz

RespAttr][][][][][][][][][][][][][ok][][][][][][][][Leave function 

CSmAzRespAttr][][][][][][][][][][00:00:00.131468][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:2207][CSmA

z::Process_Response_List][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSmAz::Process_Response_List][][][][][][][][][][00:00:00.131617][][][][][][][][][][][

][] 



[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:1929][CSmA

z::IsOk][][][][][][][][][][][][][][][][][][][][][IsOk? Yes, Return 0 responses with 1 

attributes added.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:1931][CSmA

z::IsOk][][][][][][][][][][][][][true][][][][][][][][Leave function 

CSmAz::IsOk][][][][][][][][][][00:00:00.132203][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:2320][CSmA

z::IsOkGlobal][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAz::IsOkGlobal][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:2342][CSmA

z::IsOkGlobal][][][][][][oauthclient:layer7-smoauth][oauthclient:layer7-

smoauth][][][][][][][][][][][][][][Evaluating OnAuthAccept global policies in the 

realm.][][][][][][][OnAuthAccept][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=Reg

isteredUsers,ou=People,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:1421][CSmA

z::IsOk][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAz::IsOk][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:1459][CSmA

z::IsOk][][][][][][oauthclient:layer7-smoauth][oauthclient:layer7-

smoauth][][][][][][][][][][][][][][Start of user policy analysis for 

realm.][][][][][][][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers

,ou=People,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:1871][CSmA

z::IsOk][][][][][][][][][][][][][][No applicable Policy found. ][][][][][][][IsOk? 

No.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:1873][CSmA

z::IsOk][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmAz::IsOk][][][][][][][][][][00:00:00.000102][][][][][][][][][][][][] 

[01/04/2018][14:55:35.187][14:55:35][9659][3826117488][SmAuthorization.cpp:2356][CSmA

z::IsOkGlobal][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmAz::IsOkGlobal][][][][][][][][][][00:00:00.000183][][][][][][][][][][][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:4351][CSm_

Auth_Message::SetAuthContext][][][][][][][][][][][][][][][][][][][][][Leave function 

CSm_Auth_Message::SetAuthContext][][][][][][][][][][00:00:00.132873][][][][][][][][][

][][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:101][g_Ser

verTrace][][][][][][][][][][][][][][][][][][][][Cleaning 

up][SmSamlDataContext::~SmSamlDataContext: Cleaning 

up][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:4366][CSm_

Auth_Message::SendReply][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Auth_Message::SendReply][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][SmObjCache.cpp:824][CSmObjCach

e::Fetch][][][][][][][][][][][][][][][][][][][][][Retrieve an object from the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][SmObjCache.cpp:773][CSmObjCach

e::Lookup][][][][][][][][][][][][][][][][][][][][][Look up a cached 

object.][][][][][][][][][][][][][][][][][][][][][][] 



[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][AttributeMappingResponse=ClkIARIvNGE4NjE5ZjctOTE1YTUyZjA

tNDM0MzgwOTctOTRmODI1MGItYjg5OTU4OWItNDUYASIiT0F1dGggQXV0aGVudGljYXRpb24gcmVzcG9uc2Ug

RGF0YRKzAQgAEAAarAEKEQgCEgZyZXN1bHQaBXZhbGlkCg4IAhIFc2NvcGUaA29vYgo0CAISCmNsaWVudF9rZ

XkaJDdiMTdjYzg1LTJiMDctNGJlMi1hZjkxLWRlNWMzYmJkNWUxMwoaCAISCmV4cGlyYXRpb24aCjE1MTUwOT

kzMzIKNQgCEg5yZXNvdXJjZV9vd25lchoha2FsYWRoYXIuYnJhaG1hbmFwYWxseUBzcHJpbnQuY29t][Send 

response attribute 255, data size is 389][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][ZN..][Send response attribute 153, data size is 

4][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][ZN..][Send response attribute 154, data size is 

4][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][ZN..][Send response attribute 155, data size is 

4][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][....][Send response attribute 225, data size is 

4][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][... ][Send response attribute 226, data size is 

4][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][....][Send response attribute 167, data size is 

4][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][dLSzfucM/5o4wkBeTfz1SUzzvwM=][Send response attribute 

205, data size is 28][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 



[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=People,o=aa.b

b.cc.com][Send response attribute 218, data size is 79][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][k.b@aa.bb.cc.com][Send response attribute 152, data size 

is 33][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.188][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][0e-0009b48f-7917-1092-8b62-80ac0c430008][Send response 

attribute 151, data size is 39][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][Registered Users][Send response attribute 213, data size 

is 26][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][ldap1:5636 ldap2:5636,ldap2:5636 

ldap1:5636,ldap2:5636,ldap1:5636][Send response attribute 214, data size is 

179][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:5203][CSm_

Auth_Message::FormatAttribute][s10321/r74][oauthclient:Layer7-

SMOAuth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][LDAP:][Send response attribute 215, data size is 

5][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:4700][CSm_

Auth_Message::SendReply][s10321/r74][oauthclient:layer7-

smoauth][][][][oauthclient:layer7-smoauth][oauthclient:layer7-smoauth][Registered 

Users][][][][][][][][][][][][][** Status: Authenticated. 

][][][][][][oauthclient:layer7-

smoauth_auth][][][][][][][][][][][][][][uid=k.b@aa.bb.cc.com,ou=RegisteredUsers,ou=Pe

ople,o=aa.bb.cc.com][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:4704][CSm_

Auth_Message::SendReply][][][][][][][][][][][][][][][][][][][][][Leave function 

CSm_Auth_Message::SendReply][][][][][][][][][][00:00:00.000887][][][][][][][][][][][]

[] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:1856][CSm_

Auth_Message::AuthenticateUser][][][][][][][][][][][][][ok][][][][][][][][Leave 

function 

CSm_Auth_Message::AuthenticateUser][][][][][][][][][][00:00:03.067779][][][][][][][][

][][][][] 



[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][AgentAuth.cpp:317][CSm_Auth_Me

ssage::ProcessAgentMessage][][][][][][][][][][][][][2566][][][][][][][][Leave 

function 

CSm_Auth_Message::ProcessAgentMessage][][][][][][][][][][00:00:03.068293][][][][][][]

[][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][Sm_Auth_Message.cpp:507][CSm_A

uth_Message::ProcessMessage][][][][][][][][][][][][][2566][][][][][][][][Leave 

function 

CSm_Auth_Message::ProcessMessage][][][][][][][][][][00:00:03.068367][][][][][][][][][

][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][SmDsDir.cpp:89][CSmDsDir::~CSm

DsDir][][][][][][][][][][][][][][][][][][][Release DS Provider handle.][][Start of 

call Release.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][SmDsDir.cpp:91][CSmDsDir::~CSm

DsDir][][][][][][][][][][][][][][][][][][][][][Return from call 

Release.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][SmDsAliases.cpp:384][CSmDsAlia

ses::Release][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmDsAliases::Release][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][SmDsAliases.cpp:390][CSmDsAlia

ses::Release][][][][][][][][][][][][][false][][][][][][][][Leave function 

CSmDsAliases::Release][][][][][][][][][][00:00:00.000016][][][][][][][][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][SmDsUser.cpp:165][CSmDsUser::~

CSmDsUser][][][][][][][][][][][][][][][][][][][Release DS Provider handle.][][Start 

of call Release.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][SmDsUser.cpp:167][CSmDsUser::~

CSmDsUser][][][][][][][][][][][][][][][][][][][][][Return from call 

Release.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][SmAuthUser.cpp:1452][CSmAuthUs

er::~CSmAuthUser][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::~CSmAuthUser][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][SmAuthUser.cpp:1504][CSmAuthUs

er::~CSmAuthUser][][][][][][][][][][][][][][][][][][][][][Leave function 

CSmAuthUser::~CSmAuthUser][][][][][][][][][][00:00:00.000026][][][][][][][][][][][][] 

[01/04/2018][14:55:35.189][14:55:35][9659][3826117488][CServer.cpp:5933][CServer::Pro

cessRequest][][][][][][][][][][][][][2566][][][][][][][][Leave function 

CServer::ProcessRequest][][][][][][][][][][00:00:03.068747][][][][][][][][][][][][] 

[01/04/2018][14:55:35.425][14:55:35][9659][3595340656][SmObjCache.cpp:522][CSmObjCach

e::Cleanup][][][][][][][][][][][][][][][][][][][][][Cleanup the object 

cache.][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:36.387][14:55:36][9659][3679259504][CServer.cpp:1859][CAgentMessag

eHandler::HandleInput][][][][][][][][][][][][][][][::ffff:10.230.52.139][48316][][][]

[][Enqueuing a Normal Priority Message, from IP ::ffff:10.230.52.139 with Port No 

48316. Current count is 0][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:36.387][14:55:36][9659][3951995760][CServer.cpp:1423][ThreadPool::

Run][][][][][][][][][][][][][][][::ffff:10.230.52.139][48316][][][][][Dequeuing a 

Normal Priority message, from IP ::ffff:10.230.52.139 with Port No 48316. Current 

count is 0][][][][][][][][][][00:00:00.000066][][][][][][][][][][][][] 

[01/04/2018][14:55:36.387][14:55:36][9659][3951995760][CServer.cpp:5747][CServer::Pro

cessRequest][][][][][][][][][][][][][][][][][][][][][Enter function 

CServer::ProcessRequest][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:36.387][14:55:36][9659][3951995760][SmAuthUser.cpp:1399][CSmAuthUs

er::CSmAuthUser][][][][][][][][][][][][][][][][][][][][][Enter function 

CSmAuthUser::CSmAuthUser][][][][][][][][][][][][][][][][][][][][][][] 

[01/04/2018][14:55:36.387][14:55:36][9659][3951995760][SmAuthUser.cpp:1447][CSmAuthUs

er::CSmAuthUser][][][][][][][][][][][][][][][][][][][][][Leave function 

CSmAuthUser::CSmAuthUser][][][][][][][][][][00:00:00.000030][][][][][][][][][][][][] 

[01/04/2018][14:55:36.387][14:55:36][9659][3951995760][Sm_Auth_Message.cpp:494][CSm_A

uth_Message::ProcessMessage][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Auth_Message::ProcessMessage][][][][][][][][][][][][][][][][][][][][][][] 



[01/04/2018][14:55:36.387][14:55:36][9659][3951995760][AgentAuth.cpp:36][CSm_Auth_Mes

sage::ProcessAgentMessage][][][][][][][][][][][][][][][][][][][][][Enter function 

CSm_Auth_Message::ProcessAgentMessage][][][][][][][][][][][][][][][][][][][][][][] 

 

OAuthStateData Cookie: 

When looking at the request in fiddler you will observe cookie named OAuthStateDataCookie which gets created and 

deleted. Below is more Info about it. 

1. What is the purpose of "OAuthStateDataCookie"?  
 

* The OAuth flow initiation URL and the callback URL is same (ie., /affwebservices/public/oauthtokenconsumer) 
* OAuthStateDataCookie is used to differentiate whether a request is oauthflow initiation or callback flow. If it is 
callback flow, read the AuthzServerID, State & RelayState from state cookie which is actually sent to the 
initiation flow request URL. 

 
2. What are the contents of "OAuthStateDataCookie"?  
 

* AuthzServerID, State & RelayState - Received in the initial oauth request 
 
3. With What keys are the contents of "OAuthStateDataCookie" Encrypted and Decrypted?  
 

* Yes. value of OAuthStateDataCookie is encrypted with Agent Keys.  
 
4. Is there a timeout related to Cookie i.e. how long does this Cookie stay valid on the user's browser (e.g. I kept my 
login page idle for 3mins at OAuth Provider, before entering creds)?  
 

* No timeout set to the cookie. Cookie won't be stored permanently but will be deleted when the Web browser 
exits. 

 
4.a. Is there a way to control the timeout?  
 

* No 
 
5. It seems like the OAuthStateData Cookie is created once, initially when the first time the request is invoked. 
Thereafter it is read multiple time at each phase until successful/unsuccessful completion. During each phase where 
the Cookie is read, Is the Cookie updated? We did not see any update but only reads, just rechecking.  
 

* In a single flow, yes, not updated. 
* However, when new OAuth request flow is started in the same browser cookie will be updated.,  

 

 

 


