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a unified approach to security  
moving from “No” to “Know” 
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Infrastructure Security 

Spyware Trojans Spam Worms 

Security  
of NO  

NO  Viruses,  
Spyware, Vulnerabilities, 

Intrusions 

 

Service Security 

Web 
Servers 

Servers Privileged Users 

Web 
Services 

Security  
of KNOW 
KNOW  User,  
Access, Data,  

Activity 

Apps 



service security – the key challenge 
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Connect users to information 

Seems easy enough 
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but, things are getting more complex every day…. 

Employees, 
Contractors, 
Privileged Users 

Customers 

Supply Chain 

Partners 

Portals 

Directories 

Security Systems 

Information 

Applications 

Operating Systems 

You have to Authenticate 
• People 
• Services 
• Devices 
 
 

You have to Authorize 
• Systems 
• Applications  
• Information use 
 

You have to Report 
• User/Service Activity 
• Information Activity 
• Privileged Activity  
• Privacy/Compliance 

 
 
 

Servers 
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We help you ensure the right people have the  
right access to the right information at the right time 
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sources of change… 
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Sources:  1. InformationWeek 2. eWeek 
 3. ComputerWorld  4. CA Technologies survey 
 5. ComplianceWeek  

62% of IT organizations will have flat or reduced budgets2 

  

 

73% of workers will be mobile by 20121 

There are still over 4,000 (approx) new rules/regulations 
issued each year by the US government5 

63% of companies are using, or implementing SaaS 
solutions4 

By 2015, 40% of the enterprise security controls will 
be virtualized, up from less than 5% in 20103  



the shift in power from IT to consumers 
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Consumer-Driven IT Consumerization of IT IT Driven 

Increasing IT agility, decreasing control 

Relies on IT for access to IT 

Use of SaaS apps, IT begins to 
move some functions to cloud 

Consumes services,  
not IT apps 

“Grow the business”  
- Wide adoption of cloud 

On-premise systems and apps 

Dependent on IT 

Use only IT-supplied devices Use employee-owned devices Uses a range of devices to  
access role-based services 



business shift: rationalize and optimize,  
but also innovate to grow 
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Business  
Demand for  
IT Services 

IT Service 
Capability 

Complexity slows productivity 

2008–2010 2003–2008 

Rationalize & 
Optimize 

New Normal 

IT Budget  

Innovate to 
Grow 



technology shift: you must not only control,  
but also enable business growth 
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Cloud Computing 

Control is important 
But, the key is to  

enable your business 

Control + Business Enablement = True Information Security 

Consumerization  
of IT Partner  

Ecosystems 



the CA Technologies Content-Aware IAM solution 
providing control and business enablement 
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Data Action 

Intelligence 

Know Identity  

CA Content-Aware 
IAM 

Know Risk 

Know Content 



Our strategy for cloud-connected, secure enterprise: 
on-premise and cloud security – agility and choice 
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Customers 

Partners 

Employees 

Benefits to the Business 
 Improve IT agility 
 Improve operational efficiencies 
 Accelerate new business services 
 Improved security for on-premise 

or cloud 

Information 
Protection 

Access  
Management 

Identity 
Management 

Identity 
Management 

Advanced 
Authentication 

Federated Single 
Sign-on 

Identity 
Governance 

Privileged 
Identity Mgt 

Identity 
Governance 

 

CA CloudMinder™ 

 

Cloud 
platforms 

 
 

Saas Apps 

Cloud 
Gateway or 

Bridge On-Premise  

/ Private Cloud 
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CA World announcement 
two new SaaS offerings 
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CA CloudMinder 

CA IdentityMinder 
as-a-Service 

CA FedMinder 
as-a-Service 

CA AuthMinder 
as-a-Service 

 
 

Identity management 
and provisioning 

Federated  
single sign-on 

Strong, flexible 
authentication 

Risk-based 
authentication 

CA RiskMinder 
as-a-Service 

NEW 

NEW 
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recent releases 
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Q1 2011 Q2 2011 Q3 2011 Q4 2010 

SM r12 SP3 

SM r12 SP3J 

Secure Proxy  

Server r12 SP3 

 New IIS Agent  

Federation  

Mgr. r12.1 SP3 

SOA Sec. Mgr. 

12.1 SP3 

 Agent for  

SharePoint  Arcot integration 



enhanced IIS web agent 
 
 
  Extensible IIS 7.x architecture - HTTP 

modules 

modules can be added or removed 

and provide individual features that 

the server uses to process requests 

 Supports  

integrated & classic pipeline modes 

application routing feature 

configuration for IIS virtual sites 

protection of both 32-bit and 64-bit 

apps on one 64-bit IIS server 

IIS 7 and 7.5 
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SiteMinder Agent for SharePoint® 

 Extend all the benefit of your 

SiteMinder environment: 

SiteMinder repositories 

SiteMinder authentication schemes 

Site level authorization policies  

SSO with other SiteMinder-

protected applications 

Step-up authentication 

Password policies and password 

services 
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2007

SharePoint
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Jan-11

What version of SharePoint represents 

the majority of your deployment? 

Source: Global 360, Inc. 2010 and 2011, www.global360.com   



SiteMinder Agent for SharePoint 
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SiteMinder Agent for SharePoint 
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SharePoint 

SharePoint 

Site Owners 
SiteMinder  

Agent 

SiteMinder 

Policy Server 

SM 

SharePoint site owners can use the People Picker to provision users. The 

SiteMinder claims provider and claims web service make this possible. 

Claims Provider 

User repositories 



SOA Security Manager 12.1 SP3 
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Feature Description Benefit 

FIPS 140-2 Certification 
 

Migrate cryptographic libraries 
to those that have been FIPS 
140-2 certified 

• Security certification which is 
often required by Federal 
agencies 

SHA-2 Support 
 
 

Migration of digital signatures  
to  use the SHA-2 family of  
hash functions 

• Improved security and 
assurance of digital signatures 

Updated Platforms and 3rd 
Party libraries 
 
 
 

Update the operating systems 
supported by the policy server 
and the agents for SOA Security 
Manager 

• Enable deployment on more 
recent version of operating 
environments 

Updated Policy Server 
 
 

Update the underlying policy 
sever to a more recent version 
of the SiteMinder Policy Server 

• Enable deployment on more 
recent version of the policy 
server that is more robust 
and includes recent fixes. 
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SiteMinder (with Federation) 12.5 
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Feature Description Benefit 

Content Aware Access 
Control 
 

Evaluates data sensitivity in making access 
policy decisions for SharePoint 2010 

Increased security for sensitive data 
contained within collaborative 
SharePoint environments 

Support for Web 
2.0/Identity 2.0 
 
 

Support for newer forms of web applications 
(web applications with heart beats)  and user 
authentication (e.g. OpenID). New session 
store to persist/retrieve authentication 
context data. 

Extends CA SiteMinder benefits 
(web sso, session mgmt, common 
security layer, etc.) across 
applications developed with newer 
technologies 

Risk-based Identity 
Assurance 
 
 

Extend ability of SiteMinder rules to use CA 
Arcot RiskFort™ risk factor in realm and 
application policy evaluation decisions 

Improve assurance level of 
authorization decisions by 
considering risk factor of a web 
transaction 

Enhanced Federation 
Management 

Improved federation administration, support 
for eGov, attribute mapping, SLO/SOAP 

Simplify federation use with CA 
SiteMinder 

Simplified SiteMinder 
Management 
 

Features which simplify CA SiteMinder 
management: agent discovery,  
administrative scoping, hardware load 
balancer support, centralized cert and key 
store 

Lower overall TCO for SiteMinder 
and establish architecture for 
SaaS/Cloud implementations 



Analyze 

SiteMinder (with Federation) r12.5 
content-aware access management for SharePoint 2010 
 

22 

Employee “Pat” 

Protected SharePoint 

Log Management 

CA DLP  
Classification Service 

Should Pat’s 
authorization 
be changed or 

is there a 
broken 

business 
process? 







Alert 

CA SiteMinder 
 

Lo
g Even

t 

? 

Company 
Financials 
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web 2.0  
SiteMinder (with Federation) r12.5 

Web2.0 Technologies: 

Examples of Web 2.0 technologies include: 
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Server side 

processing 

Server side 

processing 

data 

Script 

Engine 

S
m

o
o

th
  

U
s
e
r 

E
x
p

e
ri

e
n

c
e

 

data 

data 
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web 2.0  

To protect Web 2.0 applications, SiteMinder will address the 

following challenges: 

 

SiteMinder (with Federation) r12.5 

Application polling which can 
prevent idle expiration 
Data responses - SiteMinder 
authentication challenges and 
URL redirections are not 
expected 

HTTP methods other than 
GET/PUT 
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CA SiteMinder Phoenix – Web 2.0 Support 
Web 2.0 Sample Applications 

Web 2.0 Sample Application 

Sample applications will be offered for  the following technologies: 

• AJAX  

• Silverlight 

• Adobe Flex 

• Java Web Start 

25 
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SiteMinder (with Federation) r12.5  
OpenID 2.0 

 Authentication 

scheme 

 ICAM support 

 Configuration to store 

claims in session 

store for 

authorization 

 Claims logged to trace 

log file 
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SiteMinder (with Federation) r12.5 
federation  

 Wizard driven UI  

 Authentication 

context 

o Set by SP 

o Enforced by IdP 

 User consent  

 SP side attribute 

mapping 

 SLO/SOAP 

 Delegated 

authentication 

 JIT user provisioning  
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SiteMinder (with Federation) r12.5 
simplifying management 
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 Agent Discovery  



SiteMinder (with Federation) r12.5 
simplifying management 
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 Drill in to agent instances for: 
Associated policies 
Associated ACO and HCO information 



SiteMinder (with Federation) r12.5 
other enhancements  
 

 High performance session service based on CA 
Directory r12.5 (DxGrid) 

Alternative to SQL Server replication or Oracle RAC 
for SiteMinder session store 

Support for using stored session attributes in 
policies 

 Support for hardware load balancers  

 Centralized certificate and keystore 

Shared 

No need to stop and start 

CRL grace period 

 Expanded Options for Directory Mapping 

Improved ability to integrate multiple repositories 

 SiteMinder auth schemes to the Admin UI 
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F5 Load Balancer
VIP

1

VIP

2

Policy 

Server 

1

Policy 

Server 

2

Policy 

Server 

3

Policy 

Server 

6

Policy 

Server 

5

Policy 

Server 

4

Web 

Agent
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numbers that matter 

32 Copyright © 2011 CA. All rights reserved.  All trademarks, trade names, service marks and logos referenced herein belong to their 
respective companies. CA confidential and proprietary. No unauthorized copying or distribution permitted. 

of companies let employees get company email on 
their personal devices (CIO Magazine) 

67% 

Tablet shipment growth rate in 2011 (IHS iSuppli, Aug, 

2011) 
239% 

of all new business software purchases will be 
consumed via SaaS (Ponemon Institute, 2010) 

34% 

Organizations that have adopted cloud services: 
SaaS, Iaas, or PaaS (CA Technologies, 2011 Survey) 

62% 

SiteMinder user performance test (CA Technologies, 2009 

http://www.ca.com/~/media/Files/IndustryResearch/wam-solution-

hmu-test-us_196380.pdf) 

100M 



numbers that matter 
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27% 
34% 

41% 
36% 

22% 

29% 

32% 
31% 

34% 

29% 

23% 
24% 

17% 
9% 5% 

9% 

0%

25%

50%

75%

100%

SaaS Adoption by Organization Size 

$50-299M $300M–1.99B $2B-9.9B $10B+ 

Src: CA Technologies survey  (n=1369 responses, 2011) 

Adopted/Using 

Considering 

Implementing 

Not Considering 



numbers that matter 
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57% 

56% 

49% 

49% 

36% 

1% 

0% 20% 40% 60% 80%

CRM application (e.g.,
Salesforce.com)

Productivity (e.g.,
Google Docs)

HR/Talent Management
(e.g., Taleo)

ERP (e.g., SAP
Business by Design)

Service Mgmt/Help
Desk (e.g., ServiceNow)

Other

SaaS adoption  

(Applications in use or considering)  

Src: CA Technologies survey  (n=1232 responses, 2011) 



CA SiteMinder family 
strategic direction 

Mission: Enable organizations to confidently manage access in heterogeneous web 

environments for efficiently transacting business by delivering proven, auditable, 

and scalable solutions that control access to applications and services deployed in 

on-premise or Cloud environments 

 Key component, offering  in CA’s CloudMinder ™offerings  

• Federation-style technologies  

• Expand support for cloud-based applications , identities, governance 

 Content Aware Access control 

• Ongoing expansion of application coverage  

 Mobile device support 

• Deeper integration with mobile gateway servers  

• Native Oauth 2.0 support 

 Simplify management across SiteMinder, Federation, SOA Security Manager 
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Generic Agent Architecture 

Goals 

Reduce foot print on 

web/application servers 

Simplify upgrades  

Provide control to SM 

team 

 

User

Policy Store

Web Server 

with Thin Agent

Policy 

Server
Generic 

Agent 

Server

User Directories

 

Speed time to 

introducing new agents 

Enable development of 

agents on new platforms 

(i.e. load balancers) 
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Our strategy for cloud-connected, secure enterprise: 
on-premise and cloud security – agility and choice 

37 

Customers 

Partners 

Employees 

Benefits to the Business 
 Improve IT agility 
 Improve operational efficiencies 
 Accelerate new business services 
 Improved security for on-premise 

or cloud 

Information 
Protection 

Access  
Management 

Identity 
Management 

Identity 
Management 

Advanced 
Authentication 

Federated Single 
Sign-on 

Identity 
Governance 

Privileged 
Identity Mgt 

Identity 
Governance 

 

CA CloudMinder™ 

FedMinder as a Service 

 

Cloud 
platforms 

 
 

Saas Apps 

Cloud 
Gateway or 

Bridge On-Premise  

/ Private Cloud 
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SiteMinder  r12.5  

SiteMinder product family 
beyond r12.5  
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SiteMinder Agent for SharePoint 

FedMinder as a Service 

SIteMinder 12.5.2 (candidates) 
• Generic agent architecture 
• Oauth 2.0   
• eGov 2.0 (federation) 
• Expanded content aware capabilities 
• HSM support 
• aaS management  enhancements  

SiteMinder ASA 12.5 (candidates)  
• SSO Zones  
• 2048 key 
• Agent discovery 

SOA Security Manager 12.1 SP3 

SiteMinder ERP 12.5 (candidates)  
• SSO Zones  
• 2048 key 
• Agent discovery 

SOA SM 12.5.2 (candidates) 
• Web Svc interfaces for SM 

• XACML interface for SM 

• WS-Trust based STS 

• Authn and Authz of Restful WS 
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industry leaders rely on security from CA Technologies  
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Access 
solutions 

Identity 
solutions 

Information 
solutions 

6 of the top 10 
global banks 

4 of the top 5 
global telecoms 

15 of the top 20 
global banks 

6 of the top 10 
financial telecoms 

6 of the top 15 
global banks 

>100M end-user 
transactions 
per day 
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Thank you!!! 
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