How to setup MSCA with Symantec
Mobility | i0S

Deploy a MSCA (Microsoft Certificate Authority) Server:

Note: The Enterprise Windows Server 2008 R2 box must be a member of an Active Directory domain. A
production off-box RabbitMQ server is required. To deploy a HA (High Availability) RabbitMQ server see
HOWTO0110356. This document assumes that the admin has already created an MDM, Code-signing,
Provisioning profile and APNS certificates. See the Mobility A to Z document and relevant sections for
step-by-step instructions on creating these certificates prior to continuing with this article.

1. From AD create a new user:

Mew Object - User I
J Create i smmglobal. net/Users
i
First name: ISEEF‘ Initials: |
Last name: I.-’-'-.u:cu:uuntl
Full name: IS CEF Account

Izer logon name:

Isu:ep_sewiu:e_au:u:u:uunt I @zmmglobal. net ~ I

Ilzer logon name [pre-windows 2000]:
IS MMGLOBALMET Isu:ep_sewiu:e_au:n:u:uunt

< Back I MHext = I Cancel |

2. Set a static password for this user account as the NDES (Network Device Enroliment Service) will

use this account to enroll users:


http://www.symantec.com/docs/HOWTO110356

New Object - User

;x Create ir:  smmglobal. netdUsers

Pazzword: I-----------

Confirm pazsgword: qu-u""

™ User must change password at next logon

W Uszer cannot change pazsword

W Pazsword never expires

[ Account is dizabled

< Back I Mest » I Cancel

3. Click Next and Finish.
4. Add the user to the Cryptographic_Operators, Cert Publishers and IIS_USERS groups; by right-
clicking on the user and selecting Add to group:

Select Groups E

Select thiz object tupe:

IGrnups or Built-in zecurity principals Object Types... |

Fram thiz location;

Ismmglu:ul:ual. net Locations. .. |

Enter the object names to select [examples]:

Cryptographic Operators; 115 USRS ; Cert Publishers| Check Mames |

Advanced... | k. | Cancel |

4

5. Log into the future MSCA server as a Domain Administrator.
6. From Start > Run enter:
lusrmgr.msc

Adding a user to the machine’s local IIS_USERS group
7. From the User Manager Console, add the SCEP user to that machine’s local 1IS_USERS group:



{3 lusrmar - [Local Users and Groups (Local)\Groups] 101 x|

File Action View Help

&= |7[mIRE = [>m

&l Local Users and Groups {Local) MName | Description | | Actions

::I Users I Administrators Administrators have complete and u...
| Groups ;E-'Badcup Operators Backup Operators can override secu... .
%;'Certiﬁmte Service DCO... Members of this arnon are allowed t.. Mare Actions 4

E P s properies (]

& pistributed

;EJEvent Log | ore Actions »
@Guests

Blus_1uses %I' IS_IUSRS

B Network C

@Performann Select Users, Computers, Service Accounts, or Groups ﬂll

& performan: Description: Built-in group 1

P power Use Select this object type:

;E-'Print Oper: Members: IUsers. Service Accounts, or Groups Object Types...
 Remote De _

gRepﬁamr B2 NT AUTHORITY\USR (S-- From this location:

P Ugers I e 4|

Enterthe object names to select {gxamples):
SCEP Account (scep service account@smmalobal net)) Check Mames |

Mva’mdl [ ok | Cancal |

2
Changes to a user's group i
Add... | Remave |aendeﬁecﬁveuﬂﬂ1ene:d&neﬁ1e
user logs on.
ok | Cancel | Apl Help

8. Click OK to apply the settings.

9. Open the Server Management Console from Start > Run by entering:
servermanager.msc

10. Under Server Manager right-click on Roles and select Add Roles:



Add Roles Wizard

11. Click Next, from the next window check Active Directory Certificate Services and Next to
continue.



Add Roles Wizard x|

EE:% Select Server Roles

Before You Begin Select one or more roles to install on this server.
Server Roles Roles: Description:
AD CS JET— - Adtive Directory Certificate Services
] 'ﬂ‘"": Dr':' — - . AD CS)is used to create certification
Role Services 0 ACt!VE D!recb:ry Domain SEW'CES. autharities and related role services
E— |: Active Directory Federation Services that allow you to issue and manage
yies [] Active Directory Lightweight Directory Services tertifita'ges usedin a variety of
CAType [[] Active Directory Rights Management Services applications.
Private Key [ application Server
[] DHCP server
Cryptography [] pms server
CA Name |: Fax Server
Certificate Request L] File Services
[ Hyper-v
Certificate Database [] metwork Policy and Access Services
Confirmation [] Print and Document Services
[] remote Desktop Services
Progress

[ web Server {115)
Results [] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous | Mext = I Install | Cancel |

12. Next through the Introduction page and on the Select Role Services page ensure that only
Certificate Authority is checked and Next.
13. Select Enterprise and Next to continue.

Note: If the enterprise option is greyed out, this machine is either not a member of the domain, the
user account is a local account or this is not an Enterprise version of Windows 2008 R2.

14. The CA type is important, if there is an existing MSCA in the environment, it is recommended to
set this up as a Subordinate CA. If there is no CA in the environment the Root CA option is
acceptable. Follow below whether Root or Subordinate is selected.

Root CA Option:
15. Select Root CA and Next. From the Private Key section select Create a new private key and
Next to continue:



Add Roles Wizard

iated private key
aated private key

16. Select SHA256 for the key’s signing algorithm and 2048 or 4092 for the character length.



Add Roles Wizard

EE:;-E Configure Cryptography for CA

Before You Begin

Server Roles

AD C5
Role Services
Setup Type
CA Type
Private Key

Cryptography

CA Mame
Validity Period
Certificate Database
Confirmation
Progress

Results

To create a new private key, you must first select a cryptographic service provider, hash algorithm, and
key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher
value for key length will result in stronger security, but increase the time needed to complete signing
operations.

Select a cryptographic service provider (CSP): Key character length:
IRSA#Micmsnft Software Key Storage Provider j I j

Select the hash algorithm for signing certificates issued by this CA:

SHA384
SHA512

CLIA A i
iT | H

[~ Allow administrator interaction when the private key is accessed by the CA.

More about cryptographic options for a CA

< Previous | Next > I Install Cancel

Note: iOS does not validate CA/RA certificates which are greater than 4096.

17. Accept the default common name and DN for the CA and Next.

18. Set the validity period to 10 years and Next:




Add Roles Wizard

19. Accept the default database locations and Next.
20. Review the configurations and click Install:



Add Roles Wizard

ﬁ% Confirm Installation Selections

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database

Confirmation

Progress

Results

Toinstall the following roles, role services, or features, dick Install,

1 1warning, 1informational messages below

':i:' This server might need to be restarted after the installation completes,

~| Active Directory Certificate Services

Certification Authority

v, The name and domain settings of this computer cannot be changed after Certification Autharity has

~ beeninstalled.

CA Type :

C5P

Hash Algorithm :

Key Length :

Allow CSP Interaction :
Certificate Validity Period :
Distinguished name :
Certificate Database Location :

Certificate Database Log Location :

Print, e-mail, or save this information

Enterprise Root

RSA#Microsoft Software Key Storage Provider

SHAZ256

2045

Disabled

B/25/2025 5:40 PM

CN=smmglobal MSCA-SCEP-CA,DC=smmglobal DC=net
C:\Windows\system32\CertLog
C\Windows\system32\CertLog

< Previous | Next = | Install I Cancel

Note: The service role usually takes about 10 minutes to install. Skip the below Subordinate CA Option
and continue to Install the DNES service role.

Subordinate CA Option

21. Select Subordinate CA and Next.
22. Ensure that Create a new private key is selected and Next.
23. Select SHA256 for the key’s signing algorithm and 2048 or 4092 for the character length.



Add Roles Wizard

EE:;-E Configure Cryptography for CA

Before You Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and
key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher
value for key length will result in stronger security, but increase the time needed to complete signing

Server Roles

AD C5 operations.
Role Services
P Select a cryptographic service provider (CSP): Key character length:
IRSA#Micmsnft Software Key Storage Provider j I j
CA Type
Private Key Select the hash algorithm for signing certificates issued by this CA:
Cryptography ppp—
ERnETE SHAS12

Validity Period :‘T* 1 | _'I_I

Certificate Database
Confirmation [~ Allow administrator interaction when the private key is accessed by the CA.

Progress

Results

More about cryptographic options for a CA

< Previous | Next > I Install Cancel

Note: iOS does not validate CA/RA certificates which are greater than 4096.

24. Accept the default common name and DN for the CA and Next.
25. Select Send a certificate request to a parent CA and click Browse...




Select Certification Authority i |

Select a certification authority (CA) you want to use.

CA | Computer ;I

Esmmglnbal-ﬁ\MS-SUB{A{A /MRl 1 gl obal. et J= subordinate CA directly from a parent CA in your network or save the
Tslsmmglobal-ca S rglob | [ parent CA

ﬁsmmglnbal -G CEP-CA i mglobal. net J

:Esmmglnbal -SCEP-SMMMET-CA SCEP- i smmglobal . ne: et CA

Esmmglnbal -SCEPMET-CA . cmmiglobal. net

LsISMMGLOBALNET-CA Al sTmolot L

:Jﬂnmmnlnl-\.-\.lnni- B P P ] CRARA /M amm;—inl-\-J Hn&ﬂ—l EFOWSE...

QK I C | |
ance and manually send it later to a parent CA:
File name: |- TWESCA-SCER. smmglobal.net_smmglobal MSCA-SCEP-CA.reg Browse... |

@ ‘You must manually get a certificate back from the parent CA to make this CA operational.

CA Mame

Certificate Request

Certificate Database
Confirmation
Progress

Results

< Previous | Mext = | Install Cancel

26. Select the CA from the list and OK from the selection window and click Next.
Note: If no CA is displayed the Root CA Option is recommended.

27. Review the default database directories and Next.
28. Review the subordinate CA’s configuration and click Install:




Add Roles Wizard |

EE:; Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles
1" 1warning, 1informational messages below

ADCS T
Role Services ':i:' This server might need to be restarted after the installation completes.,
Setup Type ~| Active Directory Certificate Services
CAType Certification Authority
. 1", The name and domain settings of this computer cannot be changed after Certification Authority has
Private Key ALY :
been installed.
Cryptography CA Type : Enterprise Subordinate
CA Mame CSP: RSA#Microsoft Software Key Storage Provider
; Hash Algorithm SHAZS58
Certificate Request Key Length : 3045
Certificate Database Allow CSP Interaction : Disabled
P —— Certificate Validity Period : Determined by the parent CA
- - Distinguished name : CMN=smmglobalM5CA-5CEP-CA,DC =smmglobal, DC=net
Progress Certificate Database Location : C:\Windows\system32\CertLog
Results Certificate Database Log Location :  C:\Windows\system32\CertLog
Online Parent CA Information : AD-SMMGLOBALMET . smmglobal. net\SMMGLOBALMET-CA

Print, e-mail, or save this information

< Previous MNext > | Install I Cancel

Note: The installation can take up to 10 minutes.

Install the DNES service role
29. From the Server Manager console, expand Roles right-click on the Active Directory Certificate
Services and click Add Role Services.
30. Check the Network Device Enrollment Service, when prompted click Add Required Role
Services and Next to continue.
31. Click Select User... and add the SCEP user account created earlier:



¥ Specdify user account (recommended)

I Windows Security X User... I

= Usethe Add Role Services
Spedfy a name and password.

scep_service_account

Domain: SMMGLOBALNET

Ok Cancel

W

: Install Cancel

< Previous Mex

Note: If a notification appears that the user is not a member of the 1IS_USERS group on the local
machine repeat Adding a user to the machine’s local [IS_USERS group.

32. Next to continue to the RA (Registration Authority) Information section.
33. Optionally enter the certificate administrator’s contact information. Ensure to not abbreviate
the State/Province name:



Add Role Services

# Specify Registration Authority Information

Role Services A registration suthority will be set up to manage Metwark Device Enrolment Service certificate requests. Enter

the requested information to enroll for an RA certificate.
User Account

RA Information

Required Information

Cryptography
- MSCA-SCEP-MSCEP-RA
Web Server (IIS) HARENE I
Role Services Country/Region: IUS {United States) j
Confirmation
Frogress Optional Information
Results E-mail: Iadam_burner@au‘ne.cnmpany.org
Company: IACME
Department: ICryptography
City ISpringﬁeId
State/Province: IOregon

< Previous | Mext = I Install | Cancel |

34. Click Next and ensure that 2048 or 4096 are selected for the key character lengths and Next .
35. Next through the Web Server (IIS) Introduction page.
36. Accept the default features and Next:




Add Role Services

Select Role Services

Role Services

User Account

RA Information

Cryptography
Web Server (IIS)

Confirmation
Progress

Results

Select the role services to install for Web Server (IIS):

Role services:

Description:

= [E web Server

B [E Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTF Errors
HTTP Redirection
[] webDaY Publishing

= [E application Development
[] asp.NET
[ .MET Extensibility
[] asp
[ cat
ISAPI Extensions
[ 154F1 Filters
[] server Side Indudes

[ [E Health and Diagnostics
HTTF Logaging
Logging Tools
Reguest Monitor
[V Tradna

More about role services

Web Server provides supportfor

— HTMLWeb sites and optional support
for ASP.MET, ASP, and Web server
extensions. You can use the Web
Server to host an internal or external
‘Web site or to provide an environment
fordevelopers to create Web-based
applications.

[ |

< Previous | Mext = I Install Cancel

37. Review the configuration and click Install:



Add Role Services

Installation Results

Role Services
User Account

RA Information

The following roles, role services, or features were installed successfully:

1" 1warning message below

Cryptography

Web Server (IIS)
Role Services

Confirmation

Progress

1 Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is 2
~ automatically updated, turn on Windows Update in Cantrol Panel.

~| Active Directory Certificate Services '@' Installation succeeded
The following role services were installed:
Network Device Enrollment Service

| Web Server (I15) 'ﬁ' Installation succeeded

The following role services were installed:
Web Server

Comman HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection

Application Development
ISAPI Extensions

Health and Diagnostics hd|

Print, e-mail, or save the installation report

< Previous Mext > | Close I Cancel

Adding a Certificate to the IIS

38. Start > Run:
inetmgr

39. From the IIS Manager console select the SCEP server’s name on the left and open Server

Certificates from the Features View on the right:




"B Internet Information Services (II5) Manager [_[C[x]

@w-, [Qﬁv MSCA-SCER ¥ | &l 1@ -
Fle View Help
i @) MSCA-SCEP Home
€-i-HlT |8 E Open Feature
©5 Start Page =
I = N L . = Manage Server
65 MSCA-SCER (SMMGLOBALNETIA| | (1t Go -l show Al | Groupby: Area g
s & Restart
- - P Start
3 | =0)| Iy | ey g 4 o y B s
fgsga ‘@l @ E0) i_gi;; & 4% &L @ P
Authentication  Compression Default Directory Error Pages Failed Request  Handler  HTTP Redirect HTTP I54PT and CGI Vigw Application Paols
Document  Browsing TracngRules  Mappings Respo...  Restrictions View Sites
= =1 I} o £ [7] :
8 = 4 g & *
= Ly online Help
logging  MIMETypes  Modules Sutput ‘wiorker
Caching Processes
Management
- =
EL
Configuration  Feature shared
Editor Delegation  Configuration
4| | » | = Features view = Content Yiew
Ready €.

40. If an SSL certificate is already issued to this machine, it will be displayed along with the CA
certificate. Select one of the three options below to bind an SSL certificate to this machine.

Temporary Self-Signed Certificate
41. On the right, click Create Self-Signed Certificate...
42. Enter a friendly name for this certificate to identify it and OK.

Import a PKCS Certificate
43. Transfer the PKCS certificate to the machine.
44. From the IIS Manager > Server Certificates click Import... on the right.
45. Browse to the certificate file and click OK.
46. Enter the passphrase for the certificate file.

Request a Certificate from a Certificate Authority
47. From the IIS Manager > Server Certificates click Create Certificate Request... on the right.
48. Enter the server information into the request.

Note: The Common Name must match the published domain name of the server. Do not abbreviate the
State/Province field. Contact your public certificate authority for how to fill in this request:



RequestCerdficate ———_____HE|

_cg,i-l-=

Distinguished Wame Properties

Specify the required information for the certificate, State/province and Cityflocalicy must be specified
as official names and they cannok conkain abbreviations,

COrnMon narme: I*.acme.cnmpany.urg

Qrganization: IP.CME

Organizational unit: ISecurit';.-'

Cikylocality ISpringFiEld

Skate/province: IDregDn|

Counkey fregion: ILIS j

Bresiaus | Mk I Finish Zancel

49. Next to the Cryptographic properties and ensure that 2048 or 4096 are selected for the Bit
Length and Next.



Request Certificate EH

Cryptographic Service Provider Properties

"

Select a cryptographic service provider and a bit length, The bit length of the encryption kesw
determines the certificate's encryption strength. The greater the bit length, the stronger the securitsy,
Howewver, a greater bit length may decrease performance,

Cryptographic service provider:

Bit length:

2045 |

Presious I Mk I Fimish Cancel

50. Save the CSR (Certificate Signing Request) file and Finish.

51. Send the CSR to the CA, following their instructions.

52. Once a certificate is issue click Complete Certificate Request... from the IIS Manager >
Certificates console and follow the wizard to import the new certificate.

HTTPS Bindings
53. From within the 1IS Manager, expand the Sites and right-click on the Default Web Site and select
Edit Bindings.
54. Click Add and select HTTPS for the type and the new SSL certificate:



Add Site Binding HE|

Type: IP address: Park:
Ihttps j IF'.II Unassigned j |443
Hosk name:

S5L certificate:

[ ~| o |

55. Click OK and Close out of the Site Bindings window.
56. Download and transfer the ADSC Communicator installer to the MSCA server:

3 Mobility Manager

Download 05 Work Hub Euilder

Cashboard

Users Android Work Hub
The Android Work Hub presents a marketplace interface to mobile users and displays new and updated

Devices apps they can download from Mobility Manager. The Work Hub also implements Android netifications
and device management comrmancs,

Apps Mobile users usually download the mobile client using a link in the invitation ernail they receive when
they're added to the systemn,

Content

Policies and rules
Reports
Downloads

Settings

@ SymantecADCSCommu.....msi

2.112.1 MB, 0 secs left

You can also rebrand the Android Work Hub with a customn icon and title,

Download Android Work Hub

MDM (Mobile Device Managernent)

105 MDM CSR

After downloading the CSR, email it to MobileCSR@symantec.com, Indude your name, company, and a
contact phone number as well as the reguest. You'll get a reply with the Apple CSR. Upload the Apple
CSR to https:/identity apple.comypushcert/ which will provide a .perm file.

Download i08 MDM CSR

ADCS Communicator

The ADCS Communicatar allows Mobility Manager to communicate with Active Directory certificate
services. Install the ADCS Comrmunicatar in the same domain as your Microsoft Certificate Authority
instance and run as a user that has the ability to communicate with Active Directory Certificate Services
through DCOM.

Available only for 64-hit Windows Server 2008 R2 and higher.

Download ADCS Communicator

Secure proxy

The Secure Proxy provide
servers via a proxy instal
access to the Email Infras
For 64-hit Redhat/Cent(

Download secure pro

Copyright € 2010-2015 Symantec Corporation. All rights reserved.  About Mobility Mana

57. Download and install the .NET Framework 4:



http://www.microsoft.com/en-us/download/details.aspx?id=17851

Note: A system reboot is required after installing .NET 4.

58. Run the SymantecADCSCommunicator.msi file, to begin, click Next.
59. Take note of the installation path, click Next.
60. Enter the scep user’s credentials for the Account name and Password; click Next:

i'él Symantec ADCS Communication Service Setup

I B |
Service account

Enter service account details,

Specify the logon account far the Symantec ADCS Communicakion Service service,

Account name (Example: domainiuser of user@domain]:

|ﬂ. netlscep_service_account

Passwiord:

The account entered here will not be walidated, Make
sure that the account details entered are correct,

Back, I Mk I Cancel

61. Enter the RabbitMQ information for the Mobility server.

Important: If a local RabbitMQ service was used, STOP and read the beginning of this article. A
production RabbitMQ service is required. See HOWT0110356 to deploy a production RabbitMQ cluster.
If this article was followed, all this information is stored on the Rabbit server in /var/log/rabbit-install.log



http://www.microsoft.com/en-us/download/details.aspx?id=17851
http://www.symantec.com/docs/HOWTO110356

i'-E‘ Symantec ADCS Communication Service Setup

Rabbit™M0Q setup
Enter R.abhitMO connection details,

Hoskname/IF;

Jrmaster.smmglobal net

Portk:
|5672

Wirkual Hosk;

Jmobilemg

Usernanme:

Jmobile

Password:

Back. I Mext I Zancel

62. Verify that the domain information is correct and enter the server’s published hostname, click
Next.

Note: The server’s hostname is the name used for the CN (Common Name) in the certificate, unless the
certificate is wildcard. This hostname needs to be resolvable from the Mobility FE (front-end):



i'é'd Symantec ADCS Communication Seryice Setup

|
I
' Certificate Authority setup

Enter Domain and Certificate suthority details,

Crarnain:

| S———

Hostname {optional):
msca-scep, E——_—— |

Directary Path (optional):
Far key recovery wia A0 (e.q.: dc=domain, dc=com])

Back. I Mlexk I Cancel

63. Enter the MSCA’s SCEP/NDES admin URL and see the tip below...

Tip: To test this URL, enter it into a browser, enter the SCEP user’s credentials, click Log In:

[ maca-scep ke oty mscen_admin

Authentication Required

The server http:/fmsca-scep.smmglobal.net: 80 requires a
username and password,

User Mame:  scep_service_accountd S ret

Password: | R |

Log In Cancel

After log in:



« C' [ maca-scep ek n=t/ 0o sy mscen_adming

Enrallment

Metwork Device Enrollment Service allows you to obtain certificates for routers or other network devices using the Simple Certificate Enrollment Protocol (SCEP).
To complete cerificate enrallment for your network device you will need the following information

The thumbprint (hash value) for the CA certificate is: 4211 A95 CoibiviiidiatdtttodBuiiEtie >

The enrollment challenge password is: 32F57T653E972E319

This password can be used only once and will expire within 60 minutes

Each enrollment requires a new challengs password. You can refresh this web page to obtain a new challenge password

For more information see Using Metwork Device Enrollment Service

Once the URL is confirmed, click Next.

i'gl Symantec ADCS Communication Service Setup

NDES (SCEP) setup
Enter MDES information if wou plan ko use SCEP Functionality,

Mdes Admin Ll

(skandard; htbp:/fserver/certsry fmscep_admin)

Back I Mexk I Cancel

64. Click Install.

Add a Certificate Authority to Mobility
65. From the MSCA server, click Start > Run and enter MMC.
66. Click File > Add remove snap-in, select Certificates and click Add.
67. Select Computer Account and Next.
68. Ensure Local computer is selected and click Finish.
69. Click OK.



70. Expand the Certificates (Local computer) tree to Personal Certificates.
71. Right-click on the CA certificate and select All tasks > Export.

72. Click, Next; select No, do not export the private key and click Next.
73. Select Base-64 and click Next.

74. Save the file as CA_cert.cer and click Next.

Note: This certificate needs to be accessible from the workstation accessing the Mobility admin console
as it will be uploaded to the server.

75. From the Mobility Admin console > Policies and rules > Device profiles, click the + (plus) symbol
next to CERTIFICATE AUTHORITY:
76. Name it, MSCA and select Microsoft Certificate Authority for Type:

Mew Certificate authority profile

Name® ‘ Msca|

Description

Type® Microsoft Certificate Authority v

77. Under Settings enter the Domain Name and Hostname from step 62, click Test connection. A
green checkbox is displayed. If after some time it errors, verify that the Mobility server can
resolve this hostname. Add it to the DNS or modify the server’s /etc/hosts file.

MNew Certificate authority profile

MName®  MSCA
Description
Type™ Microzoft Certificate Authority v
Settings

Dormain name and hostname must match the values specified in the Active Directory Certificate Services installer.

Domain Name”® e | 1 ot
Hostname MSCa-sCep. M| 1 et Test connection [

New root certificate Chaose File | Mo file chosen

File type rmust be .cer, .«rt, .der, or .pem

78. Finally, click Choose File and browse to the certificate exported /saved in step 74. Click Save.
79. Click the + (plus) symbol next to the CERTIFICATE TEMPLATE profile.



80. Name it, IPSec and select the MSCA as the Certificate Authority.
81. For the template name, enter IPSECIntermediateOnline and click Validate Template Name:

Mew Certificate template profile

Name™ IPSec

Description
Settings
Certificate authority™  MSCA v
Microsoft CA template hame™ IFSECIntermediateCOnling Walidate Template Mame [}
Policy details™  Key 5iZe 2048 bits v
Certificate template variables
Name Value
Subjecthlarne CH={userfirst_narne} {u:
SAR_UPH fuser.emaill
Tokens
Device tokens User tokens LDAP tokens
) ) ) fidap
Idevice device_class} fuser.emaill * means any LDAP setting
Idevice IMED fuser.first_narne}
{device.narne} fuser.id}
{device.platfarm} fuserlast_narme}
{device.product_string} fuser.usernarme}
fdevice. serial_number}
{device udid}
Irlevire nnirne irdentifier!
Cancel
82. Click Save.

83. Click the + (plus) symbol next to SCEP.

84. Name the Profile SCEP and enter the URL of the MSCA enrollment service. The FQDN is this URL
needs to be resolvable from the Mobile Devices. EG https://msca-
scep.acme.company.org/certsrv/mscep/mscep.dll

Tip: Test this URL in a workstation to ensure that it arrives at the device enrollment page of the
MSCA/NDES server.


https://msca-scep.acme.company.org/certsrv/mscep/mscep.dll
https://msca-scep.acme.company.org/certsrv/mscep/mscep.dll

85. Select Generate Per Request for the Challenge Password.
86. Navigate, from the workstation, to the SCEP admin URL from step 63 and copy the CA’s
thumbprint as the Fingerprint.

Note: Spaces in the Fingerprint/Thumbprint are okay.

87. Select IPSec as the Template and 2048 as the Key strength; click Save:

Mew SCEP profile

Mizsing data: LRL cannot be blank or an ernply string.

Mame" SCEP
Description
Settings
URL" i n.smimglobal.net,
Challenge password Mone
® Generate Per Request
faster Challenge Password
Retry count i
Retry period 5 ¥ minutes
Fingerprint 4211495C 2BARCELS 40365808 456E4R52
Certificate template IPSec ¥

Subject. CM={userfirst_narme}{user.last_name}

SAM type  Mone

Subject alternative name  {user.email}

Key Usage ¥ Signing and verification @ Encryption and decryphion

Key strength 2043 bits v

Cancel



88. Click the + (plus) symbol next to CREDENTIALS and name the credential Device Enrollment.
89. For Certificate type select SCEP.
90. For the SCEP Profile select SCEP, and click Save:

MNew Credentials profile

Name" Dewvice Enrallment
Description
05 0%

Settings

Select the certificate profile that will be pushed to a device and stored in the general keystore to use with browsers and apps,

Certificate type SCER v

SCEP profile SCEP v

Cancel

Add the SCEP Profile to a Device Policy

91. If not device profile has been created, create one.

92. Select the profile and click the edit symbol (Pencil).

93. Ensure enable MDM for iOS devices is checked and scroll down to the bottom of the edit
window.

94. Under Credentials click Add and select Device Enroliment.

95. Save the profile and test it by enrolling a new iOS device that does not already have an MDM
profile installed.

96. Verify that the server has issued a SCEP certificate by going to the Server Manager and expand
Active Directory Certificate Authority > Server_Name > Issued Certificates. There should be a
new certificate(s) issued to users by the First and Last names:



E Server Manager |0
File Action Wiew Help

&9 |70c = Hl=E

% Server Manager {SCEPMET) Issued Certificates

[l = Roles
:él 'ﬁ Active Directory Certificate Services (MR I
55 Enterprise PKI [E MIFUTCCBKGgAWIBAGIK YRezhgs
B Certificate Templates (AD- SMEOWITSTIN— ) | /3 MIIFpzCCEI+gfwIBAGIKYRe 10w,
El g Se——SCEPNET-CA El4 MIIFaTCCBRGoAWIBAIKESKIGAL
| Rewoked Certificates
_ Issued Certificates T —
| Pending Requests
| Failed Requests General |Details | Certification Path |

| Certificate Templates
'G_='_| ‘Web Server (115)

gf Features E Certificate Information

Dizgnostics

:@ Configuration This certificate is intended for the following purpose(s):
o Storage * Allows secure commurication on the Internet

Issued to:  East User

Issued by: Wy 5CEFMET-CA

valid from 8/ 25/ 2015 to 8 24/ 2017

Issuer Shatement |

Learn more about certificates




