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Workplace Monitoring in Asia, the
Pacific and Japan

Introduction

know what they can do to protect themselves, their employees, their networks and

confidential information. For example, a company’s ability to process, store,
transfer and monitor their employees use of confidential information may vary greatly,
depending upon where the data comes from and where it will be sent.  Different
countries apply different standards for the collection, processing and transfer of data." As
a result, it has become essential for United States (“US”) companies operating
internationally to understand the requirements for monitoring activities on their networks
for each jurisdiction in which they operate. The purpose of this paper is to examine the
requirements for workplace monitoring in Asia, the Pacific and Japan (collectively
referred to as the Asia-Pacific Region (“APAC”)). In particular, this paper will examine the
requirements for workplace monitoring in the following jurisdictions:

The wide variety of privacy laws and regulations makes it difficult for companies to

e Australia e New Zealand

e Australia: New South Wales e Pakistan

e Australia: Victoria *  Philippines

e Australia: Capital Territory » Singapore

* People’s Republic of China * Republic of South Korea
* Hong Kong (SAR) e Taiwan

e India e Thailand

* |ndonesia * Vietnam

* Japan » Singapore

* Malaysia * Republic of South Korea

This paper will also:

. Provide an overview of the international privacy standards that have formed
the basis for many of the privacy laws in the APAC region.

. Examine the requirements for monitoring in the listed APAC economies.
. Examine the Privacy Framework that is being developed by the twenty-one
member economies of the Asia-Pacific Economic Cooperation forum

(“APEC”).

. Examine how Vontu effectively safeguards employee privacy.

' ‘Data’, as used in this paper, will refer to ‘personally identifiable data’ that is defined as any
information relating to an identified or identifiable individual. An individual is “identifiable’ if they can be
identified, directly or indirectly, in particular by reference to an identification number or to one or more factors
specific to their physical, physiological, mental, economic, cultural or social identity.
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. Grade Vontu's safeguarding of employee privacy and the protection of
confidential information.

This is the third in a series of papers examining issues related to workplace monitoring.
The first paper, entitted Protecting Confidential Information and Workplace
Privacy, provides a general overview focused on answering the question: “Can
companies operating internationally monitor in the workplace?” The second paper,
Managing Workplace Monitoring in Europe, provides an in-depth analysis focused on
answering the question: “How do you monitor in the workplace in Europe?”® The current
paper provides an in-depth analysis of the APAC region and is focused on answering the
question: “How do you monitor in the workplace in APAC?”

Setting the Stage: An Overview of
Privacy and Data Protection in APAC

Different Approach than EU

For over a decade, much of the debate in the privacy and data protection arena has
focused on the significantly different approaches that the United States (‘US’) and
European Union (‘EU’) have taken to protecting the privacy of their citizens. To date, the
US has legislated privacy laws by industry sector. The US has eschewed comprehensive
legislation and instead has relied on a combination of legislation, regulation and self-
regulation. The EU, on the other hand, has adopted comprehensive principles that
regulate all aspects of processing personal data. Indeed, EU’s Data Protection Directive®
(‘Directive’) is perhaps the best known and most influential privacy law in the world and
its impact has been felt globally. The Directive requires the Member States to enact
legislation to achieve the results of the Directive.*

By contrast, the economies’ of APAC have taken a significantly different approach to the
development of privacy and data protection protections. Rather than formal treaties,
conventions or common constitutions, many of the countries of this region are developing
regional laws based upon consensus and cooperation. Indeed, there are few, if any,
legal requirements or constraints imposed. And, where there have been ‘agreements,’
they have been very different from the binding treaties or Directives of the EU.

Understanding how the privacy laws of the APAC region have developed is important to
understanding the differences with the more legalistic and formalistic approach of the EU.

*Fora copy of these white papers, please contact Vontu or visit www.vontu.com.

% Directive 95/46/EC of the European Parliament and of the Council on October 24, 1995, on the protection
of individuals with regard to the processing of personal data and on the free movement of such data.
Although the Directive was enacted in 1995, it did not become effective until 1998.

4 Ironically, the Directive itself is only a statement of EU policy — it is not the law itself. Instead, the EU
Directive requires Member States to enact national legislation to protect personal data privacy and to
appoint officials to enforce these privacy rights.

® The term ‘economies’ is used since members such as Hong Kong (SAR) are not countries.
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This section will provide a brief overview of how the regional privacy efforts began and
the two principle international frameworks that have shaped APAC privacy developments.

Efforts to develop a regional approach to privacy protections began in earnest in 2003
when Australia submitted a regional privacy proposal to the Asia Pacific Economic
Cooperation (‘APEC’). APEC is a voluntary international forum currently comprised of
twenty-one members. APEC began in 1989, when Australia hosted the first annual
meeting of Foreign and Trade Ministers from 12 Asia-Pacific economies to discuss ways
to increase cooperation in this fast -expanding region of the world. Today, APEC has
expanded to twenty-one members® that account for account for 57% of world GDP, 45%
of world population and 50% of world trade.” If for no other reason than the sheer size of
their joint economies, multinational companies must be aware of how these members
regulate privacy.

History of APEC Privacy Framework

Ironically, Australia’s efforts to develop an APAC regional approach to privacy grew out of
its attempts to work with the EU on data privacy. Under the Directive, transfer of
personal data to non -EU countries is allowed only if the receiving country provides
‘adequate protectlon In an effort to obtain such a finding, Australia’s privacy laws were
reviewed by the Article 29 Workmq Party, which is the independent EU Advisory Body on
Data Protection and Prlvacy In January 2001 the Article 29 WP issued its opinion and
found that Australia did not meet the EU’s prlvacy standards and made a number of
recommendations for changes to Australian law. "

At a meeting of the APEC E-Commerce Steering Group in Thailand in February 2003,
Australia put forth a proposal for the development of APEC Privacy Principles using the
OECD privacy principles as the starting point. The proposal reflected Australia’s view
that “there is no credible international standard other than the OECD Principles”11 and
dissatisfaction with the personal data export limitation approach by the EU Directive."

The Organization of Economic and Cultural Development (‘OECD’) 1980 Guidelines on
the Protection of Privacy and Trans-Border Flows of Personal Data (‘OECD
(-T-uidelines’)13 were the first international effort at addressing privacy, data protection

and international transfers of personal data. The Guidelines set forth the following seven
principles:

& APEC’s current members are: Australia, Brunei Darussalam, Canada, Chile, China, Hong Kong-China,
Indonesia, Japan, Republic of Korea, Malaysia, Mexico, New Zealand, Papua New Guinea, Peru,
PhlllpplneS Russia, Singapore, Chinese Taipei, Thailand, United States, and Vietnam.

See APEC 2006, available at http://www.dfait-maeci.gc.ca/canada-apec/menu-en.asp.

® See Article 25 of the Directive.
® The tasks of the Article 29 Working Party are laid down in Article 30 of the Directive and in Article 14 of
Directive 97/66/EC.
'% See Article 29 Data Protection Working Party, Opinion 3/201 on the level of protection of the Australian
Privacy Amendment (Private Sector) Act 2000 (January 26, 2001), available at
http://ec.europa.eu/justice home/fsj/privacy/docs/wpdocs/2001/wp40en.pdf.
" Peter Ford, Implementing the Data Protection Directive - An Outside Perspective, (2003) 9 PLPR 141.

2 For an in-depth discussion of the Australian approach, see Graham Greenleaf, Australia’s APEC Privacy
Initiative: The Pros and Cons of ‘'OECD Lite,” Cyberspace Law & Policy Center, University of New South
Wales (May 15, 2003), available at http://www.bakercyberlawcentre.org/appcc/apec ini.htm#fn4.

® Available at http://www.oecd.org/document/18/0,2340.en 2649 34255 1815186 1 1 1 1,00.html.
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Collection Limitation: “There should be limits to the collection of
personal data and any such data should be obtained by lawful and fair
means and where appropriate, with the knowledge or consent of the data
subject

Data Quality: “Personal data should be relevant to the purpose for
which they are to be used, and, to the extent necessary for those purposes,
should be accurate, complete and kept up-to- date.”

Purpose Specification: “The purposes for which personal data are
collected should be specified not later than at the time of data collection
and the subsequent use limited to the fulfillment of those purposes or such
others as are not incompatible with those purposes and as are specified on
each occasion of change of purpose.”’®

Use Limitation: “Personal data should not be disclosed, made available
or otherwise used for purposes other than those specified in accordance
with Paragraph 9 [Purpose Specification Principle] of the OECD Privacy
Guidelines except: (a) with the consent of the data subject; or (b) by the
authority of law.”"”

Security Safeguards Principle: “Personal data should be protected
by reasonable security safeguards against such risks as loss or
unauthorized access, destruction, use, modification or disclosure of data.”"®

Openness Principle: “There should be a general policy of openness
about developments, practices and policies with respect to personal data.
Means should be readily available of establishing the existence and nature
of personal data, and the main purposes of thelr use, as well as the identity
and usual residence of the Data Controller.”

Individual Participation Principle: “An individual should have the
right: (a) to obtain from a data controller, or otherwise, confirmation of
whether or not the data controller has data relating to him; (b) to have
communicated to him, data relating to him (i) within a reasonable time; (ii)
at a charge, if any, that is not excessive; (iii) in a reasonable manner; (iv) in
a form that is readily intelligible to him; (c) to be given reasons if a request

. is denied, and to be able to challenge such denial; and (d) to challenge
data relating to him and, if the chaIIenge is successful to have the data
erased, rectified, completed or amended.”

Accountability Principle: “A Data Controller should be accountable
for comé)lymg with the measures which give effect to the principles stated
above.’

Id Paragraph 7.
Id Paragraph 8.
®1d., Paragraph 9.

17Id Paragraph 10.
Id Paragraph 11.
Id Paragraph 12.
Id Paragraph 13.
'1d,, Paragraph 14.
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According to the APEC Privacy Sub Group: “In many ways, the OECD Guidelines
represent the international consensus on what constitutes honest and trustworthy
treatment of personal information.” And, as discussed in the section below, the level of
consensus on data privacy is particularly important in APEC which includes many nations
that have limited or no history of privacy laws, such as Japan,®® China,® Malaysia,
Singapore,® Indonesia, Thailand and Vietnam.

Overview of APEC Privacy Framework

The APEC Privacy Framework is based around the OECD’s Guidelines but are
“expressed more simply and reflect three decades of experience in implementing those
principles.”26 The APEC Privacy Framework also differs from the EU Directive in a
number of key ways. First, under the APEC Framework, there is no formal mechanism to
bind the APEC forum members to implementing the Framework into domestic legislation.
Instead, consensus and cooperation are necessary for the effectiveness of the
Framework. Second, the APEC Framework (like the OECD Guidelines) sets out general
principles without the specific details found in the EU Directive. And third, business
groups are playing a major role in the work of the APEC Electronic Commerce Steering
Group, which oversees APEC’s privacy-related initiatives. The involvement of private
business groups is seen as balancing “information privacy with business needs and
commercial interests, and at the same time, accord[ing] due recognition to cultural and
other diversities that exist within member economies.”’

The Privacy Framework contains nine information privacy principles:

* Preventing Harm Principle: 28 Interestingly, one of the key ‘principles’ of
the APEC Privacy Framework is aimed at limiting the application of privacy
protection rather than expanding upon a fundamental privacy right. The
Preventing Harm Principle is intended to prevent the misuse of personal
data. The principles focuses privacy protection on the practical impacts of
the wrongful collection and processing of data. This is in sharp contrast to
the more legalistic / fundamental human rights approach of the EU.

2 APEC Privacy Sub-Group, APEC Privacy Principles, Version 9 (Consultation Draft), presented in
Santiago, Chile, February 27, 2004, available at

http://www.bakercyberlawcentre.org/appcc/apec draft v9.htm. A succinct presentation on APEC’s privacy
Esrinciples can be found at http://www.pcpd.org.hk/english/files/infocentre/1tonylam1 ppt.pdf.

Since 2003, Japan has passed a series of privacy and data protection bills including the Act Concerning
the Protection of Personal Information. Government agencies have also become involved in drawing up
94uidelines for protecting personal data.

China’s constitution contains limited protection of privacy but in fact, privacy in China has only been
protected on a sporadic basis. The Special Administrative Region of Hong Kong has extensive privacy
legislation and regulations.

% Singapore has no constitutional right to privacy and any common law rights are subordinated to the
Government'’s efforts to preserve the social order.

%6 Tom Dixon, APEC Privacy Framework Progresses towards New Work on Cross-Border Information
Flows, World Data Protection Report (November 2006).

" APEC Privacy Framework, par. 6 (2005) available at
http://www.ag.gov.au/www/agd/rwpattach.nsf/VAP/(03995EABC73F94816C2AF4AA2645824B)~APEC+Priv
acy+Framework.pdf/$file/APEC+Privacy+Framework.pdf.

% |d.at par. 14.
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Notice Principle:®® The notice principle requires “clear and easily
accessible statements” from the data controllers. The notices should
address each of the following five issues: (1) the fact that the information is
being collected; (2) the purposes for collection; (3) the types of organizations
to whom the information may be disclosed; (4) the identity of the organization
collecting the information and how to contact them; and (5) the choices that
individuals have concerning the processing of the information. The
Framework states notice should be given either before or at the time of
collection — or as soon after as is practicable. Finally, the notice principle
recognizes that it may not be appropriate for controllers to provide notice
regarding the collection and use of publicly available information.

Collection Limitation Principle: % The collection limitation principle
states that personal information collected should be limited to information
that is relevant to the purpose of collection and that any such information
should be collected by lawful and fair means. Finally, “where appropriate”,
collection should be made with the consent of the individuals.

Uses of Personal Information Principle:®’ The use of personal
information principle provides that personal information should be used only
to fulfill the purposes of collection and other compatible or related purposes.
The only exceptions are: (a) the individual consents; (b) the processing is
necessary to provide a service or product requested by the individual; or (c)
by authority of law or legal instrument.

Choice Prim:iple:32 This principle states: “where appropriate, individuals
should be provided with clear, prominent, easily understandable, accessible
and affordable mechanisms to exercise choice in relation to the collection,
use and disclosure of their personal information.” The Framework notes that
employees need not always be given choice regarding their employers’
processing of their personal information. The Framework states:

“Further, in certain situations, it would not be practicable for
employers to be subject to requirements to provide a
mechanism to exercise choice related to the personal
information of their employees when using such information
for employment purposes. For example, if an organization has
decided to centralize human resources information, that
organization should not be required to provide a mechanism to
exercise choice to its employees before engaging in such activity.”
(Emphasis added).

Integrity of Personal Information Prim:i|:ale:34 This principle requires
personal information to be “accurate, complete and kept up-to-date to the
extent necessary for the purposes of use.” Note that the obligation to keep
information accurate, complete and up-to-date is only required to the
extent necessary for the purposes of use.” %

2 Id.at par. 15.
%0 1d.at par. 18.

¥ 1d. at par. 19.
3§ Id. at par. 20.

3

* 1d. at par. 21.

% d.
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Security Safeguards Principle:* This principle requires “appropriate
safeguards against risks, such as loss or unauthorized access to personal
information, or unauthorized destruction, use, modification or disclosure of
information or other misuses.” The Framework also notes that such
safeguards should be proportionate to the likelihood and sensitivity of the
harm threatened, the sensitivity of the information and the context in which it
is held. Finally, the safeguards should be subject to periodic review and
reassessment.

Access and Correction Principle:* This principle recognizes that an
individual has three basic rights relating to their personal information: (1) the
right to obtain confirmation of whether or not the personal information
controller holds personal information about them; (2) the right to obtain that
information in a reasonable timeframe at a charge that is not excessive; and
(3) the right to challenge the accuracy of the information. The Framework
Commentary notes: “The ability to access and correct personal information,
while generally regarded as a central aspect of privacy protection, is not an
absolute right.” The Framework notes that such access and opportunity
should be provided except where “the burden or expense” of providing them
“would be unreasonable or disproportionate to the risks to the individual’'s
privacy.” Additionally, there may be reasons not to provide access and
correction where information relates legal issues, security considerations, the
need to protect confidential commercial information or the privacy of another
person. If a person’s request for access or correction is refused, the
controller should provide an explanation for that refusal and be able to
challenge such denial.

Accountability Principle:* This principle emphasizes two points: (1) it
is the responsibility of the controller to comply with the privacy principles; and
(2) when the information is to be transferred to another individual or entity,
the controller should “obtain the consent of the individual or exercise due
diligence and take reasonable steps to ensure that the recipient person or
organization will the information.”

Regional Perspectives on Privacy

The APAC region touches on four continents and includes a wide variety of social, legal
and cultural norms. As previously noted, the region includes a number of nations that
have a very limited history of privacy laws such as Japan, China, Malaysia, Indonesia,
Thailand and Vietnam. Others have had a relatively long experience in protecting
privacy, including Hong Kong, Australia, New Zealand and South Korea. What this
means for a multinational company is that employees in different offices throughout
APAC may view the issue of privacy and monitoring in the workplace very differently
based on their location.

% 1d. at par. 22.
 1d. at par. 23.
% Id.at par. 26.
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Based upon almost a decade of working with companies throughout APAC, it is
recommended that multinational businesses take the time to understand the different
social and cultural views on privacy and workplace monitoring. Additionally, companies
should ensure that they understand the legal requirements for monitoring and determine
the best way of providing notice and ftraining to employees before implementing
workplace monitoring. This will help avoid potential workplace issues and help your
company provide the appropriate notice and training.

The following section analyses the privacy and data protection laws and regulations of a
number of the APAC economies. The paper also examines the requirements for
workplace monitoring in India and Pakistan. As you review the requirements listed
below, it is important to remember that even where a country has no specific legal
requirements that has to be met before workplace monitoring may take place, it is
advisable to follow the general privacy principles listed in the APEC Framework. This is
important not only for ensuring that your company complies with the developing regional
framework requirements, but also because these principles largely represent what is
considered “best practices’ in the region.

ABack to Table of Contents”

>Listing of Country Laws>
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http://www.austlii.edu.au/au/legis/vic/consol_act/sda1999210/
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http://www.fdi.gov.cn/pub/FDI_EN/Laws/GenerallawsandRegulations/MinisterialRulings/t20060620_51189.jsp
http://newmedia.cityu.edu.hk/cyberlaw/gp3/pdf/law_security.pdf
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http://www.apec.org/
http://www.apec.org/
http://www.cecc.gov/pages/newLaws/criminalLawENG.php
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http://www.pcpd.org.hk/english/ordinance/ordglance.htm
http://www.pcpd.org.hk/english/publications/files/monguide_e.pdf
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How Vontu Effectively Safeguards
Employee Privacy

In developing its technology, Vontu clearly has given considerable thought to helping its
customers effectively monitor the use of sensitive information while safeguarding employee
privacy. Vontu’'s technology accomplishes this in a number of ways:

COMPLY WITH NOTICE AND POLICIES: Vontu enables companies to comply with their privacy
notices and policies. Vontu does this through policy-based monitoring.

LEGITIMATE PURPOSES AND PROPORTIONALITY: Vontu ensures that data collected during
monitoring is only used for legitimate purposes. Vontu enables companies to collect only data
that violates policies, and then enables companies to ensure that only those individuals with a
“need to know” have access to the collected data.

TARGETED MONITORING: The fair information practice principles and the principles set forth in
the OECD and APEC guidelines require companies to collect data for legitimate purposes and
then collect only such information that is proportional to the company’s purpose for data
monitoring.  Vontu accomplishes this in several ways. First, Vontu safeguards employees’
privacy by treating the sender’s identity as “need-to-know.” Second, Vontu collects only data that
violates stated policy. And third, Vontu limits access to collected data to individuals who are
approved to receive it.

DATA INTEGRITY/ACCURACY: Collecting information that does not violate policy or information
on the wrong individuals increases a company’s privacy risks. Vontu has greatly reduced these
risks by keeping false positives near zero.

SECURITY: Vontu provides security for the data that is collected by providing secure
communications of incident data. Additionally, Vontu provides for role-based access to incident
information and a complete audit trail.

ENFORCEMENT: Vontu provides an audit trail for all information gathered during monitoring.
Significantly, Vontu maintains the integrity of audits by logging changes to policies and all
activities taken in response to an incident.

ONWARD TRANSFER: Vontu enables its customers to restrict the transfer of personal data,
thereby reducing the risks under the EU Data Protection Directive or laws of individual countries
that may limit the onward transfer of personal data.

ACCESS: Vontu’s audit trail enables companies to easily provide individuals or worker
representatives with access to specific information.

This section will examine some of Vontu’s key functions that safeguard employee privacy while
protecting against the loss of sensitive information.
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Limits the Disclosure of Personal Information: “Need to Know”

Privacy laws and regulations apply to information that can be associated with a particular
individual. If the information is anonymous or if the information is not otherwise tied to a particular
individual, the risks of violating an employee’s privacy rights are greatly reduced.

Vontu’s Monitor detects confidential information before it leaves the network over e-mail, instant
message or the Web. Vontu’s Prevent stops confidential information from leaving the network
and prevents internal security breaches before they occur. If a transaction is identified as a
violation of the company’s policies, it is cached and stored on the Vontu Monitor. This
automatically triggers a transaction to Vontu Enforce by providing basic information about the
policy violation. The identity of the sender, however, does not have to be disclosed. The identity
of the sender can be restricted to those the company has determined have a legitimate “need to
know.” Vontu can also send a message to the sender that a policy violation has occurred.'®

Vontu can also be configured to comply with the transborder data transfer restrictions of the EU,
Australia or any other country that restricts transborder transfer. Vontu’s Monitor and Enforce can
be set up so that they reside in one location within a particular country. Accordingly, data
collected during monitoring does not travel across national boundaries.

Legitimate Purpose and Proportionality: Policy-Based Monitoring
and Focus on Specific Activities

The principles of legitimate purpose and proportionality provide that monitoring is justified only if it
is necessary to protect the legitimate interests of the employer and the monitoring goes no further
than is necessary to meet that need. A company usually discloses the legitimate purpose in
documents such as a “Network Use” policy, an “Employee Privacy” or “Customer Data Privacy”

policy.

Vontu automates policy enforcement options for notification, workflow, blocking, quarantine and
encryption. Vontu allows users to define and deploy data security policies based on over fifty pre-
built policy templates for protecting customer data, intellectual property and company confidential
information.

The focus on specific activities and policy-based monitoring helps avoid additional compliance
and privacy exposures. It enables a company to provide notice of exactly what is being
monitored and what is being collected. Vontu’s match highlighting gives the company a clear
indication of why a communication generated an incident, saving time in the incident review
process and ensuring that data collected is limited to that which violates policies.

Collects Only Data that Violates Policy

Vontu monitors data flowing across a network but only collects data if it violates company policy.
This is a significant step in protecting employee’s privacy rights. Whereas some monitoring
technologies capture all data — even that which does not violate policy, Vontu does not. Some of

1% Notice to the originator of the e-mail can play an important role in establishing notice under both US and

the data privacy laws of other countries. This can be the event that alerts an employee that his or her
communication has been recorded as an incident and, therefore, triggers any rights they may have to
access the data collected about the violation.
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Vontu’s competitors enable companies to run queries against all of the captured data in an effort
to find violators. This is a clear violation of the principle of proportionality and one that Vontu
does not allow.

Data Accuracy and Integrity: Limits False Positives

Vontu’s patent-pending technology accurately detects confidential data across all network
protocols, content formats and business contexts. Accurately identifying information that violates
policy is key in reducing false positives.

Vontu’s Exact Data Matching delivers a high degree of accuracy on structured data. This is
essential for protecting customer and employee data. Vontu's Indexed Document Matching
creates “digital fingerprints” on unstructured content, enabling accuracy. And finally, Vontu's
Described Content Matching uses keywords, lexicons, pattern matching (regular expression), file
types, file sizes, sender, receiver and network protocol information to detect data loss incidents.

Security for Data Collected

Vontu has provided numerous features to safeguard the data that is gathered during monitoring.
To begin with, the information on violations is revealed to first responders or analysts through a
secure visual display. In order to protect this information during transmission, Vontu uses a
secured communication channel or encrypts the information being sent. Vontu’s stored (cached)
documents and summary reports reside within a company’s secure corporate LAN and the
information is not transferred to outside parties.

Vontu also allows a customer to determine who should see specific information on incidents. The
role-based access controls are important to minimize risks of the improper use of sensitive
information. A customer can limit access to sensitive information or sender identity to
departmental supervisors or others who should have access to such information.

Access and Enforcement: Comprehensive Audit Trail

One significant aspect of privacy protection is ensuring that an audit trail is kept of the collection
and use of information. Additionally, the audit trail should keep complete records on any changes
to policies as well as steps taken as a result of the incident. Vontu keeps detailed logs and
accurately timestamps and records the information necessary to resolve disputes. Further, Vontu
preserves evidence that may be needed for later use in the event of intentional violations.

Vontu keeps complete data on all incidents for purposes of an audit trail. Significantly, Vontu
enables customers search historical data based on sender, policy, recipient and other relevant
factors. This can be adjusted to comply with the EU’s restrictions on how long personally
identifiable data can be retained.

Onward Transfer: Limiting the Need to Transfer Data

Vontu helps its customer reduce risks from the unauthorized or inappropriate transfer to personal
data collected during monitoring. Under the laws of the EU, for example, the unauthorized
transfer of personal data on residents of the EU to the US — even within the same company — can
be a violation of law. Sanctions for such unauthorized transfer can include injunctions, monetary
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fines against the company and the individual employees who transferred the data and criminal
penalties.

Vontu enables it customers to restrict the transfer of personal information. If data should not be
transferred outside of a particular country, for example, Vontu can be set up so that all
components reside in one location within that country and data will not move across national
boundaries. Vontu also enables its customer to de-identify incident data so that personal
information is not being transferred across national boundaries. These features are particularly
important for U.S-based companies that have offices or affiliated entities located in the EU or
other jurisdictions that restrict transborder transfers.

Grading Vontu for Effective Management of Workplace
Privacy

At the outset of this paper, it was noted that effective management of workplace privacy issues
requires a multi-faceted approach. Companies must educate themselves on the requirements of
both US and Asia, the Pacific and Japanese laws governing workplace monitoring. Companies
must also put in place effective policies and procedures to regulate monitoring and to reduce
employees’ expectation of privacy for workplace communications. One important element is the
adoption of the Vontu solutions that will enable companies to comply with their policies, protect
their sensitive information while safeguarding employee privacy. Vontu is such a technology and
provides reasonable steps to protect and secure data that is gathered as a result of targeted
monitoring. Vontu receives high marks for its effort to provide its customers with effective tools
for safeguarding employee privacy while providing effective monitoring.

Table 1 below provides a scorecard to determine how Vontu meets the fundamental privacy
principles underlying workplace monitoring. It contains a listing of the basic fair information
practice principles of the United States and the relevant principles from the APEC Privacy
Framework as they relate to workplace monitoring.

Table 1
Monitoring Requirements Under APEC Privacy Framework
Requirement
Preventing Harm: Vontu’s policy-based monitoring allows Yes
Remedies should be companies to ensure that only non-
proportionate to the likelihood | compliant data is collected. This allows a
and severity of any harm company to set its policies and then feel
threatened by the collection comfortable that the monitoring is being
or use of personal limited to that related to the company’s
information. policies. Vontu Discover can automatically

enforce data security policies by relocating
exposed and confidential data to a
quarantine area or encrypted file server and
notifying owners.

Notice: Companies must Companies must notify individuals about Yes
notify individuals about the the purposes for which they collect and use

purposes for which they information. Although Vontu 7.0 does not

collect and use personally provide the actual notice, companies can
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Monitoring Requirements Under APEC Privacy Framework

Requirement Yes/No
identifiable information. use Vontu to ensure that monitoring takes
Notice may also require place in compliance with the stated
information on who is purposes in the notice and, therefore, that
collecting the data, how it is the information in the notice is accurate.
being collected, where it will
be processed and when. Companies most often get into trouble for
stating one thing in their privacy notice and
then doing something different in practice.
The ability to use technology to aid in
complying with a company’s privacy
policies is an important step in reducing
privacy risks.
Collection Limitation: Vontu provides pre-built templates to assist Yes
Personal information should customers in complying with privacy laws
be collected by lawful and fair | and best practices. Vontu provides content
means. Information that is aware policy-based monitoring to ensure
collected should be limited to | that monitoring and data gathering only
information that is relevant to | target information that violates the
the purposes of collection. company’s policies. These are important
steps in ensuring that a company is
conducting monitoring for legitimate
purposes and collecting only relevant
information.
Security Safeguards: The Vontu allows role-based access to incident Yes
information gathered must be | information. Vontu provides a complete
protected from unauthorized audit trail of incident workflow. Finally,
use, access, loss, alteration Vontu provides secure communication of
or destruction. the incident data. Vontu Discover can
automatically enforce data security policies
by relocating exposed and confidential data
to a quarantine area or encrypted file server
and notifying owners.
Access and Correction: Vontu’s audit trail maintains a complete Yes
Individuals must be given record if an incident workflow and all
reasonable access to all information related to the message that
personal information held violated policy. Companies can easily
about them. provide employees or works council
representatives with access to information
on the violation.
Data Integrity: Steps must Personal information must be relevant for Yes
be taken to ensure that data the purposes for which it is to be used.
is accurate and relevant for Vontu’s accuracy in monitoring data and its
the purpose(s) for which it content aware, policy-based monitoring
was collected. help ensure that the data gathered is
relevant for the stated purposes.
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Monitoring Requirements Under APEC Privacy Framework

Requirement How Vontu Meets Requirement Yes/No
Enforcement: Measures While Vontu 8.0 will not provide the actual
must be put in place to dispute resolution mechanism, it does
ensure that data is used provide the audit trail and records
appropriately and that the necessary for an effective dispute
policies regarding the use of | resolution program. Since all information
the data are enforced. related to an incident is captured and
Effective enforcement logged, along with changes to the relevant
includes an audit trail of how | policies, employees or works council
data is used to ensure that representatives can have confidence that
individuals who violate the information is accurate and that it has
privacy policies are dealt with | not been “manufactured.” If information
appropriately. has been inappropriately used, the Vontu

audit trail will enable companies to
appropriately deal with the individuals who
have violated the relevant policies.

Table 1 provides only a starting point for you to consider before monitoring employees
within the APAC region. Because the laws and regulations vary from country to country, it is
important that you understand the laws related to each country where you are doing
business. It is also very important to understand the cultural and historical perspectives of
each country regarding monitoring and privacy. For some countries in the APAC region,
privacy is viewed as an important right that must be protected. In addition, it is important that
you understand the technology that you will use to conduct monitoring, as its effectiveness
and reliability can have an impact on the privacy risks you may be facing. Monitoring
technology that provides safeguards to protect privacy rights of employees is an important
step in managing privacy risks.

How to Get Started with Vontu

Vontu’s team of Data Loss Prevention experts will work with you to understand your unique data
security requirements, priorities, and share insight into our industry’s best practices. Contact
Vontu to get started at +1.415.464.8100 or email info@vontu.com.

About Vontu

Vontu is the leading provider of Data Loss Prevention solutions that protect data anywhere — at
rest, in motion or at the endpoint. By reducing the risk of data loss, Vontu helps organizations
ensure public confidence, demonstrate compliance and maintain competitive advantage. Vontu
customers include many of the world’s largest and most data-driven enterprises and government
agencies. Vontu has received numerous awards, including IDG’s InfoWorld Technology of the
Year Award for “Best Data Leak Prevention,” as well as SC Magazine’s 2006 U.S. Excellence
Award for “Best Enterprise Security solution” and global Award for Best New Security Solution.”
For more information, please visit www.vontu.com.
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Conclusion

Monitoring has become an important part of the steps that companies must consider in order to
protect their sensitive information. As discussed throughout this paper, monitoring can be used to
protect the company’s intellectual property as well as to protect against the leaking of customer or
employee data. In order to effectively manage the risks related to the loss of sensitive data —
without creating new risks by improper monitoring, companies must implement a multi-faceted
program. Such a program must address the complex privacy and data protection laws of the US
and the EU. An important part of any such program is the implementation of technology that
provides management with an effective tool in dealing with workplace monitoring and privacy
issues. Vontu technology is such a technology that should be considered by companies with
international operations.
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