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Altiris 6.0: Understanding the Primary User in Notification Server 6.0 SP2 and SP3
White Paper

About Altiris

Altiris, Inc. is a pioneer of IT lifecycle management software that allows IT organizations to easily manage desktops, notebooks, thin clients, handhelds, industry-standard servers, and heterogeneous software including Windows, Linux and UNIX. Altiris automates and simplifies IT projects throughout the life of an asset to reduce the cost and complexity of management. Altiris client and mobile, server, and asset management solutions natively integrate via a common Web-based console and repository. For more information, visit www.altiris.com.
NOTICE

The content in this document represents the current view of Altiris as of the date of publication. Because Altiris responds continually to changing market conditions, this document should not be interpreted as a commitment on the part of Altiris. Altiris cannot guarantee the accuracy of any information presented after the date of publication. 

Copyright © 2004, Altiris, Inc. All rights reserved.

Altiris, Inc.

588 West 400 South

Lindon, UT  84042

Phone: (801) 226-8500

Fax: (801) 226-8506

BootWorks U.S. Patent No. 5,764,593.

Altiris and Deployment Solution for Servers are registered trademarks of Altiris, Inc. in the United States.

Microsoft, Windows, and the Windows logo are trademarks, or registered trademarks of Microsoft Corporation in the United States and/or other countries.

Other brands and names are the property of their respective owners.

Information in this document is subject to change without notice. For the latest documentation, visit www.altiris.com.
Contents

1Introduction


2Notification Server Architecture


3How Primary User Is Generated


3Primary User Inventory Class


3Altiris Agent Log On Events


4How Primary User Is calculated


5When is the AeXUserMonitorLog.xml file updated?


6Controlling Primary User Information


7Reporting Primary User Information


8Appendix A—Pre-NS SP3 Compability for the 5.5 Altiris Agent


9Example 1


9Example 2


9Example 3


10Example 4


10Example 5




Introduction

This document helps in understanding the process of the Altiris 6.0 Infrastructure to determine the primary user for client workstations. All information is based on Notification Server 6.0 SP2 and SP3. Use of primary user information might be required to define billing processes or how the client workstation is used within other third party systems. Please note that parts of this document were taken from the Notification Server 6.0 SP2 help files, and the Notification Server 6.0 SP3 documentation. 
Notification Server Architecture
Altiris delivers an integrated IT Lifecycle Management System, which covers various aspects from Client & Mobile Management, Server Management and Asset Management.
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The Altiris Notification Server is the core infrastructure server of the whole solution. After their discovery, Notification Server can push out the Altiris Agent to further communicate with other Windows Devices. With the functionality of the Altiris Agent in place, it can provide a medium for the data to be collected so it can generate the information for primary user of a Windows computer. This primary user is the one, who has been logged on for the majority of time during the last 28 days. This primary user is determined at the log off of a user. The log on and log off is tracked by the NS Agent itself.

How Primary User Is Generated

Primary User Inventory Class

Notification Server provides an inventory class that lets you know who the primary user is on your Altiris-enabled computer. This class is called “AeX AC Primary User” and is found in the Resource Manager by clicking on the Inventory tab. The Inv_AeX_AC_Primary_User table is the storage for the AeX AC Primary User data class
Altiris Agent Log On Events

Every time a user logs on or off of a computer, the Altiris Agent records a logon/logoff event. The Altiris Agent locally records these events in the AeXUserMonitorLog.xml file. The Altiris Agent then calculates the Primary User based on the data in this file and sends the results up to the server as part of Basic Inventory.

These events can be viewed in the Resource Manager by clicking the Events tab, and then navigating to Data Classes > Computer Events > AeX Client LogOn.

These events are used to determine who has logged on to the computer and for how long and generates client computer usage. If a user never logs off, then this information will not be created for this user. This information is stored in an AeX Client LogOn event. If you have the Altiris Agent loaded, then the primary user information is generated this way.

Another method in which these events can be recorded (if available) is information from the logged-on user (generated from the Machine Inventory Agent in Inventory Solution). This information is in the AeX EU Logon Users inventory class. If standalone Inventory is being used instead of having the Altiris Agent loaded, then the primary user information is generated this way.

Last, when Basic Inventory is sent, it contains the details of the currently logged-on user. This information is found in the Last Logon User field in the AeX AC Identification inventory class.

These sources are worked through, and the Machine Usage table is created. This information is generated separately from anything else. This happens even if you have no solutions installed. 

Note: The primary user is reported on a monthly basis. A primary user is determined for the current month, which is reported in the database. Primary users can change from month to month. 
How Primary User Is calculated

There is a file called AeXUserMonitorLog.xml which is stored in the install directory of the Altiris Agent. This log contains a list of all user logon durations within the last 28 days. The Altiris Agent uses this file to calculate who the primary user is for the client computer. 

The following registry key controls the days that primary user is calculated on, this key is set to 28 by default:

HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\Altiris Agent\Inventory\ PrimaryUserRecordDays

For each <log> entry inside the AeXUserMonitorLog.xml file, if the date and time for the utc_lastloggedon are older then 28 days then Altiris Agent will remove these entries from the log file so that primary user will not be calculated based on these old records.

The durations recorded inside the AeXUserMonitorLog.xml are in seconds, and the time is calculated in UTC.

Below is an example of a log entry in the AeXUserMonitorLog.xml file:
<Log userID="Domain\user" duration="529113" utc_day="6" utc_month="10" utc_year="2006" utc_lastloggedon="2006-10-04 18:29:39" />

When is the AeXUserMonitorLog.xml file updated?
The AeXUserMonitorLog.xml is updated when either of the two following conditions occur: the user logs off or the Altiris Agent sends basic inventory.

1. The user logs off: No record is entered into the user monitor log when user logs on. As soon as the user logs off an entry is made in the user monitor log which is the duration between the user logging on and when the user logged off. 

For example, if the user logs on at 9 a.m. on the October 1, and then logs off on the October 5, when the user logs off it will add an entry to the AeXUserMonitorLog.xml as follows:

<Log userID="Domain\user" duration="432000" utc_day="5" utc_month="10" utc_year="2006" utc_lastloggedon="2006-09-30 11:00:00" />

2. The Altiris Agent sends Basic Inventory: When the Altiris Agent sends basic inventory it updates the AeXUserMonitorLog.xml file at this time. This ensures that if the computer crashes or the user locks their work station but never logs off that Primary User information is still kept up to date on a regular basis.

For example, a user logs onto the computer at 8:00 a.m. on the October 5, no entry is made into the AeXUserMonitorlog.xml at this time. The Altiris Agent on the user’s computer sends basic inventory at 11:00 a.m. At this point an entry is made into the AeXUserMonitorlog.xml that would look as follows:

<BasicInvLog userID="domain\User" duration="10800" utc_lastCalculated="2006-10-05 01:00:00"/>
When the Altiris Agent sends basic inventory it will do one of the following:
· If no <BasicInvLog> entry exists in the file for the user sending basic inventory then it will create one and record the duration of the time since the new user logged on.

· If a <BasicInvLog> node already exists inside the file for a user then it will increment the duration for the existing record. 

When the user logs off and there are <BasicInvLog> records in the file it creates a <Log userID> entry which is the current duration of the <BasicInvLog> node plus the duration between the last time Basic Inventory was sent and the log off time. 
Controlling Primary User Information

Currently there are no user interface controls that need to be set for Altiris 6.x agents to report primary inventory. If you have 5.x agents reporting to your 6.x Notification Server however, there is a checkbox called primary user for Altiris Agents, found on the Advanced settings page, under the Configuration > Notification Server Settings folder. Be aware that this can cause duplicate computers if used in conjunction with 6.x agents.

In Notification Server 6.0 SP3, the primary user for the Altiris Agents checkbox has been removed from the Advanced Settings page on the Configuration page. See Appendix A for more information.
To control the number of different computers that primary user inventory will process for any given computer is controlled by the following registry key:

HKLM\SOFTWARE\Altiris\eXpress\Notification Server\Primary User Update\MaxProcessMachines 
Type - REG_DWORD 

If this registry value does not exist, the default is 20.
Reporting Primary User Information
There are predefined reports that have been provided to allow you to review the primary user information your notification server has collected. These reports are associated with Inventory Solution, and you should have this solution installed to take advantage of them.

They are found in the following locations:
Reports > Assets and Inventory > Win32 > Legacy Reports > Windows > Primary User.
The reports here are

· Primary User by Domain

· Primary User on Multiple Computers

· Primary User with Contact Details

Reports > Assets and Inventory > Win32 > User > Primary User.
The reports here are
· Computers without Primary User

· Primary User by Domain

· Primary User on Multiple Computers

· Primary User with Contact Details
Appendix A—Pre-NS SP3 Compability for the 5.5 Altiris Agent
As of NS SP3, backwards compatibility with the 5.5 Altiris Agent was eliminated in regards to server-side primary user generation. The following information refers NS 6.0 SP1/SP2 functionality
In this AeX_AC_Primary_User table is a "Server Generated" column. If the Configuration tab > Server Settings > Notification Server Settings > Advanced Settings > Enable Primary User Update setting is checked, the Notification Server will scan the Inv_AeX_AC_Primary_User table for computers that don't have Primary User generated. It will then calculate the primary user from the data found in AC_Client_Logon, AC_Identification, and EU_Logon_Users data classes. 

Therefore, any computer in the Inv_AeX_AC_Primary_User table that has had the Primary User calculated by the server will have the "Server Generated" column populated with a 1 (default value is NULL).

Enabling "Primary User Generation" is useful if there are NS 5.5 clients communicating with the NS 6 server, as the NS 5.5 clients don't have the Primary User generation capabilities. 

Note: In a pure NS 6.0 environment, there is no need to have this setting enabled.

Example 1

User A logs on a computer named Workstation1 once on January 1. He stays logged from 9 a.m. to 5 p.m. (8 hrs).
User B logs on the same computer named Workstation1 twice on January 1 with 15 minutes and another 45 minutes usage (1 hr).
The Altiris Agent itself (without any inventory addition) will now determine the primary user based on these figures:

User A: 1 Login with 8 hrs.

User B: 2 Login with 1 hr.

While User A has worked more hours with Workstation1, his account information will be transmitted to the notification server as the primary user on January 1.

Example 2

User A logs on a computer named Workstation1 one time per day in January. He stays logged from 9 a.m. to 5 p.m. (8 hrs, 21 of 31 days in January).
User B logs on the same computer named Workstation1 three times in January with an overall usage of 16 hrs.

The Altiris Agent itself (without any inventory addition) will now determine the primary user based on these figures:

User A: 21 Logins with 168 hrs.

User B: 3 Logins with 16 hrs.

While User A has worked more hours with Workstation1, his account information will be transmitted to the notification server as the primary user on January 31.

Example 3
User A logs on a computer named Workstation1 one time per day in January and February. He stays logged from 9 a.m. to 5 p.m. (8 hrs, 40 of 59 days in January and February = 240 hrs)

User B logs on the same computer named Workstation1 35 times in January and February with an overall usage of 245 hrs.

The Altiris Agent itself (without any inventory addition) will now determine the primary user based on these figures:

User A: 40 Logins with 240 hrs.

User B: 35 Logins with 245 hrs.

While User B has worked more hours with Workstation1, his account information will be transmitted to the notification server as the primary user on February 28.

Example 4

User A logs on a PC named Workstation1 one time per day in January and not at all in February. He stays logged from 9 a.m. to 5 p.m. (8 hrs, 20 of 31 days in Jan. = 160 hrs)

User B logs on the same PC named Workstation1 15 times in February and not at all in January with an overall usage of 120 hrs.

The rest of February the PC stays turned off.

The Altiris Agent itself (without any inventory addition) will now determine the primary user based on these figures:

User A: 20 Logins with 160 hrs.

User B: 15 Logins with 120 hrs.

While User A has worked more hours with Workstation1, his account information will be transmitted to the notification server as the primary user on February 28. 

Example 5
User A logs on a PC named Workstation1 one time per day in January and not at all in February. He stays logged from 9 a.m. to 5 p.m. (8 hrs 1 sec , 20 of 31 days in Jan. = 160 hrs 20 sec)

User B logs on the same PC named Workstation1 21 times in February and not at all in January with an overall usage of 160 hrs.

The Altiris Agent itself (without any inventory addition) will now determine the primary user based on these figures:

User A: 20 Logins with 160 hrs 20 sec.

User B: 21 Logins with 160 hrs.

While User A has worked more hours with Workstation1, his account information will be transmitted to the notification server as the primary user on February 28.
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