How to setup SSL(Embedded Apache Web Server) on SPS via GUI



Test Environment :

· Windows 2008 R2 (English)
· Oracle JDK 1.6.0_45(32bit)
· Secure Proxy Server R12.52
· Certificate Authority (OpenSSL)


Purpose of this Document:

· [bookmark: _GoBack]Steps to setup SSL via command-line is in the documentation but this is to demonstrate how it is done via GUI.




Here are the steps:

1. Import RootCA
0. “Embedded web server SSL configuration”  “Import CA”
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1. Click “Request”
1. “Embedded web server SSL configuration”  “Request”
[image: cid:image002.png@01CF3D5B.E593F130]

1. Click “Generate”
2. It will ask to save “apachesslcertrequest.p10” (CSR) file.
2. Save the p10 file.
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1. Click “SPS Admin UI – Generate Certificate Request”  “Back”
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1. Submit the CSR(apachesslcertrequest.p10) to your Certificate Authority and get signed certificate.
4. Let’s say it is certificate.cer file saved on your desktop
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1. Import the Certificate.
5. “Embedded web server SSL configuration”  Signed Certificate Response
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5. Click “Embedded web server SSL configuration”  “Apply”
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1. Restart your Apache Web Server. (Notice the OpenSSL/0.9.8y-fips)
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1. Test https
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