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Install and Configure CA CABI (Report) Server

The steps below cover the installation and integration of the CABI Report Server as
shown in the CA Identity Manager 14.2 Installation Guide, adjusted to use the CA
Identity Suite Virtual Appliance form factor.

Install and configure the following CA CABI components on each CA Report Server:

Pre-requisite Tomcat Installation

Install CA CABI (Report) Server

Post-Installation Configuration

Complete the Identity Manager Integration

Verify Installation

Pre-requisite Tomcat Installation
Go to the location where Tomcat install software is available.

Select apache-tomcat-8.0.44.exe, then run as administrator.

Appiication Tools
Manage

» ThisPC » loddisk1 (C) » InstallMedia » Tomeat
Favorites Lol
B Deskiop

Open

[ apache-tomcat-8.044.exe

9

o
]

The Apache Tomcat Setup starts, displaying the Welcome screen

Run as administrator .
Troubleshoot compatibility
Pin to Start

o Edit with Notepad++

WinZip
Pin to Taskbar

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties

. Click Next to continue.
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Apache Tomcat Setup
Welcome to Apache Tomcat Setup

Setup wil guide you through the installation of Apache
Tomeat.

Itis recommended that you dose al other appications
before starting Setup. This will make it possile to update
relevant system fles without having to reboot your
computer .

Cick Next to continue.

BareTail

Apache Tomcat 8

The License Agreement page is displayed. Click | Agree to continue. The Choose Components page is displayed.
Use the default selected components and click Next to continue.

Apache Tomcat Setup
Chaose which features of Apache Tomcat you want to instal

Chedk the components you want to install and uncheck the components you don't want to
instal, Click Next to continue.

Select the type of instal: [ Normal vl
Or, sedect the optional + M Tomcat
components you wish to [¥] Start Menu Ttams
nstal:

[¥] Documentation

[¥] Manager

[[] Host Manager

[[] Examples

Space requred: 11.5M8

<sack || Mﬁ)

The Configuration Options screen is displayed, with default ports assigned to a standalone server and Windows
Service Name. Provide Username of admin for the Tomcat Administrator Login and a somewhat complex
password, like P@ssword01!. Be sure to document the password for future use. Click Next to continue.
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Apache Tomcat Setup: Configuration Options | — 2 |

Configuration w ka
Tomcat basic configuration. ,—K\

Server Shutdown Port

HTTP/1.1 Connector Port

AJP/1.3 Connector Port

Windows Service Name:
Create shortcuts for all users

Tomcat Adminstrator Login admn
(optional)
sesssesnnns

manager gui

<tec [ Meft> | [ concd ]

The Java Virtual Machine path selection screen displays. The installer shows the Java Runtime Environment path
selected by default. Change the path to the Java SDK installation folder as the path to the required JRE, using the
Browse button to open the Windows Explorer.

Apache Tomcat Setup: Java Virtual Machine path selection | — |2 n

Java Virtual Machine w g
Java Virtual Machine path selection. .r\

Please select the path of a Java SE 7.0 or later JRE installed on your system.

= Browse For Folder

C:\Program Fies\Java\ye 1.8.0_144

“ Java
<[ jowragy1a4
bin
db

include

b

b

bl jre

b b lib
b s jre180144

b McAfee

[ take New Foider

Change the install location to drive on the Windows Server used to install the CA software. The E: drive is shown in
the example below. Click Install to continue.
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Choose Install Location
Choose the folder in which to install Apache Tomcat.

Setup will install Apache Tomcat in the following folder. To install n a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Foider

[ehcarromcats

Space requred: 11.5MB
Space avalable: 59.9G8

The Completing Apache Tomcat Setup screen displays when the installation finishes. Uncheck the Show Readme
box unless you wish to read the file contents. Leave Run Apache Tomcat checked so you can validate the
installation. Click Finish to exit the installer.

Apache Tomcat Setup
Completing Apache Tomcat Setup

Apache Tomcat has been nstalled on your computer

Cick Finish to dose Setup.

¥ Run Apache Tomeat

Show Readme

Apache Tomcat 8

The Apache Tomcat local home page opens in your default browser. Choose the Manager App button to login to
the Web Application Manager app. Use admin and the specified password to login using the Basic Authentication
Form opened by your default browser.
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[® Apache
<«

C 0 @ localhost

Home

Documentation

Configuration Examples Wiki Mailing Lists

Apache Tomcat/8.0.44

Recommended Reading:

Security Considerations HOW-TO
Manager Application HOW-TO
Clustering/Session Replication HOW-TO

Developer Quick Start

Tomeat Setup
Eirst Web Application

Managing Tomcat

For security. access to the manager webapp is

Documentation

Tomcat 8.0 Documentation

restricted. Users are defined in:

Tomcat 8.0 Configuration

SCATALTNA_HOME /conf /tomcat-users.xal

Tomcat Wiki

Find Help

J APackE

Server Status
Manager App
P Lo S

Host Manager

Serviet Specifications
Tomeat Versions

Getting Help
FAQ and Mailing Lists

The following mailing lists are available:

Important announcements, releases, security

In Tomcat 8.0 access to the manager
- vuinerability notifications. (Low volume).

Find additional important configuration
information in:

tomcat-users

The Apache Web Application Manager page should display, validating the Tomcat Server installation. Close the
browser window.

w

Tomcat Web Application Manager

&

Manager Help

Display Name

Start | Stop  Reload | Undepioy

Weicome to Tomcat
Expire sessions  with idie 2 30

Stat Stop Reload = Undeploy

Expire sessions | with idie > 30

Start Stop Reload Undeploy

Tomcat Manager Application

Expire sessions  with idle > 30

Use the Tomcat Configuration Manager widget in the Quick Launch Tray to stop the Tomcat Service before you
proceed to install the CABI software.

minutes

5 CABI 6.3 Integrate Jasper Report Server with Virtual Appliance



CA Communities — Layer 7 ldentity Management

Configure...

Stop senice
Thread Dump
Eat

About

I

[ (] EIF G gvm

Configure Tomcat JVM Options before installing the Report Server. Open the Tomcat Configuration widget and
select the Java tab.

% Apachd Fomcat 8.0 Tomcat8 Properties
General | Log On [ Loggng | Java | Startup | Shutdown
Use default
Java Virtual Machine:
C:\Program Fies\lava\jdk1.8.0_144\jre b \server \vm.di

Java Classpath:

E:\CATomcats \bin \bootstrap. jar;£: \CA Tomcats \bin \tomcat -Jul.jar
Java Options:

-Deataina.home =E: \CA\Tomcats

“Dcataina. base =E: \CA \Tomcat3
-Djava.endorsed.drs=E:\CA\Tomcat8\endorsed

Djava.io. tmpdir =E: \CA \Tomcat8 temp

Initial memory pool: 128
Maamum memory pook: | 256

Thread stack size:

G

technologies

i CPHEG g

Change the memory pool and thread stack to reflect: initial memory pool = 4096 MB; maximum memory pool =
6144 MB; and thread stack size = 6144 KB. Add the following Java Options to the end of the displayed values:

-XX:PermSize=32m
-XX:+UseConcMarkSweepGC
-XX:+CMSClassUnloadingEnabled
-XX:MaxPermSize=512m

The resulting Tomcat Properties panel should resemble the screen shot below:
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% Apache Tomcat 8.0 Tomcat8 Properties
General | Log On [ Logong | Jova | Startup | Shutdown
Use default
Java Virtual Machine:
C:\Program Files\Java\idk1.8.0_144\yre \bin \server \vm. di
Java Classpath:
E:\CATomcats \bin \bootstrap. jar ;E: \CA Tomcats bin \tomcat -yl jar

Java Options:

XX:PermSize=32m

XX: 4UseConcMarkSweepGC

XX +CMSClassUnko nabled
XX:MaxPermSze =51

Initial memory pool: 0%
Maxamum memory pool: | 6144

Thread stack size. 6144

G

technologies

e < Pl 2um

Install CA CABI (Report) Server

Login to Windows server with service account provided for Jasper Reports Server. Set JAVA_HOME system
environment variable; and add “%JAVA_HOME%\bin;” to the system PATH variable. The following steps are copied
from the Installing CABI Jasper Reports Server section in the CABI 6.3 documentation.

1. Right-click My Computer and select Properties.
2. Within Advanced tab, select Environment Variables.

3. Create a System variable that is named JAVA_HOME (or edit existing) and reference where the JDK software
is located, for example:
C:\Program Files\Java\jdk1.8.0_73

4. Select Path from the list of system variables, and click the Edit button and append %JAVA_HOME%\bin to
the list of paths (be sure to separate with ;")

5. Click OK.

One additional update is required to use a remote server hosting MS SQL Server. This update is covered in the
Silent Install topics of the named CABI 6.3 documentation. The update is required when using the GUI or silent
install processes.

1. Update the hosts file (%windir%\System32\drivers\etc\hosts) in Windows to insure the MS SQL Server
hostname is resolvable. For example: xxx.xxx.xxx.xxx host.domain.com hostname. Here
XXX.XXX.XXX.XXX is the ipv4 address of host name.

2. Ensure that the etc/host entries are correct.

Unzip the install software GEN500000000000081.zip to temporary folder on the Report Server host. Run the GUI
Installer, setup.bat, as the local administrator (as shown below).

Run setup.bat as administrator ...
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Application Tools
anage

= 1|k » ThisPC » loddisk1 (C) » Temp »

Favorites

I Deskiop apache-ant
% Downloads buildomatic
<» Recent places ca_install

docs
¥ This PC licenses

I Desktop overlay

Documents asenpies

4 Downloads Wond-162

B Music CABusinessintelligence properties
& Pictures & Readme.txt
B Videos & releaseNotes.txt
at
h
k EULADE
/_Run as administrator
4 Edit with Notepad++
WinZip
Restore previous versions
Send to
Cut
Copy
Create shortcut
Delete
Rename

Properties

The CABI installation binary (InstallAnywhere) launches, preparing the installation package for execution.
The Language selection screen opens for the installer. Use the default of English and click Next to continue.

The Installation Prerequisites checks are executed, and the results are displayed (as shown below).

CA Business Intelligence 6.3.0

ca Installation Prerequisites

technologies

P [Rei]

The Introduction screen displays. Click Next to continue the installation.

Use the scroll bar to review the License Agreement and activate the | Accept radio button. Select | Accept option
and click Next to continue.
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CA Business Intelligence 6,3.0

License Agreement
Read the Agreement
technologies software which are set forth below this Agreement) constitutes the complete
ot

Agreement between the parties regarding this sul e 3nd that It supersedes

"] radio button, and then click
= of this Agreement a2 set forth

Select the [ do NOT accept the

Choose the Installation Folder in the specified location for the install. The example below uses the E:\CA as the
root path for the installation.

CA Business Intelligence 6.3.0

Installation Folder
(Choose a folder to install CA Business intefligence:
technologies R

E:\CAVSCICA Business Intebgence

| Prevous | [ Ned ]

Select Custom install radio button on Server Installation Type screen.
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(CA Business Intelligence 6.3.0

Server Installation Type
Choose an install option:
technologies

Instal with default companents (Tomeat and PostgresQ)

® tagton vl

Select | want to use an existing Tomcat option on Application Server screen.

CA Business Intelligence 6.3.0

Application Server
ca Select the application server you want to use:
tachnologles 1 want to use the bundied Tomeat

© Vit 1 iae an exing Toméad

b}

After selecting the Tomcat location on the Existing Tomcat Details screen, use the default name for Web App
name, jasperserver-pro. Click Next to continue.
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Adobe
Reader XI

72

3 CA Business Intelligence 6.3.0

E Existing Tomcat Details
Notepad++
i Enter the existing Tomcat details:
technologies Select Tomcat home drectary
oy =\cattoncts
o Rt

BareTail £
et e ame:

Rsperserver oro

R

Previous | [ Next

Select | want to use an existing database option on Database Installation screen. Click Next to continue.

CA Business Intelligence 6.3.0

Database Installation
Select the database for meta repository:
technologies

Lwant to use the bundied PostgresQy. database

® J i 10 im0 exinbing databass

Select MSSQL and provide the database details.

Select the check box “Make same user as Owner for repository”. Click Next
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g ) 2 * Application Tools
-
2]
Adobe
Reader XI D) « 1|k » ThisPC » loddiskl (C) » Temp

[5, Favorites

[l Desktop
J Downloads

Manage

ste moditied

CA Business Intelligence 6.3.0

<» Recent places

% A This PC Existing Database Details
3 ) I Desktop vid f

Documents technologies s v

Ja Downloads oat o
[ = toren01-210387
I B Music

BareTail Port:
& Pictures 143
B Videos
£ loddiskl (C)
o loddisk2 ()

Existrg Usermame,

& Network [V Make same user a5 cwner for repository

Rk

14items 1 item selected 2.

CA Business Intelligence 6.3.0

Install Sample Databases
DO you want to install sample databases and sample reports?
technologies

o

Set the Repository Database name to the specified, or JSReptDB as shown in the example below. Click Next to
continue.
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CA Business Intelligence 6.3.0

Database values
Review default names for meta repository and sample databases:

technologies Repostory Database:

15Repto8]

The Ready to Install screen displays to allow review of the installation parameters. Click Install to begin the
installation or select Previous to return to an earlier screen to make a change.

CA Business Intelligence 6.3.0

Ready to Install
The Installer is about to install the following:
technologies T R
€A Business Inteligence 63

Tnstal Folder:
EACAVSC\CA Business Intelligence

Existing Tomear:

Existing Database:

The installation takes few minutes, between five and twenty depending on the virtual data center services. Various
Installing screens display to advise you of the installation progress.
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CA Business Intelligence 6.3.0
Installing CA Business Intelligence

ca CA Business Intelligence Support Resources

technologies

For support and assistance, plesse vt

Instafing... intiaizing repository database

The Installation Completed screen displays, showing the final status of the installation. The following example
shows a successful installation. Click Done to exit the installer.

CA Business Intelligence 6.3.0

Installation Completed
Completed the CA Business Inteligence 6.3.0 Installation
esstul

technologies

Post-Installation Configuration
Two additional updates to the Tomcat Java Options are required before starting the Tomcat service to validate the
installation.

Update the License Directory path to the Jasper Report Server installation path, -
Djs.license.directory=<Tomcatfolder>\webapps\<webappname>, replacing Tomcatfolder and webappname with
the actual values. Remember webappname used the default value jasperserver-pro in this example.

If you are using Encryption=yes, the default for the GUI installation, set -Duser.home=C:\Users\Administrator, or
the current user used to connect to the server.
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Use the Tomcat Configuration widget to update the Java Options in the Java tab as shown below. Click Apply and
OK to save the updates and close the Configuration tool.

A ) Apache Tomcat 8.0 Tomcat8 Properties

General [ Log On [ Loggng | Java | Startup | Shutdown

Use defaut

Java Virtual Machine:

C:'\Program Files\Java\ydk 1.8.0_144\re\bin\server fvm.di
Java Classpath:

£:\CA Tomcatd i bootstrap.jar;E: \CA Tomcats o \tomcat 3k jar
Java Options:

0 +CMSClassUnioadngEnabled

KX :MaxPermSize =512m

Oys.hce . =E:\Ci Cat8 \webapp:
-Duser.home=C: \Jsers\Admnistrator|

Initial memory poo: 0%
Maximum memory pook: | 6144

Thread stack size: 6144

CGa

technologies

G - PRG |;/5|2/ma

Start Tomcat using the same Tomcat Configuration Manager.

" Configure...
Start service

Y ErEe 2

Open browser and access the below URL, replacing tomcat-hostname with the name of the server hosting the
Jasper Report Server.

http://tomcat-hostname:8080/jasperserver-pro/

15 CABI 6.3 Integrate Jasper Report Server with Virtual Appliance


http://tomcat-hostname:8080/jasperserver-pro/

CA Communities — Layer 7 ldentity Management

L2 (E0)| @ hitp://10.13.107.84:8080 fasperserver-pro/login.html £ ~ & || @ caBusiness Intelligence: L. %

c CA BUSINESS INTELLIGENCE Hep A
Powered By TIBCO Jaspersoft

technologies

Getting Started
How-to videos
How-to articles

Online Learning Portal

Product documentation

Find the right edition for you
User ID:

Jaspersoft Quick Start Guide

Password:

What's new in Jaspersoft Version 6?

Dashboards:
A single web environment for creating visualizations, with a mash-up of
Reports, Ad Hoc Views, and web pages

Show locale & time zone
Change password

All New JasperMobile Support:

View interactive reports and Dashboards from your smartphone or tablet Need help logging in?
with the JasperMobile app

Visualize.js:
Embed Reports and Dashboards directly into highly-interactive web

ntelligence 016 TIBCO Software Inc.

i B

Enter username and password as superuser

LB (=) @ http://10.13.107.84:8080 fasperserver-pro/login.htm P - & @ CABusiness Intelligence: L., %

c CA BUSINESS INTELLIGENCE Help A
Powered By TIBCO Jaspersoft

technologies

Getting Started - arsanas e

How-to videos

How-to articles

r

Online Learning Portal

Product documentation

Find the right edition for you

User ID:
Jaspersoft Quick Start Guide ser

superuser

i i P: d:
What's new in Jaspersoft Version 6? asswor

.. o
Dashboards:

A single web environment for creating visualizations, with a mash-up of
Reports, Ad Hoc Views, and web pages

Show locale & time zone
Change password

All New JasperMobile Support:

View interactive reports and Dashboards from your smartphone or tablet Need help logging in?
with the JasperMobile app

Visualize.js:
Embed Reports and Dashboards directly into highly-interactive web

ut CA Business Intelligence Copyright @ 2015-2016 TIBCD Software Inc.

= S8 O

The below screen is displayed after successful login.
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@ hitp://10.13.107.84:8080/jasperserver-pro/flow.htmi?_flowld=homeFlow 0 ~ & || @ A Business Intelligence: H.. % .
b ag eate peruse p Lo Q
Home
* Recently Viewed Items Data Sources Domains
. Define connection to a database or other Add structure to a data source for use in an
You have no recently viewed items data source. View tutorial Ad Hoc view. View tutorial

Create  View list Create  View list

~ Popular Resources
® How-to videos

Ad Hoc Views

Visualize your data for analysis and report
creation. Wiew tutorial

Reports
Create and format interactive reports from
existing Ad Hoc views. View tutorial

® How-to articles

® Online Learning Portal

Create  View list Create  View list

Dashboards Admin

Combine related reports into custom Configure your server instance and manage
\_// dashboard layouts. View tutorial user settings.

Create View options

About CA Business Intelligence 15-2016 TIBCD Software Inc.

HAEFIEEEE i

Create New Organization “IAM” by following the below steps.
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Complete the Identity Manager Integration

Click on Manage tab and select organizations.

°@| @ hitp://10.13.107.84

G # Library View- Manage~ Create~
Mestrirt

fjasperserver-profflow.html? flowld=homeFlow

Home Organizations

Users

Roles Data Sources

Define connection to a database or other
data source. View tutorial

+ Recently Viewed Ite
Server Settings
You have no recently Vicweu weiiia
Create View list
v Popular Resources

® How-to videos

Ad Hoc Views

Visualize your data for analysis and report
creation. View tuterial

Create View list

® How-to articles

@® Online Learning Portal

Dashboards
Combine related reports into custom
dashboard layouts. View tutorial

Create

About CA Business Intelligence

P-¢ || G CA Business Intelligence: H... % |

superuser

=

Help Log Out Q

Domains
Add structure to a data source for use in an
Ad Hoc view. View tutorial

Create View list

Reports
Create and format interactive reports from
existing Ad Hoc views. View tutorial

Create View list

Admin
Configure your server instance and manage
user settings.

View options

16 TIBCO Software Inc.

. w @ (b IIEISAI:].

Click on Add Organization

e @| Q@ http://10.13.107.84:8080/jasperserver-pro/flow.htmi?_flowld=tenantFlow

Add Organization

Organization Name (required):

Organization ID (required):

The ID cannot be changed once the organization is created.

Organization Alias (required):

Description:

Add Organization

P-c || G CA Business Intelligence: M... % |

ok L

10:17 AM
10/26/2017

< 518

Provide the organization details as below, specifying IAM as the required Organization Name.
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e@|t§ http://10.13.107.84:8080/jasperserver-pro/flow.htmi?_flowld=tenantFlow 0+ ¢ | @ caBusiness Intelligence: M... %

\ nxs

Add Organization

Organization Name (required):
1AM

The unique alias name of the organization. Users and web services
can enter the organization alias when logging into CA Business
Intelligence. The alias can be changed at any time. tion is created.

Organization Alias (required):
1AM

Description:

Add Organization

EH &y u;;] . 0 @ ‘[Rﬁ@(b1m?

Create a new user, idmadmin, in the IAM Organization by following the below steps.
Click on Manage and select users. Click on Add User.

Complete the user details as shown below. Document the password provided in the above screen for future use.

°@|ﬂ; hitp://10,13.107.84:8080 jasperserver-pro/flow.html?_flowld=userListFlow 0+ ¢ | @ CaBusiness Intelligence: M... % | ‘ A & 3

Add User

User name:
idmadmin

User ID (required):
idmadmin

Once created, this value cannot be changed.

Email:

Password (required):

Confirm Password (required):

[l user is enabled.

Add User to 1AM

= el )| e @ < B G ey
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Click on “Add User to IAM” the below screen with the updates list of users is displayed.

e@| http://10.13.107.84:3080/jasperserver-pro/flow.html?_flowld=userListFlow 0+ ¢ @ caBusiness Intelligence: M... | ‘ m ok TF
# Lbrary View~ Manage~ Create~
b

superuser Help Log Out Q
£ Organizations Users o Properties
5l root Add User... | Enable | Disable Delete

=~ User name:
1AM .
S idmadmin idmadmin 1AM i 5
Organization kmadmin
jasperadmin jasperadmin 1AM
User ID:
joeuser oeuser 1AM . q
’ ! idmadmin
Email:

User is enabled.

Roles Assigned:
ROLE_USER,,

Profile Attributes:

Name Value Encrypted Inherited

domainWhitelist = false true

Con ] onioe] oo

e RliEhes e

About CA Business Intelligence

Retrieve jasper_sql_reports.zip from the deployment IDS vApp server at the following location:

/opt/CA/ldentityManager/IAM_Suite/IdentityManager/tools/imrexport/ReportDefinitions/IM Standard
Reports/Ms-SQL_Reports

B TTCA Tasper - config@10.13.107.47 - WinscP

=T o]
Local Mark Files Comrmands Session Options Rernote Help
B B2 3 synchronize B P [ & 5 Queue ~ - Transfer Settings Default -
| = config@10.13.00747 [ New Session |
G COWTLLTOL - = o= RS | Ms-SQL_Repor + (= o= - @ 2 | G Find Files | Ty
& 8 Downlosd (58 | 27 Edit % o Dy Properees | £ (B 1)
CASTMTCA-Jasper S LA _Suite/Tdentityhanagerftoolsfimrexport/ReportDefinitions/ M Standard Reports/Ms-S0L_Reports
Marme B Size Type Changed Harme - Size Changed Rights O
- Parent directory 10/26/2017 10:30:42 AM - . T/92017 6:22:37 AM PRXTIEF - con|
| 1) Jasper_sql_reports.zip 282KB  T/TS2017 3:42:20 PM PXIEF -3 con|
4 . ] 3
Bof 0B in0of ) 282KBof 282 KBinlofl
& SFTP-3 0:03:14
o Gs "] | e

Go to Server Settings
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@ hitp://10.13.107.84:8080 jasperserver-pro/flow.html?_flowld=userlistFlowéenantid=1aM 0 ~ & || @ CA Business Intelligence: M... X I
b a0 eate — P Lo Q
 Organizations Organizations 7 Properties
£ root Users | Disable | Delete
Bl 1am roles dmadmi 1AM
idmadmin
Organization Server Settings
: jasperadmin 1AM
joeuser joeuser 1AM

Select a user to display
his properties.

t CA Business Intell Copyrigh 15-2016 TIBCD Software Inc.

i B

Click on Import

@ hitp://10.13.107.84:3080/jasperserver-pro/log_settings.html P ~ & || @ CABusiness Intelligence: L. % S
b 5 T FrTEs T 7 Q
£ Settings Log Settings
® Log Settings profile attributes resolver com.jaspersoft.jasperserver.api.metadata.user.service.impl.ProfileAttribut A
e — esResolverImpl
P — Cascading input control parameter resolution com.jaspersoft.jasperserver.war.cascade. token. FilterCore ERROR V|
e — Hibernate SQL org.hibernate.5QL ERROR [v]
OLAP Settings Connection handling for domains com mantic.impl.D eResolverimpl ERROR V|
Cloud Settings Ad Hoc data policy logaing com.jaspersoft.ji.adhoc.strateay ERROR [V
Server Attributes Expression to json converter com.jaspersoft.commons.dataset.expr.Expression]JSONConverter ERROREl
Restore Defaults Ad Hoc WorkingDataSet com.jaspersoft.commons.datarator. WorkingDataSet ERRORIE‘
5SQL generated for domain gueries com mantic.dsimpl. JdbcBaseDataSet ERROREl
Erpt Ad Hoc cache activity com.j 1ons.datarator.Cached| ERROR V|
SQL query executer net.sf.jasperreports.engine.query. JRIdbcQueryExecuter ERROR v ]
Cascading input control query result caching com.jaspersoft.jasperserver.war.cascade. CachedEngineService ERROR v |
CIC param resolution for domains com.jaspersoft.ji.war.action.cascade.DomainFilterResolver ERROR [V
Import and export activities com.jaspersoft.jasperserver.export.command ERROREl
Crosstab controller com.jaspersoft.ji.adhoc.action.AdhocCrosstabAjaxController ERRORE'
Ad Hoc AJAX requests adhocAjaxRequests ERROREl
Demain-based security tests com.j mantic.d impl. icLayerSecurit ERRORE'
yResolverImpl v
-~ —— - T R —— ranan (o]

Copyrigh 15-2016 TIBCD Saftware Inc.

i B

Click browse to choose the location of Jasper_sql_reports.zip
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e@ @ hitp://10.13.107.84:

(jasperserver-pro/adminimport.html £~ G” G CA Business Intelligence: ... | ‘ ok L

m £ jew v  Manage v ate v Q
bt
£ Settings Import
Log Settings

Import data file:

Log Collectors I Browse...

Ad Hoc Settings

Import options:

Ad Hoc Cache
Update

OLAP Settings [] Skip user updates
Cloud Settings Include audit events
Server Attributes Include access events
Restore Defaults Include monitoring events
® Import Include server settings (settings take effect immediately)
Export Include themes

About CA Business Intelligence Copyright @ 2015-2016 TIBCD Software Inc.

« 5k 10:36 AM

10/26/2017

Click Import after choosing the file.

81

http://10.13.107.84:20!

D/jasperserver-pro/adminimport html £~ G” G CA Business Intelligence: ... | ‘ ok 3

ew v Manage » ate v

Help

Q=
A

£ Settings Import

Log Settings
Import data file:

Log Collectors IF:\CA Downloads\]asperﬁsqlirepurts.zipl Browse...

Ad Hoc Settings

Import options:
Update
[] Skip user updates

Ad Hoc Cache
OLAP Settings

Cloud Settings

Include audit events

Server Attributes Include access events
Restore Defaults Include menitoring events
® Import Include server settings (settings take effect immediately)

Include themes

Export

Copyright @ 2015-2016 TIBCD Software Inc.

H—I ks .J:T!.J b" SRR 110[*2%':7

The below intermediate screen is displayed. Wait for few minutes.
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e@|ﬂ; hitp://10.13.107.84:8080/jasperserver-pro/adminlmport. html £ - ¢ | @ caBusiness Inteligence: 1.

\ nxs

Please Wait

‘ Loading...

e & S B

The below screen with “Import Succeeded” message is displayed.

_ﬁ‘-

@|E hittp://10.13.107.84:8080/ jasperserver-pro/adminlmport. html P-a || G CA Business Intelligence: L. % ‘ S kel
[Import succeeded. | Close]
& Settings Import
Log Settings

Import data file:

Log Collectors IF:\CA Downloads\Jasper_sql_reports.zip Browse...
Ad Hoc Settings

Import options:

Ad Hoc Cache
M update

T Sings [] skip user updates
Cloud Settings [ Include audit events
Server Attributes M Include access events
Restore Defaults M Include monitoring events
* Import [ Include server settings (settings take effect immediately)
— M Include themes

2016 TIBCD Saftwars Inc.

Go to View — Repository
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e@ @ hitp://10.13.107.84:

(jasperserver-pro/adminimport.html £~ G” G CA Business Intelligence: ... | ‘ ok L

m £ jew v  Manage v ate v Q
Rt
© Settings Search Results
Log Settings [EpE=iny
Schedules ta file:
g et lizdime Messages rownloads\lasper_sql_reports.zip Browse...
Ad Hoc Settings
UI Samples tions:
Ad Hoc Cache
Update
UL SEirs [] Skip user updates
Cloud Settings Include audit events
Server Attributes Include access events
Restore Defaults Include monitoring events
* Import Include server settings (settings take effect immediately)
S Include themes

About CA Business Intelligence Copyright @ 2015-2016 TIBCD Software Inc.

« 5k 10:38 AM

10/26/2017

(== s

P-d ” A CA Business Intelligence: Br... | ‘ K LE
Q
& Folders Repository Sort By: Name | Modified Date
54 rot Run | Edit | Open Copy | Cut | Paste | Delete
R @®  Name T Type Crested Date  Modified Date
Folder Template
1AM
Organization
public
Temp
Themes
There are no resources in the folder.
About CA Business Intelligence Copyright @ 2015-2016 TIBCD Software Inc.
i 1 a ‘09 " [m = (b 10:39 AM
] ] Fﬁ s 10/26/2017

Right click on IAM and select permissions

Click on User
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@ nhitp://10.13.107.84:8080/jasperserver-pro/flow.htmi?_flowld=searchFlow £ ~ & || @ CaBusiness Intelligence: Br... % 2
b N — T oY
© Folders Repository Saort By: Name | Modified Date
{5l root Run | Edit | Open  Copy | Cut  Paste | Delete

Sl Organizations

Name Description Type Created Date  Modified Date
Folder Template
L Permissions: /organizations/IAM
Organization
Public View by: User | Role
Temp
[ Q ] * indicates inherited permission level
Themes
anonymousUser No Access = E|
idmadmin Mo Access * El
jasperadmin No Access * El
joeuser No Access * El
superuser No Access =

)

Select Read+Write+Delete permissions as shown in the below screen.

@ hitp://10.13.107.84:2080 jasperserver-profflow.html?_flowld=searchFlow O~ & || @ caBusiness Intelligence: Br... o
ca : N = e D oY
© Folders Repository Sort By: Name | Modified Date
(5l root Run | Edit | Open  Copy | Cut | Paste | Delete
(581 Organizations @  Hame Description Type Created Date  Modified Date
Folder Template
s Permissions: forganizations/IAM
Organization
Public View by: User | Role
Temp
indicates Iinherited permission level
Q * indicates inherited permission level
Themes
anonymousUser No Access
Read + Write + Delete
jasperadmin No Access = El
joeuser No Access =
superuser No Access *
4

Copy the key files from App Server VApp from the below location

Jopt/CA/wildfly-idm/modules/com/ca/iam/cajasper/main
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Local Mark Files Commands Session Options Remote Help

BH 2 (3 wmchonize BN P [ @ 0 (51 Queus - Transfer Settings Defaul:

& config@10.13.107.47 |G New Session |

G C:WITLLTOL0 CEE e D% ) main -E2E - 0 & | G Find Files | P

£ Upload [ | [ Fdit 3¢ ) L2y Properties | B [Ry £ I [ Download [ | [77 Edit 3¢ 5 Loy Properties | (5 [ =

CASTHTCA-Jasper

Marme B Size Type Changed Harme . Size Changed Rights O

&. Parent directary 1072672017 10:33:51 AM & 11/23/2016 52224 8M  reowwrx il

1, Jasper_sql_reports zip 282KB  Compressed (ipp..  T/R/2017 34229 PM | Jiamijks J 1KE  10/6/2017 2:05:53 PM e il
| fiam properties J KB 10/6/2017 2:05:53 PM P il
@ rrodulesrml 1KB  7/5/2017 L3439 PM Fi=Pg=p-= i |
< n ] r

Bof 262 KBin 0 of 1 T18E of 001Bin 2 of 3

& SFTP-3 =] 0:13:39

| EAPEERRERE

Copy the files to

F:\Program Files\Apache Software Foundation\Tomcat 8.0\webapps\jasperserver-pro\WEB-INF\config

- | &

AR LY
Q

°@| Q http://10.13.107.84:8080/jasperserver-pro/flow.html?_flowld=searchFlow
(] &

2 ~ & || @ CABusiness Intelligence: Br... %

Library  View~ Manage L L AL

Home Share View v e
© Folders Repo Saort By: Name | Modified Date
£ root o ® = 1 [« webapps » jasperserver-pro b WEB-INF » config v & [ Search config o]
{5l Organizations ¢ Favorites Name Date modified Type Size Crented Date  Modified Date
=
esktop iam,j : ile
4 Folder Template B Deskt iam,jks 10/6/2017 205 PM K5 Fil 1K
IEL 8 Downloads | iam.properties 10/6/2017 2:05PM  PROPERTIES File 18|
Organization

“El Recent places

Temp 1% This PC

Themes [} Desktop

'Fl Documents

{8 Downloads

B Music

(Bl Pictures

@ Videos

&, Local Disk (C:)

s Data (F)
Lca
| CADownloads
| Program Files

€l Netwark

Zitems 2 items selected 718 bytes =

A Business Intelligenc: 15-2016 TIBCO

= TR T

Restart Tomcat after copying the above files.
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Login IM Management Console.

= e s
o o =

creen. Q

D) [ P S RG] v s s 2 e

File  Edit View Favorites  Toaols  Help

CA Management Console

User Name: admin ‘

Log In

techaologies
Copyright © 2017 CA, All Rights Reserved.

| AlRIEE R =]

Click on Environments

Lo ler sl
{nj 2¢ 553

Vou are sharing your screen, (o]

File Edit View Favorites Tools  Help

Logout Help!

Management Console

wnalegies

Directories - Manage the configuration for a user store or Provisioning Server

Environments - Manage environments

Copyright © 2017 CA. All rights reservad.

https://10.13.107 47/iam/immanage/env.do?method=listEnvs i

| AR EEEAEISEY T

Click on identityEnv
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==
o 1y &

Vou are sharing your screen, (o]

CA Identity.. | (= Management Console

(D [ i B e €]\ it e

File  Edit View Favorites  Toaols  Help

Management Console Loqout  Help

hnologies

Home > Environments

Name Description Version Directory

O identityEnv identityEnv Environment 14.1.0.0.347 UserStore

‘ Delete H Import... H Export...

Mote: CA Identity Suite Virtual Appliance supports only the default IME "identityEnv". There is no support for custom or multiple IMEs
Reset IME to factory settings - A factory reset permanently erases the information and settings on the Identity Manager IME.

To perform a reset, please delete the "identityEnv" default IME and restart the appliance.

Copyright © 2017 CA. All rights reservad.

https://10.13.107 47/iam/immanage/env.do?method=editEnv&envoid= 1

Blecloloom Gl

Click on Role and Task settings

You are sh your screen, (¢}

W\ Wirtual Appliance - CAldentity.. | & Management Console
Pp! ity )

File Edit “iew Favorites Tools  Help

QID 1 ~
Name identityEnv
Description identityEnv
Environment
Directory UserStore
Enable Verbose Log Qutput (Slows deployment) O
Temporary Output Stream Folder |Usgrw0rking directory |
Provisioning Server ProvStore @
Wersion 14100347
Base URL [nttp4/10.13.107.47:8080/]

Protected Alias identityEnv
Public Alias pubidentityEnv

Public User | ” Validate ‘

Unigue Name: uid=publicuser,ou=people,ou=im.ou=ca,o=com
Job Timeout User Console
Status Running \Earl Environment H Stop ‘

Restart 'In Progress’ Events. Post Events

Advanced Settings
Role and Task Seftings

System Manager

https://10.13.107 47/iam/immanage/env.do?method=editRoles&envoid=18envnam ,\dent\tyEnv'l

elolSollle]|w][E

Click on Import

|
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You are sharing your screen, O = e |

€ (c5) [ A0 13 167 4T s 40 = ) Cotfeate @] | 1\ vital Appliance - A dentity...| @ Management Cansole AT
File  Edit View Favorites  Toaols  Help

Management Console Loqout  Help

hnologies

Home > Environments > identityEnv > Roles

To configure role and task settings, import a role definitions XML file. The current role and task settings can be exported by clicking ‘Export.."

Copyright © 2017 CA. All rights reserved.

Bl ec[oloos]*][@]R]

Select “CA Jasper Report Server”

your screen, o] (= [F=R =3

A\ Wirtual Appliance - CA Identity... | (2 Managerent Console kS LE
PP ity g

File Edit “iew Favorites Tools  Help

oAU -
[] saP UME SAP_UME-RoleDef xml rld.1v1.14 ~
[ scim SCIM-RoleDef.xml 1141 v3.0

[ salesforce Salesforce-RoleDef.xml ri41ve0

[ ServiceNow - WSLT ServiceNow_-_WSL7-RoleDef xml rid.1v1.21

[ Siebel Siebel-RaleDef xml rid1v1.08

[ UNIX v2 UNIX_v2-RoleDef xml r14.1 v1.006

[ web Services - Layer 7 Web_Services_-_Layer_7-RoleDefxml r14.1v2.0

[ Windows Windows_NT-RoleDef xml rid.1v1.062

[] Zendesk - WSL7 Zendesk_-_WSL7-RoleDef xml A4 viA

Category: Use Case Service

Use Case Service | UseCaseService-RoleDefinitions.xml | r4.0v1.0 |
Category: Smart Provisioning
] Smart Provisioning | SmartProvisioning-RoleDefinitions.xml | r2.5viA |
Category: CA Jasper Report Server Tasks
] | CAJasperReportServerRoleDef xm| | | rid1vid |

Select/Deselect All

What is the filename of the role definitions to import (RoleDefinitions xml)?

Browse. .

<< Back

Copyright © 2017 CA. All rights reserved.

= A LIS

Click Finish
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Vou are sharing your screen, (o]

.| 2101310747

==
o 1y &

Edit  View

Favorites  Toals  Help

Management Console

Home > Environments > identityEnv > Roles

Role Configuration Qutput:

Logout Help

Load: vfs:/opt/Ch/wildfly-
idm/standalons/deployments/iam_im.sar/user_console.war/WEB-
INF/1lib/cajasperreports-config-roledef.jar/META-
INF/CAJasperReportServerRoleDef.xml
Warning: Updating the IdentityMinder environment "identityEnv"
Deploying role definitions...

Importing Screens...

Importing Tasks...

Importing Managed Objects...

Elapsed: Zs
S ——

0 error(s), 0 warning(s)

Export... ‘ ‘ Continue

Copyright @ 2017 CA. All rights reserved.

AEIEEIRERE S

1055AM | |

Click continue and Restart Environment

Login to IM User Console

File

[ B S Ceicis €]\ i sgpionc -

107262007 |

Vou

o
oy &

CATdentity... | = Management Console 2 Identity Manager x‘ |

Edit  View Favorites  Toals  Help

CA Identity Manager

Welcome to Identity Manager

Copyright © 2017 CA. All Rights Reserved.
Contact Us | About Us | Privacy Policy

Sign in

Username
imadmin
Fargot Usernama?

d

Pass

Forgot Passviord?

OR

Don't have an account

Register Now

eloEs [ H]e] A

1asam | |

" 1072602017

System ->Reporting ->Report Server Connection
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File  Edit View Favorites  Toaols  Help

Skip to main co

2 im admin | Sign out | @ Help
Report Server Connection: BUS_OBJ_RPT_SVR_CONNECTION
Roles and Tasks # Al + = Required
Endpoints Ll
SO Report Server Connection
Policies Ll
Reporls 2 *Report Server URL |http:/f[hostname] :[port]/[contextRoot] |
Deployment Xpress +
N R *User ID | |
Configurations +
- *Password
Environment L | |
Administration
System -
Bulk Tasks Test Connection
Email
JDBC Connection Managemen m m
Logical Attributes
Select Box Data
Task Run Time Management
Web Services
Workflows
+ Bulk Loader
*+ Cleanup Submitted Tasks
b Delete Recurring Tasks
» Secret Keys
¥ View Submitted Tasks
Provisioning Configuration
= Reporting
» Report . Report Server Connection
Copyright @ 2017 CA. All rights reserved| https://10.13.107.47/iam//im/ identityEnv/uil /indexjspHtask.tag=ManageReportServerConnection |
bout Identity Manager

SEIEE LD

Provide the Report Server URL. Enter username as idmadmin and password.

Identity Manager : Report S... X‘ | it 5ng €03

File Edit Wiew Favorites

Tools  Help

Skip to main content

2 im admin | Sign out | @ Help

Report Server Connection: BUS_OBJ_RPT_SVR_CONNECTION

Roles and Tasks
Endpoints

Al = = Required
Report Server Connection

sReport Server URL |http://10.13.107.84:8080/jasperserver-pro |

*User ID idmadmin |

sPassword

&+
&+
Policies *
Reports L
&+
&+
&+

Deployment Xpress

Configurations

Environment
Administration

0

System

Bulk Tasks Test Connection
JDBC Connection Managemen

Logical Attributes
Select Box Data
Task Run Time Management
Web Services
Workflows
» Bulk Loader
» Cleanup Submitted Tasks
+ Delete Recurring Tasks
» Secret Keys
+ View Submitted Tasks
Provisioning Configuration
- Reporting
» Report Server Connection

Copyright © 2017 CA. All rights reserved.

" EIPIEEEASETE

Click on Test connection. The below Connection established successfully is displayed.
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(D s B =G Gt €] ] s | @ cx e e | g | G ey .

Skip to main content

(a_ Identity Manager 2 im admin | t | @ Help

Tasks Report Server Connection: BUS_OBJ_RPT_SVR_CONNECTION
Home

My Access
Y @ Confirmation: Connection established successfully.

Services

== * = Required

Report Server Connection

*Report Server URL |http://10.13.107.84:8080/jasperserver-pro |

*User ID idmadmin |

*Password [ssssssas |

Organizations
Groups

Roles and Tasks
Endpoints

Poli

es

Reports

Deployment Xpress

Configurations

LRI R R R IR R R

Environment Test Connection
Administration

System

Bulk Tasks

Email

JDBC Connection Managemen
Logical Attributes

Select Box Data

Task Run Time Management
Web Services

Warkflows

+ Bulk Loader
= Tk

LR

Click on Submit.

0

Copyright © 2017 CA. Al rights reserved.
About Identity Manager

« 5k 11:02 AM

10/27/2017

Create a Snapshot Database Connection.

Skip to main content

ca Identity Manager 2 im admin | t | @ Help
[
Create Snapshot Database Connection: rptParamConn ~
Home i3
* = Required
My Access L
Services % || sConnection Name rptParamConn
Users * sConnection Type Snapshot
DEganiatony @ Description [Derived From rptParamConn |
Groups Ll
Roles and Tasks & Connection Details
Endpoints il
Policies % Protocol Type JDBC
Reports = JDBC Driver Class |com.microsoft.sqlserver.jdbc. 5QLServerDriv]|
tab. N i tdb
Create Snapshot Database Connection Fa abase Hame fimrepts ‘
= Manage Snapshot Database | Host Name |10.13.107.94
¥ Create Snapshot Database C
#
» Delete Snapshot Database C [PEE |1433 ‘
+ Modify Snapshot Database User ID |uacissqa J
* View Snapshot Database Col
Manage Snapshot Definition Password |" - ‘
» Capture S hot Dat
apture snapsnot Data JDBC Select Method(Cursor) |Cursor \
Depl it X Ll
s L R Default Connection L]
Configurations Eil
Environment Ll
Administration
System - Test Connection ™
https://10.12.107.47/iam/im/identityEnv/ui7/index jspitask.tag=CreateSnapshotDatabaseConnection&console.cat3=... L-‘Al'l\d;ig:;z:eserved‘
= = == 3 7 11:00 AM
]”Fﬁ‘g -_-“'e°‘ é‘&‘ [ 8 5 a7

Enter password, then click on Test Connection.

The below Connection established successfully message is displayed.
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() ([ wrmiona B = G Gt G s e Vv e

G |dentity Mana...

[nxa

Skip to main content
(a_ Identity Manager 2 im admin | Sign out | @ Help
[
sk < ‘ @ confirmation: Connection established successfully. ‘ ~
Home i3
My Access L = = Required
Services *
Users e sConnection Name rptParamConn
Organizations h +*Connection Type Snapshot
Groups i3 Description Derived From rptParamConn
Roles and Tasks *
Policies *
Reports = Protocol Type JDBC
Reporting Tasks JDBC Driver Class lcom.microsoft.sqlserver.jdbc. SQLServerDriv
= Snapshot Tasks Database Name [imreptdb J
- Manage Snapshot Database C
» Create Snapshot Database ¢ | | Host Name [10.13.107.94 |
+ Delete Snapshot Database C
+ Modify Snapshet Database (e <2 |1433 ‘
+ View Snapshot Database Col User ID |uacissq4 |
Manage Snapshot Definition
» Capture Snapshot Data Password |-- . \
Deployment Xpress & JDBC Select Method(Cursor) |Cursur \
Configurations +* Default Connection O
Environment Ll
Administration
SEED =2 Test Connection A

Copyright © 2017 CA. Al rights reserved.
About Identity Manager

Elrl L

E

Click on Submit.

|

Verify Installation
Go to the IM User Console and navigate to Capture Snapshot Data shown in the below screen. Select Execute Now
and click Next.

(O (T B G e €[] e | 8 i e | g | G e o

(a_ Identity Manager 2 im admin | t | @ Help

T r—

Home
Recurrence Capture Snapshot

() Schedule new job

My Access
Services
Users Execute now
Organizations
Groups

Roles and Tasks
Endpoints

d |||

Policies
Reports
Reporting Tasks
Captul apshot Data  |iapace ¢
Manage Snapshot Definition

» Capture Snapshot Data

Deployment Xpress Ed
Configurations Ed
Environment *
Administration
System L
https://10.13.107.47/iam/im/identityEnv/ ui7/index.jsp task.tag=CaptureSnapshotData | Copyright @ 2017 CA. All rights reserved.
About Identity Manager
al H = 9 /'Q; 11:15 AM
‘ -F'-'J‘ﬁo‘ = Hﬂ‘ [ 8 5 y7mm7

Select “Roles Report Snapsot” and click Finish.
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D [ wrmiona B = G et 6] g | @ x| o

Skip to main content

(a_ Identity Manager 2 im admin | t | @ Help

Capture Snapshot Data: Capture Snapshot
Home i3
My Access & Recurrence Capture Snapshot
Services *
* = Required
Users i3
0ot oy i +Snapshot Definition |Account Details Report Snapshot
Groups * Role Administrators Report Snapshot
Roles and Tasks - Role Members Report Snapshot
. Role Ouners Report Snapsh =
Endpoints + Roles Re| Snapshot
Policies ES Task Roles Report Snapshot
R = = User Accounts Report Snapshot
eports User Entitlements Report Snapshot
Reporting Tasks User Policy Sync Status Report Snapshot
~ Snapshot Tasks User Profile Report Snapshot
Manage Snapshot Database C USE".RF'(EE .REDOIT Snapshot
Manage Snapshot Definition Admm!stratlon Report Snapshot
+ Capture Snapshot Data Endpoint Accounts Report Snapshot
Endpoint Details Report Snapshot
Deployment Xpress + Export All Sample Snapshot
Configurations ES Mon-Standards Accounts Report Snapshot
Envi t = Mon-Standards Accounts Trend Report Snapshot
Aﬁ‘:r::z?sﬂ'irt‘iun QOrphan Accounts Report Snapshot
Policies Report Snapshot
System i3
Copyright © 2017 CA. All rights reserved.
About Identity Manager
1 H = 1115 AM
]} ‘ H \9 HH e ‘ < [ B G g

Make Sure Snapshot Completes in VST.

(& TN e e Py R o e [ S P

“4CABusmEslﬂtell\.‘.|\I\\l’lrlualAppﬁanc A |dentity Mana... X | () a.¢ o3

Skip to main content

(a Identity Manager 2 im admin | Sign out | @ Help
@
View Submitted Tasks
Home il
~
My Access il ~ Description ~ Status | ~ Priority | ~ Initiated by | ~ Submitted - Last Updated | - Last Operation
Services * There was no workflow
Users & Fdicapture Snapshot Data task Completed | Medium imadmin 12’3:’12317 :;{27'{2017 11:16 process mapped to this
) task.
Organizations % h i
" There was no workflow
Groups & Create Snapshot Database Connection task, . . . 10/27/2017 10/27/2017 11:10 .
rd Connection rptParamConn Completed | Medium imadmin 11:07 AM AM process mapped to this
Roles and Tasks Ll task.
Endpoints * Report Server Connection task, Connection . . . 10/27/2017 10/27/2017 11:06 | | Nere was no workflow
Pol 5 & BUS.OBJ_RPT SVR_CONNECTION Completed | Medium imadmin 11-00 AM M process mapped to this
olicies —UEI_RP_ —! : task.
Reports 4
Configurations +
Environment * m

Administration

System

Bulk Tasks
Email
JDBC Connection Managemen
Logical Attributes
Select Box Data
Task Run Time Management
Web Services
Workflows
+ Bulk Loader

=) Tack

IS

Copyright @ 2017 CA. All rights reserved.
About Identity Manager

11:17 AM
= G5B 0
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Navigate to Reporting Tasks and select Roles report.

Skip to main content

2 im admin | Sign out | @ Help

Organizations

Roles and Tasks
Endpoints

&+
&+
Groups L
&+
&+
Policies *

Reports =

~ Reporting Tasks
= Request a Report

» Account Details Report
» Administration Report
» Audit-Assign Revoke Pro
» Audit-De-Provisioning Rej
»+ Audit Details Report
+ Audit-Pending Approval T
b Audit-Reset Password Re
» Endpoint Accounts Repor|
+ Endpoint Details Report
» Non-Standard Accounts R
» Non-Standard Accounts T
+ Orphan Accounts Report
» Policies Report
» Role Administrators Rep
» Role Members Report
» Role Qwners Report
» Roles Report
+ Snapshots Report
» Task Roles Report W W
» User Accounts Report ||

https://10.13.107 47/iam/im/identityEnv/ ui7/index.jsptask.tag=RolesReportT ask8iconsole.cat3=Request+ a+Report |CA- All rights reserved.

=L > Bl Tewa o

°@|‘? https://10.13.107.47/iam/im/identityEnv/ui7/index jspitask.tag=RolesReport Task&console.c O ~ & || [E] /manager

@ CA Business Intell\.‘.| W\ Virtual Applianc

[axa

Skip to main content

| |dentity Mana... *

2 im admin | S out | @ Help
Tasks <« fl Roles Report: Roles A
Home i3 A
My Access ES o Options Roles
Services *
Select Role Type - -
Users &+ o0 | - cenrch renort QL |-
— Available: 1 Selected: 0 = 4 [100% |~ searchreport QU [~ | 4 » Page

Organizations L

Search list... Q
Groups * You must apply input values before the report can be displayed.
Roles and Tasks + Admin Rele
Endpoints + « Select All | x Deselect All | FZ Invert
Policies *
Reports =

= Reporting Tasks

- Request a Report
» Account Details Report
» Administration Report
» Audit-Assign Revoke Pro
» Audit-De-Provisioning Rej
»+ Audit Details Report
+ Audit-Pending Approval T
» Audit-Reset Password Re
» Endpoint Accounts Repor|
» Endpoint Details Report
» Non-Standard Accounts R
» Non-Standard Accounts T
» Orphan Accounts Report
» Policies Report
» Role Administrators Rep
» Role Members Report | v
» Rola (wners Renort

=

Click Apply to generate the report.

Copyright © 2017 CA. Al rights reserved.
About Identity Manager

- 5 11:20 AM

10/27/2017
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k.tag=RolesReportTask&console.c O ~ & ||@Imanager @ CA Business Intelli...| \f\ Virtual Appliance

[nxa

a@|‘a https://10.13.107.47/iam/im/identityEnv/ui7/index s
Skip bo main content

m Identity Manager 2 im admin | Sign ocut | @ Help

G |dentity Mana...

Tk ” Avaiianie: 1

& S h list,
Home A earen = ‘You must apply input values before the report can be displayed.

My Accass * admin Role

Services * v Select All | % Des

Users @

Organizations @
Groups @
Roles and Tasks &
Endpoints @
Policies &
Reports -

- Regarting Tasks
~ Reguest 2 Report

+ Account Dezails Regart

+ Administration Report

+ Audit-Assign Revoke Proy
Audic-De-Provisioning e
Auct Details Report
Audic-Panding Approval T
Audic-Reset Passord Re|
Endpoint Accounts Repo
Endpoint Details Report
Hon-Standard Accounts
Hon-Standsrd Accounts:
Grphan Accounts Report
Policies Report
Rol= Administrators Repg

Snapshots Repart
Task Roles Report
User Accounts Report
User Entitlements Report
User Policy Sync Status
User Profile Report

» User Rales Report
Snapshot Tasks

Deployment Xpress &
Enuirnnmant &
t Identity Manager

SINEIEIENEAEI T L

The below Report screen is displayed.

Copyright © 2017 CA. Al Fights reserved.
About

@ CA Business Intelli...| \/\ Virtual Appliance

Skip to main content

2 im admin | Sign out | @ Help

Tasks “
Home £ © Options Roles

My Access @ —
. Select Role Type H. B. - 4 (100
Services 3

B sesrchreport QL |+ | 4 B Page [1 ofF2 b W

Users * puailable: 1 Edc=h0 Roles 10r272017 11:21:07 AM EDT s

Organizations & Search list... Q

Groups = Admin Role @’Tms report displays the fype of roles, their names, and their status detsits
Roles and Tasks i v Select All | x De
Endpoints o Snapshot Name: Roles Report Snapshot Admin Role 1

CE=s 9 Date 10/27/2017 11:16:17 AM EDT Total Reles “
Reports -

- Regorting Tasks
- Requast 2 Report

+ Account Dezails Regart

+ Administration Repor:

+ Audit-Assign Revoke Proy

+ AuditDe-Provisoning Re
Audit Details Report.
Audt-Pending Approval T

This snapshot exports data for the

Descriptian: OCTB Roles Report.

+ Audic Reset Password Re|
+ Endpaint Accounts Repar
+ Endpoint Detsils Report

+ Hon-Szndzrd Accounts

+ Hon-Sznderd Accounts

+ Grphan Accounts Report
* Palicies Report

+ Role Administrators Repa
+ Role Members Repart

+ Roke Ovmers Repor

+ Roles R

+ Snapshots Repart

+ Task Roles Report

+ User Accounts Report

* User Entitlaments Report
+ User Policy Sync Status R
+ User Profile Report Enabled Admin Role

+ User Rales Report

Snapshot Tasks
Plame Description Enabled |

Deployment Xpress
Copyright © 2017 CA. All Fights reserved.
bout Identity Manager

I
H
H

Configurations

<

Enuiconmant: F

e e . |

11:21 AM
= G5B 0

This completes the verification steps.
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Enable Audit

Information presented here such as URLS, Port numbers, Server names etc. are specific to Reference
Architecture deployment. Please take care to include environment specific information when installing
in other environments.

Enable Audit — Pre-requisites

Collection of events eligible for auditing must be configured in the IME Advanced Settings dialogue. To
make the required changes, logon IM Management Console; and then navigate to Environments-
>identityEnv->Advanced Settings->Auditing

: & Management Con... X o

File Edit View Favorites Tools Help

(‘a‘ Management Console Logout Help

technologies

Home > > i > Advanced Settings > Auditing

To configure auditing, import the settings from an environment settings XML file. The current audit settings can be exported by clicking "Export...".

g

|Copyright ® 2017 CA. All rights reserved.

12pM |

S A

10/27/2017

Export Audit Settings file.
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@ Management Con... % | (D)}

File Edit View Favorites Tools Help

(‘a Management Console Logout Help

technologies

Home > > > Advanced Settings > Auditing

To configure auditing, import the settings from an environment settings XML file. The current audit settings can be exported by clicking "Export...".

|Copyright ® 2017 CA. All rights reserved.

Save the file to local computer and edit the file.

Make the change as shown in the below screenshot, setting “enabled=true” and specifying the jndi-
name for the Audit database parameter. Be sure you copy the jndi-name string from the standalone-full-
ha.xml file exactly, aware of the case-sensitive nature of the string.

AST\identityEnv-
Edit Search View Encoding language Settings Macro Run TextFX Plugins Window 2 X
cAHERLa&ld bk ety = |HEH s 1ER 2B =ay =00y
[ identityEnv-AuditSettings xml | Nav Bar Bl
25 <!-- 2. enabled - Indicates whether auditing is enabled for the event --> -
26 <!-- 3. auditlevel - The auditing level that all profile objects for the event will have by default unless explicitl
27 <!--— AuditEvent can contain EventState and AuditProfile elements -->
<!-- Event name "ALL" used as a default configuration -->
<!-- EventState describes an event state that should be audited. -->

EventState can contain the following attributes: -—->
1. name - The name of the event state to be audited -->
2. severity - Indicates the severity to be associated for the event state (UNKNOWN, WARNING, CRITICAL, FATAL, NC|

<!-- BuditProfile describes the audit configuration for a managed object/profile object for an event —->

<!-- RuditProfile can contain the following attributes: —->

<!-- 1. objecttype - The object type of the managed cbiect/profile object. -->

<!-- The name used here must be all uppercase and match one of the entries described in the class 'com.netegrity.sdk.
<!-- 2. auditlevel - The auditing level that all attributes for the AuditProfile object will have by default unless e
<!-- BuditProfile can contain AuditProfileAttribute elements —->

<!-- BuditProfileAttribute describes the audit configuration for a managed cbject attribute/profile attribute -->
<!-- RuditProfileAttribute can contain the following attributes: -—->

<!-- 1. name - The name of the attribute —->

<!-— 2. auditlevel - The auditing level for the attribute. (NONE, NEW, OLD, BOTH, NEWCHANGED, OLDCHANGED, BCTHCHANGEL
<hudit enabled="true" auditlevel="BOTH" datasource="java:/iam/im/jdbc/auditDbDataSource">
<AuditEvent name="ALL" enabled="true" auditlevel="BOTHCHANGED">
<AuditProfile objecttype="USER" auditlevel="BOTHCHANGED">
<huditProfileAttribute name="|Question3|" auditlevel="NONE"/>
<hAuditProfileAttribute |Question6|" auditleve NONE"/>
<AuditProfileAttribute name="|Question9|" auditlevel="NONE"/>
<AuditProfileAttribute nam |Questionl0|" auditlevel="NONE"/>
<huditProfileAttribute name="|VerifyQuestion|" auditlevel="NONE"/>
aTSal FAnthOnastiond" andinlevel="NONR"/>

<BudinProfileinnribone
T

eXtensible Markup Language file 8013 chars 8175 bytes 120 lines Ln:46 Col:5 5el:89 (89 bytes) in1 ranges UNIX ANSI as UTF-8 INS

3

Import the updated file.
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& Management Con... % | (J

File Edit View Favorites Tools Help

m. Management Console Logout  Help
technologies
Home > Environments > i > Advanced Settings > Auditing

To cenfigure auditing, import the settings from an environment settings XML file. The current audit settings can be exported by clicking "Export.."

Copyright © 2017 CA. Al rights reserved.

[ https://10.13.107.47/iam/immanage/audit.do |

BAAIER S

/é Management Con... %

File Edit View Favorites Tools Help

m. Management Console Logout Help
techaciogies
Home > > i i > Advanced Settings > Auditing > Import Settings

What is the filename of the environment settings file to import (EnvironmentSettings.xml)?
C:\STlidentityEnv-AuditS(_Browse... |

| <<Back

Copyright ® 2017 CA. All rights reserved.

1:26 PM

10/27/2017

Click on finish and then Click on continue.
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- Lglﬂlg{d
w \J\ Virtual Appliance - C.. |~ SQLSERVER Tryit Edit... | ©2 Identity Manager & Management Con... | () WebEx Enterprise Site ok

File Edit View Favorites Tools Help

Home > Environments > identityEnv > Advanced Settings ~

The following wamning(s) cccurred

- Changes have been made that require a restart of the environment to take effect. | Restart Environment

Advanced Settings

Auditing

Business Logic Task Handlers
E-mail

Event List

Event Listeners

Identity Policies

Logical Attribute Handlers

Miscell

Notification Rules

Organization Selector
Provisioning
Task Persistence

User Console

Web Services
Work Item Delegation
Workflow

Workflow Participant Resolvers

Import... H Export... H Reset ‘
W

Copyright @ 2017 CA. Al rights reserved.
A -

e = & |&E

Restart the Environment.

Enable Audit — Steps

Next you need to configure the JDBC connection to the Audit database. Follow the steps below, starting
with the login to IM User Console.

il & 1dentity Manager

Sign in
Welcome to Identity Manager
Username

imadmin
Forgot Username?

Password
Forgot Password?

OR

Don't have an account

Register Now

Copyright ©® 2017 CA. All Rights Reserved.
Contact Us | About Us | Privacy Policy

12:58 PM
10/27/2017

@ .l s
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Navigate to JDBC Connection Management and select “Create JDBC connection”

€2 Identity Manager : Create ... % | () WebEx Enterprise Site

File Edit View Favorites Tools Help

<ip to main content
(a Identity Manager

toch

Tasks « ff Create JDBC Connection: Search Connections

2 im admin | Sign out | @ Help

Home || O create a new object of type Connection
My Access -
3 ® Create a new object of type Connection based on JNDI Audit data source
Services
Users O Create a new objact of type Connection based on JNDI Reporting data source

Organizations

) Create a copy of an object of type Connection
Groups

Roles and Tasks
Endpoints
Policies

Reports
Deployment Xpress
Configurations

o R |

Environment
Administration

System
Bulk Tasks
Email

= JDBC Connection Managemel

¥ Create JDBC Connection
¥ Delete JDBC Connection

¥ Modify JOF ¢ reste JDEC Connection

¥ View 1D
Logical Attributes
Inct Doy Nt
https://10.13.107.47/iam/im/identityEnv/uil findexjspitask.tag=Createl]DBCConnection8iconsole.cat3=JDBC+Conne, h'\‘:a”'-;hts reserved.
anager

\J\ Virtual Appliance - CAIdenti... | - SQLSERVER Tryit Editorvl.0 | € Identity Manager: Create ... ** | () WebEx Enterprise Site

File Edit View Favorites Tools Help

Skip to main cantent

2 im admin | Sign out | @ Help
EEEEEEEE e ma—
Home &
= = Required
My Access 0
Services 1| sConnection Name [fudit data sourcs |
U &
=2 «Connection Type [NDI 1
Organizations 0
Description [Derived From Audit data source |
Groups. ®
Roles and Tasks < || ——————
Endpoints 0
Policies # || | 10BC Driver Class [com.microsoft.sglserver.jdbe.SQLServerDriv]
Reports “1| | patabase Hame [imauddb ]
Deployment Xpress >
Host Name [10.12.107.34 |
Configurations
R Port # [1233 ]
Environment E:
Administration User 1D U4CISS04
System “ || password [ sssaad] ]
BT IDBC Salect Mathod(Cursor) [P2zzverd

IDEC Connection Managamant Default Connection O
» Create JDBC Connection
» Deletz IDBC Connection
» Modify JDBC Connection

* View IDBC Connection Frest Connection

Logics! Amributes
Select 8o Data =]
Task Run Time Manzgemant
Web Services
Workflows:

+ Buk Loader

+ Claanup Submittad Tasks

+ Delete Recurring Tasks

+ Sacret Keys

* View Submitted Tasks
Provisianing Configuration
Reparting

Copyright © 2017 CA All rights ressrved.
About Tdentity Mansger
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Provide the Connection details.

€2 Identity Manager : Create ... % | () WebEx Enterprise Site

File Edit View Favorites Tools Help

Skip to main content

ca Identity Manager

2 im admin | Sign out | @ Help
p

Create JDBC nection: Audit data source
~
ERomes o ~ * = Required
My Access &+
Services & +*Connection Name |Audit data source \
Users + +Connection Type | |
O anStsons & Description [Derived From Audit data source |
Groups 4
Roles and Tasks Eil Connection Details
Endpoints Eil
Policies Ll JDBC Driver Class [com.microsoft.sqlserver.jdbc.5QLServerDriv]
Reports * Database Name [imaudtdb |
ety et R Host Name [10.13.107.54 \
Configurations +
! Port # [1433 ‘
Environment L
Administration User ID |U4CISSQ4 ‘
System = Password |-. ‘
Bulk Tasks JDBC Select Method(Curser) [Cursor |
Email
= JDBC Connection Managemel Default Connection U
¥ Create 1DBC Connection
¥ Delete JDBC Connection
» Modify JDBC Connection
¥ View JDBC Connection Test Connection
Logical Attributes v v
et Gt |_submit_|_cance [N
Copyright © 2017 CA. All rights reserved.
About Identity Manager

- m g

File Edit View Favorites Tools Help

Tasks « | Create JDBC Connection: Audit data source

Home
My Access
L @ Confi ion: G t
Services &
Users 1|+ = Required
Organizations *
Groups @ || sConnection Name [Audit dsta source ]
Roles and Tasks #|| eConnection Type [NDI ]
Endpoints | Deseription [Darived From Audit dsta source ]
Policies &
Reports L4 |l Connection Details
Deployment Xpress #
Configurations || | IDBC Driver Class [com.microsoft.sqlserver.jdbe.SQLS erverDriv]
Environment #|| | Database Name [imaudtdb ]
Administration ‘
Host N. 10.13.107.54
e - ame ]
Bk Taske Port # [1423 ]
Ema User ID [uscissos ]
- JDAC Connction Managemant
» Craata JDBC Connection Password [sessaeea ]
» Delets JDBC Connection
+ Modify JDBC Connaction IDEC Selact Method{Cursor) [Cursor ]
* View JDBC Gonnection Default Connection ]
Logical Attributes
Select Box Data.
Task Run Tims Management
Ve Services [Test Connection
Workflows:

Bk oo [ sevoun | cances ]
Cieanup Submitted Tasks

» Delete Recurring Tasks

» Secret

* View Submitzad Tasks

Provisioning Configuration

Regorting

Copyright © 2017 CA. All rights reserved.
About Identity Manager

If successful, the “Connection established successfully” message is displayed.

Click Submit to save the JDBC Connection configuration.
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Modify Each Audit task by following the below steps.

Navigate to Modify Admin task and Search for audit report tasks.

€2 Identity Manager : Modif... * | () WebEx Enterprise Site

File Edit View Favorites Tools Help
Skip to main content

2 im admin | 5 t | @ Help

ko -
Home L o
Services & Search for an admin task
e & where ‘_‘DlName V‘ = [audit*
Groups +* o 150f5
Roles and Tasks = Select| “ Name ~ Category ~ Description
Admin Roles Audit-Assign Revoke Provisioning Roles Report Reports Audit-Assign Revoke Provisioning Roles Report
vﬁdgi:at.rea:;smin Task Audit-De-Provisioning Report Reports Audit-De-Provisioning Report
» Delete Admin Task Audit Details Report Reports Audit Details Report
» Manage Adr_nin Tasks Audit-Pending Approval Tasks Report Reports Audit-Pending Approval Tasks Report
: :‘;wf::d!“m I Audit-Reset Password Report Reports Audit-Reset Password Report
Access Role Medify Admin Task 1-50f 5
Provisioning Roles
Endpoints * == o
Policies Ll
Reports Ll
Deployment Xpress +
Configurations %+
Environment +
Administration v
Svctam &

hitps://10.13.107 47/iam/im/identityEm/uil/index.jsp?task.tag=ModifyAdminTask&console.cat3= Admin+ Tasks [17 CA- All rights reserved.

; @” EI __‘I-Elﬂﬁraf‘ denm Manager

3 [dentity Manager : Modif... * | ()} WebEx Enterprise Site

File Edit View Favorites Tools Help
Skip to main content

2 im admin | Si out | @ Help

Tasks « f Modify Admin Task: Audit-Assign Revoke Provisioning Roles Report
Home +
~ Profile Se; Tabs Fields Events Ry Use UseCase
My Access Ll
Services + * = Required
Users i - - —
a—— *Name [audit-Assign Revoke Provisioning Roles Rep(
Organizations L
+Ta AuditAssignRevokeProvisioningRolesReport
Groups i3 9 | 9 g P ‘
Roles and Tasks - Description \Audit-Assign Revoke Provisioning Roles Rep(\
Admin Roles Task Order
~ Admin Tasks v‘
» Create Admin Task *Category
» Delete Admin Task
» Manage Admin Tasks
+ Modify Admin Task Category Order
¥ View Admin Task .
Category 2 Reporting Tasks
Access Roles Ry [kep g ‘
Provisioning Roles Category 2 Order
Endpoints + Category 3 Request a Report |
Policies * Category 3 Order
Reports &+ N .
*Primary Object |Repor‘t Instance v‘
Deployment Xpress Ed
Configurations il *Action ILme v‘
Environment + User Synchronization off hd
Administration (V] v}
P " Account Synchronization |Off hd
Copyright © 2017 CA. All rights reserved.
About Identity Mana,

- [ B

Go to Search Tab
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A Identity Manager : Modif... * | () WebEx Enterprise Site

File Edit View Favorites Tools Help

Skip to main content

2 im admin | Sign out | @ Help

Tasks Modify Admin Task: Audit-Assign Revoke Provisioning Roles Report
Home &+
2 Profile Search Tabs Fields Events R Use UseCase
My Access 4
Services Ll
e & What search screen will be used with this task?
T TS i Search Screen \Audit-Assign Revoke Provisioning Roles Rep:
Groups 4
Roles and Tasks =
Copy scope from another task
Admin Roles
 Admin Tasks Return to Search

» Create Admin Task m m

» Delete Admin Task

» Manage Admin Tasks
» Modify Admin Task

¥ View Admin Task

Access Roles
Provisioning Roles

Endpoints
Pol

es
Reports
Deployment Xpress
Configurations

Environment
Administration V)

Suctam

L]

Copyright @ 2017 CA. All rights reserved.
About Identity Manager

EO L AT ™

€A [dentity Manager : Modif... % | ()} WebEx Enterprise Site

File Edit View Favorites Tools Help
Skip to main content

2 im admin | Sign out | @ Help

Tasks « P
Home o Profile m Tabs Fields Events Role Use UseCase
~
My Access Lo
N Select Screen Definition
Services i3
leze i Select ~ Name - Title - Type
Organizations Ed - N
(0 |Account Details Report Search Screen Account Details Eeheempit=Etection

Groups L Screen
Rk andpinsks - O |Administration Report Search Screen Administration Report ng;; Template Selection

Admin Roles
- Admin Tasks Audit-Assign Revoke Provisioning Roles Report Search Audit-Assign Revoke Provisioning Roles Report Template Selection

» Creats Admin Task Screen Report Screen

» Delete Admin Task - ‘ S . . i

» Manage Admin Tasks (O |Audit-De-Provisioning Report Search Screen Audit-De-Provisioning Report 22?;;\ Template Selection

» Modify Admin Task N

¥ View Admin Task O |Audit Details Report Search Screen Audit Details Report g?feoer; ey ST

Access Roles -

Provisioning Roles (3 |Audit-Pending Approval Tasks Report Search Screen Audit-Pending Approval Tasks Report ng;; Template Selection
Endpoints Ll N

) |Audit-Reset Password Report Search Screen Audit-Reset Password Report EepoisiEmplitelesle:tion
Policies * Screen
REpOrEs i (O |Endpoint Accounts Report Search Screen Endpoint Accounts :Efaoa: Template Selection
Deployment Xpress il
Configurations & (O |Endpoint Details Report Search Screen Endpoint Details Report 22?:'; fepnlaabeletion
Environment &* :
Administration [v] O |Mon-Standard Accounts Report Search Screen Non-Standard Accounts girpeoe: Template Selection v
Syuctam &
Copyright © 2017 CA. All rights reserved.
About Identity Manager

Click Edit button available in the bottom of the screen.

45 CABI 6.3 Integrate Jasper Report Server with Virtual Appliance



CA Communities — Layer 7 ldentity Management

A Identity Manager : Modif... * | () WebEx Enterprise Site

File Edit View Favorites Tools Help

Skip to main content

2 im admin | S t | @ Help
Teee « O FOICIES Report Searcn screen roncies SC;EE!’] R
Home * A (O |Role Administrators Report Search Screen Role Administrators EEPEDE: Template Selection
My Access Ll
L ~ Report Template Selection
Services & (0 |Role Members Report Search Screen Role Members Screen
u + i
ers () |Role Owners Report Search Screen Role Owners gepor‘t Template Selection
Organizations Ll creen
Groups * 3 |Roles Report Search Screen Roles gif;e: Template Selection
Roles and Tasks = N
" O |snapshots Report Search Screen Snapshots Report Template Selection
Admin Roles Screen
~ Admin Tasks - i
» Create Admin Task O |Task Roles Report Search Screen Task Roles 22?:’; Template Selsction
» Delete Admin Task P PeR——
» Manage Admin Tasks (O |User Accounts Report Search Screen User Accounts eport Template Selaction
» Modify Admin Task Screen
¥ View Admin Task - i
Access Roles (2 |User Entitlements Report Search Screen User Entitlements gif;e: Template Selection
Provisioning Roles - .
- (2 |User Policy Sync Status Report Search Screen User Policy Sync Status Report Template Selection
Endpoints + Screen
Policies +* O |user Profile Report Search Screen User Profile ggf:'; fEmpiaaleetction
Reports L .
Deployment Xpress & (3 |User Roles Report Search Screen User Roles zgrp;; Template Selection
Configurations %+
Administration V) V]
Syuctam -
Copyright @ 2017 CA. All rights reserved.
About Identity Manager

€A [dentity Manager : Modif... % | ()} WebEx Enterprise Site

File Edit View Favorites Tools Help

Skip to main content

2 im admin | out | @ Help
Tasks
Home i
~ Profile m Tabs Fields Events Role Use UseCase
My Access Lo
Services i Select Screen Definition
Users i3
Groups &+ + = Required
Roles and Tasks =
Admin Roles *Name [audit-Assign Revoke Provisioning Roles Rep(
= Admin Tasks *Tag AuditAssignRevokePr’ovisioningRolesReportS|
» Create Admin Task
» Delete Admin Task «Title [Audit-Assign Revoke Provisioning Roles Rep(
» Manage Admin Tasks
+ Modify Admin Task *Report Template |repor‘ts> Assign Revoke Provisioning Rol¢ V‘
¥ View Admin Task 5 q
Connection Object for the Report |TTETENT -
Access Roles
Provisioning Roles
Endpoints * .
Policies *
Reports Ll
Deployment Xpress il
Configurations il
Environment &*
Administration v
Suctam &

right & 2017 CA. All rights reserved.
About Identity Manager

Click OK, then click on Select button available at the bottom of the page.
Click on Tabs
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A Identity Manager : Modif... * | () WebEx Enterprise Site

File Edit View Favorites Tools Help

Skip to main content
2 im admin | Sign out | @ Help

Tasks Modify Admin Task: Audit-Assign Revoke Provisioning Roles Report

Home

2 Profile Sea Tabs Fields Events Role Use UseCase

My Access

Services
Which tab controller should be used for this task?

# [Standard Tab Controller V|

Users

Organizations

LEE R NE N A

Groups
Roles and Tasks = Which tabs should appear in this task?

Admin Roles ‘ ‘Tab ‘Tag |Type ‘ |
~ Admin Tasks e
» Create Admin Task V‘IAM Report Server Scheduler‘Repcr‘tScheduIerlIAM Report Server Schedular‘-_—) ®» Q)|
» Delete Admin Task )
» Manage Admin Tasks ‘ vl @
» Modify Admin Task
¥ View Admin Task
Access Roles
Provisioning Roles ‘Cnpy tabs from another task|

Endpoints

Policies

Reports
Deployment Xpress
Configurations

Environment
Administration V)

Suctam

L]

Copyright @ 2017 CA. All rights reserved.
About Identity Manager

Edit IAM Report Server Scheduler.

Select “Enable Recurrence Option” and click OK.

3 [dentity Manager : Modif... * | ()} WebEx Enterprise Site

File Edit View Favorites Tools Help
Skip to main co

2 im admin | t | @ Help

Tasks udit-Assign Revoke wisioning Roles Report

Home +
) i Tab i
T + Profile Search Fields Events Role Use UseCase
Services i Configure TAM Report Server Scheduler
Users * A
— * = Required

Organizations L
Groups &+ sName \IAM Report Server Scheduler |
Roles and Tasks = «Tag [Reportscheduler |

Admin Roles 0
~ Admin Tasks id=hiab U

» Create Admin Task Enable Recurrence Option W

» Delete Admin Task
» Manage Admin Tasks

» Modify Admin Task “ m

¥ View Admin Task
Access Roles
Provisioning Roles

Endpoints

Policies

Reports
Deployment Xpress
Configurations

Environment
Administration (V]

Suctam

=

Copyright © 2017 CA. All rights reserved.
About Identity Mana

Click on Submit to save the updated configuration.

Repeat the above steps for all the Audit Tasks shown below.
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¢ SQLSERVER Tryit Editor v | & Identity Manager : Modif... * | () WebEx Enterprise Site

File Edit View Favorites Tools Help
Skip to main content

(a Identity Manager 2 im admin | Sign out | @ Help

foch

o -
Home + o
i Search for an admin task

lsjj:l:ﬂﬁ : where ‘JlName V‘ = [audit* =@
Groups & —m
Roles and Tasks = Select| “ Name ~ Category ~ Description

Admin Roles (d Audit-Assign Revoke Provisioning Roles Report Reports Audit-Assign Revoke Provisioning Roles Report
= fdgigag:zfm‘n Task Audit-De-Provisioning Report Reports Audit-De-Provisioning Report

» Delete Admin Task. Audit Details Report Reports Audit Details Report

¥ Manage Admin Tasks Audit-Pending Approval Tasks Report Reports Audit-Pending Approval Tasks Report

: m‘;&ﬁ,ﬁdﬁmg;fk Audit-Reset Password Report Reports Audit-Reset Password Report

Access Roles 1-5 of 5

Provisioning Roles

Endpoints
Policies

Reports
Deployment Xpress
Configurations

Environment
Administration V)

Suctam

L]

Copyright @ 2017 CA. All rights reserved.
About Identity Manager

Enable Audit- Verification

Verify the configuration by creating and viewing an Audit Report. Remember the auditing data is coming
from the runtime tables and does not require a snapshot creation step. Login to IM User Console if you
logged out after the last step shown above.

Navigate the Reporting tasks and select the Audit Details Report.

File Edit View Favorites Tools Help

Skip to main content

2 im admin | Sign out | @ Help
« M Audit Details Report: Audit Details Report A
Home Ll A
My Access & £ Options Audit Details
Services +
StartDate s s L L .
Users * ) - 4 100% |~ search report Q. |~ | 4 P Page
Organizations %+
Groups * EndDate You must apply input values before the report can be displayed.
Roles and Tasks +
Endpoints %+
Policies *
Reports =

~ Reporting Tasks
= Request a Report

» Account Details Report
» Administration Repart
» Audit-Assign Revoke Proy
+ Audit-De-Provisioning Rej
» Audit Details Report
» Audit-Pending Approval T
b Audit-Reset Password Re
» Endpoint Accounts Repor|
» Endpoint Details Report
» Non-Standard Accounts R
» Non-Standard Accounts T
+ Orphan Accounts Report
» Policies Report v} v
»+ Role Administrators Repo

/) fiam/im/i i Juilfi = i = . All rights reserved.
htts‘ ’10‘13‘10T‘4lam im/identityEnv/ui7/index jsp?task.tag: AudltDeta\IsRpwt&cunsu\e.caﬁ Request+a+Report t“ Moot

- " o s
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Enter date and time for generating the Report, similar to the example shown below but meeting your
specific timeline.

StartDate
2017-10-27 00:00:00

EndDate
2017-10-27 16:00:00

Click Apply to save the filter and generate the report. The report should display as shown below.

SQLSERVER Tryit Edit... | C@ Identity Manager:... * | (23 Management Console | () WebEx Enterprise Site

File Edit View Favorites Tools Help
Skip to main content

2 im admin | Sign out | @ Help

Tasks «  Audit Details Report: Audit Details Report .
Home + o
My Access + fOptions Audit Details  Datarefreshed 2017-10-27 at 13:35:41 £
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» Account Details Report IDescription: Logout Attempt by User 'imadmin’ in Environment ‘identityEnv’
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Copyright @ 2017 CA. All rights reserved.
About Identity Manager

- me B s

This completes the verification steps.
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