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[bookmark: _Toc430354277]Document Purpose
To assist in changing the OAuth structure to use the LDAP when authenticating. 
[bookmark: _Toc430354278]Assumptions
This document is written based on the understanding that the reader has a good working knowledge of the CA Gateway, Policy Manager, and Policy Development. Also that the LDAP is configured and the user has basic knowledge on how to query the LDAP. 
[bookmark: _Toc430354279]Solution Requirement 
A. User needs access to all the OAuth Policies.
[bookmark: _Toc430354280]Changing OAuth Manager Set Valid User Fragment
1. There is a Fragment called IsAdmin Fragment.xml, this fragment contains all the logic to see if a user from the LDAP is contained in the Administrators group. If the User part of the admin group he/she will set the admin flag to true which will be used later in the OAuth flow.
a. First open the oauth manager set valid user fragment in the policy manager and click show line numbers at the top.
b. Disable the At Least one folder at line 15
c. Add an Include Policy fragment folder, using the IsAdmin Fragment.
d. Add an Export Variables from Fragment at the end of the policy and ensure the isAdmin variable is exported from the fragment
Before:
[image: ]
After:
[image: ]

Optional: turn the isAdmin fragment into an encapsulated assertion, but be sure to export the isAdmin variable. 

This is the final change that needs to be made to this fragment. 
[bookmark: _Toc430354281]Changing the OTK User Authentication
1. There is a small change that needs to be made to this fragment to ensure that this is able to authenticate against the LDAP, and not the Internal Identify Provider.
a. On line 20 directly under the Request: Require XPath Credentials assertion add an At Least One Folder
b. Inside of the At Least One folder add two (2) All Assertions Must Evaluate True. 
c. Inside of the first All folder drag the Authenticate against Internal Identity Provider assertion that was already in policy.
d. Inside of the second folder drag a new Authenticate against Identity Provider that is in the assertions pallet. Choose to authenticate against the LDAP that is configured on the Gateway.
Before:
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After:
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[bookmark: _Toc430354282]Changing Encapsulated Assertions Inputs.
1. There are two encapsulated assertions that will now need to pass the value of isAdmin though in order to get the correct information. 
a. First the OTK Client GET needs to be changed. 
b. Find the policy in the policy pallet (bottom left in policy manager)
c. Right click on the OTK Client Get Policy and click on the Encapsulated Assertion Properties. 

[image: ]
d. The Encapsulated Assertion Configuration properties appears
[image: ]
e. To the left of the inputs panel click add and the argument properties box will appear [image: ]
Fill out the box as shown and click Ok on both boxes
f. Do steps A-E to the fragment OTK Client DB GET








[bookmark: _Toc430354283]Changing OTK Client DB GET
1. This will more of a challenge as there is no easy way to simplify this to a fragment. This is to list everything on the OAuth clients when the user that logs in is an admin. 
a. Navigate and open OTK Client DB GET if not already open. 
b. Expand all folders.
c. Navigate down to line 193.
d. Replace lines 193 to 201 with the below code
Before:
[image: ]
After:
[image: ]
e. After this last edit there should be a list of all clients that are registered when an administrator logs in.
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