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What’s new in Cloud Enabled Management
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Simplified CeM Agent Enablement

Configure your Notification Server and Symantec Management Agents to use HTTPS.
The Symantec Management Agents are automatically configured to use HTTPS when they receive the

Cloud-enabled Management Settings policy.

= [ Cloud-enabled Management
=3 Policy

=3 Setup

% Cloud-enabled Management Settings
% Cloud-enabled Management Site Server Settings

HT Cloud-enabled Management Agent IIS Website Settings
09 Cloud-enabled Management Setup

e Cloud-enabled Management Settings

Communication settings for computers managed over Interne

t

Symartec = ’ > 2 2
Management L= : . £ v Symantec.

Console Home Manage Actions Reports Settings Session Help
“a Settings ~ MNotification Server » Cloud-enabled Management » Paolicy + Cloud-enabled Management Settings

Policy - Cloud bled M t Settings

Gateways accepting external agent traffic
2 Add gateway f | >

Port Thumbprint
443

Gateway

win2008.ses.local

5593 d5 e2 7a ec 73 Oa a% 1e c4 d9 55 7c 33 64 5d da 81 8b

Applied to
Feapplytor | K view: ITargats .

Name

All computers exclude items not in group CeM Enabled Agents

Cancel

Owner
SES\Administrator 1

Count |Apply date

|  Mote: All computers where Cloud-enabled Management is not possible are excluded from the target.

Save changes I
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Package Server Multi-Codebase support

Site Servers now have the ability to run
multiple (2) HTTPS bindings for both
internal clients on SSL:443 and CeM
Agents on SSL:4726

It is easily configurable using CEM Site
Server Settings policy.

New Site Server installs will default to
port 4726 (Assignable)

This use case does not necessarily apply
to all customers.

This setting is global for All Site Servers
assigned to Internet Sites

Force Override HTTPS Binding follows
this logic:

Existing HTTPS |Force Overwrite Policv Action
binding on SS | HTTPS Binding ey Act
A new SSL certificate is delivered, and used
NO DISABLED to create a new SSL port binding.
Use this configuration for new site servers.
A new SSL certificate is delivered, and an
additional binding is created using the
YES DISABIED configured port (default 4726).
Use this configuration for site servers, that
already use HTTPS
A new SSL certificate is delivered, and used
YES ENABLED to overwrite the existing SSL port binding.

This results in a single HTTPS Binding




Internet Gateway Improvements

Full support for 3rd Party & Commercial certificates

Just manually replace the certificate and the key files after the IG Install

For step by step instructions please refer to the CEM Whitepaper

pache and OpenSSL versions were upgraded

[ General [ Servers I ge&lngis About

Q Symantec Management Platform Internet Gateway Manager

BE |

Versio
SMP Internet Gateway: 7.6.1381.7

Apache: 2.2.29 (Winb64)

OpenSSL: 1.0.1k

Diagnostics

SMP Internet Gateway Logs

~

Internet Gatewa

Log Viewer (logs, Altiris Logs, SIM Logs)

File  Logging

@ g

Options ~ Bookmarks Feeds Help

1% Y | e

Date - | Description

=10

E o Q%% am

3/3/2015 12:06:...
3/3/2015 12:06:
3/3/2015 12:0
3/3/2015 12:06:
3/3/2015 12:0
3/3/2015 12:06:
3/3/2015 12:0
3/3/2015 12:06:
3/3/2015 12:0

3/3/2015 12:0
/3/2015 12:0
3/3/2015 12:0
3/3/2015 12:06:

Not initialized per formance module unloaded: 1712

Child 2776: Starting thread to listen on port 443.

Child 2776: All 3000 worker threads successfully created.

Child 2776: Starting 3000 worker threads.

Child 2778: Acquired the start mutex.

med_ns_support! ChildInit(): Server certificate thumbprint: 4b21ee8547d970b74b3aa42013ea843bbbafc27a,
mod_ns_support!ChildInit(): Status report enabled with 1 target servers.

Performance module is initialized: 2776

Performance module is initializing: 2776

Child 2776: Child process is running

RSA server certificate CommaonMame (CN) “1G01.ses.local does NOT match server name!?
RSA server certificate CommonName (CN) “1G01.ses.local does NOT match server name!?
Performance module is loaded: 2776

Not initialized performance module unloaded: 2776

Performance module is loaded: 2776

Source |Modu\e |TID ‘
InternetGateway.Performa... mod_perf_statso 2464 -
InternetGateway. Status InternetGateway 872
InternetGateway. Status InternetGateway 872
InternetGateway. Status InternetGateway 872
InternetGateway. Status InternetGateway 872
InternetGateway. Status InternetGateway 872
InternetGateway. Status InternetGateway 872

InternetGateway.Performa... mod_perf_statso 2460
InternetGateway.Performa... mod_perf statsa 2460

InternetGateway. Status InternetGateway 872
InternetGateway. Status InternetGateway 872
InternetGateway. Status InternetGateway 2372

InternetGateway.Performa... mod_perf_statso 2460
InternetGateway.Performa... mod_perf statsa 2460
InternetGateway Performa... mod_perf_stat.so 2460

3/3/2015 12:0 Parent: Created child process 2775 InternetGateway. Status InternetGateway 1736

3/3/2015 12:06:... Server built: Feb & 2015 14:46:07 InternetGateway. Status InternetGateway 1736

2 0E 108 | Amarho 2.2 T AR s el 3,570 e LB e it Bt ateeie e — o — I
| | I 2 0O 000 |

y logging and report content improved




Official support for BiglP F5 load balancers

We are supporting two different Use Cases:

Using the F5 as a fully glorified NAT’ing device,

Where both “balancing and SSL offloading” are turned off.

You will still need independent FQDN’s and IP’s published on
the Internet per gateway.

Only BiglP F5 supported at this point.

Using the F5 as a load balancer (No SSL offloading)

By publishing a single FQDN and IP address on the
internet and having the F5 balance the connection across

multiple Gateways.

This can be accomplished by using either 3rd party or Self-
Signed certificates on the internet gateways.

This option would allow you to have a single FQDN and
IP registered on the internet and multiple gateways sitting
behind the F5

All gateways must be running the same Digital SSL Certificate
whether this is self-signed or commercial/3rd party.)




CEM support for Mac Agent

CEM Installation Package for Mac Agent

CEM package security:

Installer app signed with Apple certificate, password-

encrypted certificates and install.xml

Consistency of Mac & Windows Agents in CEM mode

CEM mode icon in System tray and dock

Additional CEM reports

Troubleshoot connectivity problems using Terminal

# aex-helper info cem -1

# aex-helper debug on

(Verbose Mode)

Symantec Management Console

Cloud-enabled Agent Installation Pa

Mac 05 X

Operating System:

Policy (Internet Gateways): |Cloud—enabled Management Settings

Organizational Group: |

Installation name: I

Expiry: Date: | 3/ 9/2015 ﬁ Time: | 20 :: 51

= [ Notification Server Management
o3 Agent
1 Certificates
= [ cloud-enabled Management
= Agent
* | Agents Distribution by Connection Type
*\ Agents not connecting from internal netwark

‘_l Agents not connecting over Internet
*\ Agents with Cloud-enabled Management configuration and connection problems
* | Average Agents Connection Time by Type




Preparing Your Environment for Cloud Enabled Management
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Steps to Prepare the SMP Environment for CeM

Configure your Notification Server and Symantec Management Agents to use HTTPS.

The Notification Server is automatically configured to use HTTPS if you check Require HTTPS to access
the Management Platform on the Notification Server Configuration page in SIM

The Symantec Management Agents are automatically configured to use HTTPS when they receive the
Cloud-enabled Management Settings policy.

Maragament.  F — ) 19 }E‘Eﬁ,ﬁ » 2 VSymantec. | (| YD

Console Home Manage Actions Reports Session Help —

“a Settings ~ MNotification Server » Cloud-enabled Management + Policy + Cloud-enabled Management Settings
= 21 Coud-enabled Management @ Cloud-enabled Management Settings
=2 D Policy Communication settings for computers managed over Internet

‘Ez Cloud-enabled Management Settings
‘Ez Cloud-enabled Management Site Server Settings

Policy - Cloud bled M g t Settings

Gateways accepting external agent traffic

= Setup
£ Add gatewa >
HT Cloud-enabled Management Agent IIS Website Settings g e f | 2
o\) Cloud-enabled Management Setup Gateway Port | Thumbprint

win2008.ses.local 443 59 98 d5e2 7a ec 73 0a a9 le c4 d9 55 7c 33 64 9d da 81 8b

Applied to

Fapplytor 7 | K view: ITargets .
Name Owner Count |Apply date
All computers exclude items not in group CeM Enabled Agents SES\Administrator 1 2/7/2015 12:12:02 PM

| Mote: All computers where Cloud-enabled Management is not possible are excluded from the target.

Save changes I Cancel
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Steps to Prepare the SMP Environment for CeM

Create/Configure your Site Servers to use HTTPS.

To serve Cloud-enabled agents, site servers have to be configured to use HTTPS.

This process is automated by the Cloud-enabled Management Site Server Settings policy.
By default, this policy does not overwrite the existing HTTPS binding on the specified port

M:nagn.mmt Home n;_n‘:;e Actions Re:ﬂs mﬁ‘,ﬁ Session H;Ip ls,mam“' e— 7}3 .
G Saettings = Notification Server » Cloud-enabled Management = Policy » Cloud-enabled Management Site ...
= (] Cloud-enabled Management ‘EZ Cloud-enabled Management Site Server Settings
= D Poliv:y Configuration settings for site servers managing CEM computers
‘Ez Cloud-enabled Management Settings Policy - Cloud-enabled Management Site Server Settings on © &
% S, Automated CEM certificate distribution to site servers
20 Setup

4T Cloud-enabled Management Agent IIS Website Settings When you enable this policy, Cloud-Enabled Management (CEM) certificate will be delivered to those site servers that
& are assigned to internet sites. For site servers that are not using HTTPS, a binding iz created on the specified port to
‘) Cloud-enzbled Management Setup allow communication with CEM clients. Port selection should match the port specified for the added site servers in t

Symantec Management Platform Internet Gateway Manager UI on the 'Server' tab. Please ensure that the portis o
for HTTPS incoming connections in the NS local network.

By default, if a given site server is already using HTTPS on the specified port, and you enable this policy, the bindi

not overwritten. In this case, you have to configure HTTPS bindings manually. To forcefully overwrite the binding,
check the box below.

Warning: Forced overwrite of HTTPS bindings might lead to connectivity issues with non-CEM clients.

4 Port: |4?25

[JForce overwrite HTTPs binding.
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Steps to Prepare the SMP Environment for CeM

Assign Site Servers to Internet Sites

The Cloud-enabled agents that are behind the Internet gateway use Internet sites
Add your site servers to the predefined Default Internet Site or other Internet sites that you create.

Symantec - = E{_]] B T = — ——
Management = # kL —— i 2 v'Symantec. | P )
Console Home Manage Actions Reports Settings Sassion Help - -
sﬂg New = | }( Del | f Caonfigure | ‘I"j Site Management » Internet Sites » AP] Intarnet Sita -

= @ Site Management a AP] Internet Site
= &% Internet Sites Add description

= ®% API Internet Site

ﬁ Manually Assigned Agents
& site Servers
g Corporate Office Internet Site
g Default Internet Site
&% EMEA Internet Site
&% LAM Internet Site
% NAM Internet Site
4 Settings
Q Site Servers
;, Sites
== Subnets

Site Services

Task Service 0 Servers

Monitor Service 0 Servers

Package Service 1 Server

Metwork Boot Service 0 Servers

Detailed Information

EE New | f?j j | 7 View:ISitE Servers

ame Domain

SMP SES
LFTILETY ALTIRISDEMO

192.168.1.17

IS‘E& rch

Site Services
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Steps to Prepare the SMP Environment for CeM

Make sure that the Internet site is properly configured

On the Internet site page, make sure that the required site services are set up properly

Ensure that the settings apply to the appropriate resource target.

Symantec =
Management =
Console Home Manage

P E R O | 2

Actions Reports Settings Session Help

v’ Symantec.

E}ENewleml |fﬁunﬂgure | ,O'

= “ Site Management
= a Internet Sites
= #% AP] Internet Site
g?, Manually Assigned Agents
& Site Servers
g Corporate Office Internet Site
a Default Internet Site
&% EMEA Internet Site
&% LAM Internet Site
&5 NAM Internet Site
4% Settings
Q, Site Servers
f, Sites
== Subnets

Site Management » Internet Sites » AP] Internet Site =

Y APJ Internet Site
Add description

Site Services

Task Service 0 Servers

Monitor Service 0 Servers

Package Service 1 Server

Network Boot Service 0 Servers

Detailed Information

2 New | E‘J‘zj f | 5 View:lManuaIlyAssigned Agents
esource Target

| AP - Remote Systems - Target

IS‘ear-:h
Computer Count

10
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Implementing the Cloud Enabled Infrastructure
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Implementing CeM in the SMP 7.6 Environment

Setup the CeM Agent IIS Website

Setup Internet Gateway(s)

Prepare the IG Server
Download & Run the IG Installation
Configure the Internet Gateway

Enable IG status reporting

Configure the CeM Settings Policy.

Add Gateway Information




Setup the Cloud Enabled Management Agent IIS Website

2 w P ? v'symantec. (| 1P )

Session Help

= [ Cloud-enabled Management
= 1 Policy
% Clowd-enabled Management Settings
% Cloud-enabled Management Site Server Settings
= [ Setup
'D'T Clowd-enabled Management Agent 115 Website Settings
‘g,) Clowd-enabled Management Setup

Symantec - P E{_]]

Management =4 k
Console Home Manage Actions Reports

Ca

Settings =~ Motification Server ~ Cloud-enabled Management ~ Setup ~ Cloud-e2nabled Manage...
Cloud-enabled Management Agent IIS Website Settings

Add an IIS Website for cloud-enabled management agent connections

9T

0 When you add this 1IS Website for agent connection, you will not be able to delets it or change its name.

[¥] add 115 Website for cloud-enabled management agent connections:

Mame: ISymantec &gent
Port: f47286
r~
FQDN:  [ITMS755P1.ses.local fessape fummESE__. ,

Certificate: ICreate self-signed Import certificate. . | After you enable the Agent Site, you will not be able to disable it

' or change its name. Do you want to continue?

Port and Certificate.

When you return to this page after the CEM
agent site is created, the only configuration
you will be able to change is the Agent site




Preparing the Internet Gateway Server

The gateway computer should be located in your organization's demilitarized zone (DMZ)
Ensures that it is protected from both the external and the internal networks.

The Server must have the Windows Server 2008 R2 SP1 or Windows Server 2012 R2
operating system with the .NET Framework 4.5.1 feature enabled.

Configure the Internet Gateway firewall:
Allow incoming connections from the Internet only to the appropriate gateway ports.
Allow outgoing connections only to specific servers on your internal network.

Verify that the IG can access the SMP and any required Site Server computers.
Use the host names or the IP addresses that the Cloud-enabled agents attempt to connect to.

If the IG is on a VMware virtual machine, you should use the VMXNET 3 network adapter.
VMXNET 3 is available only when you have VMware Tools installed on your virtual machine.
See: VMware Knowledge Base article: KB1001805




Download the Internet Gateway Installation file

Symantec . @ = |Z i i ; o
Management = ; 9 = £ V’ Symantec. P
Console Home Manage Actions Reparts Settings Sassion Help —
“a Settings = MNotification Server » Cloud-enabled Management ~ Setup » Cloud-enabled Management Setup
= 1 Cloud-enabled Management @J Cloud-enabled Management Setup
=] D Palicy Configure infrastructure to support Cloud-enabled Management
% Cloud-enabled Management Settings Intraduction Internet Gateway Setup | Symantec Management Agent Configuration
% Cloud-enabled Management Site Server Settings ]
To =et up the Internet gateway computer, you need to perform the following steps:
= 1 setup
#¥ Cloud-enabled Management Agent IIS Website Settings Download and run the Internet gateway installation package

o
‘J Cloud-enabled Management Setup To install @ new Internet gateway, you need to download the Internet gateway installation package from the Symantec

Management Console.

Download the Internet gateway installation package

If you can access the Symantec Managem
run the Internet gateway installation pack
F the appropriate Internet gateway comput
gateway installation process.

t Console remotely from the Internet gateway computer, you can choose to
directly. alternatively, you can save the file on any other media, copy it to
and then run it. The installation wizard guides you through the Internst

Configure an SMP Internet Gateway|

After the Internet gateway is successful
Platform. You configure the Internet ga
wizard and the Symantec Management

installed, yvou must configure it to work together with the Symantec Management
way using the Symantec Management Platform Internet Gateway Configuration
latfarm Internet Gateway Manager.

SMP_Internet_
Gateway.msi

Do you want to run or save SMP_Internet_Gateway.msi (6.84 MB) from smp?

';:ff' This type of file could harm your computer. Run | Save |v| cancel




Installing the Internet Gateway

i'—.%‘ Symantec Management Platform Internet Gateway — =] =

SMP_Internet_
Gahb misi

T Welcome to the Symantec
@ Management Platform Internet
- Gateway Installation Wizard

It iz stronghy recommended that vou exit all Windows programs
before running this setup program.

Click Cancel to guit the setup program, then close any
programs you have running. Click Next to continue the install...

WWARNING: This program is protected by copyright law and
international treaties.

i'._w!;I- Symantec Management Platform Internet Gateway — ===l
Unauthorized reproduction or distribution of this
any portion of it, may result in sewvere civil and » Symantec Management Plaﬁorm
R penalties, and will be prosecuted to the maxi - Internet Gateway has been
possible under law. i____/ -
. successfully installed.

Click the Finish button to exit this installation.

= BHack

I Start configuration wizard: = Back | Finish I Cancel




Configuring the Internet Gateway

véié\‘f:niaﬁrrt;:l—av;;'emenwt—;htfom Internet Gateway Configuration 5 _’S_l

(IP Addresses and Ports )

IP Addresses and Ports

Symantec SMP Internet Gateway needs a dedicated TCP port for incoming
connections from Symantec Management Agents on the Intemet. The
specified port must not be used by any other software on this computer.

Port for incoming connections: |443
If your computer has multiple network cards, you can use all of the available
1P addresses, or specify a particular IP address to use. It is more secure to
use 3 single IP address.
IP Address
@ All available

€ Use IP addresses: | 'I

((SSL Certificate Informatior)

4, symantec Management Platform Internet Gateway Configuration

SSL Certificate Information

Common Nama:

(FQDN or IP addrass) |1601.ses.local
Organization Name: | Symantec
Organizational Unit Mame:

(department, division) I symantec@symantec.com
Email Address: | symantec@symantec.com
Locality Name: -

{cty, district) [Lindon
State or Province Name: I uT

(full nams)

Country Name: I—
(two letter code, for example US, UK) Uﬂ

Certificate will be stored at:
%program files%\Symantec\SMP Internet Gateway\Apache\certs\server.crt

& symantec Management Platform Internet Gateway Configuration Ll
Summary

Please review the saftings before you process the Internet Gateway
configuration. If necessary, click "Previous” to modify any settings, or
“Cancel” to exit the Wizard. After you have verified that the settings are
correct, click "Finish” to begin the configuration.

1P address and Ports details:

Port for incoming connections: 443

CSIIII’III'IEII" )

Usa IP addressas: All available

~ Self-signed certificate details:
Commeon Name:  IG01.ses.local

Organization: Symantec

Organization Unit: symantec@symantec.com
Email Addrass: symantec@symantec.com
Locality Nams: Lindon

Country: us

Service account details:
Service account: Default account (NT AUTHORITY\LocalService)

[¥ Start services automatically?

& symantec Manage tform Internet Gateway Configuration
User Account

For security reasons, it is recommended to run the SMP Internet Gateway
service as a dedicated user account. The account that you specify will be
) granted the privileges and the permissions that are required to run the
service.

Run SMP Internet Gateway service as:

€ This account: |

@ LocalService account (recommended)




Configuring the Internet Gateway

f, Symantec Management Platform Internet Gateway Manager

General I Servers I Settings I About

_ ol x|

General Servers I Settings I About I

Symantec Management Platform Internet Gateway Manager = |I:I| X|

— Internet Gateway Service
Service Status: Running Start

Stop | Restart

I Server type: | Notification Server =

=]

Enter FQDN or Hostname if nat in 2 domain.

Gateway Certificate Thumbprint

to the Symantec Management Agents on the Internet.

SMP Internst Gateway.

Copy this thumbprint to the Notification Server computer where it should be registered in the
enabled Management Settings policy. This policy should targst the Agents that are supposed to use this

This is the thumbprint of the certificate that this SMP Internet Gateway installation uses to identify itssIf

Nofification Server: | smp.ses.local

Port: I 4726

Status report:

I fb 8a 82 3f f7 f1 e6 Ba df 67 51 42 7f 7d 9e 50 c5 66 4 3

Copy To Clipboard

Enter Cloud-enabled Management Agent 115 Websi

&, Enter smp.ses.local credentials =100 x|

Domain\User name

User name: I SES\Administrator

p— e

I

Refresh all Servers I

File Edit Format View Help

|l untitled - Notepad

& Symantec Manage ' Platform Internet Gateway Manager - |EI|£|

b 8a 82 2f f7 f1 e6& 8a df &7 51 42 7f

7d 9e 50 c5 &6 f4 T3

=1 General SErvers Settings | About |

smp.ses.local:4726

Last refresh: Tuesday, March 03, 2015 12:04:58 AM

Refresh Remove

Mo revocations

DNS Mames:
smp.ses.local: 4726
smp:d4726

.Status report:  Enabled Disable

Restart Service?

wish to restart now?

Changes will not be complete until the service is restarted, do you

Add Server... Refresh All Servers |




Adding a Site Server to the Internet Gateway

4 Symantec Management Platform Internet Gateway Manager

General Servers | Settings I About I

=10l x|

smp.ses.local: 4726

Last refresh: Tuesday, March 03, 2015 12:12:05 aM
No revocations
DM Narmes:

smp.ses.locali 4726
smp:4726

.Status report:  Enabled Disable

smpssDl.ses. local: 4726
This is & site sarver

DS Mames:
smpssil.ses.local: 4728

Add Server...

Fefresh Remove

Eemove

Refresh all Servers

[
E Sernver j

ter FQDN or Hostname if not in a domain.

=101 ]

|Pss01.52s.local|

Fault is 4726.
]

oK I Cancel




Enabling Cloud Enabled Management on the Endpoint
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Enabling the Symantec Management Agent’s CeM Mode

CeM mode is enabled when both conditions are met:
The Symantec Management Agent has been set to communicate via HTTPS
The Agent has received a Cloud-enabled Management Settings policy or Ran the CeM Install Package

CEM Settings Policy




Cloud Enabled Agent Deployment

Existing Managed Client

v

1. Apply CeM policy

Client receives:

Permanent CeM certificate
List of Internet Gateways and Authentication

1. Generate CEM Installation Package

2.

New Endpoint

Install CEM installation Package on computer.

Package includes:

List of Internet Gateways
SSL Certificate(s) for the SMP
Temporary policy for the Internet Gateway
Temporary SMP Cert for CEM agent
]




Configuring the Cloud Enabled Management Policy

= [:I Cloud-enabled Management
=[] Policy
% Cloud-enabled Management Settings
% Cloud-enabled Management Site Server Settings
=] Setup
HT Cloud-enabled Management Agent IIS Website Settings
@J Cloud-enabled Management Setup

Mﬂh?;im @ = Ez [2 }—‘: ; 2 ‘( Symantec. { [52 F
Console Home Manage Actions Reports Settings Session Help —— —
o

Settings ~ Motification Server ~ Cloud-enabled Management ~ Policy = Cloud-enabled Management Settings

% Cloud-enabled Management Settings

Communication settings for computers managed over Internet

Policy - Cloud-enabled Management Settings on © -

ve s phing external agent traffic
£2 add gateway f ) g n G T

Gateway Port Thumbprint

[

win2008.ses.local 59 98 d5 e2 7a ec 73 0a a9 1e c4 d9 55 7c 33 64 9d da 81 8b

Applied to -
Fapplyto~ | K view: [Targe ~ E

Name Owner

Count |Apply date

All computers exclude items not in group CeM En SES\Administrator 1 2/7/2015 12:12:02 PM

d Agents

Mote: &ll computers where Cloud-enabled Management is possible are excluded from the target.

Symantec Management Console

Save changes I Cancel

d Gateway Server

N

Server: 1G01.5ES.|local

Port: |4?2s

Thumbprint: |11 98 d5 eZ 7a ec 73 Da a9 le c4 d9 55

7c 33 64 9d da 81 99

Ok




Creating the Cloud Enabled Agent Package for Distribution

Cloud-enabled Agent Installation Package
Operating System: IMicrosof‘t Windows.
= e = Policy (Internet Gateways): |Cloud-enabled Management Setting.s
Maregement’ = 7 El [ 2 zati
Congola . - o Rt e Organizational Group: | CeM Enabled Agents [v]|
“ Settings » Notification Serve| Lnstallation name: ICeMWinInstaII
= 1 Cloud-enabled Management O\J Cloud-enabled N Expiry: Date: | 3/20/2015 ﬁ Time: | 23 : | 07 :
= (7 policy Configure infrastructu
% Cloud-enabled Management Settings Introduction Internet Ga|| Package installation limits -
% Cloud-enabled Management Site Server Settings .
= ] setup To configure Symantec Man gutomate certificate distribution
#T Cloud-enabled Management Agent 115 Website Settings Configure Notification Se Limit number of agent registrations: |3

&) Cloud-enabled Management Setup Symantec Management Age| 1P mask: [10.10.7. Cloud-enabled Agent Installation Package

the client computer and the

E Agent installation parameters:
Migrate existing Symant Package Security 9 Agent installation l;ath' Default

You can convert existing dir O Sign using Notification Server URL: Default
Internet. You first need to e
| necessary, you can set this @Ihumbprint:l Gateways: win2008.ses.local: 443
the appropriate computers t K
Management, and roll out th OE”E: I Warning:

The Cloud-enabled Agent installation package that you have generated is valid only for a limited period of time. This

Install Symantec Manag package expires on:

word protect package
In some cases the compute
the Notification Server infra

\‘ need to generate the Cloud- Password
make it available for downiq Confirm password If vou use this package to install the Agent after it has explred the installed Agent is not able to use the SMP Internet
generated installation p gateway for communication. You then have to rein anewly generated installation package.

. and other compon N N
t are available Symantec Management Agent Installation Options

Friday, March 20, 2015 11:07:00 PM

Download package

Generate and down

Override the default installation path: ID!\PFOQFEIITI Files\Altiris\Agl Make sure that "Do not save encrypted pages to disk" Internet Explorer advancel
download will be impossible.

gCurity option is switched off, otherwise
MNote that the Symantec Man

the time when it is generate
package has expired, the in
You will need to reinstall the

Additional parameters:
I If you use this package to install the Agent after the package has expired, the installed Agent wi
Internet Gateway for communications. You will need to reinstall the Agent using a newly generated in™

Display Symantec Management Agent in the: T

Start menu
System tray
Addx’ﬂemove Programs list

Generate Agent Installation Package I Close
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v Symantec.

Thank you!

Tomas Chinchilla
Tomas Chinchilla@Symantec.com

Brian Sheedy

Brian sheedy@symantec.com
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