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What’s New in ITMS 7.6

Introduction

The purpose of this document is to introduce some of the new features and enhancements that are
provided within IT Management Suite (ITMS) 7.6. While this document will focus on those features that
will be of the most interest to the average ITMS administrator, a full listing of the features can be found

in the official release notes.

Specifically, this document highlights the following topics:

General Enhancements and Improvements
o Updated Operating System Version Support
o Updated Database Version Support
o Forward Servers List

o Improvements to Internet Gateway

Supported Upgrade Paths to 7.6
o Officially Supported Upgrade Paths
o Navigation Paths
e Improvements to the Symantec Installation Manager
o SIM Installation Progress Bar
o Upgrade Advisory Messages
o Additional Installation Readiness Checks
o Option to Configure IT Analytics
o License Page Refresh

o Cryptographic Key Restoration Utility

Improvements to Package Service
o Support for HTTP and HTTPS Codebases on Same Package Server
o Support for Two HTTPS Codebases on Same Package Server

o Support for up to Four Codebases

Improvements to Task Service
o Default Timeout for Server Tasks
o Server Tasks Can Run as Specified User
o Advanced Task Server Settings

o Encryption of All Task Output
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Faster Reassignment of Agent to Different Task Server

O

e New Features in Deployment Solution

O

O

O

Support for Multiple Versions of WinPE
Driver Tagging

Console for Automation Agent

e Symantec Agent Communication Profiles

e Improvements for Unix and Linux Agents

e Improvements for Mac Agent

O

O

O

O

CEM Support
Agent Localization
Signed Installers

Improved Pull Installation

e Improvements for Windows Agent

O

O

O

O

New Agent Ul
Agent Logs
Agent Health

Administrator Privileges

e Console Enhancements for ITMS Management Views

O

O

O

O

Agent Health Tracking

Summary View of Agent Health

Target Folders

Enhancements to Filter Criteria Management
Custom Filter Reports

Enhancements to the Software Blade

e Reporting Improvements

O

e}

New Cube Browser in IT Analytics

Improvements in Standard Reporting

e  Workflow Improvements

O

O

e}

Active Directory Synchronization
Export/Import of Configuration Items

REST APl Generator
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General Enhancements and Improvements
IT Management Suite (ITMS) 7.6 includes many performance and stability improvements. Some

technical features of note include:

e Al ITMS components have been migrated to .NET 4.5.x

e Application pools associated with all ITMS web components are now configured with .NET CLR
version 4.0 and are set to Integrated managed pipeline mode

e Handling of Active Directory imports has been vastly improved to increase performance of Delta
membership updates

e Several database queries have been rewritten for better SQL performance

e New database views have been created for better console performance

e ActiveX controls have been removed for better console security and performance

e To improve security, ITMS can now send notification emails through SMTP servers that require

SSL

Updated Operating System Version Support

Support for the following operating systems has been added:

e RHEL7and6.5

e SLES11SP3

e Solaris 11 (SPARC and Intel)
e (S X10.10 Yosemite

e Windows 8.1 U1/U2

Updated Database Version Support

The Symantec Management Platform has added support for the following versions of SQL:

e Microsoft SQL Server 2014

e  Microsoft SQL Server 2014 Express
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Forward Servers List

Replication rules are a convenient feature in ITMS that allow an administrator to transfer data from one
management server to another, with granular control of precisely what the data is, where it goes, and
how often it is transmitted. Formerly, setting up replication rules required an administrator to repeat
the communication configuration for the destination servers in each individual rule, which was a

cumbersome process and made replication difficult to configure and maintain.

The 7.6 platform now supports a Forward Servers List, which makes actions such as inventory
forwarding and other data replication easier to implement and maintain. After configuring server
information once in the Forward Servers List, specific servers can be selected for each replication rule

via a dropdown menu.

Note: servers in hierarchy will also appear in this dropdown and can be selected for standalone

replication activities in addition to more typical hierarchy replication.

Improvements to Internet Gateway
The Internet Gateway has received many improvements that provide enhanced support for Cloud-

enabled Management (CEM). These enhancements include:

e Support for third-party certificates
e F5 load balancer support
e Upgraded Apache and OpenSSL

e Enhanced logging and reports

Note: Additional CEM enhancements in ITMS 7.6 include Agent Communication Profiles, Package Server
improvements, and CEM support for Mac Agents. Those topics are covered in separate sections later in

this document.
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Supported Upgrade Paths to 7.6

Officially Supported Upgrade Paths

The following versions are the only officially supported direct upgrade paths:

e [TMS7.15P2 MP1.1to ITMS 7.6
e ITMS 7.1SP2 MP1 Rollup vl1 to ITMS 7.6
e [TMS7.5S5P1HF5toITMS 7.6

Navigation Paths

For environments running alternate versions, the following are the recommended upgrade paths:

7.1 7.1=>7.15P2 2> 7.15P2 MP 1.1 >7.6
7.1SP1b 7.1SP1>7.1SP2>7.15P2 MP 1.1 37.6
7.15P2 b 7.15P2>7.1SP2 MP 1.1->7.6

7.15P2 MP1 7.1SP2 MP1->7.1SP2 MP 1.1->7.6

IS 7.5>7.5 HF6—>7.5 SP1>7.5 SP1 HF5>7.6
7.5 HF6 7.5 HF6—>7.5 SP1->7.5 SP1 HF5>7.6
7.55P1 7.5 SP1>7.5 SP1 HF5—>7.6
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Improvements to the Symantec Installation Manager
The Symantec Installation Manager (SIM) has received many upgrades and enhancements improving

performance and increasing usability. New features to highlight include:

e S|M installation progress bar

e Upgrade messages

e Additional Installation Readiness Checks
e Option to Configure IT Analytics

e License page refresh

e Cryptographic key restoration utility

SIM Installation Progress Bar
A progress bar has been added to allow administrators to view SIM installation progress. Formerly,

progress information was only available for components the

Please wait...

| SIM was installing (such as ITMS), not for the installation of

the SIM component itself.

Upgrade Advisory Messages

When performing an upgrade to ITMS 7.6, it is very important that administrators close any ITMS
management consoles currently open as well as the Altiris log viewer. Tests have found that the legacy
(7.1) Altiris log viewer can cause a significant drag on the upgrade process, causing a 4-hour process to
take 11 hours — nearly three times as long. To prevent this issue, the SIM will display an upgrade
message to administrators, advising them to close the ITMS console, Altiris log viewer, and the Restore
Notification Server Cryptographic keys utility before beginning the upgrade. Note: Upgrading with the

7.5 Altiris log viewer open should not be a problem.

Also, pcAnywhere is no longer supported in 7.6, so there is an upgrade message informing
administrators that proceeding with the installation will remove the ability to manage pcAnywhere
components. However, pcAnywhere can still be launched from the pcAnywhere Manager on the
Notification Server and from Quick Connect. Host installations will remain with their current
configurations. If you want to continue using pcAnywhere with the console, the following document

describes how to reinstall console integration: http://www.symantec.com/docs/HOWT0110286.
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Additional Installation Readiness Checks

SIM has added the following Installation Readiness Checks (IRCs) to check for the following components

prior to ITMS installation:

e ASP.NET4.5.1

e WCF45.1

e pcAnywhere EOL
e  Migration wizard

e Supported upgrade path check

Option to Configure IT Analytics

Formerly, IT Analytics (ITA) could be installed but not configured using the SIM; configuration could only
be done through the ITMS management console. To make ITMS installation more comprehensive and
convenient, SIM now presents the option to configure the ITA Analysis Server and Reporting Server as
part of the ITMS configuration process. Analysis and Reporting Services must be installed on SQL Server
before attempting ITA configuration, so this option can be skipped in SIM if those services are not yet
installed. ITA configuration can always be performed later via the management console just as in

previous versions.

License Page Refresh

For enhanced performance, a Refresh button has been added to the Product Licensing page, so that

administrators can control precisely [/ e e [= el
. . 8 Product Licensing SIM Help

when the license server is polled for =

. . . . Licenses (0 installed - 0 applied) Install icenses.

information updates.  This is much e T =1

more efficient than the continuous

polling behavior of previous versions.

Cryptographic Key Restoration Utility

The KMS Restore Utility is now conveniently packaged with SIM and installed in the SIM installation
folder. This utility allows the selection and restoration of previously back up cryptographic keys in
disaster recovery situations. Symantec is also in the process of creating a Disaster Recovery Plan

whitepaper.
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Improvements to Package Service
Package Service is an installed component that allows a system to act as a package server within an

ITMS environment. It has been upgraded with the following highly requested features:

e Support for HTTP and HTTPS codebases on same package server

e Support for two HTTPS codebases on same package server

Support for HTTP and HTTPS Codebases on Same Package Server
A codebase is an address or location of a file available on a package server. Symantec Management
Agents use this codebase information when they need to download a specific file. A codebase can be a

web address using HTTP or HTTPS, or it can be a UNC path.

Prior to 7.6, a package server could publish combinations of codebases including a UNC and an HTTP
codebase, or a UNC and an HTTPS codebase, but not an HTTP and an HTTPS codebase together. That
made it very difficult for a single package server to provide package downloads to both CEM agents
(client computers outside the corporate network) who require HTTPS connections for all downloads,
and non-CEM agents (client computers on the internal corporate network) who can be configured to use

either HTTP or HTTPS for downloads internally.

As a much requested feature, Package Service now supports providing both HTTP and HTTPS codebases
at the same time. The webserver codebase configuration options that were formerly radio buttons are

now checkboxes.

Site Management ~ Site Server Settings ~ Package Service » Package Service Settings ~

i

Package Service Settings

View and edit global package service settings

Global Package Service Settings

Package File Settings

¥ Delete package files if they are unused forl 1 Week

™ Remove automatic site assignments if they are unused for

Package Storage Settings

¥ Allow usage of all the fixed drives when the default storage location runs out of disk space
V' Exclude the system drive

Published Codebase Types

¥ publish UNC codebase
I¥ publish 115 hosted codebases (provided IIS is installed)
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Support for Two HTTPS Codebases on Same Package Server
In ITMS 7.6, Package Service now supports publishing two HTTPS codebases: one using the standard
port assignment and a second using a custom port assignment. This feature allows a package server to

provide downloads to internal clients using HTTPS as well as provide downloads to CEM agents, as long

as CEM agents use HTTPS on a different port.

Settings ~ MNotification Server » Cloud-enabled Management - Policy + Cloud-enabled Management Site Server Settings

@ Cloud-enabled Management Site Server Settings

Configuration settings for site servers managing CEM computers

Policy - Cloud-enabled Management Site Server Settings

Automated CEM certificate distribution to site servers

When you enable this policy, Cloud-Enabled Management (CEM) certificate will be delivered to those site servers that are assigned to

internet sites. For site servers that are not using HTTPS, a binding is created on the specified port to allow communication with CEM clients.
Port =election should match the port specified for the added site servers in the Symantec Management Platform Internet Gateway Manager
UI on the 'Server' tab. Please ensure that the port is open for HTTPFS incoming connections in the NS local networle.

By default, if a given site server is already using HTTPS on the specified port, and you enable this policy, the binding is not overwritten. In
this case, you have to configure HTTPS bindings manually. To forcefully owverwrite the binding, check the box below.

Warning: Forced overwrite of HTTPS bindings might lead to connectivity issues with non-CEM clients.

Port: [4726

I Force overwrite HTTPs binding.

Sawve changes Cancel

Support for Up to Four Codebases

Combining the two new features presented above, a package server can now publish up to four

codebases: UNC, HTTP, HTTPS (standard port), and HTTPS (custom port).

With these enhancements to Package Service, organizations now have a greater flexibility in how they
utilize their package servers to provision client computers inside and outside their corporate networks.

It is no longer necessary to dedicate a package server to an internal-only or an external (Internet) only

site; a package server now has the capacity to serve both.
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Improvements to Task Service

Task Service has had many enhancements for security, reliability, and performance, including:

e Default timeout for server tasks

e Server tasks can run as specified user
e New advanced task server settings

e Encryption of all task output

e Faster reassignment of agent to different task server

Default Timeout for Server Tasks

Formerly, server tasks did not time out, which meant that tasks could hang and build up on a server over
time, eventually preventing any new tasks from launching. Now server tasks have a default timeout of
36 hours, and a custom timeout value can be assigned to any server task in the same manner as a client

task.

Server Tasks Can Run as Specified User

Server tasks can now be configured to run under a specific user rather than system, resolving problems
sometimes encountered when task service requires access to secure storage. This problem has most
frequently been encountered when customers upgraded from 7.1 to 7.5, because in 7.1 server tasks run
as Application Identity but in 7.5 they run as system. Prior to 7.6 the workaround was to apply special

scripts provided by Support.

Advanced Task Server Settings
Advanced Task Server Settings have been added to the console, facilitating custom settings for load

testing purposes and greater flexibility in troubleshooting.

Encryption of All Task Output
Formerly, some items such as script output (if configured to be sent with task status), were not
encrypted, causing a security concern for some organizations. Now all task output is encrypted between

agent and task server, and between task server and Notification Server.
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Faster Reassignment of Agent to Different Task Server

Formerly, the assignment of an agent to a task server was verified every 24 hours, causing a significant

delay if agents needed to be reassigned due to server maintenance. Now the assignment is checked

every two hours by default.
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New Features in Deployment Solution

Many enhancements have been added to Deployment Solution 7.6 to increase versatility and

functionality. New features of note include:

e UEFI 32-bit support

e Support for WinPE 5.1 and multiple versions of WinPE

o Driver tagging
e Console for PECTAgent
e Secure PXE Boot

Support for WinPE 5.1 and Multiple Versions of WinPE

Previous releases of Deployment Solution supported only a single, specific version of WinPE. DS 7.5 SP1
only supported WinPE 4.0, for example. The 7.6 release now supports multiple versions of WinPE,

including 3.1, 4.0, 5.0, and 5.1. The administrator has the flexibility of choosing a WinPE environment

and setting it as the “active” WinPE for use in deployment tasks and jobs.

Symantec Management Console

Settings + Deployment v Preboot Configurations

- Preboot Configurations
Active: WInPE 4.0 Change WIinPE None z]
None

| Policy Rules/Actions WinPE 3.1
| {WInPE 4.0
*add 2 | X :

Name Operating Archite OEM Ext: Automatic Used in Description

Status

Linl... Linux x86 DS Ag... Automat.. No Default Linux Automatio
PEI.. WinPE40 x86,x.. DS Ag... Automat.. No Default Windows Autom

[(save changes | [ cancel |

Keyboard and M«

false
false

Page 12




What’s New in ITMS 7.6

Driver Tagging

In previous versions, DeployAnywhere took charge of targeting the best matching drivers during an
image deployment or scripted operating system installation. Now in 7.6, the new feature of driver
tagging allows an administrator to forcefully re-target desired drivers. This is particularly useful in
situations where older hardware does not work well with the latest drivers, and specific older or generic

drivers need to be targeted and installed instead of the latest matching driver available from a vendor.

Tags can be added when new drivers

Driver Database Management

v ec Ci

are added to the DeployAnywhere

Add custom drivers to the DeployAnywhera/Preboot database.

Driver Database and are displayed in a Deployanywhere | _prabegt
&IAdd == More Info | 7 |5:'_=-':"-

new Tag column. LEE Type |Tag |OS

3Com.EL2000.1.00.0... net.. 2000 2003 2008 VISTA WINDOWS7 XP
3Com.EL30Xbc.04.4... net.. 2000 2003 2008 VISTA WINDOWS7 XP
3Com.srwl.4.0,| —

3Com.TCAITD] —SY 9 s (7[> BP
3Com.x Add Driver 2.

3Com_Caorpor:
Adaptec.1.02.0 Auto-generated name will be taken for the added drivers. 2

oY
‘

-

ec

Adaptec.2.8.0.4] -o=te =

Adaptec.4.1.0. Tags: I— For &.g.: Tagl, Tag2 2.
Adaptec.4.1.1.
Adaptec.6.00.3 Driver Addition Status : ®
Adaptec.6.00.5 12
Adaptec.a320r;
Adaptec.aarich
Adaptec.aarich
Adaptec.adp54:
Adaptec.adpah
Adaptec.adpul -

Adaptec.adpul o I ,C‘—I
add ose

Adaptec.adpu3

o

Tags can then be enabled for use

within a Scripted OS Install or within a

Distribute Disk Image task.

Install drivers

plnstall drivers from Driver Database during OS installation

Bypass Driver Validation : | None -

Debug Log Level : None -
r Enable tagging of the drivers

Tags : I DeployAnywhere™

V! tnelude DeployAnywhere for hardware independent imaging.

I skip missing critical drivers
Bypass Driver Validation : | None -

Debug Log Level : None -

[ Enable tagging of the drivers.

Tags :
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Console for Automation Agent

All releases of Deployment Solution include specialized versions of deployment agents to run in the
LinuxPE and WiIinPE automation operating system environments. These “automation agents” have
different capabilities than the deployment agents that run in production operating systems like
Windows 7. In ITMS 7.x, the deployment agent that runs in WinPE is called the PECTAgent (short for “PE

Client Task Agent”), and it typically performs activities such as erasing hard drives or deploying an image.

Formerly there was no console for the PECTAgent, and it was difficult to view the agent’s logs and
troubleshoot any issues that might crop up. Now in the ITMS 7.6 release, when the PECTAgent starts up
on a client computer, a command console also launches, enabling a technician to easily view the status

of the PECTAgent and the operations it is performing.

= »
&% Administrator: DS WinPES.x x64 Pre-boot Automation Environment (DIR boot)

A v rogran e agentiagentssagent taskss

askHandlers.d11"|

t Task Agent.dll

d line is NOT NUL|

Automation

11 ExecuteConmnandNolse

11 Calling Ex

xecuteConnand .cpplP2068 ProcessAfterCreate::

[N
Deployment Solution™

Secure PXE Boot
In the past, a UEFI-based computer was unable to boot to production when deploying a BIOS-based
Windows 8 64-bit image. In Deployment Solution 7.6 the Secure PXE boot option allows you to boot

into UEFI hardware.
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Symantec Agent Communication Profiles

Formerly, a Symantec Management Agent could only be configured with communication information for
a single Notification Server (NS). That caused problems in disaster recovery scenarios, when hardware
failure on an NS could cause permanent loss of connectivity with agents, especially those in the cloud.

Administrators doing off-box upgrades of Notification Server faced similar concerns.

ITMS 7.6 now includes Symantec Agent Communication Profiles, which provide an easier method of
defining, storing, and assigning all the information that an agent needs in order to connect with
Notification Servers and Package Servers. Multiple profiles can be created to suit a variety of use cases.

Profiles are stored in the CMDB so they can be created, stored, inherited, exported, and assigned to

agents as needs dictate.

Communication profiles include the web address, port, and SSL certificate necessary for agents to
connect with each particular server. A single profile can contain addresses for multiple servers, which

supports failover in disaster recovery and off-box upgrade scenarios.

Profiles can also include proxy settings for the agent to use to connect with the server.

Symanlec VA E /) ¢ ; 2
Management i = |._/— 2 = v Symantec. L
Console Home Manage Actions Reports Settings Session Help
“n Settings ~ Agents/Plug-ins = Symantec Management Agent ~ Symantec Agent Communication profiles ~  SS.example.com
= [l Settings & SS.example.com
= [0 Agents/Plug-ns v lotification Server Communication Profile to be used for agent installations and server svitching
# [_] Deployment Notification Server connection profile defines an information that is required by NS Agents to establish connection to server. It includes URLs, S5L

certificates, proxy settings and Agent Connectivity Credential.
+ [:l Discovery and Inventory !

# [C) Monitoring and Alerting @
# [ Power Scheme
# O] Software ¥ HTTP communication hosts: |ss.example.com:SD;ss.IocaIdomam:SD @

Web application path: I Altiris,

=] D Symantec Management Agent
# [ Settings N

= [C] Symantec Agent Communication profil [
¥4 55.example.com *

¥ HTTPS communication hosts: |ss.example.com:443;55.Iocaldomain:44—3

S5L certificates are defined for current profile. Edit

# 0] UNIXLinux/Mac
# O] Windows
# [ virtual Machine Management =8

A jD‘J Mo proxy settings are specified for NS Agent connection. Edit

r.?"g,_’i The Agent Connectivity Credential defined in Global Agent Settings are selected. Edit

# [Z] Deployment o

= Discovery and Inventor g A

& v v H Current profile is linked to 'SS.example.com’ N5 Server. Unlink

# 2] Monitoring and Alerting

# [ Notification Server K

# (] Remote Management This profile is not referenced by any agent policy but still can be used by NS Agents if represents a site server.

! D Service and Asset Management

® (] Software Current profile is selected to use for push and pull N3 agent installations. Pull install packages will be re-generated if profile gets changed.
Save changes Cancel
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Communication Profiles are assignable to agents by direct import and through targeted agent settings

policies, as in the screenshot below:

~ D

Y All Desktop computers (excluding "Site Servers’)
1=

Madify agent settings for computers in this group.

General UNI¥/ Linusx/Mac Downloads Blockouts

Alternate URL for accessing NS

User Control Advanced Health Evaluation

Restore Defaults I

5'75

pecify an alternate URL for the Symantec Management Agent to use to access the NS

many cases this action cannot be undone.
Profile to be used for agent installation:
SS.example.com f

Server URL: http://ss.example.com:80/Altiris/ @s

Mote: Flease reference the Notification Server documentation for the specific conditions in relation to using an alternate URL. In

Communication Profiles are also included in agent installation packages, providi

ng increased security to

new agents, especially in the cloud. Formerly, an agent’s initial registration request to a Notification

Server was submitted in plain text, leaving client computers vulnerable to Man

in the Middle attacks or

spoofing. Now, the agent has the correct information to perform private, encrypted communication

with the designated Notification Server from the very beginning.

Symantec | = 70 B a 2
Management a v el D
Console Home Manage Actions Reports Settings Session

Settings + Agents/Flug-ins =

EE‘ Agent Install

Settings for Symantec Mana

Symantec Management Agent » Settings -

m
=]

nent Agent Push and Pull Install

Install Agent Install Agent for UNIX, Linux and Mac

Agent Install

Symantec Management Agent Installation

lﬁl Symantec Management Agent Download Page (

Rollout Agent to Computers

| Add Select Computers I
X X

Name Dromain 05 Name

PC1 EXAMPLE Windows 7 Profeszional

05 Version
6.1
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Improvements for UNIX and Linux Agents

Administrators can now perform push installs to UNIX or Linux computers using non-root accounts, a
feature previously available only for the Mac agent. This is significant because default configurations of
Solaris 11 (newly supported in 7.6) disallow root user installations across a network, and this security

restriction is common to many enterprise environments that use UNIX or Linux.

Improvements for Mac Agent

Improvements to the Mac Agent include the following important features:

e CEM support
e Agent localization
e Signed installation files

e Improved pull installation

CEM Support
The Symantec Management Agent for Mac now supports Cloud-enabled Management (CEM). Windows
and Mac computers can now be managed equally in the cloud. This heterogeneous management of

clients in the cloud was not available in previous versions.

Agent Localization

The Mac Agent graphical Ul now supports localization in 18 languages in addition to English.

5 Symame(iﬁa“r:a‘g“e.;i:\:X‘é‘em 8 O O  Symantec Management Agent: Client Task Agent
[« > ][ Alle anzeigen 3 (< > ]| £BER |
Agent-Details
Pe) : b g
Aligemein Plugins Richtlinien Warnmeldungen Eiskohuzeige aﬁ EE:‘%
Spezielle Zeitriume Task Server: mannaz.unix.tales.sen.symantec.com
> e FREO: 50124

EYGERRSIE): 2015515270 RII— £45:45:34

Softwareverwaltung

o o Eff
o v
Software Managed
Delivery SWD-Richtlinien £ RS
Aufgabenverwaltung =
- - FEENES: 0
L) 5|

EREEIES: 2015615278 RHAZ £45:50:48

Client Task
itk Clientaufgaben I

HERES
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Signed Installers
All agent software (for agent and plug-ins) is now signed with a Developer ID Installer certificate issued

by Apple.

Improved Pull Installation
Pull installations of the Symantec Management Agent for Mac no longer require using a terminal
window and command line switches. In 7.6 agent installations can be performed conveniently through

the graphical user interface in the same way as other Mac software.

®f Installer File Edit Window Help =)

Downloa

+ @ hups@ mannaz:8443/A ¢ o
[0 = Apple iCloud Facebook Twitter Wikipedia Yahoo News ™ Popular ™

MANNAZ Symantec Management Console Download Symantec Management Agent for UNIX, Linux and Mac + =

Download Symantec Management Agent for UNIX, Linux and Mac

Applicable only to: Mac 8 00 @ Install Symantec Management Agent

‘/Symantec.. Welcome to the Sy M. Agent

This page allows you to install the Symantec Management Agent onto|

Symantec Management Console and other related products.
Y 9 P The Setup Wizard installs Symantec Management Agent 7.6.1374 on

When you install, the Symantec_Management_Agent_Installer.pkg pr{ @ Introduction your computer.
configures, and starts the agent.

© License About the Symantec Management Agent
Note: You should have administrative privileges in order to install the @ Destination Select The Symantec Management Agent is a software that establishes
® Install Time communication between the Notification Server and the computers
1. Download the Symantec Management Agent Installer and @ fsiayEvoniype in your network. C s with the Sy Mar 't Agent
+ installed on them are called managed computers.
2. Launch the package Symantec_Management_Agent_Installer.ph ~ © '"stallation ' 9 pu
® Summary The Sy Mar 1t Agent ives requests for
information from Notification Server, sends data to Notification
Click to expand instructions to perform installation using boots Server, and downloads files. Notification Server administrator can
install and manage solution plug-ins that add functionality to the
Symantec Management Agent.

¢ Ciick Continue to proceed ir

Symantec
Management Agent Go Back Contiubye
Installer
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Improvements for Windows Agent
Many features and enhancements have been added to the Symantec Management Agent for Windows,

including:

e New agent Ul
e Agent logs
e Agent health

e Administrator privileges

New Agent Ul

The graphical user interface has been completely redesigned for the Windows Agent. In particular, two

windows that were formerly separate have been combined:

the tabs and configuration options

formerly available through the Settings window have now been integrated into the main agent Ul,

greatly
increasing
convenience

and usability.

Agent Logs

All users may
now
conveniently
access the agent
logs through the

new Logs tab.

Agent Health

Agent Settings 444l Update Configuration Basic Inventory v‘g... - @ nHelp ~
@ Status: OK G0 10 @2 9
@ Agent Settings | % Software Delivery | {7 Task Status | 28 Logs |
Identification ES
User Options Notification Server: ss.example.com
Computer ID: {4F77820E-9866-46F9-9934-50BD924B1AACY
Computer Name: pcB.example.com
W Enable tray icon Configuration £
Requested: 2/11/2015 1:38:50 PM
Changed: 2/11/2015 1:45:01 PM
Interval: 1 hour
Basic Inventory 2
Sent: 2/11/2015 1:58:50 PM
Interval: 1 day
Network Status 2
Metification Server: Connected via HTTP
CEM Mode: Cleud-enabled Management mode is disabled
Network Usage: Unrestricted
Maintenance Windows: Mo maintenance windows configured ¥
Agents/Plug-ins =
Agents/Plug-ins Version [ Install Path
Altiris Base Task Handlers 7.6.1383 Ci\Program Files\Altiris\Altiris Agent\Agents\Agent Tasks\BaseTaskHandlers....
Altiris Client Task Agent 7.6.1383 Ci\Program Files\Altiris\Altiris Agent\Agents\Client Task Agent\client tosk ag...
Inventory Rule Agent 7.6.1383 C:\Program Files\Altiris\Altiris Agent\Agentsiinventory Rule Agentinventory...
Software Management Framewark Agent 7.6.1383 Ci\Program Files\Altiris\Altiris Agent\Agents\SoftwareManagement\smfagen...
Symantec Management Agent 7.6.1383 C:\Program Files\Altiris\Altiris Agent

At the top of the agent Ul, the agent’s health is now prominently displayed. The color bar along the top

changes color based on current log entries: green indicates healthy, no warnings or errors in the logs,

yellow indicates one or more warnings in the logs, and red indicates one or more errors in the logs.
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A double chevron gives access to more details regarding the agent health status.

Agent Settings i:,’.f;:JUpdaueoDnliguration Basic Inventory \.'iew - @ Help «

% Status: OK 30 0 @2 8

) No new configuration is available on the server
2/11/2015 1:58:50 PM

6 Basic inventory was sent successfully
2/11/2015 1:58:50 PM

& Agent Settings % Software Deli\.rery] W Task Status] ) Logs}

Identification
User Options Notification Server: ss.example.com

Computer ID: {4F77820E-9866-46F9-9934-50BD924B1AACH
Computer Name: pcl.example.com

W Enable tray icon Configuration

Requested: 2/11/2015 1:58:50 PM
Changed: 2/11/2015 1:45:01 PM
Interval: 1 hour

Basic Inventory

Sent: 2/11/2015 1:538:50 PM
Interval: 1 day

Network Status

Notification Server: Connected via HTTP
CEM Mode: Cloud-enabled Management meode is disabled
Network Usage: Unrestricted

Maintenance Windows: Mo maintenance windows configured

Administrator Privileges

If a user logs onto a client computer with a Windows administrator account, the user will see more
information in the agent Ul, especially if agent diagnostics are enabled, and will have more options to
change the agent configuration than a standard user will. This allows technicians, for instance, to

perform the following operations while preventing a standard user from doing the same:

e Enable bandwidth control

e Disallow maintenance tasks

e Block network activity

e Select the agent logging level: Errors, Warnings, Informational, and Trace
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Agent Sett'lngs %Upﬂam Configuration Basic Inventory View - @ Help |
# Status: OK €30 10 32 €
@) Agent Settings | % Software Deliver}rl Task Statusl %ﬂ Logs]
Identification )~
User Options # Maotification Server: ss.example.com
v Computer |D: {4F77820E-9866-46F9-9934-5DBD924B1AAC)
Show popup not... Computer Mame: pcd.example.com
W Enable tray icon Configuration )
Requested: 2/11/2015 1:45:00 PM
i — Changed: 2/11/2015 1:45:01 PM
— - Interval: 1 hour
¥ Enable bandwidt... Basic Inventory P
| e Sent: 2/11/2015 1:39:04 PM
Interval: 1 day
I Block network a...
ek nEwers Network Status ®
Metification Server: Connected via HTTP
Logging Options % CEM Mode: Cloud-enabled Management mode is disabled
Metwork Usage: Unrestricted
v :
’ Maintenance Windows: Me maintenance windows configured ¥
W Warnings
Agents/Plug-ins ES
W Informational
Agents/Plug-ins Version Install Path
[ Trace h Altiris Base Task Handlers 7.68.1383 C\Program Files\Altiris\Altiris Agent\Agentsi\Age., ¥
An administrator can view and modify these settings under Global Options and Logging Options. In

contrast, a standard user can neither see nor make changes to them.
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Console Enhancements for ITMS Management Views

Agent Health Tracking
Agent health is now tracked in the console and viewable on the Manage > Computers page. lcons in the

computer list indicate if an agent has a status of Healthy, Needs Attention, Untracked, or Unmanaged.

Here are examples of the Healthy and Needs Attention icons:

Healthy: @& p Needs Attention: ) FCt

0.2.100 10.10.2.101

For each computer selected in the list, Agent Health details are viewable under a new flipbook link in the

upper right-hand corner of the console.

| =7 My Filter - Rob a CEM Domain: ALTIRISCEMO MAC: 00-0C-29-C9-FA-D3
M U 113 wate slacted, "Query B fider © 108.77.240.108 User: ALTIRISDEMO\sltadmin OS: Windows Server 2008 R2 Standard
7 1 57 S 2
o L "J ‘d r ) L £ General Agent Health Identificabon > }
(@ Managed v |= v |1 [N 2 ]
P e : 2 3> Needs attention & © ;
Add Explcit Criteria ~ Agent Communication: t received: 8/7 12:5529 P R &K
= Configuration Requests: > No conmection data
jo
>
Name Basic Inventory: ast [‘A": erved: 8/ 2014 2:55:29 PM
0w :
i R v Jobs/Tasks
A DATA
v 192.168.1.22 T New schedule 4 march M|
4% DATAINSIGHT Description Start Time Status Status Detail
108,77,240.10
& oC
10.10.7.130

In the Symantec Management Console, agent health is calculated differently than it is in the agent Ul,
where health is evaluated by absence of warnings and errors in the agent logs. Within the management

console, Notification Server uses three specific factors to calculate what status should be displayed for

each client computer:

e Agent Communication
e Configuration Requests

e Basic Inventory

In the example above, the computer named “CEM” hasn’t checked in within the required interval, has
failed to make a configuration request, and hasn’t sent up basic inventory within the required interval.

Any one of these exceeded thresholds would generate the “Needs Attention” alert, much less all three.
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Alert thresholds are set within the agent’s assigned Targeted Agent Settings policy. To view these

configurations conveniently, an icon has been added in the Agent Health Wdentificabon 3}

£ geads attents [y &%
& Needs attention )

1

When a console user clicks this icon, a separate window pops up with the Targeted Agent Settings policy

upper right corner of the Agent Health flipbook page:

for the selected agent. The policy contains a new tab for agent Health Evaluation, where an

administrator can specify custom thresholds in numbers of days.

’ﬂ? All Desktop computers (excluding 'Site Servers’)
¥

Maodify agent settings for computers in this group. Restore Defaults

General UNIX/ Linus/ Mac Downloads Blockouts User Control Advanced Health Evaluation

Choose how Agent Health is evaluated in Computer view of Symantec Management Console.

Network Connectivity

Agent healthy if connection test received within |1 days.

Configuration Request

Agent healthy if configuration request received within |1 days.

Basic Inventory

Agent healthy if basic inventory received within |1 days.

It is important to note that these thresholds are only used to calculate agent health on the management
server and are not actually a setting received by the agent, unlike the other targeted agent settings.
Also, because these policies are assigned to distinct groups of computers by type, different thresholds
can be set for desktops versus laptops or servers. For instance, a laptop may be healthy if its agent has

checked in within 5 days, where a desktop should check in every day or show an alert.
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Summary View of Agent Health

There is a new summary view for Agent Health (via the double chevrons in the center list of computers).
Status types include: Healthy, Needs attention, Untracked, and Unmanaged. Clicking on any category or

health status in the summary view will automatically modify the resulting computer list.

Symacitec N l < Wi lq 3 ; 2
Management . : vl ) < v
Console N}n n;:,. Actions Reports Settings Session Help Symantec. Ca
B ot 1) 7 my Fiter - Rob .,
TE N o
i < Operating Systems Agent Health )Y & T A
Pe s D Managed v [= )2 |
7 Installed Agent & (@) Basic Inventory Health + = ~ [3 eds attention ¥ X
7 New Computers Overall Health Status Health By Category Add Fiter Criterta ~ 2
7 All Computers
%/ Live Demo Systems

Add BExpicit Cateria
J. Computer Filters
). Software Filters

Y Live Demo Systems.

| scorch er - o Pod
Agent Communication: x

Coofi Requests:

Basic Inventory: [y T

Healthy

. Needs attention |
Untracked A, LINUX.ALTIRISDEMO.NET
Unmanaged ¥ 192.168.1.64

7 My Filter - Rob
Targets

)i Favorites
ks System
& TEC VM Set

2, MAIL

In the example above, the red portion of the Basic Inventory category of the summary view has been
clicked, which caused the filter definition to change on the right, so that client computers with a with a
status of Needs attention in the category of Basic Inventory Health are now the only computers listed in

the computer list pane. Note: This is a temporary change. To modify a filter’s definition permanently,

the user would click the Save button.

Target Folders

ITMS 7.5 SP1 introduced the ability to manage targets directly, in the Manage > Computers page.

However, users could not create folders to help organize and manage their targets. To make target

Targets management more convenient, and to make targets vastly easier to re-use

directly rather than constantly re-create, ITMS 7.6 now supports folders for
. Favorites

g System targets.
4 || Servers
- In the same way that console users can create folders and sub-folders to
| Critical Servers

& NonCritical Servers Only help secure and organize their custom filters, jobs, and tasks, users can
4 ) Workstations

. , now create folders and sub-folders to help secure and organize their
& Desktop to Migrate

& Public Kiosks

targets. Target folder permissions are assigned to groups of console users
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and are inherited just like other permissions in the console. Best practice is for the highest level of ITMS

administrator to create target folders for general use, and lower level administrators should only create

folders for personal or limited

use.

In addition, a new feature has been added to the Quick Apply function for assigning policies, so that

users can now browse and search for targets using the folder structure.

Symantec Management Console
Select a resource target
Available targets: Selected targets:
Folder: | Select a folder v| IE:_= h
Target nai - I?Efault Targets Folder Target name
39-bit C + _] Servers
-bit Co
: 1 Workstations Mo targets selected

6d-bit Colug = o o ey oy )

AIX Computers

AIX computers

AIX Servers requiring Monitor Plug-in installation

AIX Servers requiring Monitor Plug-in upgrade

AIX Servers with Monitor Plug-in installed s

All Computers having NS, TS and PS with 115 and HTTPS configured {(Winc >

All Computers having NS, TS and PS with 1IS and HTTPS configured (Winc <

All Computers Requiring Deployment Automation Folder upgrade on Linux =

All Computers Requiring Deployment Automation Folder upgrade on Mac(”

All Computers Requiring Deployment Automation Folder upgrade on Wind:

All Computers Requiring Deployment Automation Folder upgrade on Wind

All Computers requiring Deployment Package Server Component upgrade

All Computers requiring Deployment Plug-in upgrade on Linux (x64) (Targ

All Computers requiring Deployment Plug-in upgrade on Linux (x86) (Tarc

All Computers requiring Deployment Plug-in upgrade on Mac(Target)

All Computers requiring Deployment Plug-in upgrade on Windows (Target’

All Computers requiring Deployment Plug-in upgrade on Windows (x64) (1

All Carmn tare raanirina Nanlmsman # Bliacin nnarada an Windaue feaa) 11l

0 targets selected oK I Cancel
Using folders makes targets much easier to find and re-use.
Symantec Management Console Note: the QUICk
Select a resource target App|y function for

Available targets:

Folder: | Workstations

Target name

Deszktop to Migrate
Public Kiosks

0 targets selected

Se

Ta

oK

lected targets:

rget name

I Cancel |

folders is hoped to be included for jobs and tasks in a future release.

assigning targets to
jobs and tasks still
presents a flat list
sorted alphabetically,
but similar
functionality for

browsing target
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Enhancements to Filter Criteria Management

Selecting the “Edit criteria list” link in the Filter builder of the ITMS Management Views will launch the
newly enhanced Manage Filter Criteria utility. The tool includes two powerful search capabilities: one
that searches by resource type (looking for a match in a data class attribute name), and one that

searches for a match in data class results.

For example, a user can specify “IP address” in the search box on the left-hand side, and the search
utility will recursively search all data classes and return all the classes that have “IP Address” as

attributes.

Manage Filter Criteria @ =

Select/deselect columns to manage filter criteria.

'‘Computer’ resource type data Results
ip addrass| x| @ S
4 [{d pata Classes

iterm an fhe jeft pane o get resulls

I
[
E
i

4[] pex ac TCPIP
L IP Address
4 [ aex Ac TCPIPVE
L IP Address
4 [{d mex ac web Server Info

(] IP Address

4 {4 cluster
L IP Address

4 {4 cluster Network Interface
L IP Address

Pl ]_|E| Cluster Resource SQL Server
L IP Address

4 {2 Device AMT Network Info
L IP Address

4 {2 Device ASF Network Info

(] IP Address -

| OK | | Cancel |

This is a significant enhancement because it means that no prior knowledge of data class names or
structures is needed. A user can enter a descriptive name for the type of data desired and then use

search result values on the right to help select the appropriate data class.

This utility makes it very simple for administrators to quickly validate potential filter results, and
determine if a particular data class is in fact the one they want to add to the Filter Criteria list for easy

usage in future filters.
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Custom Filter Reports
The Custom Filter Reports Builder is accessed through the Manage > Computers interface via a new icon

resembling a sheet of paper.

T Installed Agent

3 awvailable - 0 salected, "Query Builder’ filter

o B A W

(@) Managed v |= v |1 |
Add Filter Criteria =

I
»

»

It should also be mentioned that the two Floppy disk icons represent “Save” and “Save As” functions
that provides the user with consistency of functions between views, as ITMS 7.5 only had the “Save”

function.

With the custom filter reports builder, a user can build out a report much more intuitively than with the

standard report interface, so the builder is perfect for ad hoc data mining.

Filter Results Report () 23

Configure report results view for "Installed Agent’ filter.

Select col for report Report results view
o x| © Ple
Fl J_Iél AeX AC Client Agent * |Name » Guid Managed Internet Lan ‘Wan None
[ 64 Bit PC1 ac1fd388-7a3e-4704-a24f-7efd6aibf4a8 1 100 a 0

Agent Class Guid pc8 4f77820e-9866-46f9-9934-5dbd924blaac 1 00 0 0

Agent Name ss 19a2c116-8fcc-425a-9a7a-f32c7094a94e 1 100 0 0
Build Number

[}

[}

[}

[} Ident

[} Install Path

(] Product Version

[} Progld

4 []5] Aex AC Client Connectivity
il

o] Internet

[} Lan
1 None
] ‘Wan

4 [{d aex ac client status
[} LastBasicInventoryUpdate

-
KN | J 3 items
| | Save the selected columns for "Installed Agent’ filter. Export Close

A user can drag and drop columns to change the layout, or right click a header to remove a column.

Name « Guid Remaove Lan Wan MNone Internet
PC1 aclfd388-7ale-4704-a24f-7efdbalbf4a 100 1] 0
pcl3 4f77820e-9866-46f3-9934-5dbd924blaac 100 1] 0
55 19a2c116-8fcc-425a-9a75-f32c70945%4 100 1] 0
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The results layout can be customized and saved per user.

Filter Results Report s

L

Configure report results view for "Installed Agent’ filter.

Select col for report Report results view
aex ac ®| @ |search Pl®
4 J_|é| AeX AC Client Agent * |Name » Lan ‘Wan None Internet
I 64 Bit PC1 100 0 0
] Agent Class Guid | pc8 100 0 0
[} Agent Name | |58 100 a 1]
[} Build Number
] Ident
] Install Path
[ Product Version
[} Progld
4 [[d Aex AC Client Connectivity
4] Internet
] Lan
|+ None
|+ Wan

4 [{d Aex Ac client Status
] LastBasicInventoryUpdate

-
KN ] .J 3 items

|+ save the selected columns for "Installed Agent’ filter. Export Close

The results can also be exported to CSV and imported into a spreadsheet program for additional

customization.
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Enhancements to the Software Blade

The Software blade of the 7.6 Console features many enhancements and improvements. One major
change is that the left-hand — 7 .
sl\z::agemmt @ e [;’lj b o ; ?
. Consal Home Manage Actions Reports Settings Session Help
side of the Software blade T
‘~\ Software | t\‘ 69 avaiable - 0 seectad
now presents a standard | software ritters 2 | Bp| seacch in Wew Fiter RC' P@
. Search Pk S || Name
tree structure instead of |. | ravorites aex-swuagent 7.6.1395-0 386 -

the previous flat structure.

.

Folders in the tree contain
the filters that are used to
organize the various types

of software, such as All

N

Software Products and All
Software Releases.

Administrators can create

N

custom filters and add them

to Favorites or their own

N

custom folders.

In addition, the Software

blade now has a full-

featured filter builder very

similar to the one in the

v Discovered Unreviewed Software
¥ Installed Products

All Software

@» All Software Components

§ Al software Products

% All Software Releases

% All Software Service Packs

£y All Software Updates

| . Deliverable Software

§ software Products
%y Software Releases
% Software Service Packs
§y Software Updates
Licensed Software
4 Adobe
4 Licensed
= Microsoft
Metered Software
L Missing program associations
" Usage Tracking
My Software Filters
} . New Folder
@ All MS Office 2003 Components
@» All MS Office 2012 Components
¥ New Filter RC

§ symantec Products

W SoftwareFilterReporting

Symantec Corp. (Version 7.6.1395-0)

aex-swuagent 7.6.1395-0 x86_64

Symantec Corp. (Version 7.6.1395-0)

Altiris Power Scheme Task Plug-in

Symantec (Version 7.6.1395)

Application Management Agent

Symantec (Version 7.6.1395.0)

Application Metering Plug-in for Windows (x64) x64 - English (Unite
Symantec (Version 7.6.1395.0)

Application Metering Plug-in for Windows (x86) - English (United St
Symantec (Version 7.6.1395.0)

Credential Manager Client x64 install Package

Symantec (Version 7.6.1383.0)

Credential Manager Client x86 install Package

Symantec (Version 7.6.1383.0)

Deployment Automation Folder
Deployment Automation Folder
Deployment Automation Folder for Linux
Deployment Automation folder for Mac
Deployment Package Server Components

Deployment Plug-in for Linux (x64)
@Symantec (Version 7.6.1395-0)
Deployment Plug-in for Linux (x86)
@Symantec (Version 7.6.1395-0)

Deployment Plug-in for Mac

Deployment Plug-in for Windows 7.6.1395.0 - English (United State
Symantec (Version 7.6.1395.0)

Deployment Plug-in for W
Symantec (Version 7.6.1395.0

QAL

7.6.1395.0 x64 - English (United ¢

@

Deployment Task Server Components 7.6.1395.0 - English (United
Symantec (Version 7.6.1395.0)

é‘

Computers blade.

v Discovered Unreviewed Software
§ Installed Products |
£ User Saved Searches
4 ). All Software
& Al Software Components 1S (Schrs Proac)
§ Al Software Products.
W All Software Releases Edit Criteria List

& All Software Service Packs B SRS i

£ Al Software Updates T dectis Baithve ZDO:Z:‘
). Ocliverable Software
4 | Licensed Software
&3 Adobe
&3 Licensed
&3 Microsoft
). Metered Software o

= Category (vAC_SoftwareProductCategory)
Instalied (vAC_SoftwareProductinstalstionState)
4 Managed (Software Product State)
Manufacturer (vRM_Company_Ttem)

Usage Tracked (Software Product Usage)
Version (Software. Prndu%'{zmm)

version v:x

[ Accounting Express 2008

g ;@ [@ https:/smp it oo O 5| ¢ '@ v symantec Management .. % | 2 Targeted Ad
— =

e R T N R T W

Console Home Actions  Reports _ Settings __ Session Help
- sottware N ahe i |
Software Filters o B © =
| seorc PlON pis riter crtesia + ‘ InSta nce,
4 ), Favorites | Add Filter Criteria |

Depending on which software category is selected,

the filter builder will present different options. For

a filter based on Software Products

.|| presents a different menu of default filter criteria

from one based on Software Releases.

The Software blade also has a Filter Results Report
builder, with capacity for customizing the layout

and saving or exporting the results.
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Reporting Improvements

New Cube Browser in IT Analytics

e Office Web Components no longer required (but still supported)

e Vastly improved performance

e Deeper drill-down capacity: go from big picture to specific detail with right click of a mouse!

Improvements in Standard Reporting

The standard report interface has a number of enhancements for better usability and performance. One

new feature is that the name of the Refresh button has been changed to Run, to better inform the user

what’s actually happening. Also, when parameters are changed, the report will NOT automatically

Reports + Softnare ~ Compliance »  Software Compliance Summary

Compliance § Y

[ ctions = || Save Az = uhPrintI 9 Run Iplnum-mn

refresh, but the

view:  Selact a value... v

parameters area

Showing Computer, Start Date:=2/3/2015 12:00:00 AM, Caly Include Licensed Computers: =Yes, Computers to Inchide:=%, End Date:=2/10/2015 12:00:00 AM,

Paramelers pjiciec'to Include:=Upgrade SWV agents

Computers to Tncluda: [%
Gnly Include Lisansed Computers:
Peliciaz b Inchude: [Uporada WV agents Tl
Start Date:

y3jas ||
End Bates

2102015 | B9

No Results

will be highlighted
in  vyellow to
indicate that

currently selected

out of synch with the currently displayed results.

refreshed, this area returns to its normal

blue color.

In addition, Auto Run is now a check box
option at the top of every report. The
default value is still set via Core Settings
configuration, but can be overridden for

individual reports.

parameters are

After Run has been clicked and the display has

Reports v Softwarea + Complianca v Software Compliance Summary

Software Compliance Summary

A

whons v || SaveAsv s Phnt | i Run [I:\l(huto-ruﬂ

Showing Computer, Start Date:=2/3/3o1[If selected, report automatically runs when cpened. |

Parameters o io-to Include:=All

Computers to Includa: |=.c

Only Include Licensed Computers: [No v

Policies to Indude: [All ~]
Start Date:

[2/3/2015 | |I®

End Date:
[271012015 | |23

Another new feature is that any editable report can now be edited by right-clicking the report name.

Now users can skip executing a report, even if it is configured to Auto Run, and go straight to editing.

Lastly, the row count is now clearly visible at the bottom of the report, and much easier to view.
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Workflow 7.6 Improvements

Active Directory Synchronization
You can connect Workflow with your entire Active Directory Forest using the ‘Entire Forest’

synchronization option.

Export/Importing of Configuration Items
Workflow 7.6 can now allow you to export and import the following items of an automation library

service using Process Manager.

e [Rulesets
e [ISLA Levels

e [REmail Templates

REST API Generator
You can now generate Workflow components to call the REpresentational State Transfer (REST) services

and its methods. The new REST API generator has the following features:

e Provides HTTP header support.
e Functional HTTP methods GET, PUT, POST and DELETE that have components generated,
including the ability to specify content that is sent to the server.

e Provides JavaScript Object Notation (JSON) support which lets you edit generated types
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