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Abstract

Sélim BACCAR, Project Manager @ SFR

SFR decided to put an end to fraud in retail stores by implementing CA Arcot

WebFort to secure access to their retail portal. During this session, you will

learn why this choice was made and how it strengthens the sales distribution

network while replacing the previous hardware token strong authenticationnetwork while replacing the previous hardware token strong authentication

solution. Sélim will discuss how this solution was implemented with CA

SiteMinder in a flexible manner, which allows them to enable several

authentication methods for a single URL. He will explain how this strategic

enterprise project was a business success because of the technology

innovation that was delivered, while meeting the aggressive implementation

timeline required. Finally, he will highlight how this solution has increased

security and improved the bottom line by reducing misuse and fraud.
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The actors of SFR customer’s relationship…

� 21 millions of clients

� 16 millions of which are contract 

holders

Through :

� 900 SFR Branded Stores
Hardware Token Third Party Editors

� 5 000 Retail Stores

� 25 000 Sales people

Keys :

� WHO? : Authentication

� WHERE? : Localization

� TO? : Authorization

� HOW? : Trust 
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Sale

Subscription

Activation

Renewing

Promotions…
CRM

SFR Retailer’s Portal

Hardware Token Third Party Editors

SiteMinder



… in a high speed changing world.

External

Extended

� CRM Externalization

� Retail Store Setup

� Online Services (Selfcare)

IS to the outer world

Risk Evolution
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Fraud techniques’ evolution

Higher Client Impact

� Extension of use cases

� Value increase

� Law enforcement (CNIL / Directive 

Européenne 2002/58/CE regulations)

Risk Evolution



Access to the SFR Retailer’s portal:
A security system becoming weak

Disclosure

Location

Logistics
Visual access to 

strong authentication 
codes

15 000 tokens with
5 000 replaced each 

year generating a cost 
over 100K€ per year

Access from any 
computer regardless 
of location & access 

point

Loss/Theft Supportability

codes

Portable Hardware 
Token

over 100K€ per year

Leading to the search for a valuable and 

reliable replacement solution:
CA ARCOT
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Heterogeneous 
Architecture with 

complex and unstable 
interfaces



How did we come up with Arcot…

� The answer to our needs: software tokens.

� The Questions :

− which product(s)? Turn existing hardware to softwareA new & unknown product : CA Arcot
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− which cost? 

− which Security? Device locking is a common feature.

Current Infrastructure with software upgrade ?Add new hardware with integration cost?

− change Management? 
For both we needed to deploy a software 

over an unknown and non mastered 

computer Park.



How to decide between two close solutions?

� Token Software

SECURITYSECURITY

� Device locking : Get Rid of the GUI.
Option 1:
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� Token Software

� CA ARCOT � Device locking : a fingerprint of 

the computer to secure the AID on 

the computer.

� Changing the clock allows to guess 

the OTPs in the future.

Option 2:



The Arcot/Siteminder solution
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A transparent migration : unique URL for multiple forms
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� Routing apache server

� Siteminder Authentication forms

� Webservices

We detect the computer’s information and we offer the appropriate form

CA ARCOT Device locking is the life insurance!



IT at the speed of business

� Fraud & logistics costs 
� Client impact

� SFR Image 

� Only 6 months to go live!!!

− Project Planning

− Impact on the existing systems and applications
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− Impact on the existing systems and applications

− Defining the solution & Architecture with the Device locking constraint

− Visiting the retail partners & considering their constraints

− Defining the user’s and enterprises‘ profiles

− Defining the enrollment processes

− Defining the communication processes

− The same URL must be used by both Hard Token and Arcot users!!!

− Zero business Impact!!!



Before & After: 
Authentication screens with former solution, then with Arcot

As seen in store…
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� During the migration phase, the opportunity is left to go back to the older 

form.

� There is no need, it’s a lot easier to search one’s own credentials than to look 

for the token around the shop



DEMO

� Demo Scripts is :

− Call to the SFR Retail Portal

− Hard Token login screen for a retailer who is not enrolled yet to Arcot.

− User logs in with OTP.

− Connecting to Arcadye : store security management tool 
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− Connecting to Arcadye : store security management tool 

• Arcot enrolment process 

• And user management application

− The system detects that his computer was never secured

− User logs-out of the sales CRM system

− User goes back to login screen: Login-screen is now the Arcot one!!

− User logs in with his Arcot credentials!



Demo Step1: Retail Portal URL call.
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Demo Step2: Retail Portal Access.
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Demo Step3: Store Management application
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Authentication with a Store Manager’s account to be able to secure the computers



Demo Step4: We detect that the terminal was never secured
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� A message notifies the user that his computer is being secured.

� This is a step that the end user has to validate.



Demo Step5: Create the Arcot Login in the database
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� First Step of the enrollment Process : create a new CA Arcot Login 

� We can also use an existing one (to secure again)



Demo Step6: Arcot Setup and enrollment

� User must wait during the CA Arcot client setup
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� User must wait during the CA Arcot client setup

� Second enrollment step : the link below allows downloading the ArcotID



Demo Step7:  End of activation and Store management 
Application Access
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� Here is the application which allows to manage the users and the 

computers inside a retail store



Demo Step8: Retail portal URL call

� Once the Store manager is done with securing his computer, he just needs 

to close his browser and call the same URL he always typed.

� Automatic switch to the new authentication form
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Demo Step9:  The Retail Portal access is still the same
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FEEDBACK  - Implementing Arcot

� Change management is the hardest, especially if you:

− Don’t master the external technical environment 

− Don’t share the same goals with your partners

− Don’t involve business and technical decision makers from the beginning
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� Don’t try to do everything on your own:

− CA & Arcot architects helped defining and integrating the solution :

�We Saved a lot of time (& money) by allocating the technical part to CA.

− SFR project management and business partners relationship management:

�Operational team : implementing and running the solution

�Sales department : coordination with business (distribution) partners



FEEDBACK - Time Profit

� Time Share: 

− Spent a lot of time with CA architects to study, think and choose the solution :

• Explained our Needs : some constraints appeared while thinking about the solution

• Which enrollment process ? Considering Integration and Increasing constraints

• Ended up with two possible solutions:
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� Two models (in a short time) to choose which one fits better!

− Getting the job done with a focus on quality:

• Time writing the enrollment and security process � short time to implement them

• Time writing the troubleshooting guide � support team gains fast autonomy

• Time thinking the stress test scripts � short time to develop them



Q&A


