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A walk-through with common troubleshooting steps; outlining the deployment of a
production on premise Symantec Mobility Suite solution. This is meant to be used
supplementary to the published Mobility Suite Administration and On-premise
Installation guides. If there are any recommendations made in this walkthrough
which contradict the above mentioned guides, use the recommendations in the
guides.
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Mobility Suite A to Z

Important: Read the following two knowledge base (KB) articles to gain an overview understanding of what is ahead in the
installation of the Mobility Suite:

An introduction: HOWTQ94487
Gathering the required information: HOWTQ94492

By using this guide you are agreeing to the legal terms, as stated in:

http://www.symantec.com/about/profile/policies/legal.jsp

Deploy a Virtual Machine for Symantec Mobility Suite (HowT0110252)

1. Create a new virtual machine (VM) on the virtual host. In this example, VMware will be shown. File > New > Virtual
Machine, select Custom and click Next:

Note: The fundamental steps to deploy a VM are essentially the same among virtual server providers.

@ Create New Virtual Machine = =

Configuration
Select the configuration for the virtual machine

Configuration

Configuration
Mame and Location ~ _
Host / Cluster Typical
Resource Pool Create a new virtual machine with the most common devices and configuration options.
Storage
Guest Operating System *+ Custom
rC]PUS Create a virtual machine with additional devices or spedific configuration options.
vMiemory
MNetwork

SCSI Controller
Select a Disk
Ready to Complete

Help | < Back | MNext = I Cancel

Name the virtual machine and Next.

Select Host /Cluster (If applicable) and Next.

Chose a resource pool (if applicable) and Next.

Select destination storage for the virtual machine files and Next to continue.

Set the Virtual Machine Version (if applicable) and click Next.

Select Linux as the Guest Operating System (OS) and set Version to CentOS 4/5/6 (64-bit).

No gakrwn


http://www.symantec.com/docs/HOWTO94487
http://www.symantec.com/docs/HOWTO94492
http://www.symantec.com/about/profile/policies/legal.jsp
http://www.symantec.com/docs/HOWTO110252
http://www.vmware.com/
http://www.symantec.com/products-solutions/solutions/?parent=virtualization

@

Create New Virtual Machine -

Guest Operating System

Spedify the guest operating system to use with this virtual machine

Virtual Machine Version: 8

Configuration

Mame and Location
Host / Cluster
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

MNetwork

SCSI Controller

Select a Disk

Ready to Complete

Guest Operating System:
© Windows
& Linux
" Other

Version;

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

8. Set the number of virtual sockets to 2 and the number of cores per virtual socket to 4:

@

CPUs

- o KN

Virtual Machine Version: 8

Create New Virtual Machine

Select the number of virtual CPUs for the virtual machine.

Configuration

Name and Location
Host / Cluster
Resource Pool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

MNetwork

SCSI Controller

Select a Disk

Ready to Complete

Number of virtual sockets:
MNumber of cores per virtual socket:

Total number of cores: 3

The number of virtual CPUs that you can add to a VM
depends on the number of CPUs on the host and the
number of CPUs supported by the gquest 05,

The virtual CPU configuration specified on this page
might violate the license of the guest O5.

Click Help for information on the number of
processors supported for various guest operating
systems.

9. Setthe memory to 8GB:



@

Create New Virtual Machine

Memory

Configure the virtual machine's memory size,

Virtual Machine Version: 8

Configuration

Mame and Location
Host / Cluster
Resource Pool

Storage

Virtual Machine Wersion
Guest Operating System
CPUs

Memory

Network

SCSI Controller

Select a Disk

Ready to Complete

—Memory Configuration
1011 GB =l

Memory Size: 5-=H |G ~
SHBE Maximum recommended for this
=] -
256 6B guest 05: 1011 GB.
M 4 Maximum recommended for best performance: 196532 MB.
125 GB H
Default recommended for this
64 GBH =1 guest0S: 2 GB.
Minimum recommended for this
32GEBH 4 guestOs: 512MB.
16 GEH
5 GE
4GB
2GB
1GE
51z MB
256 MB
125 MB
64 MEB
32 MB
18 ME
& MB
Linux values can vary. Consult your Linux release notes for accurate information.
4 MB

Help |

< Back | MNext = I

Cancel

10. For NIC 1 select the network and adapter type and ensure that it is set to connect at power on:

Note: A single network interface card (NIC) is required for the Mobility Suite server.

@

Network

Create New Virtual Machine

Which network connections will be used by the virtual machine?

- O

Virtual Machine Version: 8

Configuration

Mame and Location
Host / Cluster
Resource Fool

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memary

Network

SCSI Controller

Select a Disk

Ready to Complete

—Create Network Connections

How many NICs do you want to connect?

F

Network Adapter

Connectat
Power On

NIC 1: [EPM DMZ (EPM Mobile-DMZ)

| |E1000

i

If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMware KnowledgeBase for more information on choosing among the network adapters
supported forvarious guest operating systems and hosts.

Help | < Back | Next > I

Cancel

11. Choose a SCSI Controller, taking into account any future fall-over requirements. Next to continue.
12. Select Create a new virtual disk and Next.



13. Set Disk Size to 30G; Disk Provisioning to Thick Provisioning:

@ Create New Virtual Machine = =

Create a Disk Virtual Machine Version: 8
Specify the virtual disk size and provisioning policy

Configuration Capacity
Mame and Location o -

Host / Cluster Disk Size: ,E G -
Resource Pool
Storage

Virtual Machine Version (¥ Thick Provision Lazy Zeroed I

Guest Operating System
CPUs " Thick Provision Eager Zeroed

Disk Provisioning

Memory (" Thin Provision
Network

SCSI Controller
Select & Disk
Create a Disk (* Store with the virtual machine

Location

Advanced Gptions " Specify a datastore or datastore duster:

Ready to Complete |

Help | < Back | Next = I Cancel |

4

14. Set Virtual Device Node to SCSI and Next.

15. Review the settings for the new virtual machine and select Finish to build the VM. Build usually takes less than a minute to
complete.

16. Power on the newly created virtual machine.

Install CentOS/RHEL 6.5 (HOWT0110253)
Important: For this guide, the minimal CentOS/RHEL 6.5 is shown; the minimal CentOS/RHEL 6.6 ISO also is compatible.
It is highly recommended to use the minimal ISO rather than selecting minimal when installing a full ISO.

Download CentOS 6.5 (HOWT0110236)

17. Download the CentOS 6.5 minimal operating system to a workstation by clicking here and navigating to the USA HTTP
Link > 6.5 > isos > x86_64 > CentOS-6.5-x86_64-minimal.iso

18. After the download completes, open a console to the VM and select the @ (disk) icon and select Connect to 1SO on
Local Disk.

19. Browse to the CentOS 6.5 ISO and click open.

20. Click anywhere in the console and hit enter. (This forces the VM to look for a new boot source).

21. Ensure that Install or upgrade an existing system is selected:


http://www.symantec.com/docs/HOWTO110253
http://www.symantec.com/docs/HOWTO110236
http://www.symantec.com/docs/HOWTO110236

& AZ KB on sprnr42021-30.spr.spt.symantec.com =
File View VM

mn » 98 @G R & @

Welcome to CentOS 6.6!

[install or upgrade an existing system
Install system with basic video driver
Rescue installed system

Boot from local drive

Memory test

Press [Tabl to edit options

Automatic boot in 42 seconds. ..

CentOS 6

Community ENTerprise Operating System

22. Allow about 10 minutes (if workstation ISO is used) to load. Hit tab to select Skip and Enter to continue:

elcome to CentO0S for xB6_64

Disc Found

To begin testing the media before
installation press OK.

Choose 3kip to skip the media test
and start the installation.

{Tab>/<Alt-Tab> between elements | <{Space> selects | (F12> next screen

23. Next to continue.
24. Select English (English) for the install language and Next.
25. If using a non-QWERTY keyboard, select the language used on the workstation and click Next to continue.

Note: When typing passwords into a remove VM the keyboard selection can cause an incorrect password to be created. Be sure that
the keyboard selection is the preferred before continuing.

26. Select Basic Storage Devices and Next:



File View WM
mip @& @& B2 @
I

What type of devices will your installation involve?

Basic Storage Devices

@ |nstalls or upgrades to typical types of storage devices. If you're not sure which option is right for you,
this is probably it

_ Specialized Storage Devices
! Installs or upgrades to enterprise devices such as Storage Area Networks (SANs). This option will allow
you to add FCoE / iSCSI f zFCP disks and to filter out devices the installer should ignore

‘: €@Back | l ) Next l

27. When prompted click Yes, discard any data:

Storage Device Warning

& The storage device below may contain data.

~, VMware Virtual disk
— 30720.0 MB pci-0000:00:10.0-scsi-0:0:0:0

We could not detect partitions or filesystems on this device.
This could be because the device is blank, unpartitioned,
or virtual. If not, there may be data on the device that can
not be recovered if you use it in this installation. We can
remove the device from this installation to protect the data.

Are you sure this device does not contain valuable data?

Apply my choice to all devices with undetected partitions or filesystems

Yes, discard any data ] | Mo, keep any data

ke

28. If the tenant’s hostname were mobile.mydomain.com, enter mobile for the hostname. Enter the server’s hostname replacing
localhost.localdomain and click Configure Network.
29. Select System ethO (or the available NIC) and click Edit...:

Network Connections

Name Last Used ||| | Add |
<+ Wired ' '
| Edit.. |
| Delete |

Close

30. Within the Editing System eth0 window, check the box next to Connect automatically and click on the IPv4 Settings tab:
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Editing System etho

Connection name: [System etho

|Connect automatically|
Available to all users

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |

Method: [Manual = ]
Addresses
Address Netmask Gateway Add

DNS servers: [

Search domains: [

DHCP client ID |

Require IPv4 addressing for this connection to complete

31. For Method select Manual and in the Addresses area click Add and enter the internet protocol (IP) information for this
server.

Important: It is necessary for the Mobility Suite Front End (FE) to be able to fully communicate, without outbound proxy. See
HOWTQ94496 for a complete list of required ports.

32. Confirm the IP information and Apply:

Note: The IP information for this server will vary from the example shown below. Obtain a valid static IP address for the
organization’s systems administrator.

Editing System etho

Connection name: [System eth0 ]

Connect automatically
Available to all users

Wired | 802.1x Security | IPv4 Settings | Pv6 Settings |

Method: [Manual < l

Addresses

Address Netmask Gateway Add

172.19.215.14 255.255.255.0 172.19.215.1

DNS servers:  [172.19.216.6)

Search domains: [

DHCP client ID |

Require IPv4 addressing for this connection to complete

Cancel H Apply... l
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33. Click Close on the Network Connections sub-window and Next on the parent window.
34. Ensure that the System clock uses UTC is checked and the America/Los Angeles time zone is selected and Next.
35. Enter and confirm a complex root password and Next:

The root account is used for administering
| the system. Enter a password for the root
USer.

RoOL Password: |ssesesssses ]

Confirm:

| 4mBack | | Bp Next |

36. Use the default installation type: Replace Existing Linux System(s) and leave the encryption and partition layout options
unchecked:

File View VM

m DN 8B E RS R
I ]

Which type of installation would you like?
Use All Space

Removes all partitions on the selected device(s). This includes partitions created by other operating

O “ systems.

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Replace Existing Linux System(s)
Removes only Linux partitions (created from a previous Linux installation). This does not remove other
partitions you may have on your storage device(s) (such as VFAT or FAT32).

Tip: This option will remove data from the selected device(s). Make sure you have backups

Shrink Current System
Shrinks existing partitions to create free space for the default layout.

Use Free Space
Retains your current data and partitions and uses only the unpartitioned space on the selected device
(s}, assuming you have enough free space available.

RS RS

Create Custom Layout
Manually create your own custom layout on the selected device(s) using our partitioning tool.

)
H

[ Encrypt system
[] Review and modify partitioning layout

| 4aBack | l ’Nextl

37. When prompted select Write changes to disk:
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Writing storage configuration to disk

| The partitioning options you have selected
£55 will now be written to disk. Any data on
deleted or reformatted partitions will be lost.

Go back write changes fo disk '

Note: If the following error occurs reconnect the CentOS 1SO to the VM console (steps 18-19) and select Retry Allow about 10
minutes for the disk to reconnect. If that fails, select Exit installer, power off and delete the VM. Repeat steps 1-35 and ensure that
there is a solid connection between the workstation and VMware host:

e Unable to read group information from repositories.
This is a problem with the generation of your install tree.

Exit installer | | Retry '

38. If prompted for installation type, select Minimal.
39. The OS installation should now proceed. This can take up to 1 hour depending on host performance/utilization factors :

CentOS 6

Community ENTerprise Operating System

} Packages completedf 6 of 205

Installing tzdata-2014g-1.el6.noarch (1 MB)
Timezone data

40. Once the CentOS installation is complete, select Reboot.
Tip: To view a detailed (retro) startup menu press the F2 key.
Note: If the boot priority is set to boot from optical drive, the CentOS I1SO needs to be un-mounted from the system.

41. Log into the system as root using the complex password created during the OS installation. Continue to Root Shell Access:

entd3 release 6.6 (Final)
Kernel 2.6.32-584.e16.x86_64 on an =x86_64

localhost login: root

[root@localhost ™1# _

13



Configure Networking and Firewall (HowT0110254)

Root Shell Access
1. The # symbol at the beginning of the command line signifies that this session has root privileges.

Note: If the server was deployed using a template and a user account is needed to access the console. Log into the console with the
provided user credentials. Type su and hit Enter to elevate the session to root privileges. If the sudoer’s methodology is being used
type sudo su to elevate the account. Prefixing any command with sudo will elevate that command with root privileges. Mobility
Suite requires full root shell access to complete its installation.

2. Continue to Confirm Network Connectivity.

Tip: Press the Tab key after typing a few characters of the filename listed in a command, it should finish the remainder of it. This

should make typing commands quicker. Pressing Tab twice will display all the available options beginning with that word, file or
directory.

Confirm Network Connectivity

1. Verify Internet communication by typing, as root: ping play.google.com, to cancel the echo: while holding down the Ctrl
key press c this will return the console back to the root shell:

[root@localhost “1# ping play.google.com
[PING play.l.google.com (173.194.33.181) 56(84) bytes of data.
64 bytes from seaBI=z1b6-in-f5.1elBB.net (173.194.33.181): icmp_seq=1 tt1=54 time=

64 bytes from seaBIslb-in-f5.1elBB.net (173.194.33.181): icmp_seq=Z tt1=54 time=
18.2 ms
b4 bytes from seaB9s16-in-f5.1elBB.net (173.194.33.181): icmp_seq=3 tt1=54 time=
18.7 ms
C
--- play.l.google.com ping statistics ---
3 packets transmitted, 3 received, Bx packet loss, time 4146ms
rtt mincavg/max/mdev = 18.283-19.143,208.368-8.891 ms
[rootPlocalhost ~1# _

Tip: If no ICMP response is received, verify whether ICMP is blocked or type /shin/ifconfig to verify the network settings. To edit
the network configuration type vi /etc/sysconfig/network-scripts/ifcfg-ethO and Enter. A vi edit view will appear. Type i to begin
editing. The up, down, left & right arrows must be used to navigate through this configuration file. Make the appropriate changes to
the network settings. Hit the Esc key once and while holding Shift press the : (colon) key once and release. Now type wq and hit

Enter; this will write the changes to the file. To exit without making any changes, instead of wq type q! and hit Enter. Now restart

the network services to reapply this configuration script by typing, as root: service network restart and Enter. Repeat these steps
until the correct network configuration is obtained.

For example:

root@multifel:~

Important: A working network configuration is required before proceeding further. It is highly recommended to set the ONBOOT=
to yes as shown above. The hardware and ID of the NIC may be shown but they are optional. Remember that after any changes are
made it will be necessary to restart the network services.
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Tip: Quick guide to vi:

i = Insert

Esc key = End insert mode and returns to command mode which allows the below two commands:
:q! = Colon followed by g! quits without making any changes.

:wq -> Colon followed by wq writes and quits, saving changes.

2. Ping the server’s hostname, which was set in step 28 of Install CentOS 6.5 (HOWTQ110253). The return should be on the
IPV4 loopback address: 127.0.0.1. If it is not then vi into /etc/hosts and append the server’s hostname to the end of the line
containing 127.0.0.1:

127.8.8.1 localhost localhost.localdomain localhost4 localhost4.localdomaind a
toz
HER localhost localhost.localdomain localhost6 localhost6.localdomaint

3. Follow the Tip: Quick guide to vi; writing and saving the changes to the file.
4. Restart network services by entering the following into the console:

sudo service network restart
5. Ping the server’s hostname a second time to ensure that it resolves to 127.0.0.1.

Tip: On-box RabbitMQ (installed as part of Mobility) will bind to 127.0.0.1 using the server’s hostname.
6. Once network communication is confirmed continue to Disable SELinux.

Disable SELinux (HOWTO0O110257)
Note: Disabling SELinux is not required for mobility suite as the Bootstrapping step will automatically add the required exceptions to
SELinux. For more information on hardening Linux for Mobility see HOWTO110230.

1. Todisable selinux edit its configuration file by typing, as root:
vi /letc/selinux/config and Enter. A vi edit view will appear.

2. Type i to begin editing. The up, down, left & right arrows must be used to navigate through this configuration.

3. Change the line: SELINUX=enforcing to SELINUX=disabled. Hit the Esc key once, while holding Shift press the :
(colon) key once and release.

4. Now type wq and hit Enter; this will write the changes to the file. To exit without making any changes, instead of wq type
g! and hit Enter.

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:
enforcing - SELinux security policy is enforced.
permissive - SELinux prints warnings instead of enforcing.
disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

5. Coninute to Configure IPTables.
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Configure IPTables (HOWT0110255)
For more information on hardening Linux for Mobility see HOWTQO98546.

Using IPTables (HOWT0110235):

Add 80 and 443 to the IPTables chain by entering the following lines, as root:

/sbin/iptables --insert INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
/sbin/iptables --insert INPUT -m state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT
/etc/init.d/iptables save

No IPTables (HOWTO110255):

If the Mobility Suite FE (server) is deployed behind a firewall and IPTABLES is not needed, run the following two commands, as
root:

/etc/init.d/iptables stop

chkconfig iptables off

For more information on ports used by Symantec Mobility Suite see HOWTQ094496. More information on IPTables may be found at
http://wiki.centos.org/HowTos/Network/IPTables.

Once IPTables is configured, as needed, continue to SSH.

SSH (HOWT0110256)
1. Toinstall SSH, as root enter:
sudo yum -y install openssh-server openssh-clients
2. Set the service to start with the machine:
chkconfig sshd on
3. Start the service:
service sshd start
4. Make sure port 22 is opened:
netstat —tulpn | grep :22

Look for a link showing TCP 22 as open.
Tip: The | (pipe) symbol in the above command can is shift (key) +\

5. If port 22 is not open, enter the following two lines into terminal:
/sbin/iptables --insert INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
/etc/init.d/iptables save

6. Reboot the system by typing:
sudo reboot

Tip: Now is a good time to take a snapshot of the current hard drive state.

7. Once SSH is fully configured continue to Obtain the Symantec Mobility 1SO.

Obtain the Symantec Mobility Suite ISO

1. Once the system restarts, log back into the console, as root.

2. Install wget by entering the following:
sudo yum -y install wget

3. The Symantec Mobility ISO may be either uploaded to the FE see How to transfer files to a Linux machine or downloaded
using wget...

4. Download the Symantec Mobility Suite ISO by typing the following, as root:
sudo wget <Direct link to the Symantec Mobility 5.2 or later ISO> /tmp/symantec.iso

Note: To obtain a valid copy of Mobility Suite or the direct download-link, contact a Symantec Sales Engineer or Partner.
Important: The Symantec Mobility ISO must be downloaded onto the Linux machine and not mounted through VMWare interface.

5. Mount the symantec.iso by entering the following two lines:
mkdir /mnt/iso
sudo mount —o loop /tmp/symantec.iso /mnt/iso

[rootPatoz " 1# sudo mount -o loop ~tmprssymantec_appcenter_5.2_Linux_MLN N01M) . is
o mnt-siso

~14 _

Note: In this step, the ISO name is symantec.iso, substitute the actual name and/or path to the ISO.
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6. Change the working directory to the mounted location:
cd /mnt/iso

7. Verify the contents of the ISO were properly loaded by entering:
Is —hal

[rootPatoz “1# cd »mntriso
[rootPatoz isol# 1s -hal
otal 18K
ruxruwxr-x 5
rWuxr-xr-x. J
ru-ru-r-- 1
ruxrwxr-x 3 5B 588 Z.8K
ruxrwxr-x ¢ 5S5HA 588 Z.8K
i
4
i
5

588 588 Z.8K
root root 4.8K :
588 588 295 : about

ru-ru-r-- 5B 588 3.1K : READHE
WX W — % 588 5688 Z.8K

WX W — % 5868 56868 1.9K

[rootPatoz isol# _

8. Write down the server’s IP address (if issued via DHCP) that is displayed after entering the following command:

/sbin/ifconfig

[rootRatoz isol# ifconfig

ethA Link encap:Ethernet HUWaddr BB:5B:56:AD:39:F7
inet addr:172.19.216.184 Becast:172.19.216.255 HMask:255.255.255.8
inetb addr: feB@::258:56ff :fead:39f7-64 Scope:Link
UPF BROADCAST RUMNING MULTICAST MTU:1588 HMetric:1

Rx packets:989648 errors:B dropped:B overruns:B frame:8
TxX packet=s:85181 errors:8 dropped:B overruns:B carrier:8
collisions:B8 txgqueuelen:1B68

R¥ bytes:1345897193 (1.2 GiB) TX bytes:6132628 (5.8 MiB)

9. After the ISO is successfully mounted, as shown above, continue to Installation Part I.

Installation Part I (HowT0110258)

1. Firstinstall three required packages by entering the following, as root:
sudo yum -y install unzip libtool-Itdl mysql

2. Begin the Mobility Suite installation by entering the following, as root:
sudo ./setup.sh

3. Ensure that Install Mobility Manager is selected and OK to continue.

Tip: Use the Tab and arrow keys to toggle the selection.

Please =elect one of the following
options

| IMInstall Mobility Manager

1 Tools

T < Quit >

4. Agreeing to the Symantec Corporation terms will allow the installation to proceed:
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5.

6.

7.

Same for Java, as above:

Take note of the default directories and OK to continue:

Set the HTTP Configuration wizard port as 8000 (default) and Tab to OK to continue:
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8. Select: | want to use my own production database option and OK:

Note: The local-trial-database is not recommended for a production environment. For a Proof of Concept (POC) managing less than
250 devices, the trial database will be sufficient.

9. For deployments managing less than 15,000 devices select Local trial server, otherwise an off-box RabbitMQ server and
fall-over server must be created see HOWTO107258

Note: The local trial RabbitMQ instance may only be accessed from the local host, a future off-box RabbitMQ server may be added at
a later time.

10. After reviewing the configuration, arrow-down to select Start Installation and OK to continue.
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Is the following correct? Select "Start
Installation” or any option to go back and change
it.

onf iguration port: B8HA

Software directory: -usr-local-snukona
File cache directory: rvoll/nukona

Log directory: ~svar-log/nukona

I have my own production database
Trial RabbitM} server enabled
Start Installation

¢ Back >

11. The primary installation will take about 10-30 minutes to complete:

Inzstalling packages from external dependency rpmlist

Installing packages:

['libaio’, "httpd’, 'mod_ssl1’, ’=zip’, 'postfix’, ’openssl’,

‘policycoreutils-python’, ’logrotate’, ’1libXt’, ’"at’, 'file’, ’'perl-CGI’, ’'xorg
x11l-server-Xuvfb’]

Tip: If there is any problem accessing the yum repositories verify that there is outbound communication and see TECH228347.

Important: Do not cancel this process. When the script completes the following line will appear:
Please configure your Mobility Manager by navigating your internet browser to http://<FullyQualifiedDomainName>:8000
Installation cannot finalize until configuration is complete:

Installing: _
: mono-extras-3.2.8-31.xB6_64
: mono-locale-extras-3.2.8-31.xB6_64
! mono-muvc-3.2.8-31.xB6_64
P mono-nunit-3.2.8-31.x86_64
: mono-wcf-3.2.8-31.x86_64
: mono-web-3.2.8-31.xB6_64
! mono-winforms-3.2.8-31.xB6_b4
P mono-winfxcore-3.2.8-31.xB6_b4
: monodoc-core-3.2.8-31.x8B6_64
: ntp-4.2.6p5-2.elb.centos.xB6_b64
: ntpdate-4.2.6p5-2.elb6.centos.xB6_b6b4
: oracle-instantclientll.Z-basic-11.2.8
¢ oracle-instantclientll.Z-sqlplus-11.2
: xmlsecl-1.2.18-72.xB6_64
© xsp-3.8.11-31.x86_64

mono-devel-3.2.8-31.x86_64

hecking dependency integrity
leaned up repository file: retcs/yum.repos.d-appcenter_iso.repo
Installing and configuring internal RabbitMQ server
Buccessfully configured local RabbitM server
Disabling firewall until configuration is complete.

Flease configure your Mobility Manager by navigating your internet

browser to http:r/<FullyQualifiedDomainName> 5888

86_b4

.4.8-1.x
.8.4.8-1.x86_64

Installation cannot finalize until configuration is complete.

Note: If any errors in this process will be logged to /var/log/nukona/appcenter-install.log. If the above is not shown, reboot the
server and repeat part |. To troubleshoot the Installation Part 1 section, refer to Troubleshooting the pre configurator Symantec
Mobility Suite installation.

12. Only after the terminal shows message from the previous step, continue to Installation Part Il: Bootstrapping.

Installation Part II: Bootstrapping (HOWT0110260)
Note: Do not cancel the setup.sh script; if it is terminated early before the setup is completed, repeat Installation Part .

1. Go to a workstation running Internet Explorer (IE) 11, Chrome or Firefox; with network communication to the FE over TCP
port 8000. As stated in the last two lines from the installation script above navigate to
http://<FullyQualifiedDomainName>:8000 For example: http://172.19.216.123:8000 :
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Welcome to Mobility Manager Configurator

2. Click Start Wizard to begin.

Public SSL Certificate
Note: If you already have a .pfx/.p12 file use the following article to extract the three required certificates used with

Mobility: http://www.symantec.com/docs/HOWTO0106999

3. Mobility Suite requires a valid Public SSL Certificate which is, most importantly, valid from the managed mobile devices.
Click here to purchase an SSL certificate from VeriSign. To request a certificate from VeriSign or any other certificate
authority (CA) a certificate signing request (CSR) is required. See how to create a CSR to generate the request. If a valid
SSL certificate has already been issued, continue to Upload SSL Certificates to Configurator.

Note: Other valid public Certificate Authorities (CAs) may be used. The certificate’s common name (CN) must match the
published FQDN of the Mobility Server. For example, if the server’s FQDN was mobile.mydomain.com, when making a
certificate signing request (CSR) the administrator would us this FQDN for the CN in the CSR.

Upload SSL Certificates to Configurator
4. From the Internet browser select Yes to handle SSL locally and click Choose File for each of the following, browsing to the
provided (or created) certificate files:
Certificate > sign.crt
Key File - sign.key
CA Bundle - cacert.pem

Tip: The CA Bundle is the certificate issuer’s certificate. If an intermediate certificate is required, copy and paste its certificate into
this file. It is also recommended to remove all extra properties from the sign.crt file see: How to remove extended properties from a
PEM SSL certificate (HOWTO110259) .

5. Next to continue:

Mobility Manager Configurator - All In One Role

’] Certificates - Handle SSL Locally: ® yec O Np
Apache Listening Port: 443

2 Registration
Don't have an SSL certificate? Snag one!

Google Cloud Messaging

3 Certificate: Uploaded: C\fakepathisign.crt  Replace
4 Primary Database Key File: Uploaded: C:\fakepathisign.key Replace
CA Bundle: Uploaded: C:\fakepath\gd_bundle.crt  Replace
-
D MDM Database
6 Mail
7 File Storage
8 Task Management
9 Review

Back Next -

6. Will multiple companies be using this installation? Select No.
7. Enter the Server name found in the FQDN and CN of the CSR, fill in the rest of the form information as requested.

Tip: A valid dedicated email account should be used for the primary administrator. This may be changed later but having a valid
email account is vital to be able to reset the accounts password.
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Note: Wildcard certificates may be used.

8. Click Next to continue:

Mobility Manager Configurator - All In One Role

"I Certificates » Will multiple companies be using this installation?
Yes @ No
2 Registration v Server Name: mobile .symantec.com
Organization: Symantec Corporation
3 Google Cloud Messaging Phone- 541-555.5555
The following information will be used to generate your
4 Primary Database primary administrative user account.
First Name: GivenName
5 MDM Database Last Name Sumame
ot Email: validEmail@symantec.can
6 Hel Username: admin
7 Rlie G Password:
Password (verify):
8 Task Management
g Review
Back Next Cancel

Note: The domain name is parsed from the uploaded SSL certificate. If the domain name is an internal domain and not published with
a registrar, meaning it cannot be accessed from the Internet. Recreate and re-upload the SSL certificate(s) for the published domain
name. This information is written into the database (DB) and written into the Mobile agents for device to FE communication. If the
FQDN is not yet known, the domain name of the server may be changed at a later time by following HOWTO80680. This will also
require that the SSL certificates be updated. However the server-name cannot be changed post installation, again, the residing
domain can be changed but the Server name cannot.

9. Paste the information from following Google Cloud Messaging into the Mobility Manager Configuration Wizard and Next to
continue.

Tip: These fields may be left blank and entered after the installation is complete.
10. Select MySq|l as the database engine.

Create a MySQL database host (HOWTQ107280)
11. Repeat Part I: The Virtual Machine; entering the required information for the MySQL server rather than the Mobility Suite

FE. (HOWTO110252)

Note: A production MySQL 5.6 database (For Mobility Suite) requires at least 30GB storage, 4GB Memory and a dual core
processor. (Roughly half of the hardware requirements for the Mobility FE)

12. Once root shell access is obtained to the new server, open a new tab and follow: HOWTQ107280 to download and configure
the MySQL host and the two required databases.
13. Once the DB host and two databases are created continue to Enter MySQL Connection Information.

Enter MySQL Connection Information
14. Enter the required connection info for the Primary Database into the Wizard and Test Connection. Once a successful

connection is established click Next to continue:
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Mobility Manager Configurator - All In One Role

1 Certificates v
Connection Successful
Registration

2 & Engine: MySgl *

3 Google Cloud Messaging v Host: |mysq|_ |
Port: 3306 %

4 Primary Dat ahase v ex: 3306 in rmysgl, 1527 in Oracle
DB Marne: s

£y MDM Darabase User: oot |
Passwaord: |— |

o =i o |

7 File Storage

8 Task Managernent

9 Review

15. Enter the required connection info for the MDM Database into the Wizard and Test Connection. Once a successful
connection is established click Next to continue:

Mobility Manager Configurator - All In One Role

1 Certificates v
Connection Successful
Registration

2 @ Engine: Mysgl ¥

3 Google Cloud Messaging ) Host. \M‘
Port: 306 2

4 Prirmary Database ” ex: 3306 in rmysgl, 1521 in Oracle
DB Narme: |tmdmcore |

5 MDM Dat abase v User |r00t |
Passwniord: |_ |

o T oo

7 File Storage

8 Task Management

9 Review

Tip: For troubleshooting MySQL connectivity see Troubleshooting MySQL Connectivity.

16. Continue to Mail Relay Configuration

Mail Relay Configuration (HOWTO110249)
17. Enter the email server information. If a proxy is being used, most likely, a username and password is required. If using an
unauthenticated mail server on port 25 (for example), a username and password may not be needed. If no mail relay server is
available follow the Temporary Email Option External: (HOWTO110251).

Tip: To change the mail relay after the installation completes see Changing the Mail-relay Post Configurator. External:
(HOWTO110249)

18. Once valid mail relay information is entered click Next and continue to Caching
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Mobility Manager Configurator - All In One Role

’I Certificates >

2 Registration v

Task Managernent

Rewview

WO o o~ O Ul B o

Google Cloud Messaging v

Prirnary Database v
MDK Database v
Mail )
File Storage

Please enter your ernail server information here. If you are using a prosy, you probakbly
need to enter a usernarme and password. If using an unauthenticated mail server on port
25 for examplel, you may not need a username and password.

Haost: |smtp.* |
Port 25 B

Username: | |
Pasaword: | |
TLS Enabled: “Yes'® No

Ernail addressesfor sending and receiving information from monitoring, software, and
daernons.

Sender: Inoreply@mydomain.com

Recipiant: ladmmin@rmydornain corn

Caching (TECH228357)

19. For the cache backend, select Database Storage and Next to continue:

Mobility Manager Configurator - All In One Role

’I Certificates

2 Registration

Primary Database
MDM Database
Mail

File Storage

scaling

O 00 ~N o U1 M~ W

File storage may be done in the database (via "BLOB" storage) or using a mounted file
system. A mounted filesystem is significantly faster, and thus recommended. Click on "?"
for more details.

v Cache Backend: (select) <

Google Cloud Messaging o Local Storage (recommended)
Database Storage

Note: For more details on Cache Backend options see TECH228357

Use this screen to configure where the uploaded apps, documents, images, anc

Cache location specifies the use of a database to store uploaded content as BLOBs (Binary Large Objects), and
the use of a mounted file

For better performanc

system for local stora

step-by-step instructions to mount an MFS sen,

20. Once the cache backend is completed continue to RabbitMQ.

RabbitMQ (HOWTO107254)

21. Accept the default settings for the RabbitMQ role. Click Test Connection; once a successful connection is established Next

to continue.

Note: The hashed password for the default local instance is: guest
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Maobility Manager Corfigurator - All In One Role

’I Certificates > Maobility Manager uses RabbitMQ as atask brokerage systern. Click the *?” for more details.
Hostr localhost

2 Registration v Port 5572
User: guest

3 Google Cloud Messaging ‘, Passord:
Vhost fl

4 Prirnary Database 3

5 MDM Database v

6 Mail ¢

7 File Storage -

8 Task Management v

9 Review

Tip: If the connection times out, verify that localhost resolves to 127.0.0.1 and not an IPV6 address. IPTables may also block 5672.
Keep in mind that terminating the script will bring the process back to the Installation Part 11: Bootstrapping step; use Putty to SSH

into the FE to further troubleshoot. For troubleshooting RabbitMQ refer to TECH215945. If an off-box RabbitMQ is needed refer to

HOWTO110356 .

22. Continue to the Verify Configurator Settings step below.

Verify and Commit Settings
23. Verify that the settings entered are correct and click Finish to complete and finalize the installation:

Maobility Manager Configurater - All In One Role

’I Certificates v
Please review these setting and go back to make changes if necessary.
Yfou can also view as json
2 Registration v
3 Google Cloud Messaging v Cariitemiies
Local 55L handling is enabled. Certificates and keys have been provided.
4 Prirnary Databaze v
5 MDM Database ” Registration
Mall rnobile. MG ill be registered as a single tenant server for Syrmantec
6 v {541-555-5555], by Adrnin User with user narme admin
R = < e corn.
7 File Storage v
Google Cloud Messagin,
8 Task Managerment v 8 8B
9 Review

Prirary Database

Note: This process can take up to 15 minutes to complete. To view live progress use Putty to open an SSH shell to the FE and type:
tail —f /var/log/nukona/load_settings.log
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Mobility Manager Cenfigurator

.+ Configurator is running...

Please do not close your browser.

This process can take anywhere from 2 te 10 minutes,

24. After the configurator completes, allow another 5 minutes for the setup.sh script to finalize.

Mobility Manager Configurator x

Configuration Successfull

In a few seconds, I'm zoing to shut myself down. Immediately after that, your Mokility Manager serviceswill start. In about a
minute, your server will be fully ready and waiting at https//mobile smmglobal net!

Additionally, we ighly recommenc you copy fust/lacalinuk ings.cfgto a safe location. It can be used to quickly
create new sarvers or easly recover frorm disastar

Tip: For troubleshooting the Bootstrapping process see the Troubleshooting the Bootstrap / Configurator Process section of this
document.

Configure an External Identity Provider (IDP) (HowT0110276)
Note: An

1. Tolog into the console, for the first time, go to the tenant admin URL. For example:
https://mobile.mydomain.com/admin/login

Mobility Manager

User name

admin

Password

[ EESTTETTETY

m Reset password
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Note: If a temporary internal or self-sign certificate was used, there may be an SSL error when accessing the console.

2. The first page is the administrative dashboard. This contains a heads-up view of the tenant’s health and usage.

= (@) Mobility Manager

@ Dukboud Dashboard

3. Before setting up and external IDP, first create a backup local administrative account which does not share a corporate email

address. To do this go to Users > Add New User enter the new administrative account’s vital information, check

Administrators for groups and click Save:

Add user

User name *

First name *

Last name *

Email *

Password *

Confirm *

Groups

4. Now that a backup administrative account has been created go to Settings > External IDP > Configure IDP, review the

backupadmin

backup

admin

somenoncorporateemail@domain.com

¥ all users

[#| administrators
) developers

1 publishers

) managers

message and click Start to begin.

Note: In this example an Active Directory (AD) will be used. For SAML via ADFS see HOWT084940.

5. To use Active Directory or LDAP, there must be communication between the Mobility FE and the LDAP/AD server. Enter

the required server information, once a successful connection is made click Save to continue.

Tip: The connection will auto-test with any form changes. To see the exact reason for the connection failure, review the
Ivar/log/nukona/appstore.log entries. Use a command like:
tail —f /var/log/nukona/appstore.log to view a live feed of this log while testing the connection:
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Type

Servar URL

Use SSL

Note: A user with sufficient credentials to query the AD/LDAP schema must be used. The Distinguished Name (DN) of the user may
be required. In the above example the sAMAccountName@<domain> is shown. If the LDAP server requires SSL, try using a
combination of Idaps://<serverURL> or Idap://<serverURL> and checking and unchecking the use SSL box. Also for LDAPS, the
issuing CA LDAP certificate must be uploaded to Settings > Certificates > LDAP Certificates. See How to determine which
certificate is used by my AD/LDAP.

6. Enter the Search Base Domain Name (DN) leaving the rest of the AD attributes as they are. Click Test to confirm that

Mobility is able to query the DN.
IMPORTANT: Test a non-administrative account as this can overwrite the tenant-administrator’s privileges.

Authentication Options

Search base DN

Tip: If the organization’s domain name is: mydomain.com then the base DN would be dc=mydomain,dc=com. The purpose of the
base DN is to limit queries to a domain or an organizational unit (OU). When testing the connection only use the defined User name
attribute. For AD it would be the user’s SAMAccountName.

7. IDP setup cannot proceed until a successful AD/LDAP bind is completed. Once a successful authentication occurs click

Save to continue.
8. Group mapping allows Mobility Suite to map AD groups to locally created groups. The search base DN may be left blank.

The wildcard attribute * (asterisk) may be used:

Group search eriteria Actions administrators developers publishers managers

Tip: Click Test next to each Group search criteria, this will query the AD/LDAP for the specific group.

9. Inthe above screen capture, the AD administrator has already created a group designated for Mobility Suite administrators.
Custom groups and roles may be created at a later time. See the Mobility Suite Administration Guide for more details. It is
highly recommended not to enable IDP until an administrative group is successfully mapped. Once this is completed, click
Save and on the next page, Enable IDP.
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Tip: Re-visit this page to toggle the IDP settings on/off.

How to determine the certificate issuer for AD-SSL/LDAPS

1. Using a linux/unix machine use the following openssl syntax to determine the certificate that is being used by the LDAP/AD
provider:

openssl s_client -showcerts -connect <FQDN_of LDAP>:<PORT> | less

For example:

openssl s_client -showcerts -connect 172.19.216.6:636 |less

In the above example, a public SSL certificate issued by Verisign is shown. If an in-house certificate is used, take note of the “i:...”
section and continue below to export that issuer certificate. Otherwise, simply copy and paste the first certificate into a txt file (if it is
shown) and upload it to the Mobility Admin console > Settings > Certificates > LDAP Certificates section.

Exporting the certificate from AD
2. Access the Active Directory server and open the MMC console.
Click File > Add/Remove snap-in...
Select Certificates and click Add.
Select Computer Account and Next.
Accept the default option and Next again.
Search through the Trusted Root Certification Authorities for the issuer matching the CN from step.
Once the CA is found right-click the certificate and select All Tasks > Exports...
. On the Welcome screen click Next.
10. Ensure that Base-64 is selected and Next.
11. Browse to a name and save the file.

©ooNOoGAE®

Note: Ensure that the Save as Type is Base64 Encoded X.509(*.cer).

Upload LDAP certificate to Mobility
12. Finally upload the certificate to Mobility Admin console > Settings > Certificates > LDAP Certificates.

Google Cloud Messaging (HOWT0110277)

1. Inanew tab, with a valid Google Account log into the Google API Console by opening the following link in a new tab:
https://developers.google.com/mobile/add
2. Sign into the console with a Google credential.

Note: It may be necessary to update this information for the tenant in the future. Ensure that this account may be accessed by other
members of the organization.

3. Click Pick a platform and select Android App.

4. For the App-name enter Mobility API.

5. For the Android package name enter reverse FQDN of tenant. For example if the tenant name is,
mobility.smmglobal.net the Android package name would be net.smmglobal.mobility.

6. Click Chose and configure services:
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Create or choose an app

App name

Mobility API - A new project with Android support will be

@ created for you in the Google Developers
Console.

Android package name

net.ammglobal.mobility -

. Share your Google Mobile Developer Services data with Google to help improve Google's products and services. This includes

sharing with Google technical support, account specialists, and anonymous data for benchmarking. If you disable this option,
data can still flow to other Google products that are explicitly added.

Your country/region: United States El

CONTINUETO

Choose and configure services =

7. Add Cloud Messaging:

+

Cloud Messaging

8. Now click ENABLE GOOGLE CLOUD MESSAGING

9. Take note of the Server APl Key and the SenderID:

Cloud Messaging
+ Enabled for your app

DOCUMENTATION

Server APl Key @
AlzaSyCl(eivinssess 410 5.)Vb00scQ

SenderID @
66—

CLOSE

10. Copy the AP1 KEY value to a notepad on the workstation. Here is an example API Key:
AlzaSyatnIND7uhgORFyaV-qcCyM3vuwmlmgiro

11. Click Overview under the Project Name. Copy the Project Number to the same notepad. Example Project number:
76274530254

12. Finally paste the project number and API key into the Mobility Admin console > Settings > Device configuration
Google GCM and click Save:



Note: After the Work Hub agent completes its rebuild, it is required for all Android devices to download and install the
updated Agent for GCM commands to complete.

Dashboard

Users

Devices

Apps

Content

Policies and rules

Reports

Downloads

Settings

Certificates

External IDP

Authentication and roles

Device configuration
Device manzagement
Work Hub branding
i05 client
Android client

Google GCM

Google GCM

A GCM APl key has been set

Project ID: 376582278512

New API Key:

Existing API key not shown for security reasons.

Copyright © 2010-2016 Symantec Corporation. All rights reserved

13. Build the Android Work Hub agent

If following Installation Part 2: Continue return to Create a MySQL database host

Windows Push Service (WNS) (HowT0110271)

Items needed to complete this process:

¢ Windows Developer account. There are two types of developer accounts, small business and enterprise. The small business

account should suffice.

e The latest version of Visual Studio.

e Windows 8.1 < workstation.

Tip: A Windows Developer account token may be created for free using an MSDN account. Go to https://msdn.microsoft.com > My
Account and Windows and Windows Phone developer accounts.

1.

Go to https://dev.windows.com and sign-in:

o8 Windows

Dashboard Get started Design

Develop Publish Community

2.

Click Dashboard and under Choose your dashboard click Windows Phone Store:
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2R Windows | Dev Center Y ()t T leep

Dashboard Get started Design Develop Publish  Community Sign in

Choose your dashboard

Your developer account lets you publish apps to both the Windows Stare and the Windows Phone Store, but the dashboards and processes you use to
submit and manage apps are separate. Click the link below to get started: once you've made your selection, you can always switch to the other one by
using the links within each dashboard.

Windows Store Windows Phone Stare

Deon't have a developer aceount yet? Sign up now.

Do more with your apps

These resources help you learn how to expand your apps' reach.

Universal Windows apps for all Windows devices
Bringing Windows Runtime apps to Windows Phone 8.1
Migrating Windows Phone 8 apps

Submitting universal apps

3. Click Submit App:

&R Windows Phone | Dev Center

Dashboard Get started Design Develop Publish Community

Dashboard

4. Click App info:

1 App info

Give your app a name, price it, and enter other relevant info

5. Create an app name and click Reserve app name:

App name

Your app can share the same identity across the Windows Phone Store and the Windows Store. This mea
customer who has purchased the app in either Store will be able to download the app from the other Sto
without paying for it again, and your app can roam data between Windows and Windows Phone. Learn m

Your app's identity is assigned when you reserve a name for this app on either the Windows Phone Dash
the Windows Store Dashboard, or Visual Studio. Reserve a name for your app below. Any name you rese

will also be reserved for you in the Windows Store.

After you reserve a name, you must submit the app to the Windows Store and/or the Windows Phone 5t
within one year, or you will lose your name reservation. Learn maore.

MName*

6. Select any App Category and Save:
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App category

The Category and Subcategory determine where the app will be listed in the Store. Learn more.

Category™

| business v |
Subcategory

| ]
Pricing

Base price*

Free or paid? If paid, how much? Learn more about how this affects pricing in different countries/regions and how the Commerce
Expansion Adjustment may affect your proceeds in certain countries/regions.

If you'd like to change the pricing and make this a paid app, you'll need to provide your tax and bank info.

[0 Offer free trials of this app. Before you select this option, make sure you've implemented a trial experience in
your app. Learn mare,

Market distribution

For certain markets, you'll need to provide a game rating to distribute your game. If you don't provide the
appropriate info, we can't distnbute the game in those markets. Learn more.

@® Distribute to all available markets at the base price tier
& Distribute to all markets except China. Learn more,

More options ¥

Save

7. After the app is saved get back into App info and click More options.
8. Under Windows Push Notifications (WNS) click Everything you need to enable push notifications for your 8.1
app is here:

Windows Push Motifications (WNS)

Everything you need to enable push notifications for your 8.1 app is here, Leam mare about Windows Push Motifications service,

Tip: The WNS page can take up to 1 minute to load.

9. Now copy and paste the following items to a notepad, for later use:
Package SID
Application identity
Client ID
Client secret
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ACME App Name

Settings

Basic Information

API Settings

Localization

authenticate the communications from your server,

Package SID:
ms-app://s-1-13-2-2288096521-3600744226-
360822

1769683980

Link to different app

Application identity:
<|dentity

Name="15360 NI
Publisher=" R

P -

Client ID:
0000000044 147400

Client secret:

To protect your app's security, Windaws Push Notification Services (WNS) and services using Microsoft account use client secrets to

This is the unique identifier for your Windows Store app.

To set your application’s identity values manually, open
the AppManifest.xml file in a text editor and set these
attributes of the <identity> element using the values
shown here,

This is a unique identifier for your application.

For security purposes, don't share your client secret with
anyone.

If your client secret has been compromised or your erganization requires that you periodically change client secrets, create a new client secret
here, After you create a new client secret, both the old and the new client secrets will be accepted until you activate the new secret.

Create a new client secret

Note: Please wait 24 hours before you activate your new client secret, because the old client secret won't work after you activate the new one.

10. Launch Visual Studio on an 8.1 system. Click File > New > Project. Within the menu listing, on the right, select
Templates > Visual Basic > Store Apps > Windows Phone Apps. Select the ‘Blank App (Windows Phone)

within the template listing. Click OK:

b Recent

4 |nstalled

4 Templates

4 Visual Basic

| .NET Framework 45 = |Sort by: | Default

r\fB
N [N

)

Blank App (Windows Phone)

Hub App (Windows Phone)

4 Store Apps

; VB
Windows Apps _r Pivot App (Windows Phone)
Windows Phone Apps abe
. VB
Windows Desktop @ ,J WebView App (Windows Phene)
P Web
VB
Cloud gl;i! Class Library (Windows Phone)
Reporting =
A VB
Silverlight E‘L!! Windows Runtime Compenent (Windows Phone)
Test =
vB
Wer D Blank App (Windows Phone Silverlight)
Workflow
i # VB
b V?sual ¢ LJ Databound App (Windows Phone Silverlight)
b Visual C++
b Visual F# VB
S'Stasmer E!! Class Library (Windows Phone Silverlight)
I+ JavaScript VE
P ~ ”i! Class Library (Portable)
. &
b Online
Click here to go enline and find templates.
Marne: App2
Location: |c:\users\ﬂdocuments\visual studio 2013\Projects
Solution: |Create new solution

Solution name:

Search Installed Templates (Ctrl+E) P~

rs - . rs
Visual Basic Type: Visual Basic
A project for a single-page Windows
- - Phone app that uses the Windows
Visual B
fsual Basic Runtime and has no predefined
controls or layout.
Visual Basic
[[] Add Application Insights to Project
Visual Basic Microsoft recommends adding
Application Insights telemetry to help
Vieual Basi you understand and optimize
fualbasic application performance.
i . Your login has expired.
Visual Basic 1 Sign in to renew it.
n ahburner@gmail.com
Visual Basic
Use different account
Visual Basic
Visual Basic
Visual Basic
b

App2

Create directory for solution
[] Add to source control

11. From the right pane, right-click Package-appxmanifest and click View code:
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~ | Solution Explorer v 3 x

Package.spprmanifest + X | NS RN
= P TR = -
<hal version="1.8" encoding="utf-8"?> . j ] . j o @ e-evam| o s -
El<Package wmlns="http://schemas.microsoft.com/appx/2@18/manifest™ xmlns:m2="http://schemas.microsoft.com/appx/2@13/manifest” snlns:m3="http://schemas.mic o
1 Search Solution Explorer (Ctrl+) p-
= <Identity Name="b58611fd-f7bl-4@ef-8620-1b38476d23cF" . .
Y pantish ~Adam_Burner™ o] Selution ‘App2 (1 preject)
Version="1.0.8.0" /> P App2 (Windows Phone 8.1)
£ My Project
<mp:Phoneldentity PhoneProductId="b58611fd-f7bl-48ef-8620-1b38476d23cf” PhonePublisherId="1 /> 4 Assets
b [ Appxaml
= <Properties> b ) MainPagexaml
<Displayllame>App2</Displaylane> T —r
<PublisherDisplayName>Adam_Burner</PublisherDisplayllame>
<Logo>Assets\StoreLogo. png</Logo>
</Properties>
B <Prerequisites>
<0SMinVersion»6.3.1</0SMinVersion>
<OSMaxVersionTested>6.3.1</05MaxVersionTested> -
100% <] 4 ’ »
Show output from: | Build -1 | & |z=a
Solution Explorer [P ]
Properties -
XML Document -
5| &
Bl Misc
Encoding Unicode (UTF-8)
Qutput
Schemas “C:AProgram Files (xB6)\Microsc
Stylesheet
Encoding
Character encoding of the document.
Error List Code Definition Window [[SJliaig Web Publish Activity
In1 Col1 ch1 INS

12. Within the Package.appxmanifest xml, (shown in the middle pane) replace the Identity Name and Publisher values
with the corresponding Identity Name and Publisher values you retrieved from the Services item noted in step 9.

~ | Solution Explorer > 1x
<
= @l e-2ndimo &=

<2xml version=" coding="utf-8">>
schemas.microsoft.com/appx/2013/manifest” smlns:m3="http://schemas.mic o

E<Package xmlns=" schemas . microsoft. com/appx/2010/manifest” xmlns:m2="http:
L I search Solution Explorer (Ctris) P~
B <Identity Name= i ices. ACMEAppName” Publisher="CN- mneee ik i eiaaaen | —
Version="1.8.@.8" /> [3] Solution ‘App2' (1 project)
4 [ App2 (Windows Phone 8.1)
<mp:Phoneldentity PhoneProductId="b58611fd-f7b1-40ef-8620-1b38476d23cf" PhonePublisherId=’ /> & My Project
3 Assets
= <Properties> b D) Appxaml
b ) MainPagexaml

<DisplayName>App2</DisplayName>
<PublisherDisplayName>Adam Burner</PublisherDisplayame>
<Logo>Assets\StoreLogo.png</Logo>

</Properties>

Package.appxmanifest

E <Prerequisites>
<0SMinVersion»6.3.1</0sMinversion>

<OSMaxVersionTested>6.3.1¢/0SMaxversionTested>

</Prerequisitess
100 % ~| 4

Showoutputfiom: [Buid || 4] [E[m

R CLECE Team Explorer Class View
Properties v i X
XML Document -
N &
B Misc

Encoding Unicode (UTF-8)

Output
Schemas “C:\Program Files (x86)\\Micros¢

Styleshest

Encoding
Character encoding of the document.

Error List Code Definition Window [[SEGINY Web Publish Activity
n4 Col 105 Ch 105 INS

Tip: A version string is required, as shown above.

13. Within the right pane, (where you right-clicked Package.appxmanifest) right click the App name reference at the
top level (i.e, App2) and select Build. Once the build process has completed; right-click Package.appxmanifest and

click View Designer.
Note: If you are prompted to close the first opened instance of Package.appxmanifest. Click Yes.

14. Within the Package.appxmanifest pane click the Packaging tab. Within this tab copy and paste the value for
Package family name (PFN) to a notepad.
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Package.appxmanifest = X [N RGNy

The information the system needs to deploy, display, or update your app is contained in the Package.appxmanifest file, and the infermation used for the Store listing is contained in the StoreManifest.xml file,
You can use the Manifest Designer to modify the properties in these files.

Application Visual Assets Requirements Capabilities Declarations Content URls Packaging
Use this page to set the properties that identify and describe your package when it is deployed.
Package name: 13369MobilityServices ACMEAppMame

Package display name:  App2

Majar: Minor: Build: Revision:
Version: 1 0 0 0

Publisher display name:  Adam_Burner

Package family name: I I

15. Open an SSH shell to the Mobility server and access /usr/local/nukona/appstore_cu/ by entering the following, as
root:

cd /usr/local/nukona/appstore_cu/

16. From within this directory enter following command entering the information saved from steps 9 and 14. Here is
the sintax: ./manage.py scripts mdm_core win8-push-credentials set -c¢ ‘<client secret>’
‘<package_security_id>’ ‘<pfn>’

17. With the WPS configured, continue to Enrolling a Windows 8.1 Device

i0OS MDM Certificate (HOWT084066)

(Also known as a Mobile Device Management Push Certificate)

1. Download the Mobility Suite’s CSR by going to Settings > Certificates > iOS Certificates from the Mobility
Administrator Console and under MDM certificate, click Download iOS CSR:

MDM certificate

Download iOS MDM CSR

Upload new | Gpoose File | No file chosen

Passphrase

2. Email this CSR to mobilecsr@symantec.com. Once the signed CSR is returned, using a valid Apple ID, it may be submitted
to: https://identity.apple.com/pushcert.

Note: SaaS users do not need to email the CSR to Symantec for signing.

3. Log into the Apple Push Certificate Portal using Chrome, Firefox or Safari and click Create a Certificate. Agreeing to the
terms and conditions will allow the creation of a Mobile Device Management (MDM) certificate.

4. After agreeing to the terms and conditions click Choose File to select the signed CSR (ending in .applecsr) and click
Upload:
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Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate

Notes

Vendor-Signed Certificate Signing Request

Choose File | mobile-MDM applecst

5. Click Download and upload the certificate (ending in .PEM) to Settings > Certificates > Apple/iOS Certificates under
MDM Certificate...

6. Click Choose File and browse to the PEM certificate. Click Upload, the certificate details should now be displayed:

MDM certificate

To enable IG5 MDM, upload a valid MDM cerificate.

—_— Name  A95p:0b i 1ceTeal)

——

Issuer Apple Inc.
Serial 25623 UG———————

Valid From March 17, 2015 S, to March 16, (i) SN

Upload new | choose File | No file chosen

Passphrase

IMPORTANT: It is vital to renew and not re-create this MDM Certificate on an annual basis. Take note of the Apple ID used to
create this certificate so that it may be renewed 1 year from its creation.

Tip: If the below message is received. Repeate the MDM Certificate steps confirming that the correct certificate was emailed to
Symantec for signing:

Failed to save certificate

Invalid cert - Uploaded file is a certificate, but does not match existing MDM key and there is no
pending request

Renewing the iOS MDM Certificate (HOWT0O110299)
Note: The following steps illustrate how to renew an expiring or expired MDM certificate. If this is a new installation,
this part may be skipped and continue to Building the iOS Agent (HOWT095463).

1. From the Mobility admin console, navigate to Downloads and click Download iOS MDM CSR. Save the certificate signing
request (CSR) to the workstation. If using an on premise deployment of Mobility Suite email this CSR to
mobilecsr@symantec.com. Do not continue until the signed CSR (ending in .applecsr) is returned.

2. Follow HOWTO0109648 to match the mobile device management (MDM) certificate on https://identity.apple.com/pushcert/
with the mdm certificate in Settings > Certificates > Apple/iOS certificates.

Tip: Internet Explorer (IE) is not compatible with this Apple web portal.

3. Using Chrome, Firefox or Safari; navigate to https://identity.apple.com/pushcert/.
4. As stated in HOWTO109648 find the expiring MDM certificate and match its Subject DN with that of the MDM certificate
Name in the Mobility Admin console.
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Serial Number
Subject DN -

126231 fObFS0
Notes :

Must match

MDM Certificate

To enable iOS MDM, upload a valid MDM certificate

Name: a6a31f0bf50)

==

Issuer:  Apple Inc
serial: [
Valid:  Fro S - - o -
Upload New: | Chaose File | No file chosen

Passphrase
(optional):

Note: The above image is the Apple Signing portal page on the upper half and the iOS Certificates Admin Mobility page on the lower
half.

Click (Renew) and when the Renew Push Certificate page loads click Choose File.

Browse to the downloaded CSR (the certificate ending in .applecsr) from step 1 and click Open.

Click upload to renew the MDM certificate.

Once the confirmation page loads click Download and save the MDM_Nukona...pem certificate to the workstation.

Return to the Mobility Admin console > Certificates > Apple/iOS certificates and next to Upload new click Choose File.
10 Browse to the MDM_Nukona...pem certificate, from step 8, and click Open.

© oo NG

11. Now click (Upload), in the upper-right, to save the new MDM certificate to the Mobility console.

Note: The devices will not immediately receive this new certificate. Users will need to either wait until their current MDM certificate
expires, becomes invalid or is manually removed by going to Settings > General > Device Management. When removed any
applications installed via MDM may be removed as well, this should only be done if the Subject DN of the old certificate does not
match that of the new / replacement certificate. 1f they do match, there is no need to remove this certificate as the MDM certificate on
the server will still be able to manage the device until it is gracefully replaced. Revoking the certificate from the Apple portal does not
remove it from the device, if it needs to be removed, the user will have to do this manually. The Work Hub Agent will note that the
certificate DN is not installed on the device and will prompt the user to install a new MDM certificate upon logging into the Agent.
This installation will fail if the old MDM certificate (with a different DN) is not removed from the device.

How to replace an expiring SSL certificate
Re-sign the mobile device management (MDM) certificate

Note:To replace an expiring SSL certificate, replace the sign.crt, sign.key and gd_bundle.crt in

the /usr/local/nukonal/certs/configurator/ with the new ones.

How to replace an expiring SSL certificate

1. Follow HOWTO110248 to transfer the three new certificate files to each Mobility front end (FE); renaming them as
necessary to match the names below. If the SSL certificate provided by the certificate authority (CA) is in PFX
(PKCS personal exchange) follow HOWTO106999 to extract the three required certificates.

/usr/local/nukonal/certs/configurator/sign.crt
Note: This is the PEM formatted public SSL certificate.

/usr/local/nukonal/certs/configurator/sign.key
Note: This is the key file used to generate the certificate signing request (CSR) for the public SSL certificate.

/usr/local/nukonal/certs/configurator/gd_bundle.crt
Note: This contains a PEM formatted certificate chain, most often is just the issuing CA certificate.

2. Enter the following, as root, from the FE:
sudo /etc/init.d/appcenter-services restart
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Re-sign the mobile device management (MDM) certificate
1. If the certificate is not already in PKCS format (from step 1 above) then run the following OpenSSL command, as
root from the FE, to copy the sign.crt, sign.key and gd_bundle.crt files into a single PKCS file:
openssl pkcs12 -export -out sign.pfx -inkey /usr/local/nukona/certs/configurator/sign.key -in
/sr/local/ukon/Cet/configurtor/sign crt -certfile /usr/local/nukoa/certs/conigurator/gdb

[ o v T

undle.crt
ukona

opens=1l pk -2 —on —inke

2. Transfer the sign.pfx file to the workstation following .

3. Log into the tenant (https://<tenantFQDN>/admin/login) and navigate to Admin console > Settings > Certificate >
Apple /iOS certificates

4. Scroll down to the bottom of the page, under MDM profile signing key, click Choose File, browse to
thesign.pfx (or PKCS file provided by the CA) and click Open.

5. Scroll back to the top of the page and click

MDM profile signing key

Name - I

Issuer verisign, Inc

Serial [ ]

Upload new | chogse File | No file chosen

Passphrase

Important: For the following steps an Enterprise Apple Developer account is required. The enterprise level account is needed to
distribute the iOS Work Hub Agent among multiple devices. The basic or free developer accounts cannot create in-house distribution
profiles. As before, three methods will be shown: MAC, Linux and 11S. Choose the most familiar method.
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Creating iOS certificates (HOWT095463)

Note: Below are step-by-step instructions on how to create the series of certificates necessary to build the iOS Symantec Mobility
Work Hub agent (client).

Tip: Create three folders named: Distribution, Push, Provisioning and MDM (to create iOS MDM, follow HOWTO84066); to keep
track of each certificate with its associated CSR and P12/PFX.

Distribution

. =

Provisioning

How to create a distribution code-signing certificate
(Also referred to as an iOS Distribution certificate)

Create a CSR for Distribution:
Note: Use the developer's email address or leave the CN blank (not allowed in the 1IS-Method). Choose from one of the
three methods below:

OSX-Method
Linux-method
11S-Method

OSX-Method:
1. Open Keychain access in the Finder by browsing to Applications > Utilities.

& Applications

<1 B = m ow (@~ (| o L L)
FAVORITES I (== ey ho 2 o )
Ll Al My Files Notes Photo Booth Preview QuickTime Player

Stickies
FAVORITES ~ I
= All My Files ) x ' |
Q e ud DI S Bl h Fil Boot C. Colors I
i Audio MIDI Setup uetooth File oot Camp olorSync Utility Utilitie:
# Applications Exchange Assistant es
[ Desktop ~ - -
[%1 Documents % ) N
{ i
& Downloads &Y B \
£ Movies Console DigitalColor Meter Disk Utility Grab
J3 Music
[ Pictures A ,
[ Deleted Users @ % 2 f
DEVICES 2 =
() Remote Disc Grapher iPhone CCEITEEEED  Migration Assistant
Configuration Utility
) Work Hu... & -
‘- ) X
|%] Symantec’s... \M / .

2. Select the login keychain in the upper left-hand corner.

Note: All work will be done from the login keychain.

3. Select Keychain Access > Certificate Assistant at the top and select the Request a Certificate from a Certificate
Authority option. Fill out the form with user information and select the Save to disk option and click continue.
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800 Certificate Assistant |

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: | epmspringfield@symantec.com v

Common Name: Symantec Support

CA Email Address: |Required |
Requestis: () Emailed to the CA
(*) Saved 1o disk
| Let me specify key pair information

Continue

4. Save this CSR to the Distribution folder (or to any ubiquitous location).
5. Once the CSR is created, continue to the In-House Distribution/Code-signing certificate portion of this guide.

Linux-method (HOWTQO123983)

I1S-Method (HOWT059214)

In-House Distribution/Code-signing certificate
1. Using Chrome, Firefox or Safari; open https://developer.apple.com and navigate to (Account) at the top.

2. Login using the Enterprise Developer Account.
3. On the left, click Certificates, IDs & Profiles.
4

Select Certificates from the options and Distribution. Click the + symbol and select the In-House and Ad Hoc certificate
option (see note below). Use the CSR created from Create a CSR for Distribution: click Choose File... and browse to the

CSR file.
5. Click Generate and Download the ios_distribution.cer saving it to the Distribution folder.

Tip: Saving each CSR and certificate to their respective folders will greatly assist in gathering the required information to renew these
certificates in the future.

Note: If the In-house Ad Hoc certificate option is greyed out, either the account is not an enterprise developer account or the
maximum of two distribution certificates has already been created. In the second case, it will be necessary to obtain a P12 of this
distribution certificate from whoever produced it. Revoking or deleting these certificates is not advisable as this will invalidate every
app that has been distributed using the certificate.

(& i ey
Generate your certificate.

With the creation of your CSR, Keychain Access simultaneously generated a public and private
key pair. Your private key is stored on your Mac in the login Keychain by default and can be
viewed in the Keychain Access application under the "Keys" category. Your requested
certificate will be the public half of your key pair.

Upload CSR file.

Select .certSigningRequest file saved on your Mac.
ch Fil W] =m-< ««««« Reques

6. Once the certificate is created continue to the Import, convert and export certificates section, to convert the downloaded
certificate to PFX/P12 format..

Import, convert and export the distribution certificate
Note: For this step there are three options shown. Choose which option is most familiar:

0OSX-Method:
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Linux-Method:
11S-Method

OSX-Method:
1. Download the newly created certificate (ios_distribution.cer) and install it to the keychain by opening the certificate with the
Keychain application or manually importing the cert using the Keychain application:

‘ Developer Technologies  Rasources  Progami Sepport  Member Canter a

Certificates, Identifiers & Profiles
08 Apps - i0S Certificates (Distribution)

¢ Ceruficates ° 339 Certificates Total
A
Pending

Devricpment

Oistribution E Name | SRR
Typ
© Mdentifien ' HON G
£

pares Fed 14,2018
d Devices

......

Provisionmg Profiles

Tip: To install or open any certificate in Keychain, simply click on the certificate, it will open in Keychain, by default.

2. The private key should be visible; associated with the certificate on the keychain as shown below:

_ Wb Keychain Access Fie Edin  Verw Window Help @ 4 57 & 48 MomZASFM MDM Test O
K Kieythain Access
A o 1t g . A
[
o g iFhone Disoribution: Symantes Conporation
MR == by Appia Worideats Davricgs Relitoas Comacamon Auhanty
I Syaoem Kooty Enpares Thoarudiy. Wownsiber 1. 2015 1018 95 a0 Rt frardrd Tone

e & Ragaran Lapinan
v | #hara Do N Covworatian  CoreRats M T, JORS DD IR TIAM g
¥ B 1012018 prives key logem

3. Right-click on the certificate and select Export. Save the exported Certificate as a Personal Information Exchange (P12)
in the Distribution folder. Create a complex password to protect the P12.
4. Once the certificate has been successfully exported continue to the Upload to Mobility section.

Linux-Method (HOWTO123984)
11S-Method (HOWTO123984)

Upload to Mobility
Upload the .p12/pfx certificate to the App Center Admin Console: Settings > Certificates > Apple/iOS Certificates; under the Code-
signing section and click Upload in the upper-right of the page.

Once the certificate has been uploaded to the Mobility server, continue to the Create a CSR for Push (HOWTQ110247) section of this
guide.

How to create a Application Push Certificate (APN)
(Also known as the Apple Push Notification service SSL Certificate)

Create a CSR for Push:
Note: Use the developer's email address for Common Name (CN) or leave the CN blank (not allowed in the 1IS-Method).

Choose from one of the three methods below:

0OSX-Method
Linux-method
11S-Method
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OSX-Method:
1. Open Keychain access in the Finder by browsing to Applications and Utilities

&l Applications

<> Bl=omg-(#- (2| (= ™

- B ~W———~
FAVORITES == E ‘

B an My Files Notes Photo Booth Preview QuickTime Player

A5 Ve

-

Stickies
FAVORITES j
= All My Files &
? Alrbeop Audio MIDI S Bl h Fil Boot C. C |>I'S Urili
. o etup uetooth File oot Camp olorSync Utility T
# Applications Exchange Assistant ——
[.2) Desktop )
[ Documents g Q‘
€3 Downloads &7
i Movies Console DigitalColor Meter Disk Utility
J3 Music
2D Pictures )
[C Deleted Users @ %
DEVICES
@ Remote Disc Grapher iPhone Keychaln Access Migration Assistant
Configuration Utility
|-} Work Hu... & -
T > <)
SHARED / X o X
N P ‘
"e e |

2. Select the login keychain in the upper left-hand corner.
Note: All work will be done from the login keychain.

3. Select Keychain Access > Certificate Assistant at the top and select the Request a Certificate from a Certificate
Authority option. Fill out the form with user information and select the Save to disk option and click continue.

Note: The common name (CN) is arbitrary.

800 Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.
PP AP : T

User Email Add : | epmspr ymantec.com |

Common Name: Symantec Support

| caEmail Address: |Required |

Request is: () Emailed to the CA
(*) Saved to disk

[ Let me specify key pair information

4. Save this CSR to the Push folder (or to any ubiquitous location).
5. Once the CSR is created, continue to the Push Certificate section of this guide.

Linux-method (HOWTO123985)

11S-Method (HOWT059214)

Push Certificate

Member Center

1. Using Chrome, Firefox or Safari; open https://developer.apple.com and navigate to (Account) at
the top.
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2. Login using the Enterprise Developer Account.
3. On the left, click Certificates, IDs & Profiles.
4. Select the Identifiers option from the list.

Certificates, Identifiers & Profiles

[l

ﬁ Certificates
@ Identifiers
@ Devices

@ Provisioning Profiles

Learn More

D App Distribution Guide

D Distributing Enterprise Apps for iO5 Devices

5. Onthe left under Identifiers, select App IDs and the |i| (+) symbol at the top:

6. Fill inthe App ID Description Name field with something unique to identify the App ID from others, such as Your
Company Mobile Agent.

7. App Services Select Push Notifications or Services

8. App ID Prefix should be the Team ID, if any, or the only option.

9. Explicit App ID is the domainSuffix.yourDomain.subDomain.installer For example if the App Center resides at:
https://mobility.acme.com the Bundle ID would be: com.acme.mobility.installer.

App ID Description

Name: | ACME Work Hub Agent

You cannot use special characters suchas &, & ¥, ', "

App ID Prefix

Value: | 2VBAEFFUSN (Team D) v |

App ID Suffix

=  Explicit App ID

If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app, you must
register an explicit App ID for your app.

To create an explicit App 1D, enter a unigue string in the Bundle ID field. This string
should match the Bundle ID of your app.

Bundle ID: | netacme.mobility.installed

We recommend using a reverse-domain name style string {i.e.,

com.domainname.appname}. It cannot contain an asterisk (*).

10. Reload the App ID’s console by clicking on App ID’s on the left; expand the newly created App ID and select the Settings
button:
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Name: AAA 111 IENNEE

ﬂ Prefix: 2VBAEFFUSN

1D

Application Services:

Service Development Distribution

Data Protection © Disabled © Disabled
Game Center ® Enabled @ Enabled
iCloud © Disabled © Disabled
In-App Purchase @ Enabled @ Enabled
Passbook © Disabled * Disabled
Push Notifications © Configurable @ Configurable

Settings

11. Scroll down and under the Push Notifications options list select Create Certificate under the Production SSL Certificate

section.
12. Upload the new CSR file created from Create a CSR for Push; click Generate and Download; save this file to the Push

folder (to keep track of it).

Download, Install and Backup
Download your certificate to your Mac, then double click the .cer file to install in Keychain
Access. Make sure to save a backup copy of your private and public keys somewhere secure.

Mame: Apple Production i05 Push Services: net.acme.mobility.installer
Type: APNs Production 105

Identifier ID: ACME Work Hub Agent

Expires: Apr 09, 2016

Documentation
For more information on using and managing your certificates read:

App Distribution Guide

13. Refresh the App ID console and expand the App ID and verify that a Production SSL Certificate has been created.

& Production 550 Certificate

Mame: Apple Production iO5 Push Services: net.acme.mo...
Type: APNs Production 105 Revoke Download
Expires: Apr 9, 2016

Create an additional certificate to use for this App ID. Create Certificate___

14. Once the aps_production.cer has been created, continue to the Import, convert and export the push certificate section of this
guide.

Import, convert and export the push certificate
Note: For this step there are three options shown. Choose which option is most familiar:

0OSX-Method:
Linux-Method:
11S-Method
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0OSX-Method:

1. Take the downloaded certificate (apn_production.cer) and install it to the keychain by opening the certificate with the
Keychain application or manually importing the cert using the Keychain application:
®0e "~ Keychain Access
Hjﬂ Click to lack the login keychain. (@ )
Keychains
' login Congfont Apple Production 105 Push Services: net. SEymmiialen in staller
£ ADAM s lssued by: Apple i per Relations Certification Authority
i iCloud | Expives: Friday, July 17, INEE—G—G_—G_—G— i Daylight Time
- & This certificare is valid
& System
B 5...o0 Name Kind Expires. ¥ Keychain

» B Apple Production I0S Push Services: net.s

2. The private key should be visible; associated with the certificate on the keychain as shown below:

80 T Keychain Access

| uj-ﬂ Click to lock the login keychain. @ ]
Keychains

| o' login = Apple Production 105 Push Services: nel,mslaller

| & ADAM TR N Lssued by: Apgle i Relations Certification Authority

| A icloud © | Expires: Friday, July 1 7 AM Pacific Daylight Time

| - @ This certificate is valid

| & System
B 500 Name Kind Expires _ ¥ Keychain

3.

¥ B Apple Production 105 Push Services: net.:

private key

Right-click on the certificate and select Export. Save the exported Cert as a Personal Information Exchange (P12) in the

Code-Signing folder.

4. Once the certificate has been successfully exported continue to the Upload Push certificate to Mobility section of this guide.

Linux-Method (HOWTO123986)

11S-Method (HOWTO123986)

Upload Push certificate to Mobility
Upload the .p12/pfx push certificate to the App Center Admin Console: Settings > Certificates > Apple/iOS Certificates; under the
Push Certificate section:

Once the certificate has been successfully uploaded to the console, continue to the Distribution Profile step.

Distribution Profile

(Also known as a iOS Distribution Provisioning Profile)

SIENENIIN

Member Center

Using Chrome, Firefox or Safari; open https://developer.apple.com and navigate to (Account) at

the top.
Log in using the Enterprise Developer Account.
On the left, click Certificates, IDs & Profiles.

Select Provisioning Profiles.
Click the + button at the top:

Certificates, Identifiers & Profiles Adam Burner v

i0S Apps - i0S Provisioning Profiles (Distribution) ERIEE!

¥ Certificates 630 profiles total.

6.

Al Name - | Type Status

Under the area labeled Distribution Select In House and click continue:
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Certificates, Identifiers & Profiles Adam Burner v

Add iOS Provisioning Profile

EY

i0S Apps -

% Cenificates
All

Pending

@ What type of provisioning profile do you need?
oV

Development

Production

[1o] Identifiers
App IDs Development
Pass Type IDs
© i0S App Development

piekercReshiDS Create a provisioning profile to install development apps on test devices.

[J Devices
Al
o Distribution
[ Provisionine g Profiles
Al @ InHouse
Development To signiOs apps for In House Distribution, you need a Certificate.

Distribution

© Ad Hoc
Create adistribution provisioning profile to install your app on a limited number of registered
devices.

. ]

7. Next, select the App ID that was created from the Creating Certificates for App Center section and select Continue:

Select App ID.

If you plan to use services such as Game Center, In-App Purchase, and Push Notifications,
or want a Bundle |D unique to a single app, use an explicit App ID. If you want to create one
provisioning profile for multiple apps or don't need a specific Bundle ID, select awildcard
App ID. Wildcard App |Ds use an asterisk (*) as the last digit in the Bundle ID fizld. Please
note that i0S App IDs and Mac App IDs cannot be used interchangeably.

App ID: | ACME Work Hub Agent | el =t = cme. mobility installar) r

8. Select the Distribution certificate by clicking the radio button to its left and click Continue:

@ Developer Technologies  Resources  Programs  Support  Member Center (G
Certificates, Identifiers & Profiles Adam Burner ¥
i0S Apps - Add i0S Provisioning Profile ][

¥ Certificates [ Select Type Configure
Al
Pending @‘
Select certificates.
Development PR
Distribution
) identifiers L]
App 103 Select the certificates you wish to include in this provisioning profile. To use this profile to
Pass Type IDs install an app, the certificate the app was signed with must be included.
[ Devices

® I /5 Distribution
[l Provisioning Profiles ®

- .

Copyright © 2011 Agple Inc. Alrights reserved.  Terms of Use | Privacy Policy

All
Development

Distribution

9. Name the iOS Provisioning Profile with something unique. Advance to the next screen after verifying that the App ID and
Developer Certificate are both included in the profile.
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*@- Name this profile and generate.

PROV

The name you provide will be used to identify the profile in the portal.

Profile Mame: | ACME Work Hub Agenf |

Type: 105 Universal

App |ID: ACME Work Hub Agent(msmimiids nct.acme.mobility.installer)

Certificates: 1 Included

10. Download the Provisioning Profile to the workstation:

@— Your provisioning profile is ready.

PROV

Download and Install
Download and double click the following file to install your Provisioning Profile.

| Name: ACMEWork Hub Agent

¥ Type: In-house Distribution
App ID: IR n=t.acme. mobility.installer
PROV Expires: Nov IIEEGGEG_—

===

The below three certificates should now be created:

e iOS Distribution Certificate (also known as the code-signing certificate) (P12 or PFX)
e  APNS (Push) Certificate (P12 or PFX)
e Mobile Provisioning Profile (for the above APNS: App-id).

11. Verify that the certificates are uploaded to Mobility by navigating to Settings > Certificates > Apple/iOS Certificates.
12. Once the Provisioning Profile is downloaded to the workstation, continue to the In-browser Work Hub Builder section of
this guide, to build the iOS Work Hub agent / client.

In-browser Work Hub Builder

1. Before building the iOS client go to Settings > Device Configuration > Work Hub branding. Review the options
available to further customize the Work Hub Agent:
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Work Hub branding

Display names, emaik, and suppart

2. Now go the Mobility Suite Administrative Console > Settings > Device Configuration > iOS client.
3. Upload the distribution certificate and click Build iOS Work Hub:

Please Wait

Work Hub is building. Do not leave this page.

4. Once the iOS Work Hub Agent is successfully built continue to the Work Mail section of this guide.

How to renew iOS certificates and profiles (HOWT0110304)

Note: The below steps outline how to renew and not replace the existing iOS certificates necessary to manage iOS
devices and or applications. For Apple published documentation on these processes click here. To renew the MDM
certificate see Renewing iOS MDM External: (HOWT0110299)
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Important: If following the A to Z document, there is no need to complete these renewal steps; continue to the Building
the Android Work Hub Agent, section of this guide.

Renewing the Apple Push Notification (APN) certificate

Note: As of December 17th 2015 the "APNs Production iOS" certificate name has been changed to "Apple Push
Services." For On-Prem Customers on any version before 5.4.2, please see the note at the bottom before trying to
upload a new Push Certificate. Please see http://www.symantec.com/docs/HOWTQ95536 for more information.

Member Center

1. Using Chrome, Firefox or Safari; open https://developer.apple.com and navigate to (Account) at the
top.

2. Login using the Enterprise Developer Account.

3. On the left, click Certificates, IDs & Profiles.

4. Once the new page loads, click Identifiers.

5. Next to the heading iOS App IDs click on the Q (search icon) and enter the app id (bundle identifier) of the

Mobility Work Hub Agent.

Tip: The app id of the Work Hub Agent may be found by opening the Mobility tenant Admin console > Settings > Device
Configuration > iOS client; under the label Bundle Identifier.

6. Click on the App ID, in the search results.
7. Click Edit at the bottom.
8. Under the area labeled Production SSL Certificate, the expiring APN certificated will be shown.

Note: Two certificates may be created at one time. Revoke the certificate that is currently not in use. Match the
certificate’s expiration with the one found in the Admin console > Settings > Apple/iOS certificates under Push
Certificate.

9. Click Create Certificate...

10. Select Continue.

11. See HOWTO0110247 to create a new certificate signing request (CSR).

12. Click Choose File... and browse to the newly created CSR and click Open.

13. Click Generate and after the page reloads, Download the new APN certificate to the workstation.

14. Once the new APN certificate has been downloaded continue to the Import, convert and export certificates

step.

Renewing the Apple iOS Distribution (code-signing) certificate
Note: The below steps outline how to renew the iOS Distribution certificate. Unlike the APN certificate, it is not
advisable to revoke this certificate unless is has been compromised. Click here for more details.

Member Center

1. Using Chrome, Firefox or Safari; open https://developer.apple.com and navigate to (Account) at the

top.

Log in using the Enterprise Developer Account.

On the left, click Certificates, IDs & Profiles.

Click Certificates.

After the page loads, under Certificates select Production.

o vk wnN

Search by the certificate name found in the Mobility Admin console > Settings > Apple/iOS certificates under
the Code Signing section.

7. Search for expiring iOS Distribution certificate and confirm that this is indeed the code-signing certificate used
by Mobility.

Tip: The certificate name is usually the company’s name. To ID a certificate, download it to a workstation and open it
using the Certificate Viewer. Or simply match the expiration dates.
8. Now that the certificate is identified as being managed by this iOS Developer Account, click the + (plus
symbol) at the top.
9. Under the Production section select In-House and click Continue at the bottom.
15. Follow HOWT0Q110247 to create a new certificate signing request (CSR).
16. Click Choose File... and browse to the newly created CSR and click Open.

17. Click Generate and after the page reloads, Download the new Distribution certificate to the workstation.
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18. Once the new distribution certificate has been downloaded, continue to the Import, convert and export

certificates step.

Import, convert and export certificates

Note: Repeat this section for both the Push and Distribution (code-signing) certificates. For this step there are three options shown.

Choose which option is most familiar:

0OSX-Method:
Linux-Method:
11S-Method

OSX-Method:

5. Download the newly created certificate (ios_distribution.cer or aps_distribution.cer) and install it to the keychain by opening

the certificate with the Keychain application or manually importing the cert using the Keychain application:

eneoe Keychain Access
@‘d&mln&ﬁml@‘kym&m AQ )
Keychains
o' login T | Apple Production 10S Push Services: net. lobal.west.installer2
@' Local ltems P Issued by: Apple Worl Devel ! Centifi Khodty
& system | Expires: Tuesday, October 6, 2015 at 7:41:54 PM Pacific Daylight Time

@ This certificate is valid
) System Roots

Name A Kind Expires Keychai

» B Apple Production 10S Push Services: net.smmglobal.west.installer2 certificate Oa 6, 2015, 7:41:54 PM  login
| » [ iPhone Distributi C i certificate Nov 26, 2015, 10:18:50 AM login

4 Allltems

.. Passwords
Secure Notes

] My Certificates

@ Keys

| Certificates \

e ez

6. The private key should be visible; associated with the certificate on the keychain, see below:

sce Keychain Acuess
I{I e e — & y
S
Ry bt
o ogin IPhGNE D Sribatlian: Symantes Conporation
& wyisen insed by Appls Woridwsds Devsicpes Brlinons Candcamon Authanoy
) Syanem koot Lxpirns Thersdiy. Wownmber 26 2015 10 18 33 AM Rucite Hardird Time
- | [ [
¥ #hane Dt I Comporation  comifcaty B 16, 2015 10185240 lagen
T e 21008 prreats by - tagem

7. Right-click on the certificate and select Export. Save the exported Cert as a Personal Information Exchange (P12) in the

Code-Signing folder. Protect the certificate with a complex password.

8. Once the certificate has been successfully exported continue to the Upload to Mobility step.

Linux-Method (HOWTO123987)

11S-Method (HOWTO123987)

How to renew a Provisioning Profile

Note: The below steps outline how to regenerate iOS Distribution In-house Provisioning Profile. Click here for more

information on maintaining in-house applications.
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Member Center

1. Using Chrome, Firefox or Safari; open https://developer.apple.com and navigate to (Account) at the

top.

Log in using the Enterprise Developer Account.

On the left, click Certificates, IDs & Profiles.

Click Provisioning Profiles.

After the page loads, under Provisioning Profiles select Production.
Search by the provisioning profile name.

Nouvs~wbN

Click on the result to expand the preview.

Tip: Since i0S 8.0, profiles cannot be viewed from the device itself. X-Code may be used to view the profile installed on
an iOS device. Click here for more detailed instructions on how to view provisioning profiles installed on a device using
x-code. X-code requires a MAC.

8. At the bottom click Edit.

9. After the edit page loads, select the new Distribution Certificate created from HOWT0110304.

10. Click Generate and after the page reloads, click Download.

11. Use the newly downloaded provisioning profile to re-sign the in-house Application or rebuild the iOS Work Hub
Agent.

How to replace the iOS provisioning profile used by a secure Web Application
1. If renewing the provisioning profile used by an iOS secure web app, navigate to the Mobility Admin console >
Apps and select the app containing the expiring or invalid provisioning profile.

2. Click the (upload symbol) next to the Product Version bar.
3. Click the option to use a previously published version.

(3

4. Select the latest version (in most cases only one available version is shown).
5. Scroll down to Provisioning section and click Browse.

6. Browse to the downloaded profile and click Open.

7. Click (Save and set version).

Building the Android Work Hub Agent

To build the Android work hub agent, first review the work hub branding options as described in In-browser Work Hub Builder. Once
all the branding options are saved go to settings > device configuration > Android client and click Build Android Work Hub.

Note: All enrolled users may receive a notification that a new Work Hub Agent is available.

Work Mail (HowT083809)
1. Toadd Work Mail to the tenant first go to the tenant Admin console > Apps and click Add App in the upper right of the

page.
2. Click Add Symantec Sealed app.
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Add new app

* http:// j

Upload app Add web app, secure web Add Symantec Sealed app
app, or store pointer by URL

3. Select the Work Mail / Secure Email for both iOS and Android.
4. Click Add Sealed apps.
5. Allow up to 5 minutes for all the app meta-data to load.

Tip: This is the point where outbound communication over port 80 to play.google.com and itunes.apple.com is important. If the app
cannot be added refer to the /var/log/nukona/appstore.log file for details

. . . (),
6. Navigate to the Work Mail app for iOS and next to Product Version click the — (edit icon).
7. Take note of the groups and users’ entitlements options. Add or remove specific groups or users as needed.
8. Under the Config column click on the gear icon:

Entitlements

Entitlements govern the distribution, download, and installation of applications. Entitlements can also
define per-app configuration settings (105 only). Entitlements are matched with a user in the order
they're defined, with groups taking precedence over users.

Groups Config Required
I %Al Cve 0 x
L+
Users Config Required
Select reguired users EIQ Yes
Salart usars [ vl N

9. In the new window click New.
10. Inanew tab, go to TECH226407 and download the PermissiveSSEConfig.plist.

11. Back to the original tab and click the " (upload icon) and browse and upload the PermissiveSSEConfig.plist file.
12. Change the key values to reflect environment’s Exchange Active Sync (EAS) server and domain settings:

String |E| mydomain
domain

String eas.mydomain.com

server

. (B®) .
13. Click — (save icon) and Close.
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14. Now select the newly created config from the list and click Save:

Edit version

Application

Symantec Waork Mail

Entitlernents
& Entitlements
Entitlements govern the distribution, download, and installation of applications. Entitlements can also

Information define per-app configuration settings (i0S only). Entitlements are matched with a user in the arder
they're defined, with groups taking precedence over users.

(] Phone screen shots

Groups Config Required
(4] Tablet screen shots i
1 % Al work Mail v 0 x
&
[+]
Users Config Required

Yes

&

15. Repeat this process for the Android Work Mail Application.

Tip: By default Mobility Suite is set to install all iOS Applications via MDM. Until an MDM policy is created, the application
installation will fail. To set install any application without MDM click on the very top edit icon of the application details page and
uncheck these settings. To toggle this default setting go to Settings > Device configuration > Device management. Mobile
Application Management (MAM) only deployments of Mobility Suite will need to have this setting turned off.

Email and App Proxy (HOWT0118669)

Note: If your environment is using in-house certificates on the Application or CAS front-end servers, their certificates
must be trusted for Java to properly communicate with the resource. To add a certificate to the Java keystore see How

to manually add a certificate to the Mobility Java keystore.

1. Deploy a cluster of VM’s (Virtual Machines) matching the same number CAS/EAS server front-ends used by the
organization.

Note: Follow HOWTQ110252 to create these VM’s. Each will require 8GB RAM and at least two dual core processors.
Optionally configure two NICs per proxy, one for internal communication and the other for device communication.
However, a single NIC can function to do both internal and external communication, with the proper routing.

2. From the Mobility Admin Console > Downloads click the Download secure proxy link:

Proxy

Secure proxy

The Secure Proxy provides access control to trusted apps from managed mobile devices 1o infranet servers
via a proxy installed in the DMZ. The Email Proxy role provides authorized ActiveSync requests access to
the Email Infrastructure. The App Proxy role relays connections to whitelisted intranet servers. For 64-bit
Redhat/Cent0S 6.5

Download secure proxy

3. Follow HOWT0110248 to transfer the ISO file to each Secure Proxy front-end.

4. From the proxy’s terminal, install libicu by entering the following as root:
sudo yum -y install libicu perl-DBI

5. Download the JRE 1.7.51 RPM or later from the Oracle website and follow HOWTQ110248 to transfer it to the
proxy server.

6. Install the RPM, as root, using a command like:

sudo rpm -ivh jre-8u45-linux-x64.rpm
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7. Verify that java has successfully installed by entering the following:
java -version

mixed mode)

8. Once libicu and Java Runtime Environment are installed create a mount point for the Secure Proxy ISO by
entering, as root:

mkdir /mnt/iso

Mount the Secure Proxy ISO using a command like:

sudo mount -o loop /tmp/SecureProxy_x86_64_R5.3-17.iso /mnt/iso

0

Note: The mount command syntax used above is: sudo mount -o loop <PathtolSO> <MountDirectory>

10. Change directories to /mnt/iso by entering:
cd /mnt/iso
11. Execute the setup.sh script by entering the following, as root:
sudo ./setup.sh --install
12. When prompted to create a user account hit enter to accept the default, as below:

Note: If an error occurs saying: perl(DBI) is needed by squid-3.4.12-20151200914.x86_64 install perl-DBI using a
command like: sudo yum -y install perl-DBI

14. Enter y to configure the proxy now.
15. Follow the prompts to configure the incoming and outgoing connections.

Tip: The incoming connection, from devices, should be 443 (default)

16. Optionally enter a unique name for your proxy server. This name is arbitrary but should be unique enough to
identify this proxy within the Mobility Admin Console.

17. Register the proxy to a Mobility tenant by entering the FQDN of the Mobility server:



Email Proxy Cluster Configuration

1. From the Mobility Admin Console > Settings > Proxies click (+Add Cluster).
2. Fill in the name, description and set the logging level to Debug.

3. Ensure that Email Proxy is selected as the intended role.

4. Set an external proxy address.

Note: This address may be the address of the virtual application on the load balancer, if one is being used for multiple
email proxies. Otherwise enter the published FQDN of the Email Proxy FE.

5. Set the Mode to Passive for testing purposes.

6. Keep push, deactivated; see documentation for detailed instructions for enabling Push for iOS 7 and later
devices. Basic email proxy functionality will not be hindered by having this deactivated, for now.

7. Enter the routable address from the Email proxy to the EAS server or CAS front-end.

Tip: If the environment is already load-balancing between CAS FE’s consider the number of hops between the device
and the Email Proxy(s). You may want to consider pointing the proxy directly to the internal CAS FE rather than the load-
balanced address to reduce latency, especially if an LB method is already being used between Secure Email Proxies.

8. Yes, terminate SSL at the proxy, unless it is going to be terminated at the load-balancer. In either scenario a
valid SSL certificate is required for devices to trust the connection. Obtain a PKCS7 certificate with a matching
CN (Common Name) and upload it to the cluster configuration:
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MNew cluster

Mame * Upgrade Example
Description
Log level Debug ¥
Roles & Email proxy App proy
External proxy address ‘
Mode @ active Passive

Push email for i0S Work Mail

Proxy connection settings Note: This certificate must be valid to
the mobile devices. The CN also must

Terminate S5L at the proxy match that of the External proxy address

above.
Mew certificate * L}
Name: I
Issuer: 5 ation
Seriak
Valid from: g ]
Valid to: |
9. Click Save.
. Available Proxies . . . . .
10. Click (Available Proxies) to expand and drag the newly registered proxy into the Associated

proxies column:

Email and App Pri

nage your provies

Available Provies

Cluster Role Log level Action

Email Debug

11. Allow up to 5 minutes for the Proxy to receive its new configuration.

Tip: The proxy logs are located in /usr/local/nginx/logs/ The controller.log file tends to contain the most useful

information, at this stage.
12. Test the email proxy from an iOS device by manually configuring an exchange email setting.

Tip: Also confirm that the proxy is accessible from the Internet by browsing to the cluster FQDN in a browser. A 403

error will confirm connectivity. If no connectivity is established, consider firewall settings, for ex. Turn off iptables with a

command like: service iptables stop. To insert an iptables-inbound-exception, the following commands should suffice:

/sbin/iptables --insert INPUT -m state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT
/etc/init.d/iptables save

13. Now that the Email Proxy cluster contains an active proxy, the administrator may now set a device or app config

to use this cluster’s FQDN as the EAS server.

Note: Flip the cluster configuration from Passive to Active mode. This will require devices to be compliant and have a

policy allowing email access via the proxy. Once preliminary testing is complete lower the cluster’s logging level from

Debug.

App Proxy Cluster Configuration
This subject is coming soon! The steps are nearly identical to Email Proxy.
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How to replace an expiring Secure Proxy certificate ( HOWT0118668)

1.

vk wN

From the Mobility Admin Console > Settings > Proxies; find the cluster with the expiring SSL certificate, under
Action click Edit Cluster.

Browse to the new PKSC7 certificate file and click Open.
Enter the password for the file and click Upload.
Finally click Save. The new SSL certificate will be installed onto every proxy within the cluster, momentarily.

Pre 5.3 Secure App Proxy and pre 5.0 Email Proxy certificate replacement

Note

1.

2

Note

: This article applies to App Proxies used by Symantec Mobility 4.4 —5.2.2

From the Mobility Admin Console > Settings > App Proxy click Edit.
. Scroll down to the bottom of the page and select Create new and Save.

: If replacing a pre 5.0 email proxy certificate, select Upload and browse to the new PKCS7 certificate.

SSL Certificate

This
certi

|

cerificate is used for S5L termination and should be installed on the Secure App Proxy or load balancer. The
ficate will be validated by the app.

nstall on Secure App Proxy
nstall on Load Balancer

#« Create new

Upload

Use existing Name: Secure App Proxy TLS
testaproxy.smmglobal net
Issuer: AppCenter

'-|||
[

Serial: 1
Valid: From 2015-07-08T23:09:01+00:00 to 2016-
07-07T23:09:01+00:00
Name: Secure App Proxy TLS
— testaproxy.smmglobal net
==& Issuer: AppCenter

Serial: ==

Valid: From 2015-07-08T23:09:01+00:00 to 2016-
07-07T23:09:01+00:00

| cancel || save |

3. When prompted to download the configuration click Download Now:

=

Secure App Proxy

Secure App Proxy information is successiully saved. Please
note, the configuration is not propagated to the Secure App

roxy automatically. Next, you need to download the

configuration and apply it to the Secure App Proxy to update
the information.

Download Later H Download Now }

4. Enter a secure passphrase to encrypt this configuration file:

Enter a passphrase to protect security package

Passphrase

Retype passphrase

Continue H Cancel

Scroll down to the end of the page and remove the expiring or expired SSL certificate by clicking the X symbol.
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5. Follow HOWT0110248 to transfer the configuration file to each Secure App Proxy front-end.
6. Uninstall the Secure App Proxy by first mounting the App Proxy ISO, as root:

#mount -o loop proxyisoname.iso /mnt/iso

#cd /mnt/iso

#./setup.sh uninstall

Note: If prompted to preserve logs hit Y. If using Email Proxy pre 5.0; use ./setup.sh --uninstall instead of ./setup.sh
uninstall.

7. Once the uninstall is completed run the install by entering, as root:
#./setup.sh install

8. Follow the prompts to re-install Secure Proxy, when prompted to install the configuration file now press Y:

9. Enter the path for the configuration JSON file and hit Enter.
10. Enter the password created in step 4:
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up' of folders to '"root:symc-proxy'

of folders to "root:symc-proxy'

11. The installation should now be complete and the new SSL certificate(s) will be loaded into the
[usr/local/nginx/certs/

Adding a license to Mobility

1. When logged into Mobility Suite as an administrator, click on the user name in the upper right of the window and Licenses.
2. To add an additional license click Add License and paste the license key into the form and Add.

Tip: If there is a problem loading the license, refer to the /var/log/nukona/appstore.log on the tenant. This most likely is due to a
problem with outbound communication from the FE to the Symantec licensing server. Verify outbound communication and that the
license serial number is valid.

Windows 8.1: Enrollment (HOwT0110270)

Note: For Symantec Mobility Suite administrators: A device policy must be active with mobile device management (MDM) enabled
for Windows Phone devices. MDM is supported on Windows Phones and allows a user to successfully enroll a Windows 8.1 Phone
with Symantec Mobility Suite. Each device policy also includes a Targeted devices definition which defines the group that is
associated with that device policy. To create a new device policy or access an existing device policy, click Policies and Rules and
click the New/Edit icon located at the top right. Also, the user must be a member of a group that is defined in the target definition of
the device policy. If there is no policy with the above parameters, Windows Phone enrollment will fail.

1. Goto Settings :

Nokia Music

] @
Office

Exchange ActiveSync

T~

2. Under System tap workplace:
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A'7zB=
SETTINGS

system

NI o

internet sharing

VPN
workplace
kid's corner

battery saver

rv left

data sense

Cellul

Qrdae
3. Tap add account:

AzZ=
SETTINGS

workplace

Some companies offer policies, certificates,
and apps that help you connect to your
business. What's a workplace account?

Once you add a workplace account, your
company will be able to collect personal
information, disable apps or features,
prevent you from resetting your phone or
removing your workplace account, and
remotely modify or delete all your content
and settings. You can talk with your
company's support person to find out
what your company'’s policy allows.

4. Enter an email address. 1f no DNS record has been created for email resolution to the Mobility front-end (FE), an option to

enter the server address will appear. Enter the fully qualified domain name (FQDN) of the Mobility FE and tap sign in:

D WA= |
WORKPLACE

address (if you entered one) are correct.

west.smmglobal.ned

=) ] ir
user@acme.com

a s d f gh j k I

TN izl Bxi| fe | ivil 1B linl Im| B

&123 .com space .

5. Log into the Mobility FE using your company provided account.

6. Select device type (if shown), accept the terms and tap Sign In:
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LNA=]

Lx workplace

G West

Is this a personal device?

® Yes O No

[ !accept the
License Agreement

Sign In

7.  You are now enrolled into your company’s workspace:

Az&a
ACCOUNT ADDED

You've successfully added your West
account. Changes from your company
policy will usually be applied on your
phone within the next hour.

Android: Enrollment (HowT094453)

Note: For Mobility administrators: A Google Cloud Messaging (API) key and project ID must be uploaded to the Mobility
administrator console to send mobile device management (MDM) commands to Android devices. See Google Cloud Messaging for
more details.

Follow HOWTQ094453 to enroll your Android device.

i0S: Enrollment (HowT094449)

Open Safari and navigate to the fully qualified domain name (FQDN) of your organization’s Mobility server.

Enter your company provided credentials (if prompted).

Tap Install Work Hub and when prompted tap Install.

After the Work Hub agent is installed, open the application. When prompted whether to trust the app developer, tap trust.
Log in using your provided credentials and follow the instructions provided in the app.

vk wnN e

For more detailed instructions see HOWT094449.

Public Work Hub Enrollment

Note: To Mobility administrators, the public work hub may be enabled from the Admin console > Settings > Device
management > iOS Client. Switching between

1. Open Safari and navigate to the FQDN of the Mobility server, for example: https://exampletenant.appcenterhg.com
2. Click Install Work Hub:
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®e000 Verizon LTE 7:18 AM “ 70} mm

& pub.smmglobal.net ¢

@ Mobility Manager
Mobility Manager
Install Work Hub

Enroll Work Hub

Copyright: © 2010-2016 Symantec Corporation. All rights
reserved.

< > M m I

3. Download and install the Symantec Work Hub from the iTunes store.

4Back to Safari 7:18 AM .79} mm

Cancel App Store ﬂ] Store

Symantec Work Hub
Symantec >

E ] o

el
Reviews Related ]

Symantec Work Hu

Registration Code

Where's my registration code?

Copyright 2014 Symantec Corporatio
Version 1.0

TR 1 Qs

Music Movies TV Shows Search More
Select one of the two enrollment options below to complete the process...

Option 1: Open the App and enter the same URL from step 1 into the agent and click Enroll.
a.  When prompted tap Yes.
b.  Enter your enrollment credentials and follow the instructions provided in the app.



Option 2: After the installation is complete return to Safari and click Enroll Work Hub.
a. If prompted to open Symantec Work Hub tap Open.
b.  When prompted tap Yes.
c. Enter your enrollment credentials and follow the instructions provided in the app.

Optimize Symantec Mobility Suite FE (HowT0109637)
To configure monit to run with the system and monitor Mobility Suite services see HOWTO109637.

Troubleshooting the pre configurator Symantec Mobility Suite installation
There are many things which can cause the pre configurator stage to fail. Below are some of the more common reasons.

The RabbitMQ service fails to start / restart (HOWTO109655 HOWT(0110300):

[ZA15-A3-2A 11:88:41,259 DEBUG] stderr =

[Z2B15-B3-28 11:88:41,265 INFOI Installing and configuring internal RabbitM serwv

er

[£815-A3-28 11:86:41,276 DEBUG] retcrinit.d-srabbitmg-server restart

[Z2815-A3-28 11:88:44,411 DEBUG] stdout = Restarting rabbitmg-server: RabbitM] is
not running

FAILED - check rvarslogsrabbitmg-sstartup_{log, _err¥

rabbitmg-zerver.

[Z815-A3-28 :88:44,413 DEBUG] =tderr =

[2B15-B3-28 :86:44,413 ERROR] Failed to restart rabbit serwver
[£Z815-A3-28 ‘86:44,414 INFO] Setting SELinux back to Enforcing
[2815-B3-28 :8B8:44,448 DEBUG] ~rusr-sbinssetenforce 1
[Z815-A3-28 :88:44,479 DEBUG] =tdout =

[ZB15-A3-28 :8G:414,481 DEBUG] =tderr =

[2B15-B3-28 :B8:44,482 DEBUG] Next wview: ~sinstallsfailure
[ZA15-B3-20 11:A8:44,483 ERROR] 111101t e et aa e aar e g e raenaneneeeeeeraeeesereny
RN RN R RN RN R F R RN NN E RN Y N ]

[Z2815-A3-28 11:88:44,488 ERROR] Failed

[ZA15-A3-20 11:B8:44,489 ERROR] tttreett

[£Z815-A3-28 11:88:44,498 INFO] Logfile location: rvarslog-snukonarappcenter-setup
.log
[ZA15-B3-Z8 11:B8:44,498 DEBUG] Exiting run(HomeVUiew)

1. Go to /var/log/rabbitmg/startup_log:
less /var/log/rabbitmg/startus_log

2. Type g to exit less.

3. Verify that the server name resolves to 127.0.0.1 by entering the following where <hostname> is replaced with that
of the machine:
ping <hostname>

4. Edit /etc/hosts adding the hostname of the server to the IPV4 loop back (127.0.0.1):

Tip: Quick guide to vi:

i = Insert

Esc key - End insert mode and returns to command mode which allows the below two commands:
:q! - Colon followed by g! quits without making any changes.

:wq > Colon followed by wq writes and quits, saving changes.

5. Also verify that /var/log/rabbitmg and /var/lib/rabbitmgq is owned by the rabbitmq user by entering the below
commands, as root:
/etc/init.d/rabbitmq-server stop
chown -R rabbitmq /var/log/rabbitmq
chmod -R 755 /var/log/

6. Restart the rabbitMQ services with by entering the following command:
/etc/init.d/rabbitmq-server restart
7. If the service still does not start, grep for any orphaned Rabbit services by entering the following:
ps -Al | grep rabbit
8. Take note of any processes and enter the following, filling in the below syntax with the PID from the above
command:
kill <P1D>
9. Restart rabbitmqg-server:
/etc/init.d/rabbitmq-server restart
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10.

11.

12.

13.

14.

Set the RabbitMQ service to start with the server:
chkconfig --level 2345 rabbitmq-server on

If there is still an error, reboot the server:

sudo reboot

During startup, verify that all the Mobility (appcenter) services have started by pressing the F2 key. Once log back
into the terminal, as root and type:
/etc/init.d/rabbitmq-server status

If there is no status output then start the service with:
[etc/init.d/rabbitmq-server restart

Re-check the status with:
[etc/init.d/rabbitmq-server status

root@multife2:~

Note: The above is an example of a running RabbitMQ server from the /etc/init.d/rabbitmg-server status command.

How to remove extended properties from a PEM SSL certificate (HOWT0110259)
1. Open the certificate in a text editor and remove everything before and after the ----- BEGIN CERTIFICATE----- and ------
END CERTIFICATE----- lines.
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2. Save the file.

Return to Upload SSL Certificates to Configurator.

Troubleshooting MySQL Connectivity (HOWTO110250)
(During the Symantec Mobility Suite Configurator Installation)

Tip: If there is a problem connecting to the database take note of the following errors and example remedies:

Error:

11045, "Access denied for user root'@'mobile " (L=ing passwvord:
YES)")

Remedy: Verify the password, username and database information. If access is still denied, go to the MySQL host and log into the
MySQL console with the following:

mysql —u root

For example:

[rootPmysgl ~1# mysgl -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with : or N\g.
Your My3QL connection id is

Server version: 5.1.71-log MySQL Community Server (GPL)

Copyright (c) ZB@d, ZB13, Oracle andsor its affiliates. All rights reserved.
Oracle is a registered trademark of Dracle Corporation and-/or its

affiliates. Other names may be trademarks of their respective
OWNEers.

Type 'help:’ or 'Nh’' for help. Type '“c’ to clear the current input statement.

mysql> _

Once a connection is established to the MySQL database the enter the following to show databases:

66


http://www.symantec.com/docs/HOWTO110250

show databases;
For example:

mysgl> show databases:

information_schema

tappstore
tmdmcore

rows in set (A.AA sec)

mysgl> _

Note: If there are no appstore and mdmcore databases, they may be created by entering the following two commands into the mysql
console:

create database mdmcore;

create database appstore;

Make note of the two created databases and run the following two commands, into the mysql shell:
GRANT ALL PRIVILEGES ON <databasel>.* TO ‘username’ @’<tenantIP>’ IDENTIFIED BY ‘<password>’;
GRANT ALL PRIVILEGES ON <database2>.* TO ‘username’@’<tenantIP>’ IDENTIFIED BY ‘<password>’;

For example:

mysql> GRANT ALL PRIVILEGES ON tmdmcore.x= TO ‘root’'@’ . 7*7.123" IDENTIFIED
BY '
Query 0K, B8 rows affected (B.88 sec)

mysql> GRANT ALL PRIVILEGES ON tappstore.= TO ’"root’@’_. ©.123° IDENTIFIED
By * B

Query 0K, B rous affected (B.88 sec)

mysql> _

Error:

{2003, "Can't connect to MySQL server on ‘mysq| G-~ 1111

Remedy:
Confirm that the MySQL hostname is entered into the environment’s domain name servers (DNS).
Verify that there is network communication between the Mobility FE and the MySQL host.

Once connectivity is confirmed continue to the Enter MySQL Connection Information section of this guide.

Temporary Email Option (HOWTO110251)

Important: Although this can be edited at a later time, email functionality is vital for password resets. A temporary relay using Gmail

can be deployed using a valid Google email account. Enable POP3 access on the Google account and enter the following into the
configurator:

host =>smtp.gmail.com

port >587

username -><Google Email address>

password ><Gmail Password>

TLS Enabled > Yes

Important: The Gmail relay is only meant to be a temporary solution.

Click here to return to continue the Mail Relay Configuration.

Changing the Mail-relay Post Configurator (HOWT0110249)
(Return to this step as needed)
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To change the SMTP mail relay after completing the bootstrapping process: open a terminal to the FE. As root edit
/usr/local/nukona/appstore_cu/appstore_cu/settings_local.py:
vi /usr/local/nukona/appstore_cu/appstore_cu/settings_local.py

The below lines can be changed and the following entries are accepted:
EMAIL_PROXY_TYPE='<smtp or localhost>'
EMAIL_HOST='<SMTPFQDN or localhost>'
EMAIL_HOST_PASSWORD = '<password or blank>'
EMAIL_PORT=<any port>

EMAIL_HOST_USER='<user or blank>'

EMAIL_USE_TLS=<True or False>

For example:

dz.smtp.Email

e

e

EN
M
E
EM
F
"
E
EN

Restart Mobility Services:
sudo /etc/init.d/appcenter-services restart

If the EMAIL_PROXY_TYPE="localhost’ and the EMAIL_HOST=localhost’ the Mobility Suite FE will use postfix to proxy
messages to the relay. Edit the postfix configuration file located at the end of the /etc/postfix/main.cf file:
vi /etc/postfix/main.cf

The below lines can be changed and the following entries are accepted:
smtp_sasl_auth_enable = <Yes or No>

smtp_sasl_security_options = noanonymous

smtp_tls_security_level = may

header_size_limit = 4096000

relayhost = [<SMTPFQDN or IP>]:<any port>
smtp_sasl_password_maps = static:<user>:<password>

For example:
Without Authentication:

0 m

Restart postfix:
sudo service postfix restart

Tip: Postfix mail logs are stored in /var/log/maillog if the mail log contains messages regarding an untrusted issuer follow
TECH?209709 to build troubleshoot TLS failures.

Troubleshooting the Bootstrap / Configurator Process (HOWT0110301)
Tip: If there are any errors preventing this from completing review the following common errors with their remedies:
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Error: Configurator has been hung on Configurator is running... for over 1 hour.

Remedy: The most likely cause of this is due to there being a failure in the HTTP connection between the workstation and the
Configurator. The installation may have completed successfully. Go back to the Mobility Suite Server Console and type: less
Ivar/log/nukona/load_settings.log while holding down the Shift key press g. This will bring the view to the end of the file.
Successful completion of configurator will show a series of errors attempting to stop the Mobility Suite services followed by a series
of successful service-starts. Use the b key and spacebar to page-up and down. / followed by a search string will search from the
current view down.

Error: Configuration was unsuccessful.

Remedy: Review the load_settings.log file as described above. If there was any issues starting the Mobility Suite services take note
of the service and run the following, as root:

sudo /etc/init.d/appcenter-services restart

Take note of any errors and messages and follow accordingly.

Tip: Log in and out of the linux terminal. This will allow the root bash profile to reload.

Error: Configuration was unsuccessful.

Remedy: If there are any entries in the /var/log/nukona/load_settings.log file for:

django.db.utils.OperationalError: (1298, Unknown or incorrect time zone: ‘America/Los_Angeles’) follow KB TECH217108.
And restart the configurator by repeating Part IV: Installation and Part V: Bootstrapping.

Tip: Now is a good time to take a snapshot of the current hard drive state of the FE and most importantly of the Database host.

Return to Installation Part | or Installation Part 11: Bootstrapping

Untrusted / In-house Certificates (HOWTO110246)

Important: In-house and self-signed certificates cannot be validated from iOS devices. This method should only be used to get past
the Configurator step of the Mobility Suite installation. If an in-house certificate is used, the issuing CA certificate would need to be
installed onto the mobile device (i0S8 no longer allows trusting in-house CA’s). This usually can be accomplished by hosting the
certificate on a website or file share and downloading it onto each device.

Option 1: Temporary Verisign Trial Certificate
For a temporary trial Verisign certificate click here. To generate a CSR for this request see: Create a CSR for iOS Development.

Option 2: Create an In-house Certificate Authority (HOWTQO110246)

Run the openca.sh script from HOWTQ0110246, to deploy an in-house CA and issue an SSL certificate for the Mobility server
(RHEL/CentOS 6). See HOWT0110248 to transfer the attached script to the CentOS 6 the enter the following two lines, as root:
chmod +x openca.sh

Jopenca.sh

The script will prompt for a common name (CN) for the webserver certificate. This must be the FQDN of the Mobility FE:
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o o e T T T S L o e S e S e
+++ The = fil re follo ++++
L e

rt.pem :PEM formatted Boot Certifi . [CA) ol e bundl

alled onto m
in PEN for

Down

kBr/s AA:P0:90 | 188x

kBrs BB:08:80 | 108x

kBrs= BA:88:88 | 100:

kBss AA:00:80 | 108X

kBr/s AA:P0:90 | 188x
1

kBrss 08 : 00 : 88 188

C:~Program Files <(xB6>~PulTY

Instead of running the script, manually create the in-house CA and SSL certificates by completing the following steps.

Note: If the openca.sh script has already run, there is no need to continue with this manual method. Return to Upload SSL
Certificates to Configurator.

1. To manually create the CA and issue a webserver SSL certificate use Putty to obtain root shell access to the Mobility Suite
FE:


http://the.earth.li/~sgtatham/putty/latest/x86/putty-0.64-installer.exe

i PuTTY Configuration ?

Category:
- Session Basic options for your PuTTY session
¢ -Logging

=]+ Teminal

Specify the destination you want to connect to

.. Keyboard Host Name (or IP address) F_Ert
el [ 22
- Features Connection type: ] ] ]
= Window (JRaw () Telnet () Rlogin (®SSH () Senial
Eppea!ance Load, save or delete a stored session
- Behaviour
.. Translation Sawed Sessions
- Selection L ad
""CDIDE"FS Default Settings Load
—I- Connection -
- Data Save
- Proy
- Telnet Delete
- Rlogin
- S5H
""" Serial Close window on exit: ]
() Aways () Never  (® Only on clean exit
About Help Open Cancel

2. Once root shell access is obtained type:

mkdir /ca/
3. Change directories to /ca:
cd /ca/
root@localhost;/ca

4. Enter the following to create a CA key, when prompted enter a complex password for the key:
openssl genrsa -aes256 -out cakey.pem 4096

5. Enter the following to create a CA certificate from the newly created CA Key:
openssl req -new -x509 -extensions v3_ca -key cakey.pem -out cacert.pem -days 3650

6. When prompted enter the key’s password and all of the form data as requested:



2 root@localhost:;/ca - B

7. Copy the ca.key file to /etc/pki/CA/private:
cp /calcakey.pem /etc/pki/CA/private/
8. Copy the ca.crt to /etc/pki/CA/certs:
cp /ca/cacert.pem /etc/pki/CA/
9. Create some required files inside the CA directory structure by entering the following two lines:
touch /etc/pki/CA/index.txt
echo 1000 >> /etc/pki/CA/serial
10. Secure the private key with:
chmod 0400 /etc/pki/CA/private/cakey.pem
11. Now that the CA is created, create a new directory, generate a CSR and submit that to the CA (do not secure the key & CSR
with a password) by entering the below three lines:
mkdir /ca/ssl/
cd /ca/ssl/
openssl req -new -nodes -newkey rsa:2048 -keyout sign.key -out sign.csr -days 365

Important: The Common name must be the FQDN of the Mobility Suite FE. The organizational name, Country and State must match
those of the CA. Recreate the CSR until the names/entries match.

12. Issue a domain certificate using the CA by entering the following command, enter the password created for the CA key and
follow the prompts:
openssl ca -out sign.crt -infiles sign.csr
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13. Copy the cacert.pem to the same directory:
cp /etc/pki/CA/cacert.pem /ca/ssl/

14. Since this is an untrusted CA the cacert.pem must be installed onto each Mobile device prior to enrollment. The quickest
way to accomplish this is to upload and share the certificate using a static HTTP link. This can be done using the direct link
option “Anyone with the link” for the following share solutions: Google Drive, Box and Dropbox. Windows Phone requires
that the cert be in DER format. Use the following openssl command to copy and conver this into DER format:
openssl x509 -in cacert.pem -inform PEM -out cacert.crt -outform DER

15. Continue to the How to transfer files from a Linux machine section below.

How to transfer files from a Linux machine (HOWT0110248)
Note: WinCP or Putty may be used, the below example, PSCP (Putty) will be used.

1. Download and install Putty onto the workstation.
2. Opena Command Prompt terminal and change directories to the Putty-installation-path.

Tip: Browse to the Putty installation path C:\Program Files (x86)\Putty\ using the Windows Explorer. Once in the directory, while
holding the shift-key right-click anywhere in the window and select Open command window here. WinCP and Filezilla offer a
graphical user interfaces (GUI) to transfer files between Linux and Windows.
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PuTTY
(2]

eve

%

N = While holding the Shift-key, right click anywhere
in the folder to open a command window from

that location.

~=
3. Enter the following line, replacing the <variable> items:
pscp.exe root@<RemoteHost>:<RemoteDirectory>/* C:\

= pscp.exe root@sftp.smmaglobal.net/tmp/* C\ -
C:wProgram Files (xB62\PulTY¥>pscp.exe rvootBsftp. D -net - tmpsw G
rootBsFtp. peeeee— -net’'s pa b
setuptools—o.o.r.sap 1 kKB | 985.2 kBr/= | ETh: GB:88:88 | 188:
ipzcp: AtmpsAppCenterCerts: is a directory

12 kB I 12.5 kBrz | ETA: PA:P60:80 | 168

ot if v_ S—————— i
history.cxt 2 KB | 9.2 kBrs | ETh: BB:88:88 | 188
symantec_appcenter_redhat 94848 kB | 1437.1 kBrss | ETA: 8B:85:51 | 15=

4. If following the installation of Mobility Suite: return to Upload SSL Certificates to Configurator.

How to transfer files to a Linux machine (HOWT0110248)
Note: WinCP or Putty may be used, the below example, PSCP (Putty) will be used.

1. Download and install Putty onto the workstation.
2. Opena Command Prompt terminal and change directories to the Putty-installation-path.

Tip: Browse to the Putty installation path C:\Program Files (x86)\Putty\ using the Windows Explorer. Once in the directory, while
holding the shift-key right-click anywhere in the window and select Open command window here. WinCP and Filezilla offer a

graphical user interfaces (GUI) to transfer files between Linux and Windows.
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. PuTTY - - cliEE
II:II Mosse = ’ (7]

» ThisPC » SymSOE (C:) » Program Fles (x85) + PuTTY

While holding the Shift-key, right click anywhere

in the folder to open a command window from
that location.

Yhew ’

Shace with

Shared Folder Synchrenization

3. Enter the following line, replacing the <variable> items:
pscp.exe <LocalFilePath> <user>@<RemoteHost>:<RemoteDirectory>

Tip: Simply drag the file, to be transferred, into the Command Prompt window after typing pscp.exe; this will automatically
populated the <LocalFilePath>.

C\windows\system32\cmd.exe 53

:\Program Files (x86>\PulTY¥>pscp.exe

For example:



o Chwindows\system32\cmd.exe

ram Files <xB6>~PulTY>pscp. an_ s -DesktophTestDoc.txt »
ftp. o .netcStEp

estDoc. txo 374 kB ! 374.3 kBrss ! ETA: 99:00:00 | 100
C:sProgram Files (xB&>PulTY¥>

To return to Obtain the Symantec Mobility ISO.

Logging

Logging locations:

Install:

/var/log/nukona/appcenter-setup.log

Bootstrap (provisioning):

/var/log/nukona/load_settings.log
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Appstore:

/var/log/nukona/appstore.log

/var/log/nukona/celery.log
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RabbitMQ:
/var/log/rabbitmq

startup_log

e S e e ke
e R o )

B e o

A Ak AF
M M e e e

e e e e e

MySQL:

/var/log/mysql.log
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MDM(Core:

/var/log/symantec-mdm/CertificateManager.log

Error messages are shown in the above screen capture followed by a successful connection to
RabbitMQ.

/var/log/Symantec-mdm/Android/

Apache:

/etc/httpd/logs/

access_log
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NGINX:
/usr/local /nginx/logs

registration.log

Error:
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Error messages are shown above.

error.log

Gather logs script:

/usr/local/nukona/bin/gather_logs.sh
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Note: The gather logs script does not take into account custom directories.

Configuration:

/usr/local/nukona/etc/settings.cfg

™Y lgmU21im3f

Tools:
e less
o tail

Searchable terms examples:

Mobility Manager ID
*:.I'J;::T'%E’
a

Tenant name

) proxy  Work Mail blocked: Missing Email Access Contro .=a'.'.ing.=-

Carrier  ATE

o5

Model

Serial number
Mobility Manager ID

upip

Owmership  Corporats

Jailbroken/rooted Mo

grep -1 ‘tenant=west’ /var/log/nukona/appstore.log|less
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How to setup MSCA with Symantec Mobility | i0S

Deploy a MSCA (Microsoft Certificate Authority) Server:

u Splunk @& PBSKIDS [ Oracle Knowledge

iy Cisco Finesse v/ VIP Manager - Sign

e = A

Before you begin: The ‘Enterprise Windows Server 2008 R2 machine’ must be a member of an Active Directory domain.
A production off-box RabbitMQ server is required. To deploy a HA (High Availability) RabbitMQ server see
HOWTO0110356. This document assumes that the admin has already created an MDM, Code-signing, Provisioning profile
and APNS certificates. See the Mobility A to Z document and relevant sections for step-by-step instructions on creating

these certificates prior to continuing with this article.

1. From AD create a new user:

Mew Object - User I
J Create inc  smmglobal net/sers
[r® ]
First name: ISEEF‘ Iitials: I
Lazt name: I.-’-'-.u:cu:uuntl
Full name: IS CEF Account
Izer logan name:
ISCED_SEWiDE_EICDDUFIt I @zmmglobal. net j
I1zer logon name [prewindows 2000];
ISMMGLD BALMET Isc:ep_servic:e_ac:n:n:nunt
¢ Back I Mewst » I Cancel |

2. Set a static password for this user account as the NDES (Network Device Enrollment Service) will use this

account to enroll users:

Mew Dbject - User

J Create i smmglobal.net/sers

Hid
Pazsword: Iilliiiillli
Caonfirm pazzword: qu-u""

[ User must change password at next logon

W Uszer cannot change pazsword

W ‘Pazsword never expires

[ Account is disabled

< Back I Meut = I

Cancel
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3. Click Next and Finish.
4. Add the user to the Cryptographic_Operators, Cert Publishers and 1IS_USERS groups; by right-clicking on the
user and selecting Add to group:

Select Groups E

Select thiz object tupe:

IGrnups or Built-in zecurity principals Object Types... |

Eram thiz location;

Ismmglu:ul:ual. net Locations. .. |

Enter the object names to select [examples]:

Cryptographic Operators; 115 USRS ; Cert Publishers| Check Mames |

Advanced... | 2k, | Cancel |
P

5. Loginto the future MSCA server as a Domain Administrator.
6. From Start > Run enter:

lusrmgr.msc

Adding a user to the machine’s local IIS_USERS group
7. From the User Manager Console, add the SCEP user to that machine’s local IIS_USERS group:

.'.-;! lusrmgr - [Local Users and Groups (Local)\Groups] - |EI|5|

File Action VWiew Help

B EEIEE ]G

& Local Users and Groups (Local) Name | Description | | Actions

| Users P Administrators Administrators have complete and u...

| Groups :E Backup Operators Backup Operators can override secu... _
_‘E Certificate Service NCO... Memhers of this aroun are allowed t... Mare Actions 4
& pistributed General | :
_-E Event Log ore Actions »
P Guests .
#1s_1usrs ‘% lIS_IUSRS
Pnetwork Ci
& performan: Description: Built-in group 1
P power Use Select this object type:

PIprint Oper: Members: IUsefs. Service Accounts, or Groups Object Types... |

:E Remote De . .
B Replicator 82 NT AUTHORITY\USR (S-- From this location:

B Users Isrnmglobal.net Locations... |

Enter the object names to select (examples):

SCEP Account (scep service account@smmalobal net)) Check Mames |

Advanced... | oK I Cancel |

Changes to a user's group membership

Add... | Femove | are not effective until the nexd time the
user logs on.
O Help

8. Click OK to apply the settings.

9. Open the Server Management Console from Start > Run by entering:
servermanager.msc

10. Under Server Manager right-click on Roles and select Add Roles:



Add Roles Wizard

;%? Before You Begin

Before You Begin

Server Roles
Confirmation
Progress

Results

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Before you continue, verify that:

» The Administrator account has a strong password
» Metwaork settings, such as static IP addresses, are configured
» The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the

wizard again.

To continue, dick Next.

r Skip this page by default

| Cancel

11. Click Next, from the next window check Active Directory Certificate Services and Next to continue.

Add Roles Wizard

ZE}' Select Server Roles

Before You Begin

Server Roles

AD C5
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Name
Certificate Request
Certificate Database
Confirmation
Progress

Results

Select one or more roles to install on this server.
Rales:

IZ Active Direc Certificate Services
|: Active Directory Domain Services
|: Active Directory Federation Services
[] Active Directory Lightweight Directory Services
|: Active Directory Rights Management Services
[ application Server

[] DHCP server

[] pms server

|: Fax Server

[] File Services

[] Hyper-v

[] metwork Policy and Access Services

|: Print and Document Services

[] remote Desktop Services

[ web Server {115)

[] windows Deployment Services

[] windows Server Update Services

More about server roles

< Previous | Mext = I

X

Description:

Active Directory Certificate Services
AD CS)is used to create certification
authorities and related role services
that allow you to issue and manage
certificates usedin a variety of
applications.

12. Next through the Introduction page and on the Select Role Services page ensure that only Certificate Authority

is checked and Next.

13. Select Enterprise and Next to continue.

Note: If the enterprise option is greyed out, this machine is either not a member of the domain, the user account is a

local account or this is not an Enterprise version of Windows 2008 R2.

14. The CA type is important, if there is an existing MSCA in the environment, it is recommended to set this up as a
Subordinate CA. If there is no CA in the environment the Root CA option is acceptable. Follow below whether
Root or Subordinate is selected.
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Root CA Option:
15. Select Root CA and Next. From the Private Key section select Create a new private key and Next to continue:

Add Roles Wizard x|

EE:-E Set Up Private Key

Before You Begin To generate and issue certificates to dients, a CA must have a private key. Spedfy whether you want to
create a new private key or use an existing one.

Server Roles

B ¥ Create a new private key
Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a oryptographic service provider and spedfy a key length for the private key.
Setup Type To issue new certificates, you must also select a hash algorithm.
CAType " Use existing private key

UUse this option to ensure continuity with previously issued certificates when reinstalling a CA.

Cryptography (% gelect o certificate and use its assodated private key

Select this option if you have an existing certificate on this computer or if you want to import a
CA MName ) ) . .

certificate and use its assodated private key.
Validity Period

) Selectan existing private key on this computer
Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private
) key from an alternate source.
Confirmation
Progress

Results

More about public and private keys

< Previous | Mext = I Install | Cancel |

16. Select SHA256 for the key’s signing algorithm and 2048 or 4092 for the character length.

Add Roles Wizard x|
EE}:, Configure Cryptography for CA
Before You Begin To create a new private key, you must first select a cryptoaraphic service provider, hash algarithm, and
key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher
Server Roles value for key length will result in stronger security, but increase thetime needed to complete signing
AD CS operations.
Role Services
Select a aryptographic service provider (CSP): Key character length:
Setup Type —
RSA#Microsoft Software Key Storage Provider j I j
CA Type
Private Key Select the hash algorithm for signing certificates issued by this CA:
sptography
) SHA384
CA Hame SHA512

Validity Period :‘T* 1 | _’I—I

Certificate Database

Eonbrmeti [ Allow administrator interaction when the private key is accessed by the CA.

Progress

Results

More about cryptographic options for a CA

< Previous | Mext = I Install Cancel

Note: iOS does not validate CA/RA certificates which are greater than 4096.

17. Accept the default common name and DN for the CA and Next.
18. Set the validity period to 10 years and Next:



Add Roles Wizard x|

;E:IL" Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting
certificates, The validity period of a CA certificate can be based on a number of factors, induding the intended

Server Roles purpose of the CA and security measures that you have taken to secure the CA.

AD C5
Role Sarvices Select validity period for the certificate generated for this CA:
10 IYears 'I
Setup Type
CA Type CA expiration Date:  8/25/2025 5:40 PM
Mote that CA will issue certificates valid only until its expiration date.

Private Key

Cryptography

CA Name

Validity Period

Certificate Database
Confirmation
Progress

Results

More about setting the certificate validity period

< Previous | Mext = I Install Cancel

19. Accept the default database locations and Next.
20. Review the configurations and click Install:

Add Roles Wizard 4|

’E:é Confirm Installation Selections

Before You Begin _ ) . ;
To install the following roles, role services, or features, dick Install.
Server Roles

1" 1warning, 1informational messages below

AD CS o
Role Services ':i:' This server might need to be restarted after the installation completes.
Setup Type ~| Active Directory Certificate Services
CAType Certification Authority
} 1, The name and domain settings of this computer cannot be changed after Certification Authority has
Private Key Lah _
been installed.
Cryptography CA Type : Enterprise Root
CA Name CSP: RSA#Microsoft Software Key Storage Provider
o . Hash Algorithm : SHAZ56
Validity Period Key Length : 045
Certificate Database Allow CSP Interaction : Disabled
Confirmation Certificate Validity Period : 8/25/2025 5:40 PM
Distinguished name : CMN=smmglobal-M5CA-SCEP-CA,DC =smmglobal DC=net
Progress Certificate Database Location : C:\Windows\system32\CertLog
Results Certificate Database Log Location :  C:\Windows\system32\CertLog

Print, e-mail, or save this information

< Previous | Mext > | Install I Cancel |

Note: The service role usually takes about 10 minutes to install. Skip the below Subordinate CA Option and continue to
Install the DNES service role.

Subordinate CA Option
21. Select Subordinate CA and Next.
22. Ensure that Create a new private key is selected and Next.
23. Select SHA256 for the key’s signing algorithm and 2048 or 4092 for the character length.
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Add Roles Wizard x|

EE:;-E Configure Cryptography for CA

Before You Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and
I key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher
Server Roles value for key length will result in stronger security, but increase the time needed to complete signing
AD C5 operations.
Role Services
Select a cryptographic service provider (CSP): Key character length:
Setup Type —
RSA#Microsoft Software Key Storage Provider j I j
CA Type
Private Key Select the hash algorithm for signing certificates issued by this CA:
Cryptography
4 4 SHA384
ERnETE SHAS12

Validity Period - :‘T* 1 | _'I_I

Certificate Database

Confirmation [~ Allow administrator interaction when the private key is accessed by the CA.

Progress

Results

More about cryptographic options for a CA

< Previous | Next > I Install Cancel

Note: iOS does not validate CA/RA certificates which are greater than 4096.

24. Accept the default common name and DN for the CA and Next.
25. Select Send a certificate request to a parent CA and click Browse...

x|
select Certification Authority 2x|

Select a certification authority (CA) you want to use,

CA | Computer ;l

_Esmmglnbal—AMS-SUB-CA-CA /MMRgmmglobal.net lis subordinate CA directly from a parent CA in your network or save the
Tl smmalobal-CA . i ob - parent CA

ﬁsmmglnbal - CEF-CA i rmglobal . net J

?smmglnbal -SCEP-SMMNET-CA SCEP- 3l srmmglobal. ne: | ent CA

Esmmglnbal -SCEPMET-CA . =mglobal . net P

T51SMMGLOBALNET-CA Al ST oot Computer name

:Tﬂmm.-.l.-.l-.-.l.-..-.+ ctmmd=lams CA CRARA CED nmmpi,-.l-.-.l ,-.,-.;-_’I_I Browse,.. I

OK I C | |
ance land manually send it later to a parent CA:
File name: I\_ T MSCA-SCER. smmglobal.net_smmalobal MSCA-SCEP-CA.reg Browse, .. |

@ You must manually get a certificate back from the parent CA to make this CA operational.

CA MName

Certificate Request

Certificate Database
Caonfirmation
Progress

Results

< Previous | Mext = | Install Cancel

26. Select the CA from the list and OK from the selection window and click Next.

Note: If no CA is displayed the Root CA Option is recommended.

27. Review the default database directories and Next.
28. Review the subordinate CA’s configuration and click Install:



Add Roles Wizard |

EE:F Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles
1" 1warning, 1informational messages below

ADCS T
Role Services ':i:' This server might need to be restarted after the installation completes.,
Setup Type ~| Active Directory Certificate Services
CAType Certification Authority
. 1", The name and domain settings of this computer cannot be changed after Certification Authority has
Private Key ALY :
been installed.
Cryptography CA Type : Enterprise Subordinate
CA Mame CSP: RSA#Microsoft Software Key Storage Provider
; Hash Algorithm SHAZS58
Certificate Request Key Length : 3045
Certificate Database Allow CSP Interaction : Disabled
Confirmation Certificate Validity Period : Determined by the parent CA
- - Distinguished name : CMN=smmglobalM5CA-5CEP-CA,DC =smmglobal, DC=net
Progress Certificate Database Location : C:\Windows\system32\CertLog
Results Certificate Database Log Location :  C:\Windows\system32\CertLog
Online Parent CA Information : AD-SMMGLOBALMET . smmglobal. net\SMMGLOBALMET-CA

Print, e-mail, or save this information

< Previous MNext > | Install I Cancel

Note: The installation can take up to 10 minutes.

Install the DNES service role
29. From the Server Manager console, expand Roles right-click on the Active Directory Certificate Services and click
Add Role Services.
30. Check the Network Device Enrollment Service, when prompted click Add Required Role Services and Next to
continue.
31. Click Select User... and add the SCEP user account created earlier:

¥ Spedfy user account (recommended)

I Windows Security X User... I

" Usethe AddRole Services
Spedfy a name and password.

Domain: SMMGLOBALMET

B scep_service_account
|

04 Cancel

< Previous Mext = Install Cancel

Note: If a notification appears that the user is not a member of the IIS_USERS group on the local machine repeat Adding
a user to the machine’s local 1IS_USERS group.

32. Next to continue to the RA (Registration Authority) Information section.

89



33. Optionally enter the certificate administrator’s contact information. Ensure to not abbreviate the
State/Province name:

x

Role Services A registration authority will be set up to manage Metwork Device Enrollment Service certificate requests. Enter
the requested information to enroll for an RA certificate.

Specify Registration Authority Information

User Account

RA Information

Required Information

Cryptography
Web Server (I15) RA Mame: IMSCA-SCEP-MSCEF‘-RA
Raole Services Country/Region: IUS {United States) j
Confirmation
Progress COptional Information
Results E-mail: Iadam_burner@au‘ne.cnmpany.org
Company: IACME
Department: ICr\,u'pb:ngraphy
City ISpringﬁeId
State/Province: IOregon

< Previous | Mext = I Install | Cancel |

34. Click Next and ensure that 2048 or 4096 are selected for the key character lengths and Next .
35. Next through the Web Server (IIS) Introduction page.
36. Accept the default features and Next:

Add Role Services P

e
;'{JE Select Role Services

Role Services Select the role services to install for Web Server (II5):
User Account Role services: Description:

RA Information Web Server providessuppartfor
£ I 21 HTMLWeb sites andoptional support

Cryptography S Camman HTTP Features for ASP.NET, ASF, and Web server
Static Content extensions. You can use the Web
Default Document Server to host an internal or external
Directory Browsing Web site or to provide an environment
HTTP Errors fordevelopers to create Web-based

HTTP Redirection applications.
Progress [[] wehDaY Publishing
Results = [E Application Development I
[] asp.MET
[] .NET Extensibility
[ asp
[ car
ISAPI Extensions
[] 154FI Filters
[] server side Indudes
B [E Health and Diagnostics
HTTP Logging
Logging Tools
Request Monitar
[¥] Tracina id

More about role services

Web Server (IIS)

Confirmation

< Previous | Mext = I Install Cancel

37. Review the configuration and click Install:



Add Role Services

Role Services
User Account
RA Information
Cryptography
Web Server (IIS)
Role Services
Confirmation

Progress

: E Installation Results

The following roles, role services, or features were installed successfully:

1" 1warning message below

1 Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is 2

~ automatically updated, turn on Windows Update in Cantrol Panel.
~| Active Directory Certificate Services '@' Installation succeeded

The following role services were installed:
Network Device Enrollment Service

| Web Server (I15) '@' Installation succeeded

The following role services were installed:
Web Server
Comman HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Application Development
ISAPI Extensions

Health and Diagnostics

Print, e-mail, or save the installation report

< Previous Mext > | Close I Cancel

Adding a Certificate to the IIS

38. Start > Run:
inetmgr

39. From the IIS Manager console select the SCEP server’s name on the left and open Server Certificates from the

Features View on the right:

% Internet Information Services (1I5) Manager [_ O[]

@ 3 [83 » MSCA-SCEP b

| -

File  Wiew Help

€--H17 18
&% Start Page
€| MSCA-SCEP (SMMGLOBALNET|A

Filker:

Gi?g! MSCA-SCEP Home

- (G - G shaow al | Groupby: Area - [E-

115

Authentication Compression

Management

Confi
Ei

= /__,

@
Dafault Directary Error Pages  Failed Request Handler HTTR Rediract HTTP ISAPIL and CGI
Document Browsing Tracing Rules Mappings Respo... Restrictions
o - -~
A P 2
a3 @
Modules Qukput r worker

Processes

Caching

Shared

Delegation  Configuration

Ready

4 | wi [E]Features view | - Content View

Open Featurs

Manage Server

™

Restart
b Start
Stop
Yiew Application Paols
View Sikes
'@' Help

Online Help

%

40. If an SSL certificate is already issued to this machine, it will be displayed along with the CA certificate. Select one

of the three options below to bind an SSL certificate to this machine.

Temporary Self-Signed Certificate
41. On the right, click Create Self-Signed Certificate...
42. Enter a friendly name for this certificate to identify it and OK.

Import a PKCS Certificate

43. Transfer the PKCS certificate to the machine.

44. From the IIS Manager > Server Certificates click Import... on the right.
45. Browse to the certificate file and click OK.

46. Enter the passphrase for the certificate file.

Request a Certificate from a Certificate Authority
47. From the 1IS Manager > Server Certificates click Create Certificate Request... on the right.
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48. Enter the server information into the request.

Note: The Common Name must match the published domain name of the server. Do not abbreviate the State/Province
field. Contact your public certificate authority for how to fill in this request:

Request Certificate [ 7] |

M Distinguished Name Properties
@l
™

Specify the required information For the certificate, Skate/province and Cikw/locality must be specified
as official names and they cannot contain abbreviations.

COMMmOon Mane: I*.acme.cnmpany.nrg

Qrganization: I.ﬂ.CME

Organizational unik: ISecurit-,,a

ity flocality ISpringFieId

Skate/province: IDregu:un|

Countryregion: II_IS j

Brewvious | Mext I Fimish Zancel

49. Next to the Cryptographic properties and ensure that 2048 or 4096 are selected for the Bit Length and Next.

Request Certificate Ed

| Cryptographic Service Provider Properties
ol
™

Select a cryptographic service provider and a bit l[ength. The bit length of the encryption kew
determines the certificate's encryption strength. The greater the bit length, the stronger the security,
Howewver, a greater bit length may decrease performance,

Cryptographic service provider:

Eit lenigth:

2045 |

Previous | Mexk I Fimish Zancel

50. Save the CSR (Certificate Signing Request) file and Finish.

51. Send the CSR to the CA, following their instructions.

52. Once a certificate is issue click Complete Certificate Request... from the 1IS Manager > Certificates console and
follow the wizard to import the new certificate.

HTTPS Bindings
53. From within the 1IS Manager, expand the Sites and right-click on the Default Web Site and select Edit Bindings.
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54. Click Add and select HTTPS for the type and the new SSL certificate:

Add site Binding HE|

Type: IP address: Park:
Ihttps j IF'.II Unassigned j |443
Hosk name:

S5L certificate:

— . MR |
(0] 4 I Cancel |

55. Click OK and Close out of the Site Bindings window.
56. Download and transfer the ADSC Communicator installer to the MSCA server:

3 Mobility Manager
Download 05 Work Hub Euilder
Dashboard

Users Android Work Hub

The Android Work Hub presents a marketplace interface to mobile users and displays new and updated
Devices apps they can download from Mobility Manager. The Work Hub also implements Android netifications
and device management comrmancs,

Apps Mobile users usually download the mobile client using a link in the invitation ernail they receive when
they're added to the systemn,

Content You can also rebrand the Android Work Hub with a customn icon and title,

Policies and rules Download Android Work Hub

Reports
Dovnloads MDM (Mobile Device Managernent)

Settings i0% MDM CSR

After downloading the CSR, email it to MobileCSR@symantec.com, Indude your name, company, and a
contact phone number as well as the reguest. You'll get a reply with the Apple CSR. Upload the Apple
CSR to https:/identity apple.comypushcert/ which will provide a .perm file.

Download i08 MDM CSR

ADCS Communicator

The ADCS Communicatar allows Mobility Manager to communicate with Active Directory certificate
services. Install the ADCS Comrmunicatar in the same domain as your Microsoft Certificate Authority
instance and run as a user that has the ability to communicate with Active Directory Certificate Services
through DCOM.

Available only for 64-hit Windows Server 2008 R2 and higher.

Download ADCS Communicator

Copyright € 2010-2015 Symantec Corporation. All rights reserved.

@ SymantecADCSCommu.....msi
2.112.1 MB, 0 secs left

57. Download and install the .NET Framework 4:

http://www.microsoft.com/en-us/download/details.aspx?id=17851

Note: A system reboot is required after installing .NET 4.

58. Run the SymantecADCSCommunicator.msi file, to begin, click Next.
59. Take note of the installation path, click Next.
60. Enter the scep user’s credentials for the Account name and Password; click Next:

Secure proxy

The Secure Proxy provide
servers via a proxy instal
access to the Email Infras
For 64-hit Redhat/Cent(

Download secure pro

About Mobility Mana
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i'.:irla Symantec ADCS Communication Service Setup

Service account

Enter service account details,

Specify the logon account Far the Symantec ADCS Communicakion Service service,

Account name (Example: domainiuser or user@damain):

|ﬂ. netiscep_service_account

Password:

The account entered here will nok be walidated, Make
sure that the account details entered are correct,

Back. I Mext I Zancel

61. Enter the RabbitMQ information for the Mobility server.

Important: If a local RabbitMQ service was used, STOP and read the beginning of this article. A production RabbitMQ
service is required. See HOWT0110356 to deploy a production RabbitMQ cluster. If this article was followed, all this
information is stored on the Rabbit server in /var/log/rabbit-install.log

i'é'a Symantec ADCS Communication Service Setup !E[ |

R.abbitMQ setup
Enter RabbitMO connection details,

Hostnarme)TP:

Jrmaster smmglobal, net

Port:
5672

Wirkual Hosk;

Jmobilemg

sername:

Jmabile

Passwiord:

Back. I Mext I Zancel

62. Verify that the domain information is correct and enter the server’s published hostname, click Next.

Note: The server’s hostname is the name used for the CN (Common Name) in the certificate, unless the certificate is
wildcard. This hostname needs to be resolvable from the Mobility FE (front-end):


http://www.symantec.com/docs/HOWTO110356

: i'é'a Symantec ADCS Communication Seryice Setup
I
' Certificate Authority setup

Enter Domain and Certificate suthority details,

Crarnain:

| S———

Hostname {optional):
msca-scep, E——_—— |

Directary Path (optional):
Far key recovery wia A0 (e.q.: dc=domain, dc=com])

Back. I Mlexk I Cancel

63. Enter the MSCA’s SCEP/NDES admin URL and see the tip below...
Tip: To test this URL, enter it into a browser, enter the SCEP user’s credentials, click Log In:

[ maca-scep ke oty mscen_admin

Authentication Required

The server http:/fmsca-scep.smmglobal.net: 80 requires a
username and password,

User Mame:  scep_service_accountd S ret

Password: | R |

Log In Cancel

After log in:

= C' [ msca-scep. semmmpbalagh et/ cortsry /mscen_adming

Metwork Device Enrollment Service allows you to obtain certificates for routers or ather network devices using the Simple Certificate Enrollment Protocal (SCEP)
To complete certificate enrollment far your network device you will need the following information

The thumbprint (hash value) for the CA certificate is: 4211 ASSCoiikiindkBai@O0onSBulbsindilg >

The enroliment challenge password is: 32F57663E972E319

This passwiord can be used only once and will expire within 60 minutes

Each enrollment requires a new challenge password. You can refresh this web page to obtain a new challenge password

Far mare information see Using Metwork Device Enrollment Service

Once the URL is confirmed, click Next.
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i'g!,'l Symantec ADCS Communication Service Setup

NDES (SCEP) setup

Enter MDES information if wou plan ko use SCEP Functionality,

Mdes Admin Ll
(skandard; htbp:/fserver/certsry fmscep_admin)

Back I Mexk I Cancel

64. Click Install.

Add a Certificate Authority to Mobility
65. From the MSCA server, click Start > Run and enter MMC.
66. Click File > Add remove snap-in, select Certificates and click Add.
67. Select Computer Account and Next.
68. Ensure Local computer is selected and click Finish.
69. Click OK.
70. Expand the Certificates (Local computer) tree to Personal Certificates.
71. Right-click on the CA certificate and select All tasks > Export.
72. Click, Next; select No, do not export the private key and click Next.
73. Select Base-64 and click Next.
74. Save the file as CA_cert.cer and click Next.

Note: This certificate needs to be accessible from the workstation accessing the Mobility admin console as it will be
uploaded to the server.

75. From the Mobility Admin console > Policies and rules > Device profiles, click the + (plus) symbol next to
CERTIFICATE AUTHORITY:
76. Name it, MSCA and select Microsoft Certificate Authority for Type:

MNew Certificate authority profile

Name® ‘ Msca|

Dezcription

Type™ Microsoft Certificate Authority v

77. Under Settings enter the Domain Name and Hostname from step 62, click Test connection. A green checkbox is
displayed. If after some time it errors, verify that the Mobility server can resolve this hostname. Add it to the
DNS or modify the server’s /etc/hosts file.
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MNew Certificate authority profile

Name® MSCA
Description
Type™ Microsoft Certificate Authority T
Settings

Domain name and hostharne must match the values specified in the Adive Directary Certificate Services installer,

Domain Name”* g | ot
Hostname Msca-scep. Mk | et Test connection [}

New root certificate Chaose File | Mo file chosen

File type must be .cer, .crt, .der, or .pem

78. Finally, click Choose File and browse to the certificate exported /saved in step 74. Click Save.
79. Click the + (plus) symbol next to the CERTIFICATE TEMPLATE profile.

80. Name it, IPSec and select the MSCA as the Certificate Authority.

81. For the template name, enter IPSECIntermediateOnline and click Validate Template Name:

Mew Certificate template profile

Name™ IPSec

Description
Settings
Certificate authority™  MSCA v
Microsoft CA template hame™ IFSECIntermediateCOnling Walidate Template Mame [}
Policy details™  Key 5iZe 2048 bits v
Certificate template variables
Name Value
Subjecthlarne CH={userfirst_narne} {u:
SAR_UPH fuser.emaill
Tokens
Device tokens User tokens LDAP tokens
) ) ) fidap
Idevice device_class} fuser.emaill * means any LDAP setting
Idevice IMED fuser.first_narne}
{device.narne} fuser.id}
{device.platfarm} fuserlast_narme}
{device.product_string} fuser.usernarme}
fdevice. serial_number}
{device udid}
Irlevire nnirne irdentifier!
Cancel
82. Click Save.

83. Click the + (plus) symbol next to SCEP.
84. Name the Profile SCEP and enter the URL of the MSCA enrollment service. The FQDN is this URL needs to be
resolvable from the Mobile Devices. EG https://msca-scep.acme.company.org/certsrv/mscep/mscep.dll

Tip: Test this URL in a workstation to ensure that it arrives at the device enrollment page of the MSCA/NDES server.

85. Select Generate Per Request for the Challenge Password.
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86. Navigate, from the workstation, to the SCEP admin URL from step 63 and copy the CA’s thumbprint as the
Fingerprint.

Note: Spaces in the Fingerprint/Thumbprint are okay.

87. Select IPSec as the Template and 2048 as the Key strength; click Save:

Mew SCEP profile

Mizsing data: URL cannot be blank or an ernpty string.

Mame® SCEP

Description
Settings
URL" i mrmglobal.netd
Challenge password Mane
= Generate Per Request
tdaster Challenge Password
Retry count R
Retry period 5 ¥ minutes
Fingerprint 4211495C 2BABCELS 40365808 456E4B82
Certificate template IPSec ¥

Subject' CM={userfirst_narmel}{user.last_name}
SAM type  Mone
Subject alternative name  {user.ermail}
Key Usage ¢ Signing and werification ¥ Encryption and decrgption

Key strength 2048 hits v

Cancel

88. Click the + (plus) symbol next to CREDENTIALS and name the credential Device Enroliment.
89. For Certificate type select SCEP.
90. For the SCEP Profile select SCEP, and click Save:



MNew Credentials profile

Name" Dewice Enrallment
Description
05 i0s

Settings

Select the certificate profile that will be pushed to a dewvice and stored in the general keystore to use with brovesers and apps,

Certificate type SCER A

SCEP profile SCEP v

Cancel

Add the SCEP Profile to a Device Policy
91. If not device profile has been created, create one.
92. Select the profile and click the edit symbol (Pencil).

93. Ensure enable MDM for iOS devices is checked and scroll down to the bottom of the edit window.

94. Under Credentials click Add and select Device Enrollment.

95. Save the profile and test it by enrolling a new iOS device that does not already have an MDM profile installed.
96. Verify that the server has issued a SCEP certificate by going to the Server Manager and expand Active Directory
Certificate Authority > Server_Name > Issued Certificates. There should be a new certificate(s) issued to users

by the First and Last names:

Eﬁ Server Manager

File Action Wiew Help

H'a

&9 7=l = H=

_ia Server Manager {SCEPMET)
=] 5 Rales

| Pending Requests
| Failed Requests
| Certificate Templates
'@_5_1 Web Server (115)
ﬁ;j Features
7 Diagnostics
Cff} configuration
=5 Storage

=] 'ﬁ Active Dirsctory Certificate Sarvices

Issued Certificates

Requesk ID |Requester Mame |Binar Certificate

&4 Enterprise PKI Sz T - EEGIN CERTIFICATE----- MITFUTCCEKGgAwWIBAQIKYRezhal
T Certificate Templates (AD- SaamuumweER——. ) | T -] BEGIMN CERTIFICATE-—-- MIIFpzCCBI+gAwIBAQIKYRE1 0w,
El ¢l m——SCEPNET-CA El+ T BEGIN CERTIFICATE-—— MIIFaTCCBFGOAWIBAGIKESKIEAF
| Rewvoked Certificates
| Issued Certificates Certificate

General | Detais | certification Path |

a Certificate Information

This certificate is intended for the following purpose(s):
* Allows secure commurication on the Internet

Issued to: East User

Issued by: IEpiingly>CEPNET-CA

valid from g/ 25/ 2015 to &/ 24/ 2017

Issuer Shatement |

Learn more about certificates
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Manual installation of an in-house certificate on Android and iOS

Important: The below article should only be used by technical professionals or when instructed by a trusted and
qualified technician. It is divided into two main parts; the first is directed towards how to obtain and publish the

certificate, making it available for the device. The second will add an in-house certificate to the devices’ certificate store

trust. This means that any certificate, application or website using a certificate by this source will be trusted to the

device.

Terms of use for this information are found in Legal Notices.

Contents
Manual installation of an in-house certificate on Android and iOS..........covviiriiieriiennie e, 100
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Ta I = T Y= g TN oY ] o= < T S 103
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FO S e ann 104

Obtain the root/intermediate certificate

1. Use one of the following methods to obtain the root certificate which will be published to an internal site for

devices to download.

Note: If the openca.sh script was used to create a temporary certificate to install Mobility as part of the Mobility A to Z

guide the certificates are stored in the /home/<USERNAME>/certs/ directory on the server. Use the cacert.cer for

device authentication.

Method 1: Using a PC

a. Open Chrome or Internet Explorer and navigate to any internal site hosting an in-house issued

certificate.

Note: If prompted with a certificate warning, verify the URL and click proceed.

€ C f | xbups//westsmmglobal.net/portal/login

Your connection is not private
Attackers might be trying to steal your information from west.smmglobal.net (for

example, passwords, messages, or credit cards)

[ Automatically report details of possible security incidents to Google. Privacy policy

This server could not prove that it is west.smmglobal.net; its security certificate is not

trusted by your computer's operating system. This may be caused by a misconfiguration or
an attacker intercepting your connection.

roceed to west.smmglobal.net (unsafe!

b. Click on lock icon

preceding the URL in the address bar and view the Certificate information:
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(x baps:/ /west.smmglobal.net/portal/login

west.smmglobal.net b4

Your connection to this site is not private.

Permissions Connection

The identity of this website has not been verified.
« Server's certificate is not trusted.
Certificate information

Your connection to west.smmglobal.net is
encrypted using an cbsolete cipher suite.

The connection uses TL5 1.2,
The connection is encrypted and authenticated

using AES_ 128 GCM and uses RS54 as the key
exchange mechanism.

What do these mean?

c. Inthe certificate viewer window click the “Certification Path” tab, select the certificate one level up
from the bottom and click “View Certificate”:

ah Certificate
General | Dietails | Certification Path
Certification path

@ openca.domain. com

----- {ﬁl west, smmalobal.net

View Certificate

Certificate status:

is CA Root certificate is not trusted because it is not in the Trusted Root
Certification Authorities store.

Note: If the root/intermediate certificate is not displayed use the Linux method to extract the CA certificate.

d. A new certificate viewer window will appear showing the details of the intermediate/root certificate.
Select the “Details” tab and click “Copy to File”:
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oh

Details | Certification Path

Certificate

Show: | <All= W |
Field Value
'I.n'ersion V3
=] serial number 00 b0 1d 2c €9 2c 36 f9 92
Signamre algorithm shaZ5aRSA
Signamre hash algorithm sha2sa
Issuer openca.domain., com, Mobility, ...
'I.n'alid from Thursday, December 10, 2015...
'l.n'alid to Sunday, December 7, 2025 &:...
=] hiart Anenca dnmain cam_ Mahilit

Edit Properties. .. | Copy to File... |

[ ox |

e. Inthe Certificate Export Wizard click Next, ensure DER is selected, click Next. Click “Browse” to name
and save the certificate to the workstation:

¢ Save As
1 » ThisPC » Desktop v & Search Desktop »
Organize « MNew folder f= - (7]
. -
1% This PC " Mame Date modified Type Size ~
i Desktop - -
T |yl TestCA3.cer 12/10/2015 %50 AM  Security Certificate 2k8|
ocuments
j Downlosd |=] appeenter.cer MA7/2005 1115 .. Security Certificate 2KB
ownloads
B Muc . [=] VeriSignintermediateCA.cer 11/16/2015 832 PM - Security Certificate 2KB >
L=
File name: | TestCA3.cer v|
Save as type: | DER Encoded Binary X.5309 (*.cer) v |
I~ Hide Folders Save | | Cancel |

f. Finally click Next, review the certificate details and click Finish:

Certificate Export Wizard

The export was successful.
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g. The file may now be uploaded to either a file Share site such as Box or an internal website for secure
publishing.

Method 2: Using OpenSSL on Linux
a. From an Unix/Linux machine ensure that OpenSSL is installed and updated to the latest version with one of
the following commands:

#sudo yum -y install openssl
Or
#Hapt-get install openssl|
b. Enter the following command to obtain the issuer certificate and save it to a file named “mycertfile.pem”:

# openssl s_client -showcerts -connect <FQDNofMobilityFE>:443 </dev/null 2>/dev/null|openss| x509 -
outform DER >mycertfile.pem

c. Publish this certificate to a file share service like Box or an internal site accessible by the end-user device.
Installing the certificate

Android

1. Navigate to the site hosting the certificate:

E cacert.pem

Preview not available

Download

2. Download the certificate:

cacert.cer downloaded

3. Swipe down from the top and tap the download to open the Certificate.
4. Name the certificate and tap ok:
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Name the certificate

Certificate name:

In-house CA

Credential use:
VPN and apps

The package contains:
one CA certificate

CANCEL OK

5. If prompted, enter the device PIN/Password:

Bowilommeasds ¥ 1204

Confirm your PIN

Confirm your PIN

6. A certificate installed message should be displayed:

In-house CA is installed.

i0S

1. Open Safari and navigate to the company site hosting the certificate:
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B TestCA3.cer

Preview not available

Download

2. After tapping the download link iOS will direct the viewer to an Install Profile wizard. Tap Install and enter the
device credentials, if prompted.

Important: Tap More Details to confirm that this is a Certificate and does not contain any management or restrictive
profiles, if there any restrictive or device management profiles STOP and verify that that the certificate is being
downloaded from a reputable source:

CERTIFICATE

openca.domain.com
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Cancel Install Profile Install

openca.domain.com

Signed by openca.domain.com
Not Verified

Contains Certificate

More Details

3. Tap Install from the warning page:
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Install

Cancel

4. Finally the certificate should show as “Verified”:
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Profile Installed Done

openca.domain.com

Signed by openca.domain.com
Verified v/

Contains Certificate

More Detalils
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How to administratively intercept an email sent by a Mobility server where there is
no SMTP available

Note: These steps are to be used if there is no working SMTP or outbound delivery method available in the
environment. For steps on how to connect to an SMTP server see the appendix at the end of this article.

1. Backup the settings configurations found in /usr/local/nukona/appstore_cu/appstore_cu/settings_local.py:
cp /usr/local/nukona/appstore_cu/appstore_cu/settings_local.py

Jusr/local/nukona/appstore_cu/appstore_cu/.backup_settings_local.py

2. Change the SMTP mail relay after completing the bootstrapping process: open a terminal to the FE. As root edit
/usr/local/nukona/appstore_cu/appstore_cu/settings_local.py:
vi /usr/local/nukona/appstore_cu/appstore_cu/settings_local.py
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EMAIL_PROXY_TYPE='localhost'
EMAIL_HOST='localhost'
EMAIL_HOST_PASSWORD ="
EMAIL_PORT=25
EMAIL_HOST_USER="
EMAIL_USE_TLS = False

For example:

Restart Mobility Services:
sudo /etc/init.d/appcenter-services restart

3. Backup the postfix configuration file:
cp /etc/postfix/main.cf /etc/postfix/.backup_main.cf
4. Comment out any duplicate directives and add the following to the end of the file:

smtp_sasl_auth_enable = No
smtp_sasl_security_options = noanonymous
smtp_tls_security_level = may
header_size_limit = 4096000
relayhost = [localhost]:25

5. Restart the postfix services:
service postfix restart

6. Clear the current mailg with the following command:
postsuper -d ALL

7. From the Mobility admin console, send a reset email to the administrative account:

globaladmin

G Obé‘ fl\d ﬂlﬂ Manage user ~

User name globaladmin

8. View the queue with the following command:
mailg
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For example:

9. Copy the Queue ID for the message to the clipboard and enter it into the following:
postcat -q <QueuelD>

For example:

10. Finally enter the URL to reset the administrative password.

Tip: Postfix mail logs are stored in /var/log/maillog

Using telnet to confirm SMTP connectivity between the Mobility front-end (FE) and
the SMTP server

1. Install telnet client:
sudo yum -y install telnet
2. Enter the following syntax:
telnet <FQDN> <PORT>

For example:
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3. Once the above or something like it is displayed, enter the following to manually send a message through the

4.

5.

7.

8.

SMTP service.
Type the following followed by hitting <enter>:
EHLO <domain>

For example:

Enter the following as the from address:
MAIL FROM:<email>

For example:

MATI. FROM:adam burn

350

i

Enter the recipient’s email address:
RCPT TO:<email>

For example:

Type the following command to tell the server that you are ready to send data:

DATA
Type the following:
Subject: test message from Mobility server

Press Enter twice (there is no response to this action).

9.

Now enter the message body:
This is a test message

10. Type a period at the end of a blank line to send the message:
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Bootstrapping and repairing RabbitMQ configuration on a production Mobility
front-end

1. Mount the Mobility server’s corresponding ISO (5.3 or later) to the system:
mount -o loop /tmp/symantec_appcenter_5.4.1_Linux_ML.iso /mnt/iso

Note: To find the version, from the admin console select About Mobility Manager at the bottom.

2. Run the ./setup.sh utility, as root:
./setup.sh

3. Select Tools and <enter>
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Please select one of the following
options=
R s (a (o {s{s (o {oi{s (s (o {a{s (o {sifs (a (o {sifs (o {sfs (o {als (o {as [ o {ss
b4 0 TITnstall Mobility Manager

1 Upgrade Existing Installation

x
x @ 5B
m

< Quit >
ggggagagagaggggdgagagagagagagagaggagagggad]

4. Select Add RabbitmQ To Bootstrap and <enter>

Select a tool
1 ggggaagaagaagaagaagaagaagaagaagaagaagad

x 0 Configuration Checker

PO Wl i RabbitMQ To Bootstrap

x 2 WValidate Bootstrap Config File
b4 32 Outbound Connection Checker

m

oo (o (o doife (o (o gofe (o (o dofe (o (o fofe (o (o dofe (o (o fo (e (o (e e (o (o (e (o (e (e (s (s (e ]

5. Select Host and <enter>

Update your bootstrap
configuration to allow RabbithMd
connections for task and MDM
management .
lgggggagagaaaagaagagaagagagagagad
Host

Port

User

Password

Virtual Host

Update Bootstrap Config

= I
ok L P

goaagaaagaaaaaaagaaagaaagaaaaaaaaaggd

6. Enter the address of the RabbitMQ server. If using a local server, enter localhost otherwise use the hostname of

the RabbitMQ master server. <enter>
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EabbitH} Host Address

7. Select Port and use 5672:

RabbitM) Port

<Cancel>

8. Forthe User enter guest if a local server is used, otherwise enter the username set during the RabbitMQ
installation:

RabbitM) U=zername

<0k> <Cancel>

9. Forthe Password also enter guest if a local server is used, otherwise enter the password set during the
RabbitMQ installation:

EabbitMM} Password

<0k> <Cancel>

10. For the Virtual Host enter / if a local server is used, otherwise enter the virtual host as configured during
installation:
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BabbitMQ Virtual Host

<Ok> <Cancel>

11. Select Upgrade Bootstrap Configuration and <enter>

Update your bootstrap
configuration to allow RabbitMQ
connections for task and MDM
management .
lgggogagagagaaaadadggagagagagaggd
Host

Port

User

Password

Virtual Host

Opdate Bootstrap Confi

== A - -

<Ok B

daaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaagad

12. Restart the appcenter-services, as root:
service appcenter-services restart

13. Finally tail -f the following log file to determine whether a connection to rabbitMQ was successfully established:

tail -f /var/log/symantec-mdm/services/CertificateManager.log

How to uninstall Symantec Mobility Suite
https://www-secure.symantec.com/connect/articles/how-uninstall-mobility-suite-542-and-refresh-dependencies
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How to manually add a certificate to the Mobility Java keystore

Problem

The Secure Proxy's NGINX /usr/local/nginx/logs/controller.log file has "Failed to create SSL Connection" on the
javax.net.ssl.SSLHandshakeException. This SSL handshake error is preventing the Secure Proxy server from registering to the Symantec
Mobility Front End.

This same error may also prevent email sync and push functionality while communicating between the EAS/EWS front ends. See the note
below regarding how to use these same steps to resolve other SSL Java related connectivity issues.

Error Message
javax.net.ssl.SSLHandshakeException

Cause
The SSL certificate installed on the network resource is not trusted by Java.

Solution

Note: Several things can cause an Secure Proxy server to not be able to register to a Mobility Suite Front End (FE) server or lose it's
connectivity thereto. First verify that the server has direct outbound access over TCP 443 to the fully qualified domain name (FQDN) of the
FE. Also confirm that a local administrative account is being used to register the Secure Proxy to the FE. Steps 5 and 6 may be repeated
substituting the internal CAS/EAS/EWS server FQDN for the Mobility FQDN in the keytool command if having this connectivity issue while
attempting to send/receive email or register the impersonation account.

1. Verify that Oracle JRE 1.8 or later is installed by entering the following, as root:
java -version
2. If the output of the above command contains Open]DK or an earlier JRE version, remove the OpenJRE package by entering the
following, as root:
sudo yum -y remove java
3. Download find for Linux x64 by navigating to http://www.oracle.com/technetwork/java/javase/downloads/jre8-
downloads-2133155.html
Tip: For step by step guide on how to transfer files between a Linux and Windows see HOWTO110248.
4. Once the RPM, from step 3, has been transferred to the Secure Proxy server, run the following command, as root from the
location of the jre-8u45-linux-x64.rpm file, to install Oracle JRE:
rpm -ivh jre-8u45-linux-x64.rpm

= $# rpm -1

B e s s e e s s e O

5. Once JRE is successfully installed transfer the SSL certificate, installed on the Mobility Suite FE to the Secure Proxy by entering a
command like:
openssl s_client -showcerts -connect <FQDNofMobilityFE>:443 </dev/null 2> /dev/null|openssl x509 -outform PEM
>mycertfile.pem
Note: The SSL certificate of the Mobility Suite FE has been stored into a file named mycertfile.pem. If troubleshooting Email
Proxy to EAS or CAS connectivity substitute their locations in place of the FQDN of the Mobility Suite FE.

o= = o=

6. Add the certificate file to the Java trust by entering the following, as root:
keytool -import -noprompt -trustcacerts -file mycertfile.pem -keystore /usr/java/jrel.8.0_45/lib/security/cacerts
Note: The default Java password is: changeit

= ¥ e

was added to

Note: If adding additional certificates for the EAS and CAS servers use the -alias tag to give the certificate a specific
name. For example:
keytool -import -noprompt -trustcacerts -file cascert.pem -alias cascert -
keystore /usr/java/jrel.8.0_45/lib/security/cacert
7. Ensure that the latest Secure Email ISO has been downloaded from the Mobility Suite FE by navigating to the Mobility Admin

Download secure email prog
console > Downloads and click (Download secure email proxy).
Tip: To get to the Mobility admin console navigate to https://<FQDNofMobility>/admin/login
8. Transfer the ISO to the Secure Proxy server.
Tip: For step by step guide on how to transfer files between a Linux and Windows see HOWTO110248.
9. Create a new mount point for the ISO by entering the following, as root:
mkdir /mnt/iso
Tip: If the /mnt/iso directory already has an ISO mounted, close any sessions accessing this location and type, sudo umount
/mnt/iso
10. Mount the transferred ISO to the /mnt/iso directory by entering the following, as root:
sudo mount -o loop <PathToSecureProxyISO> /mnt/iso
11. Change the terminal's directory to /mnt/iso:
cd /mnt/iso
12. Remove any previous installation by entering the following, as root:
sudo ./setup.sh --uninstall
13. After the un-installation completes, re-install by entering the following, as root:
sudo ./setup.sh --install
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14. Complete the installation by following the Mobility Suite Administration Guide
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