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Dear CA Customer:

The purpose of this Advisory is to inform you of a potential problem that has been recently identified with CA Single Sign-On (Formerly called CA SiteMinder®).  Please read the information provided below and follow the instructions in order to avoid being impacted by this vulnerability.

PRODUCT(S) AFFECTED: WebAgent-Option Pack, CA Web Access Gateway (Formerly called CA Secure Proxy Server) and CA Agent for SharePoint 	

RELEASE: All versions

PROBLEM DESCRIPTION: 
One of the URLs in the three components listed above is vulnerable to an XXE (XML External Entity) type attack. However, CA Single Sign-On is not using this particular URL for its current set of functionality.
	
CA is classifying this as a medium risk vulnerability.
 
SYMPTOMS:
When a POST request with XML content---which contains an external DTD reference---is issued to the router servlet that is configured in affwebservices, an exception will be thrown.
 
IMPACT:
If the external DTD had any reference to a local file, then the system would try to read the file contents.  This has the potential that any file on the filesystem can be read depending on the privileges of the owner of the process hosting affwebservices.
 




WORKAROUND:
Comment or remove the below shown snippet in web.xml of affwebservices and restart component.  Removing this snippet will not affect the functionality of the overall component.

<servlet>
 <servlet-name>router</servlet-name>
    <display-name>Apache-SOAP RPC Router</display-name>
    <description>This is the main servlet that dispatches the SOAP requests to registered web services</description>
    <servlet-class>org.apache.soap.server.http.RPCRouterServlet</servlet-class>
    <init-param>
      <param-name>faultListener</param-name>
      <param-value>org.apache.soap.server.DOMFaultListener</param-value>
    </init-param>
</servlet>

<servlet-mapping>
    <servlet-name>router</servlet-name>
    <url-pattern>/router/*</url-pattern>
</servlet-mapping>
 







PROBLEM RESOLUTION:
The issue will be fixed in all subsequent releases of the affected components.  
Note: If you upgrade to a different version that does not yet have the fix, you may need to change the web.xml file again as instructed above as it may be overwritten.

If you have any questions about this Advisory, please contact CA Support.
 
Thank you,
CA Support Team
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