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Requirements

About Client Management Suite

Client Management Suite 7.1 from Symantec manages, secures and troubleshoots systems with greater
efficiency on more platforms, including Windows, Mac, Linux and virtual desktop environments. The suite
automates time-consuming and redundant tasks to minimize efforts and costs associated with deploying,
patching, supporting client systems and software.

Key Features

e Heterogeneous PC lifecycle management across Windows, Mac, Linux and virtual desktops.

e Accurate identification and inventory of authorized and unauthorized devices helps forecast current
and future hardware and software needs.

e Zero-touch imaging and migration to automate new system rollouts and technology refresh cycles.

e Comprehensive software management simplifies ongoing software maintenance by combining
software packaging, software delivery, application virtualization, patch management and
application usage.

e Integrated troubleshooting tools, such as remote control and out-of-band management, reduce the
time and cost associated with help desk activities.

Key Benefits

e Implement a single management framework for distributed, heterogeneous client environments
e Manage change with confidence by driving predictable and repeatable day-to-day operations
e Make smarter, faster decisions based on real-time, data-driven conclusions

e Drive innovation by automating common IT processes and adopting new technologies without
adding new tools, people or methodologies




About HP Client Manager Requirements

HP System Software Manager

The HP System Software Manager (SSM) is a utility that automatically detects and updates BIOS, device
drivers, and management agent versions on your networked PCs.

Streamline mass deployment of HP System Software updates

Simplify the complexity of PC HP System Software management

Optimize PC performance

Reduce total ownership costs

Provide a stable and consistent PC environment key features

Automatic detection of hardware and out-of date BIOS & HP System Software

Automatic installation of latest HP System Software to multiple PCs simultaneously

Updates can take place remotely and in silent, unattended mode so you don't have to leave your
chair

e Summary report is created for tracking and management purposes

HP SoftPaq

HP SoftPaq Download Manager provides a simple, powerful way to download software updates for the HP
client PC models in your environment. HP SDM can significantly reduce the amount of time it takes to locate
and download updates. SoftPags can be downloaded in as few as three easy steps from a single user
interface after initial setup.

HP CMI Administrators Toolkit

HP CMI Administrators toolkit contains example scripts and documentation used in this article.

Objectives of this White Paper

The purpose of this white paper is for an administrator, with basic scripting knowledge, to be able to install
the SoftPag Manager, SSM, and HP sample scripts on to the Symantec Management Platform. This will allow
an admin to perform hardware setting changes and hardware monitoring using the sample scripts. It will
also enable an administrator to perform HP driver updates, and BIOS updates using the SoftPaq download
manager with SSM.

Another objective of this white paper is to teach an administrator how to create custom data classes and
custom WMI scripts through the sample provided. This sample will enable an administrator to gather data in
the Symantec Management Platform through custom inventory. This sample provided can easily be
customized for other HP WMI classes for more custom data classes and inventory in the Symantec
Management Platform.

Note:

The following instructions apply to the management of HP clients running Windows 7 and earlier. This
documentation is intended for use with HP System Software Manager version 2.15 Rev A. Future versions of
System Software Manager, in addition to the release of Windows 8, may require additional configuration as
noted in the Appendix.




Installing Softpaq Downloader on SMP

Setup and Usage Process Overview

The latest versions of Softpaq download manager are available

from HP at http://www.hp.com/go/sdm.

Installation and Configuration reference documentation can be found at:
http://h20331.www2.hp.com/Hpsub/downloads/SDM_SSM.pdf

Note: The SoftPaq Manager should be installed on the Symantec Notification Server.

General Requirements and Setup

.Net Framework 3.5 or later

Windows XP or Vista

Broadband Internet Connection (Proxies that require authentication are currently not supported)
512MB RAM minimum, 1GB recommended

1. Download HP SDM to the server running the Symantec Management Platform.

2. Run the installer file and Click Next.

_.?J HP SoftPag Download Manager - InstallShield Wizard

VERSION: 3.4.4.0REV: A
DESCRIPTION:

business dient PC models,
PURPOSE: Recommended
SoftPag MUMBER: SP55729
SSM SUPPORTED: NO
DEVICES SUPPORTED MjfA:

PREREQUISITES:

| ENHANCEMENTS:

TITLE: HP SoftPaq Download Manager

HP SoftPaq Download Manager provides a simple,
pawerful way to download software updates for HP

EFFECTIVE DATE: March 28, 2012
CATEGORY: Software - Solutions

Microsoft JNET Framework 3.5 or later

Fixed problem with getting the correct inventory of files
already downloaded in Product and Personal modes.

| v

=

< Back I Next = I

Cancel

3. Accept the License Agreement and Click Next.

License Agreement
Please read the following license agreement carefully,

End User License Agreement

|and HP or its suppliers. Other software.

¥ Iaccept the terms in the license agreement
€~ I do not accept the terms in the license agreement

Instlishield

|[PLEASE READ CAREFULLY BEFORE USING THIS EQUIPMENT: This End-Usar licensa A graament
= single entity) and (b) Hewlett Dackard
1D B 5

[Product’ mesns computer softwars 2nd mey inchude associated mediz, printed materials 2nd "ontine” or elactronic
|ocumentation. An smendment or sddendum to this EULA mey accompany the HP Broduzt

[RIGHTS IN THE SOFTWARE PRODUCT ARE OFFERED ONLY ON THE CONDITION THAT YOU AGREE
ITO ALL TERMS AND CONDITIONS OF THIS EULA. BY INSTALLING, COPYING, DOWNLOADING, OR.
JOTHERWISE USING THE SOFTWARE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS

5
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< Back I Mext > I

Cancel
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4. Choose an extraction location on the SMP for the SoftPaq install files.
X

Location to Save Files
Where would you like to save your files?

\
Flease enter the folder where you want these files saved. If the folder does not
exist, it will be created for you. To continue, dick Next.
Save files in folder:
& \SWSETUP\sp56729
Installshield
< Back Next = Cancel

5. The SoftPaq installer will start, Click Next.

Welcome to the InstallShield Wizard for HP
SoftPaq Download Manager

The InstallShield(R) Wizard will install HP SoftPag Download
Manager on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

| < Back Next > Cancel

6. Click Next to Start the Installer.

nload Manager - InstallShield Wizard x|

Welcome to the InstallShield Wizard for HP
SoftPaq Download Manager

The InstallShield(R) Wizard will install HP SoftPag Download
Manager on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties,

< Back MNext > Cancel




7. Browse to install location on the SMP to install the SoftPaq files and Click Next.

i':_-?a HP softPaq Download Manager - Installshield Wizard x|

Destination Folder

Click Next to install to this folder, or dick Change to install to a di

Install HF SoftPag Download Manager to:

C:\Program Files (x86)\Hewlett-Packard'HP SoftPag Download Change...
Manager\

Instzllshield

< Back Next > Cancel

8. Click Install.

i:‘-ﬂr HP softPaq Download Manager - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Instalishield

< Back Install Cancel

9. Check the box to launch the SoftPaq Download Manager and then Click Finish.

HP SoftPag Download Manager - Installshield Wizard

x|
Instalishield Wizard Completed

The Instalishield Wizard has successfully installed HP SoftPag
Download Manager, Click Finish to exit the wizard.

[ Launch HP SoftPag Download Manager

= Back I Finish I Canice!




Configuration Options for Softpaq

Configuration information can be found in the following PDF:
http://h20331.www2.hp.com/Hpsub/downloads/SDM_SSM.pdf

When HP SDM is run for the first time, a window is displayed that asks if you want to show only software for
the computer it is running on. Select the second option to display all supported models.

Once loaded, the Configuration window should automatically display. Optionally, you can go to Tools >
Configuration Options to bring up the Configuration window. If you do not see the menu option, you are
running in “This Computer” mode. Switch SDM to show all products by clicking on the Show All Products
button.

For each of the tabs, set the following options:

(See figure below)
Download
Download Directory

° Set to a folder that you can share. This can be either a local folder or a mapped network drive/folder. This will be the
location of your SSM File Store.

e  Download Structure - Set to Separate Folders by SoftPag Names. This helps with the management of SoftPags.
OS Filter

° Select from the list the operating systems that are running on the network. Note that not all operating systems listed
are supported by SSM1

Language Filter

e  Select the language versions of the operating systems on your network.

=

Download | Unpack I 08 Fllterl Languaage Fllterl Columns I
Download Folder (S5M Filestore):
I'C:"--.St:ﬂF‘ana\a\.'nIl:nal:IDirtal::’car:,r Browse |
Download Folder Options
¥ Single Folder

{” Separate Folders by SoftPag Mames

Mate: Changing this setting does not affect the location of any previoushy
downloaded SoftPags.

Prewview:
C:M\Soft PagDownload Directony spX30000  exe

oK Cancel

Once the options are set, you can select the model(s) of the products you want to update. Note Once all of
the selections have been made, you can save the configuration file for future use and backup purposes. This
preserves the download directory, download structure, OS and language settings, and the products you
selected. To save, go to File > Save Product Configuration.

ijmantec..



Downloading Softpaqs

Click Find Available SoftPaqgs to download a list of available SoftPaqs for selected systems. Only
SoftPags marked as SSM-compliant are added to the SSM database. To help with the selection process,
you can configure SDM to select all SSM-compliant SoftPags by clicking Select Softpaqs > Auto-
Installable (SSM-Compliant). Click Show Latest SoftPags to set SDM to display only the latest version of
each SoftPaq if multiple versions are available. When only the latest SoftPags are displayed, you can
click Show All SoftPaqgs to display all SoftPags.

(. HP'SoftPaq Download Manager

File  Tools Help
=8 2R ?
Product Catalog B Show This Computer

Find Available SoftPags ' Clear Al

D HP 500 Notebook PCs |
HP Compaq Notebook PCs —
HP Workstations
HP Business Desktop PCs
D HP Compaq d220 Desktop PC series
HP Compaq d230 Desktop PC series
HP Compaq d240 Desktop PC series
HP Compaq d260 Desktop PC series
HP Compaq d280 Desktop PC series
HP Compaq d230 Desktop PC
HP Compaq d325 Desktop PC series
HP Compaq d330 Desktop PC series 4
HP Compaq d520 Desktop PC seres
HP Compaq dc5000 Desktop PC series
HP Compaq dc5100 Deskiop PC series
HP Compaq dc5700 Deskiop PC series
. HP Compaq dc5700 Microtower PC

@-[¥] Microsoft Windows XP Professional
® D HP Compaq dc5700 Small Form Factor PC

-8 ‘ @E’

0-8-8-8-6-8-8-e8-a8-a-a-aFH 0

@ E]DDDDDDDDDD

m

Once the SoftPags are selected, click Download. Make sure the download option is set to Download
Only. Softpaq selection and internet connection speed determine how long the download process may
take, but please note that the process may take some time.

Installing SSM on SMP

Download SSM from HP at http://www.hp.com/go/ssm
SSM information can be found at the following:

http://h20331.www2.hp.com/Hpsub/downloads/SDM_SSM.pdf
1. Runthe SSM install file from the download location on the SMP and Click Next.

\‘ﬂ HP System Software Manager - InstallShield Wizard

TITLE: HP System Software Manager
WERSION: 2,15 Rev A

DESCRIPTION:

HP System Software Manager (35M) is a utility that
supports unattended upgrade finstallation of drivers,
system agents, and system ROM on multiple PCs
simultaneously from a centralized file store without
implementing a software distribution infrastructure,

PURPOSE: Routine Release

SOFTPAQ NUMBER: 5P52095

SUPERCEDES: SP43507

EFFECTIVE DATE: April 21, 2011
CATEGORY: Software - System Management
S5M SUPPORTELD: Mo

ENHANCEMENTS\FIXES:

S5M 2,15 Rev A - SoftPag Mumber SP52095
- 55M: In 55M admin mode if a password is set with

unsupported characters (ex:
4

=l

<= Back Next = |

2. Accept the License Agreement and Click Next.



http://www.hp.com/go/ssm

e‘ HP System Software Manager - InstallShield Wizard ﬂ

License Agreement
Flease read the following license agreement carefully.

[PLEASE READ CAREFULLY: THE USE OF SOFTWARE AVATLABLE AT THIS SITE I3 SUBJECT TOTHE &
TERAS AND CONDITIONS THAT FOLLOW TF YOU AGREE TO THESE TERMS, PLEASE CHOOSE THE
“[ACCERT” OFTION LOCATED ADJACENT TO THE SCREEN WHERE THIZ AGREEMENT I3

[DISPLAYED. [F YOU DO NOT AGREE TO THESE LICENSE TERMS. PLEASE CHOOSE THE “1D0 NOT
[ACCEPT" OPTION AND DO NOT DOWNLOAD ANY SOFTWARE FROM THIS STTE.

End User License Agreement

PLEASE READ CAREFULLY BEFORE USING THIS EQUIPMENT: This End-User license Agresment
[(EULA7 is 2 legal agresment bettween (2) you (sither 2n indivieual or 2 single sntity) znd (b) Hewlett-Packerd
Compeny ("HP?) that govems your uss ofzny Sedtva\eptedlchmlaﬂed.eﬂeannd.ea\ahbleb} P Bruszwith
[vour HP product (HP Product’) that is not Detween you znd

BD o its suppliers. Ommm}mmaEUIAmttsmlmedmmnmm term "Sofwzre

Product” sputer sofwe 4 media printed meesials 2nd "oating” or lectronic ||

% 1 accept the terms in the license agreement
I do not accept the terms in the license agreement

Installshield
< Back I Next > I Cancel

3. Choose and install location and Click Next.
\‘ﬂ HP System Software Manager - InstallShield Wizard x|
Location to Save Files
Where would you like to save your files?
Please enter the folder where you want these files saved. If the folder does not
exist, it will be created for you. To continue, dick Next.
Save files in folder:
Change... |
Installstield
<Back [ Next> | concel |
4. Click Finish.

SSM.exe will not be in the Start Menu or Desktop. SSM.exe is located by default in the following location:
C:\Program Files (x86)\Hewlett-Packard\SSM

Setting up HP SSM (Admin)

This setup process should be run after the SoftPaqgs have been downloaded. To run and setup SSM in admin
mode, perform the following steps:

1.

Navigate to Hewlett-Packard\SSM in the Program Files directory (or Program Files (x86) if running
64-bit Windows), and then run SSM.exe

When prompted for the location of the file share, navigate to the SDM download directory. Type the
name you want to use for the file share, and then click Next.

If you are presented with a message about SSM.CAB being missing, double-click on the specified
text to copy the file to the file store, and then click Next until you reach client options.

Select Reboot client upon completion of upgrades, and then click Next.
Click Next until you reach the Build Database window.

Select Check ftp.hp.com for CVA file updates first. This causes SSM to update the specification file
for each SoftPaq, which may include bug fixes and expanded coverage.

Click Build Database, and wait for the build process to finish.
Click Finish to complete the process.

10



Copy ssm.exe to the root of the SDM download directory. This allows easier execution of SSM from
the network.

The client PCs will need access to the file share containing the SoftPaqs for SSM to run
properly on those computers. SSM will try to create the share automatically; however, this
may not work (domain settings, share is located on another computer, etc.), so you may need
to manually share and/or change the settings of the target folder.

Setting up HP SSM (Clients)

Note:

To run SSM in client mode, you only need to specify the location of the file share and any other
desired command line switches as parameters. SSM.exe should be run from the root of the file
share. The command recommended to run SSM is: <file store path>\SSM.EXE . /INSTALL

To prevent network authentication issues HP recommends that you map the network share to a
drive letter, and then use that mapped network drive as the file store path. There are multiple
options for getting SSM to run:

. Manual Execution
. Scheduled Tasks
. 3rd party management tool

Running SSM on the client will be performed through task on the Symantec Management Platform.

Installing HPCM Administrative Tool Kit on the SMP
The HPCMI Tool Kit can be downloaded from the following link:
http://h20331.www2.hp.com/hpsub/cache/284014-0-0-225-121.html|

1.

2.

Execute the HPCMI Tool Kit installer. Click Next.

%} HP Client Management Interface Administrator Toolkit - Ins x|

TITLE: HPCMI Administrator Toolkit -
VERSION: 1.50 Rev A

DESCRIPTION:

HP Client Management Interface Administrator Toolkit
contains documentation, sample scripts, and applications
utilizing the HP Client Management Interface WMI
providers.

PURPOSE: Routine Release
SOFTPAQ NUMEBER.: SP29792
EFFECTIVE DATE: April 23, 2009
CATEGORY: Software - HPCMI
55M SUPPORTED: Yes

ENHAMCEMENTS \FIXES:

- WINDOWS SCRIPT FILES: The Timer function used to
introduce a delay in script was hanging in WinPE. This
delay is needed to wait for WML initislzation when the
script is run for the first time, Replaced the function with

loop.
-PWDCONV.EXE: This utility was missing some runtime LI

< Back Next > | Cancel |

Accept the License Agreement and Click Next.
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:ﬁi HP Client Management Interface Administrator Toolkit - allshie |

Licenze Agreement
Please read the following license agreement carefully.

[PLEASE READ CAREFULLY: THE USE OF SOFTWARE AVAILABLE ATTHIS S[TEISSUBJECTTOTHE &
TERME AND CONDITIONE THAT FOLLOW. IF YOU AGREE TO THESE TERMS, PLEASE CHOOSE THE
“IACCEPT" OPTION LOCATED ADJACENT TO THE $CREEN WHERE THIS AGREEMENT IS

DIEPLAYED. [F ¥YOU DO NOT AGREE TO THESE LICENSE TERME, PLEASE CHOOSE THE 1 DO NOT
[ACCEPT” OPTION AND DO NOT DOWNLOAD ANY SOFTWARE FROM THIE SITE.

End User License Agreement

PLEASE READ CAREFULLY BEFORE USING THIS EQUIPMENT: This End-Ussr licenss Agresment
("EULA7 s 2 lagal agresment berwasn (z) vou (sithar 2n individuzl or 2 single entiry) and (5) Hewlan-Packerd
Company ("HP) that governs your use of sny Software Product, installad on or made availzble by HP for use with
vour HP product (HP Product?), that is not bject 10 2 saperata L between vouand

[HP or itz suppliers. Other softwase may contsin 2 EULA in its online documentation. The tem "Software

Broctucr masns computer sofwars snd may include sssocistzs media, printes mxtenals 20 “onlins” or slectronic T

¥ I accept the terms in the license agreement
" I do not accept the terms in the license agreement

Instalishield
< Back I Mext > I Cancel |

3. Browse to the location on the SMP to install the Administrative Tools.
\A‘-‘.i. HP Client Management Interface Administrator Toolkit - - lie 5[

Location to Save Files
Where would you like to save your files?

Please enter the folder where you want these files saved. If the folder does not
exist, it will be created for you. To continue, dlick Next.

Save files in folder:
s gram Fi

Change...

InstallShield

4. Click Finish.

\A‘-‘J HP Client Management Interface Administrator Toolkit - InstallShiel x|

InstallShield Wizard Complete

The InstallShield Wizard has finished instaling HP Client
Management Interface Administrator Toolkit on your computer,
To exit the wizard, click Finish.

After installation navigate to HMPCI installation folder. The default location is:
“C:\Program Files (x86)\Hewlett-Packard\HPProviderUtilities”
Click Finish.
Browse to “C:\Program Files (x86)\Hewlett-Packard\HPProviderUtilities” or the folder specified and run
“HPCMIUtilities.exe”
Specify location for installation and finish installation.
Sample scripts and documentation are now stored in the specified location.




Examples

Integration Examples with Symantec Management Platform and HPCM
Creating a task to run SSM updates on a client Machine.

This task will run SSM.exe on a client machine to install applicable driver and BIOS updates.

1. Log into Symantec Management Platform.
2. Click on “Manage” and click “Jobs and Tasks”.
3. Right click on a task folder and click “New” and

then “Task”.
4. From the task list, click “Run Script”.
5. Inthe script Run Script dialog box type the

following:
6. Inthe Script Type dropdown select “Command Script”
7. Name the script and click OK.
Create a Task for Setting the Default Boot Order:
This script will change the default boot of a HP System.
Script Found at http://h20331.www2.hp.com/Hpsub/downloads/cmi_whitepaper.pdf

1. Log into Symantec Management Platform.
2. Click on “Manage” and click “Jobs and Tasks".

| Computers
Software
Software Catalog
Users

All Resources
Resource...

Assets

Organizational Views and Groups

Filters

Jobs and Tasks,
&3

Paolicies
Automation Policies

Workflows

Events and Alerts

3. Rightclick on a task folder and click “New” and then “Task”.

]| open )., System Jobs i
*| 53] open in New Window Wl Gather Hardw

4. From the task list, click “Run Script”.

@’Symantecn



Bl Get IP Configuration
") Power Control
% Reset Task Agent

> Run Script

‘:'U Run %ipt on Server

+» Run Script on Task Server
d Run SQL Query on Server

Go to http://h20331.www2.hp.com/Hpsub/downloads/cmi_whitepaper.pdf and copy the change
boot order script from page 18, or the appendix of this document.

LT . « C g .
6. Paste the contents of this file into the “Run Script” dialogue box that open after creating the new
script.
Console 2 [X]
Create New Task
g TR NI
ok oeivers 2| & [ranae 500w orae
= < Executes 2 script on one or more remote computers
Software Vrtualization Comman || script petails
? Source Path Update Scripttype: [Vt
% Windows Installer Repair
(2] Symantec Endpoint Protection Man Insert token: Select token to insert = et
@ Instal Symantec Endpoint Prote Const vbenTlagierarnmediztely = 15 -
P Migrate computers to latest Sym ,:-;Z;:: e e rarnTomadi ataly 4 wbemFl 1
P Power sensitive Mahware Scanni strService = "winmgmis: (impersonaticnlevel=impersonate}//™
strComputer = "
G renote ser coot Tack stetamespace = /ront/HE/Instrunsntadazos”
P uninstal Antvirus strguery = "select * from HE_BIOSSettingInterface"
[BL Assets that have attached devices Set objWMIServ: GetObject (strService & _

4 Call Web Service strComputer
40 Call Web Service on Server
4 Control Service State

For each objltem in colltems
cbjItem.SetBicsSerting cRevurn, _

1. Defragment Computer "Boot order”, _

& Enabie Disabie policy "Diskette,Hard Drive,Network Concrolles,Multibay”, _ =
¥ Generate Invoice Task

) Generate Purchase Order Task

Bl Get IP Confiquration

() Power Control

)y Reset Task Agent

£ Run seript

" Run Script on Server
. Run Script on Task Server

8 Run SQL Query on Server
[&, send E-mail |
# UNIX/Linux/Mac Service Control v
L0 IR | »

oK Cancel

7. Tochange the boot order edit the
following set of lines 1. "Boot Order",

8. Lré Itehcet §\C/E gtc lxért)e dropdown "Diskette,Hard Drive,Network Controller,Multibay",

9. Name the script and click OK. B

)

Creating a Task for Calling WMI Sensor Info:

This script will capture all sensor info available unless modified for specific sensors.

1. Loginto Symantec Management Platform.

2. Click on “Manage” and click “Jobs and Tasks”.

3. Right click on a task folder and click “New” and then “Task”.

4. From the task list, click “Run Script”.

5. Inthe “Sample Scripts\Windows Scripts” folder created by the HPCMI Tool Kit installer, open and
copy the contents of the “EnumSensorSettings” script file.

In the Script Type dropdown select “VBScript”

Name the script and click OK.

No

Creating a Task for Calling WMI Bios Settings:
This task will output all BIOS info unless modified for a specific setting.

1. Loginto Symantec Management Platform.

2. Click on “Manage” and click “Jobs and Tasks”.

3. Rightclick on a task folder and click “New” and then “Task”.

4. From the task list, click “Run Script”.

5. Inthe “Sample Scripts\Windows Scripts” folder created by the HPCMI Tool Kit installer, open and
copy the contents of the “EnumSettings” script file.

In the Script Type dropdown select “VBScript”

Name the script and click OK.

No
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Creating a Task to change BIOS Settings:
This task will change a specified BIOS setting.

1. Loginto Symantec Management Platform.
2. Click on “Manage” and click “Software Catalog”.
3. The software catalog window will open; click the “Import” button.
4. Copy the “ChangeSetting” script file to the Notification Server Package source location.
5. Select the appropriate package source from the source drop down.
6. Browse to the “ChangeSetting” script and select it as the Installation file. Click OK.
7. On the details screen fill in the appropriate details. Click OK.
Symantec Management Consola 2 [ %]
Import Software: Software Details
The following information was obtained from the installation file that was speafied. You can
use this information to create a new software resourcs or you can update an existing
software resource.
@ Create a new software resource
© Update an existing software resource
Napqe: |Change Bios Setting
Description: ;I
=
Company: Hewlett Packard ;rcwse
Version: [1]
[ Open software resource for editing when finished
OK Cancel |
8. The software resource screen will open click the Package Tab.
9. Click the add Command line Button and Fill in the Fields. For the command line enter the following:
(This example will need to have a setting and setting value added to function.)
changeSetting.psl /setting:""'<setting name>"" /value:""<setting value>"
10. Click OK, and OK again.
11. Click on “Manage” and click “Jobs and Tasks”.
12. Right click on a task folder and click “New” and then “Task”.
13. From the Task list, click “Quick Delivery”. Enter the appropriate Name and Select the Software

Resource for changing Bios Settings. In the Command line dropdown select the appropriate
command line and select the appropriate package from the package dropdown. Click OK.
(See Figure Below)

Create New Task

g Cuplicate User Merge
ﬁIT Inventory Cleanup
’ Inventory to Asset Syncroniz
% Resource Merge Rule
W 52t Asset Status
Mo Update Network Resource Lo
O Update Organizational Hierar:
= [ contract Management
S ftware Product Licensing R
#] DS_JobSchedulingTaskType
= 2] Software
1= [ Patch Management
B checkPatch Package Integri
l’ Package Delvery
%y Quick Delivery
[ R —

=

“& [Bics Sevting Change
Delivers the selected software.
Software Settings

Softeare: Change Bios Setting » %, Browse
Command line: Change Bios Example - ;’ A New
ChangeSetting.psl /sstting:”"<setting name>"" /value: ™ <satting
wvalua="
Package: Change Bios Setting -

Creating a Task to reset all BIOS Settings:
This task will reset all BIOS Settings

15



Log into Symantec Management Platform.

Click on “Manage” and click “Jobs and Tasks”.

Right click on a task folder and click “New” and then “Task”.
From the task list, click “Run Script”.

Paste the following script into the run script dialog box text area:

s wWwh e

Const wbemFlagReturnImmediately = 16
Const wbemFlagForwardOnly = 32
1Flags = wbemFlagReturnImmediately + wbemFlagForwardOnly

strService = "winmgmts:{impersonationlevel=impersonate}//"
strComputer = "."

strNamespace = "/root/HP/InstrumentedBIOS"

strQuery = "select * from HP BIOSSettingInterface"

Set objWMIService = GetObject (strService &
strComputer & strNamespace)

Set colltems = objWMIService.ExecQuery (strQuery,,lFlags)
For each objItem in colItems

objItem.SetSystemDefaults oReturn, "<kbd/>1E302E020304"
Next

Dim strReturn

Select Case oReturn

Case 0 strReturn = "Success"

Case 1 strReturn = "Not Supported"
Case 2 strReturn = "Unspecified Error"
Case 3 strReturn = "Timeout"

Case 4 strReturn = "Failed"

Case 5 strReturn = "Invalid Parameter"
Case 6 strReturn = "Access Denied"

Case Else strReturn = "..."

End Select

WScript.Echo "SetSystemDefaults () returned: (" & oReturn

& ") " & strReturn -

6. Inthe Script Type dropdown select “VBScript”
7. Name the script and click OK.

Script Found at:
http://h20331.www2.hp.com/Hpsub/downloads/cmi_whitepaper.pdf

Creating a task to Monitor System Health Events with WMI:
This task will Monitor System Events on a client machine.

This script can be found in the Appendix of this document or at
http://h20331.www2.hp.com/Hpsub/downloads/cmi_whitepaper.pdf

1. Loginto Symantec Management Platform.

Click on “Manage” and click “Jobs and Tasks”.

Right click on a task folder and click “New” and then “Task”.

From the task list, click “Run Script”.

Copy the Monitor System Health Events script from the Appendix of this document and paste it into
the Run Script Dialog Box.

In the script dropdown select “Command Script”.

7. Name the script and click OK.

o wN

o
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Altering Sample Scripts for Use with Symantec Management Platform Custom Inventory

This section will describe how to take one of the sample scripts (Capturing Sensor Info) and edit to send the
captured WMI information as a NSE to the SMP. One the SMP a custom data class will capture the
information and add it to custom inventory records for a computer.

Source: http://www.symantec.com/business/support/index?page=content&id=HOWT010487

1. Begin this process by logging into the Symantec Management Platform and going to Settings, All
Settings. Then, expand Discovery and Inventory, Inventory Solution, Manage Custom Data classes.

.f:' ) q
X -
Set;t':-gs Help
| All Settings I |rr!
[ 41

= 0 Discovery and Inventory
= Inventory Solution
#T stand-alone Inventory Packages
@ Application Metering Configuration
HT Manage Custom Data Classes
3 SNMP Settings _
2. Click on " New data class' and enter HP BIOS Sensors and a description.

Data class :" Click Add attribute to add properties. Once tl
F Symantec Management Console E
ull New Data Class

Mame: HP BIOS Sensors
Drescription: Records HP BIOS WMI output.| =]

[

ok | cancel |

3. Highlight the new data class and click 'Add attribute'. Enter Rear Chassis Fan Speed for the name,
and select String for the Data Type, Maximum size of 50, Key option and Data required option set to
No.

4. Follow these Steps for, CPU Fan Speed, Front Chassis Fan Speed, Power Supply Fan Speed, CPU
Thermal Index, Chassis Thermal Index. These are WMI classes that are called during the Capturing
Sensor Info script.
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2 New data class ‘ =l | *
Data class 2| Click Add attribute to add properties. Once the data class is populated with data, existing attr
HP BIOS Sensars & add attribute | &8 | ¥ | [a] ]| [v]
Processor Extension pr—— oot p=
UNIX_PS_List rhuts ata type ==
CPU Fan Speed String 50
Front Chassis Fan Speed String 50
Rear Chassis Fan Speed String 50
50
Symantec Management Console E 50
Data Class Attributes 50
Define a data class attribute by giving it a name and datatype. Attributes that
help uniquely define a row should be defined as a key. Do not set data required,
unless you are sure that data will be received for this attribute.
Name: [Rear Chassis Fan Spee|
Data type: | String - Maximum size: 50
Key: No - Data required: No -I

5. After all objects have been added, save the data class.
6. Copy the data class GUID by clicking on the new data class and clicking the info Hand. This GUID
will be used in the next section.

Symantec Management Console E I
Data Class Detail.{%

GUID: d7b3abcc-97al-4bae-ad4b-473aceas02bd
Display Name: HP BIOS Sensors

Description: HP BIOS Sensor readings.

Table Mame: HP BIOS Sensors

Attributes: Chassis Thermal Index, CPU Fan Spsed, CPU

Thermal Index, Front Chassis Fan Speed, Power
Supply Fan Speed, Rear Chassis Fan Speed

Create a Custom Script to Report Sensor Info to Data Class

The following script has been copied from the following Symantec Connect article (URL) and edited to
function with the WMI calls from the example Get Sensor Info script.

This script can be modified to work with most WMI calls in other example scripts by replacing the WMI
classes. In the case that this script was edited with different HP WMI calls, a new custom data class would
need to be created in the SMP similar to the previous steps in this section.

This script can be copied into a SMP task job to monitor BIOS sensor information similar to the tasks in the
example script section of this paper.

Important: Replace the Data Class GUID (highlighted below) in the script below with the GUID from the
data class created in the last section (Step 6).

http://www.symantec.com/business/support/index?page=content&id=HOWT010487

'Create instance of Altiris NSE component
dim nse
set nse = WScript.CreateObject ("Altiris.AeXNSEvent")

' Set the header data of the NSE

' Please don't modify this GUID

nse.To = "{1592B913-72F3-4C36-91D2-D4EDA21D2F96}"
nse.Priority =1
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'Create Inventory data block. Here assumption is that the data class with
below GUID is already configured on server, this GUID will need to be
modified with the correct GUID from the created data class.

dim objDCInstance
set objDCInstance = nse.AddDataClass ("{d7b3abcc-97al-4bae-a9%4b-

47aaceaec02b4}")

dim objDataClass
set objDataClass = nse.AddDataBlock (objDCInstance)

'Add a new row
dim objDataRow
set objDataRow = objDataClass.AddRow

' Set the WMI connection strings.

strService = "winmgmts: {impersonationlevel=impersonate}//"
strNamespace = "/root/HP/InstrumentedBIOS"
strComputerName = "."

Dim StartTime, EndTime, LoopCount

' Connect to our namespace.
Set objWMIService = GetObject (strService & _
strComputerName &

strNamespace)

If Err.Number <> 0 Then
WScript.Echo "Error connecting to WMI"
WScript.Quit

End If

1Flags = wbemFlagForwardOnly + wbemFlagReturnImmediately
'objlogFile.WritelLine vbCr & "
'objlogFile.WritelLine "Computer: " & strComputerName
'objlogFile.WriteLine "

Set collItems = objWMIService.ExecQuery ("SELECT * FROM
HP BIOSNumericSensor",,lFlags)

Dim s

For Each objItem In colItems

If Trim(objItem.Name) <> "" Then
Select Case objItem.BaseUnits
Case 1 s = " (Other)"
Case 2 s = " (Degrees C)"
Case 19 s = "(RPM)"
Case Else s = " (!undefined!)"
End Select
'objlogFile.WritelLine objItem.Name & " = " & objItem.CurrentState & "

= " & objItem.CurrentReading & s

Select Case objItem.Name
Case "CPU Fan Speed" objDataRow.SetField 0, objItem.CurrentState

& " =" & objItem.CurrentReading & s
Case "Front Chassis Fan Speed" objDataRow.SetField 1,
objItem.CurrentState & " = " & objItem.CurrentReading & s
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Case "Rear Chassis Fan Speed" objDataRow.SetField 2,

objItem.CurrentState & " = " & objItem.CurrentReading & s
Case "Power Supply Fan Speed" objDataRow.SetField 3,
objItem.CurrentState & " = " & objItem.CurrentReading & s
Case "CPU Thermal Index" objDataRow.SetField 4,
objItem.CurrentState & " = " & objItem.CurrentReading & s
Case "Chassis Thermal Index" objDataRow.SetField 5,
objItem.CurrentState & " = " & objItem.CurrentReading & s
End Select
End If
Next

nse.SendQueued

To view WMI Classes in other sample scripts use a WMI explorer tool like the tool available at the following
link: http://www.ks-soft.net/hostmon.eng/wmi/index.htm

Connect to the “/root/hp/instrumentedBIOS” directory to view the available WMI Classes.

Viewing Custom Data Class Results

1. Inthe Symantec Management Console, click Manage > Computers.
2. Right Click on a computer that has run the above script as a Task or Policy and select Resource
Manager.

-7 All Computers Al salin
4allable - 1 selected 192.1

Zoncomuss  BIE)

Hame

| salim-
192,18
& smpitn
192.161

Resource Manager

Export

Tableus
“ 102.1¢{ A2 Properties

| win7-H Edit
-

192,161
Asset Functions
CMDB Functions

1 »
| >
) J| connector Sampies » i
) J| L0 Power Management
| >

Remote Management

=

{#] Add to Barcode Export List
add To Filter b
@ Add to organizational group

-

“l Configure Computer
¢ Delete

Installed Software Report
79| Schedule task

3. Inthe Resource Manager Click View and select Inventory.

Resource Manager B zalim-HPpelo

Home Summaries View Tasks Help

. I
Namea: salim-H m-e%:y E
IP Address: 192.15) Even —
Domain: ITSLAE Real-Time Ge
0S Name: Windoy Calendar
Profesy

(Servid Resource Association
Managed By: SMO-it  Resource Change History

l

4. Inthe inventory menu expand Data Classes, Inventory, Custom. In the custom folder the Sensor
data class will appear.
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= ] Data Classes
= 2 Inventory
® [ Basic Inventory
= [ Custom
&> HP BICS Sensors
F ] Hardwars
+ ] Operating System
i+ ] Software
* ] Software Dellvery Summary
E [ user and Groun
@ ] Software Management

& nuct

@ Client Task Resources

% AF D1UD DENSOrs

HP BIOS Sensor rezdings.

Currant Status

o

Property

CPLU Fan Speed

Front Chassis Fan Speed
Rear Chassis Fan Speed
Fower Supply Fan Speed
CPU Thermal Index
Chaz=iz Tharmal Index

Value

Normal = 1232(RPM)
Mot Present = O{RPM)
Normal = L1Z21[(RPM)
Normal = 1045(RPM)
MNarmal = 30{0ther)
Mormal = 25(0ther)
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Appendix
Reference:

Literature:
http://h20331.www2.hp.com/Hpsub/downloads/SDM_SSM.pdf
http://h20331.www2.hp.com/Hpsub/downloads/cmi_whitepaper.pdf

http://www.symantec.com/client-management-suite

http://www.symantec.com/business/support/index?page=content&id=HOWT010487

Download Locations:
SSM
http://www.hp.com/go/ssm

SDM
http://www.hp.com/go/sdm

Administrative Tool Kit:
http://h20331.www2.hp.com/hpsub/cache/284014-0-0-225-121.html

Windows 8 and Future SSM Releases

With the upcoming release of a new version of SSM, in addition to the upcoming release of Windows 8,
further configuration will be necessary, as the code for BIOS configuration compiling will be removed. To
overcome this, an additional component called BIOS Configuration Utility (BCU) will be required to be
installed on the SMP and will be leveraged for making modifications to the BIOS. For BIOS Updates, the BIOS
SoftPags will leverage a built-in HPQFlash utility.

Script Examples:

Setting BIOS Settings:

<package>

<job id="main">

<comment>
ChangeSetting.wsf

Last modified: 10-06-2005

A Windows Scripting Host example to modify BIOS setting
information from the HP Client Management Interface.

This script relies on the HP CMI Password Control to
retrieve the appropriate BIOS password from user input.
Be sure to register this control on any system where
the script will executed with the command:

\/Symantec..


http://h20331.www2.hp.com/Hpsub/downloads/SDM_SSM.pdf
http://h20331.www2.hp.com/Hpsub/downloads/cmi_whitepaper.pdf
http://www.symantec.com/client-management-suite
http://www.symantec.com/business/support/index?page=content&id=HOWTO10487
http://www.hp.com/go/ssm
http://www.hp.com/go/sdm
http://h20331.www2.hp.com/hpsub/cache/284014-0-0-225-121.html

hppwdctl /install

Copyright (c) 2005, Hewlett-Packard Development Company
</comment>
<runtime>
<description>
Description:

This script example is designed to modify BIOS setting values
from the HP Client Management Interface.

</description>
<named
name = "setting"
helpstring = "A specific setting to modify. If a particular
setting

contains spaces, be sure to enclose the entire argument in
quotation marks."
type = "string"
required = "true"
/>
<named
name = "value"
helpstring = "The new setting value. If a particular value
contains
spaces, be sure to enclose the entire argument in quotation
marks."
type = "string"
required = "true"
/>
<unnamed
name = "computers"
helpstring = "An optional list of computers to query specified by
name
or IP address, otherwise the local system is used. The dot
nomenclature can also be used to include the local computer
in
the computer list."
many = "true"
required = "false"
/>
<example>
Example:

ChangeSetting.wsf /setting:"Removable Media Boot" /value:Disable
remotel remote?2
</example>
</runtime>
<reference object="hpPwdCtl.PasswordkEdit" />
<script language="VBScript">

On Error Resume Next
'Write version string

strScriptName = "ChangeSetting.wsf"
strVersion = "1.0.0.1"
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strCopyright = "Copyright (c) 2007, 2008 Hewlett-Packard Development
Company"

WScript.Echo strScriptName & " Version " & strVersion & vbNewLine &
strCopyright & vbNewLine

The following flags values useful in changing the behavior

' of WMI functions, such as instance enumeration.

Const wbemFlagReturnImmediately = 16

Const wbemFlagForwardOnly = 32

' Check to ensure we have our parameters.

' If not, show the usage message.

If Not (WScript.Arguments.Named.Exists("setting") And _

WScript.Arguments.Named.Exists ("value")) Then

WScript.Arguments.ShowUsage
WScript.Quit

End If

' Determine the list of computers to process

Dim argsUnnamed, strComputer
Set argsUnnamed = WScript.Arguments.Unnamed

If argsUnnamed.Count > 0 Then
Set arrComputers = argsUnnamed

For Each strComputer In argsUnnamed
Call ChangeSetting (strComputer,

WScript.Argumgnts.Named("setting"),
WScript.Arguments.Named ("value"))

Next
Else
Call ChangeSetting(".", _
WScript.Arguments.Named ("setting"),
WScript.Arguments.Named ("value"))
End If

' This subroutine attempts to change the particular
' BIOS setting pointed to by strSettingName to the
value specified by strSetting value for the given
' computer.
Sub ChangeSetting(ByVal strComputerName,

ByVal strSettingName,

ByVal strSettingValue)

On Error Resume Next

1Flags = 0
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bPasswordSet = 0
strPassword = ""
' Set the WMI connection strings.

strService = "winmgmts:{impersonationlevel=impersonate}//"
strNamespace = "/root/HP/InstrumentedBIOS"

Dim StartTime, EndTime, LoopCount

LoopCount = 0

Do
' Connect to our namespace.

Set objWMIService = GetObject (strService &

strComputerName &
strNamespace)

If Err.Number = 0 Then
Exit Do
End If

' If we did not connect to WMI, the service could

still be initializing. Wait five seconds and

reattempt the connection.

This issue happens under Windows PE.

In WinPE, WMI takes about 30 secs to initialize, the first time

it runs.

' Also Timer function is not supported in WinPE

StartTime = 1000000 ' About 1 sec delay
Do

StartTime = StartTime - 1
Loop Until StartTime = 0

LoopCount = LoopCount + 1
Loop Until LoopCount = 50 ' Enough time for WMI to get initialized

Call CheckWMI ()

' Create our query string for dtermining the current

BIOS passwrod state of the system.

strPwdQuery = "SELECT * FROM HP BIOSPassword WHERE " &
"Name=""Setup Password"""

' Determine if we need to get a password for

this machine.
Set colltems = objWMIService.ExecQuery (strPwdQuery,,lFlags)
Call CheckWMI ()

' Note that colItems.Count cannot be referenced if 1Flags is set to

wbemFlagReturnImmediately + wbemFlagForwardOnly

If ( collItems.Count <> 1 ) Then
WScript.Echo "ERROR:No BIOS administration objects found."
WScript.Quit

End If
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'PwdSetFrom is a new field in EFI notebooks to indicate if pwd was
set in F10 or in OS. PwdSetFrom=0 for F10 and =1 for OS
bPwdSetFrom = 1 'default is O0OS
For Each objItem In collItems
bPasswordSet = objItem.IsSet
bPwdSetFrom = objItem.PwdSetFrom
arrPwdEncoding = objItem.SupportedEncoding
Next

'Does the bios support unicode passwords?
bUnicodeSupported= 0
If (arrPwdEncoding.Count > 0) Then
For Each strEnc In arrPwdEncoding
strEnc = LTrim(strEnc)
strEnc = RTrim(strEnc)
if (Len(strEnc) > 0) Then
if (strEnc = "utf-16") Then
bUnicodeSupported = 1
End If
End If
Next
End If

'decide if the current password needs to be sent in kbd or unicode
if (bUnicodeSupported = 1) Then
if (bPasswordSet > 0 AND bPwdSetFrom = 0 ) Then

PwdType = "kbd"
else
PwdType = "unicode"
End If
else
PwdType = "kbd"
End If
'WScript.Echo "bUnicodeSupported (" & bUnicodeSupported & ") "
'WScript.Echo "PwdType (" & PwdType & ") "

' If there is a password set, try to invoke the
' password control to collect the password string.
' If this fails, the HP CMI Password control has
' not been installed. Run "hppwdctl /install"
If (bPasswordSet > 0) Then
Set oPwdCtl = CreateObject ("hpPwdCtl.PasswordEdit")

' Get the password string.

strPrompt = "Provide the BIOS Administrator password for computer
'" & strComputerName & "'"
if (PwdType = "kbd") Then
oPwdCtl.GetPassword strPrompt, strPassword
else
oPwdCtl.GetPasswordAsUnicode "us", strPrompt, strPassword
End If
End If
if (strPassword = "") Then
if (PwdType = "kbd") Then
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strPassword = "<kbd />"
else
strPassword = "<utf-16 />"
End If
End If
'WScript.Echo "strPassword (" & strPassword & ") "

Cretae the query string to access the HP CMI
' method interface.
strMethodQuery = "SELECT * FROM HP BIOSSettingInterface"
' Obtain an instance of our method interface.
Set colItems = objWMIService.ExecQuery (strMethodQuery,,1Flags)
Call CheckWMI ()
' Note that colItems.Count cannot be referenced if 1Flags is set to
wbemFlagReturnImmediately + wbemFlagForwardOnly
If ( collItems.Count <> 1 ) Then
WScript.Echo "ERROR: HP CMI method interface not found."
WScript.Quit
End If

For Each objItem In colltems
objItem.SetBiosSetting retValue,

strSettingName,
strSettingValue,
strPassword
Call CheckWMI ()
Next
Select Case retValue
Case 0 strReturn = "Success"
Case 1 strReturn = "Not Supported"
Case 2 strReturn = "Unspecified Error"
Case 3 strReturn = "Timeout"
Case 4 strReturn = "Failed"
Case 5 strReturn = "Invalid Parameter"
Case 6 strReturn = "Access Denied"
Case 32768 strReturn = "Security Policy is violated"
Case 32769 strReturn = "Dependency Condition is not met"
Case 32770 strReturn = "Unsupported Configuration"
Case Else strReturn = "..."
End Select
WScript.Echo "SetBiosSetting() returned (" & retValue _
& ") " & strReturn
End Sub

This subroutine will display detailed information
in the event WMI generates an error.
Sub CheckWMI ()




Dim errWMI
Dim n

If Err.Number <> 0 then
errWMI = CreateObject ("WbemScripting.SWbemLastError")

If errWMI <> Nothing then

n=MsgBox ("An error has occurred while attempting to access WMI." &
B vbCr & vbCr & "Provider Name: " & vbTab & errWMI.ProviderName &
B vbCr & "Error: " & vbTab & "O0x" & Hex (Err.Number) &
vbCr & "Description: " & vbTab & errWMI.Description & _
vbCr & "Operation: " & vbTab & errWMI.Operation & _
vbCr & "Parameters: " & vbTab & errWMI.ParameterInfo,

vbExclamation, "HP Client Management Interface Example")

Else
n=MsgBox ("An error has occurred while attempting to access WMI." &
B vbCr & "Error: " & vbTab & "O0x" & Hex (Err.Number) & _
vbCr & "Description: " & vbTab & err.Description &

vbExclamation, "HP Client Management Interface Example")
End if

Err.Clear
WScript.Quit
End if

End sub

</script>
</job>

<signature>

** SIG ** MIIWJAYJKoZIhvcNAQcCoIIWFTCCFhECAQExCzAJBgUr
** SIG ** DgMCGgUAMGcGCisGAQQOBgjcCAQSgWTBXMDIGC1isGAQQOB
** SIG ** gjcCAR4wJAIBAQQQCAVhGs441BGiowAQSINQkAIBAAIR
** SIG ** AAIBAAIBAAIBADAhMAKGBSSOAwIaBQAEFL1KOpoVm59j
** SIG ** 71h7rjgO0tNODAd2JoIIRgjCCA30wggJioAMCAQICEDgl
** SIG ** 1/r4Ya+e9JDnJrXWWtUwDQYJKoZIhvceNAQEFBQAWUzZEL
** SIG ** MAkKGAIUEBhMCVVMxFzAVBgNVBA0OTD1ZlcmlTaWduLCBJ
** SIG ** bmMuMSswKQYDVQQODEyJWZXJpU21nbiBUaWllIFNOYWlw
** SIG ** aWbnIFNlcnZpY2VzIENBMB4XDTA3MDYXNTAwWMDAWMEOX
** SIG ** DTEyMDYxNDIzNTk1OVowXDELMAkKGA1UEBhMCVVMxFZzAV
** SIG ** BgNVBAOTD1ZlcmlTaWduLCBIbmMuMTQwMgYDVQQDEYLtW
** SIG ** ZXJpU2lnbiBUaWllIFNOYWlwaW5SnIFNlcnZpY2VzIFNp
** SIG ** Z251ciAtIEcyMIGEMAOGCSGSIb3DQOEBAQUAA4GNADCB
** SIG ** iQKBgQDEtfJSFbyIhmApFkpbLOuRa4eR8zVUWDXg0TZe
** SIG ** Yk1ISUTRxwntmHYnI3SrEagr2N9mYdJH2kgowtXaW8alK
** SIG ** YOVHLmsLkkS5LK4zuWEqL1AfkGiz4ggpY2clC8y3Add6N
** SIG ** g8eOHZpsTAi1VHt7b72fhcsJJwp5gPOHivhajY3hpFHut
** SIG ** LOIDAQABO4HEMIHBMDQGCCsGAQUFBWEBBCgwJjAkBggr
** SIG ** BgEFBQcwAYYYaHROcDovL29jc3AudmVyaXNpZ24uY29t
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MAWGA1UdEWEB/wQCMAAWMwYDVROfBCwwKjAooCagJIYi
aHROcDovL2NybC52ZXJpc21nbi5jb20vdHNzZLWNhLmNy
bDAWBgNVHSUBAf8EDDAKBggrBgEFBQcDCDAOBgNVHQ8B
Af8EBAMCBsAwWHgYDVRORBBcwFaQTMBExDzANBgNVBAMT
B1RTQTEtMjANBgkghkiGIw0OBAQUFAAOCAQEAUMVLYCSA
3+QNJMLeGrGhAgGmgi 0MgxWBNwqCDiywiWhdhtdgF/ojb
8ZGRs1YaQKbrkr440bBINnQ6mE/kN7gZicqVQh2wuceqg
JVEg+tVkBEI1TgHRM6IXyE2qJ8fy4YZMAJhNg3jG/FPg
6+AGh92k1lp5eDJjipb6/goXDYOHfrSjYx6VLZNrHG1u9
rDkI1TgioTOLL4ga67wHITIEQQkHtWUcJILxIO0OSAG6HP
YOKOFMOUxxajgFz5eT5dcn2IF54sQ6LKUB59PfYqOrhP
1AC1bQgDXfleU/QYslcPcMP79a2VoA4X3sQWgGDJIDytu
hgTx6/R4J9EFxe40W165STLyMzCCA8QwggMt oAMCAQIC
EEe/GZXf3VJIGQ/ fbbUgNMaQwDQYJKoZ IhveNAQEFBQAW
g¥sxCzAJBgNVBAYTAlpBMRUWEWYDVQQIEwxXZXNOZXJu
IENhcGUxFDASBgNVBACTCOR1cmIhbnZpbGx1MQ8wDQYD
VOOKEwZUaGF3dGUxHTALBgNVBASTFFROYXdA0ZSBDZXJ0
aWZpY2F0aW9uMR8wHQYDVQQDExZUaGF3dGUgVGLtZXNO
YWlwaWSnIENBMB4XDTAzZMT IWNDAWMDAWMEFOXDTE zMT Iw
MzIzNTklOVowUzELMAkGAIUEBhMCVVMxFzAVBgNVBAOT
D1Z1cmlTaWduLCBJIbmMuMSswKQYDVQQODEyJWZXJpU21n
PiBUaWl1lIFNOYW1lwaW5SnIFNlcnZpY2VzIENBMIIBIjAN
BgkqhkiG9wOBAQEFAAOCAQS8AMI IBCgKCAQEAqCqypMzN
IK8KfYmsh3XwtE7x38EPv2dhvaNkHNg7+cozg4QwiVh+
jNtr3TaeD7/R7Hjyd6Z+bzy/k68NumjO0bITKvVItg0g9
9bbVXV8bAp/6L2sepPejmgYayALhf0xS4w5g7EACErkN
3j/HtN+HvV96ajEuASMBE6hHIMAxcwlXLc14NDOVEpkS
ud50L6rm4 8KKjCrDiyGHZr2DWFdvdb88qgiaHXcoQFTyf
hOpUwQpuxP7FSt25BxGXInzbPifRHNjsnzHJI8eYiGdAvVE
s0dDmhpfoB6Q5F717nzxfatiAY/1TQve0CIJWqIXNroh?2
ru66DfPkTdmg+2igrhQ7s4fBuwIDAQARBO4AHOMIHYMDOG
CCsGAQUFBWEBBCgwJjAkBggrBgEFBQcwAYYYaHROcDov
L29jc3AudmVyaXNpz24uY29tMBIGALIUdEWEB/wQIMAYB
Af8CAQAWQQYDVROfBDowODA20DSgMoYwaHROcDovL2Ny
bC527XJpc21lnbi5jb20vVGhhd3R1VGItZXNOYWlwaW5sn
QO0EuY3JsMBMGA1UdJQQOMMAOGCCsGAQUFBWMIMA4GAL1Ud
DWEB/WQEAwWIBB]AkKkBgNVHREEHTAbpBkwFzEVMBMGA1UE
AxXMMVFNBMJjAOOCOxLTUzMAOGCSgGSIb3DQEBBQUAA4AGR
AEpr+epY¥YwkQcMY15mSuWv4KsAdYcTM2wilhu3wgpol71I
ypMT5wRSDe 9HIJy8AOLDkyZNOmMtQiYhX3PzchT3AxgPGL
0Iez60iXAPT7PVZZOJINKpJ056rrdhQfMgzufJ2viduyuF
PriwdtdnhV/++tMV+9c8MnvCX/ivT0OlIbGzgn9z9KMIIE
vzCCBCigAWIBAGIQQZGhWI14389JZWY4HUx 1w ANBgkqg
hkiGOwOBAQUFADBfMQOswCQYDVQQGEwJVUzZEXMBUGA1UE
ChMOVmVyaVNpZ24sIEluYy4xNzA1BgNVBASTLkNsYXNz
IDMgUHVibGljIFByaWlhcnkgQ2VydGlmaWNhdGlvbiBB
dXRob3JpdHkwHhcNMDQWNzE2MDAWMDAWWhCcNMTQwNzE1
MIM1O0TUSWjCBtDELMAkKGA1UEBRhMCVVMxFzAVBgNVBAOT
D1Z1cmlTaWduLCBIJbmMUuMR8wWHQYDVQQLExXZWZXJpU21n
biBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEzJUZXJtcyBv
ZiBlc2UgY¥XQgaHROcHM6Ly93d3cudmVyaXNpz24u¥Y29t
L3JwYSAOYykwNDEUMCWGALUEAXM1VmVyaVNpZ24gQ2xh
¢3MgMyBDb2R1IFNpPZ25pbmcgMjAWNCBDQTCCASIwDQYJ
KoZIhvcNAQEBBQADGGEPADCCAQOCGQEBALG687rx+74Pr
4DAP+wMQOL4I00x9InfgSfxkMwmvuQlKM3tMcSBM16sE]
ev1RZe7Tq]jv18JIScK/vyZtQk2vi1ln24Z0Ta80KN2CB4 i
JyRsOJEn4oRJIrhuKof01lgiwQMOhxgyjodOpR8ezN+PBU
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1G/A420K39nYZI19s110J/aFDv5t4ymZ4oVHEC2GE+hX
j61nwiMykRMg/KkjFIptwoRLAmgE1XEsXSH61A0m/R8t
kSvNnAVVNBmO1KILEf2WtctthbZgoH9X82DumOd0CL8gTtC
abKOOrwW8tJ4PXsTgLIKLKP1ITCJIJbdtQEgOfm1GOfAT71Fw
N+G2BUhSSG846sPobHtEhLsCAWEARAOCAaAwWggGCMBIG
AlUJEWEB/wQIMAYBAf8CAQAWRAYDVROGBDOWOZzAS5Bgty
hkgBhvhFAQcXAzAgMCgGCCsGAQUFBwIBFhxodHRwczov
L3d3dy52ZXJpc21lnbi5jb20vcnBhMDEGA1UdHwWQMCgw
JgAkoCKGIGhOdHA6Ly9jcmwudmVyaXNpz24uY29tL3Bj
YTMuY3JsMBOGA1UdJQQWMBQGCCsGAQUFBWMCBggrBgEF
BQcDAzZAOBgNVHQ8BAf8EBAMCAQYWEQYJYIZIAYb4QgER
BAQDAgABMCkGA1UdEQQiMCCkHjACMROWGAYDVQQDEXFED
bGFzczNDQTIWNDgtMSO00MzAdBgNVHQAEFgQUCPVR6PV+
PT1kNnxozlt4gN+5xTcwgYAGA1UdIwWR5MHehY 6RhMF8x
CzAJBgNVBAYTA1VTMRCcWFQYDVQQKEWSWZXJpU21lnbiwg
SW59LjE3MDUGA1UECxMuQ2xhc3MgMyBQdWJIsaWMgUHJIp
bWFyeSBDZXJ0aWZpY2F0aWSuIEF1dGhvemlOeYIQcLrk
HRDZKTS20Mp7A8y6vzANBgkghkiGIw0BAQUFAAOBgQCU
OhedSntV+mRV7ECk7UlBkJdJmcibyvLh3KeCP5HBkPf+to
vDLZ1Dje3D/TibQ/sYKW8aRauuluJtPefAFuAROAPAAS
EUgJQPkcGHINIyTgu9IXhUK4b9Q7d4C6BzYCIbFIPKXVV
iroi8tLgOXWIL2NVER5UWpVZytkOgeBEXvZ6tTCCBZ 0w
ggSFoAMCAQICEAiIZRTHI98bLruMeCG/ZQ/c8wDQYJK0OZI
hvcNAQEFBQAwWgbQxCzAJBgNVBAYTALIVTMRCcWEFQYDVQQOK
EwSWZXJpU21lnbiwgSW5jLjEfMBOGALUECKMWVMVyaVNp
Z224gVHJ1c30gTmvV0d29yazE7MDkGA1UECxMyVGVybXMg
b2YgdXN1IGFO0IGhO0dHBz01i8vd3d3LnZlcmlzaWdulmNv
bS9ycGEgKGMpMDQOxLjAsSBgNVBAMTIVZ1lcmlTaWduIENS
YXNzIDMgQ29kZSBTaWduaW5SnIDIwMDQgQOEwHhcNMDgx
MjE4MDAWMDAWWhCNMTEXMJE4AMIM10OTUSW)CB3DELMAKG
AlUEBhMCVVMxXEzARBgNVBAgTCkNhbG1mb3JuaWEXEJAQ
BgNVBACTCVBhbG8gQWx0bzEgMB4GAL1UEChQXSGV3bGV0
dC1QYWNrYXJkIENvbXBhbnkxPjA8BgNVBAsTNURpZ210
YWwgSUQgQ2xhc3MgMyAtIElpY3Jvc29mdCBTb2Z0d2Fy
ZSBWYWxpZGF0aWSuIHYyMSAwWHgYDVQOLFBAIZXdsZXR0
LVBhY2thcmQgQ29tcGFueTEgGMB4GA1UEAXQXSGV3bGVO
dC1QYWNrYXJkIENvbXBhbnkwggEiMAOGCSGGSIb3DOER
AQUAA4IBDWAWgGEKAOIBAQC8NnUFYVOfo9fehxaW7Q93J
19E1wSVDtGsjVnJttMMN]yIMmOAZyJPoc+oboHp46t1N
TRkSpHYUnxCHWA8AMS2Ex5rZgqLWIp0dRIB3Tj £sJKOR/
PT3j+0PLiGNQSL1YMzEDJKRnBcrfJr0dLe8UvIONJIcJIPB
2XLVXI15NZ3Jq/skeT1p6APiMFQe2KYQlbdmxCp2jMQOw
Y/EF10aX+alm4GY4JC5TpxDRg4LrCLX72KUs66DN2shE
kTiXoDyA7/1ISVBS7xjfkWGANrLOGrS9du/T7k74dUqg3
iPQgsa7KQ086/TXHITpiqwfFIBTmc4B45/8mts6VEOLr
DaeX01UY5JwTAgMBAAG)ggF/MIIBezAJBgNVHRMEAJAA
MA4GA1UdDWEB/wQEAWIHgDBABgNVHR8EOTA3MDWgM6AX
hi90dHRwO18vQ1NDMyO0yMDAOLWNybC52ZXJpc21lnbi 5
b20vQ1NDMy0yMDAOLMNybDBEBgNVHSAEPTATMDkKGC2CG
SAGG+EUBBxcDMCoOWKAYIKwYBBQUHAGEWHGhOdHBZzO18v
d3d3LnZlcmlzaWdulmNvbS9ycGEWEwYDVRO1BAwWwCgY I
KwYBBQUHAWMwWAQYIKwYBBQUHAQEEaTBnMCQGCCsGAQUF
BzABhhhodHRwO18vb2NzcC52Z2XJpc21lnbi5jb20wPwYI
KwYBBQUHMAKGM2hOdHA6Ly9DUOMzLTIWMDQtYW1hLnZ1
cmlzaWduLmNvbS9DUOMzLTIwMDOtYW1hImN1cjAfBgNV
HSMEGDAWgGBQIOVHO+/49PWQ2fGjPW31037nFNzZARBglg
hkgBhvhCAQEEBAMCBBAWEFgYKKWYBBAGCNwWIBGWQIMAYB
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** SIG ** AQABAf8wDQYJKoZIhvcNAQEFBQADggEBAJFWRj91IVTS
** SIG ** 5Ka9tBcSz1xgGMtzgJlTGRofEzILsS2KTAvwnBb8/L9Fe
** SIG ** 7fdBZOUghKTLMgAIC84497xNec8TguQV5+uRrGFc9mJN
** SIG ** S5EMg+EONrTNCsbk4N1bX9X0O7XbUSGA09fSs5x71C1lAph
**% SIG ** rG+NYNoRAGNwvKmoStCl9M5+rG/1bOEHbNswebCK6Bui
** SIG ** nH14p7ye8lrUEGP79eL1WhtIOwtJZ8CGLEN2/bapDzMvQ
**% SIG ** 2nkJ01s7Yp6LKCogcPpymxZTJYB4ITx50hX59JRyuuédn
** SIG ** FsamlIhFMpWOgECvVJOgAK339fiRyzJR5IIS0/00LVizN
** SIG ** hevWSFRDOvybbj6SCA1i0qgkxggPmMIID4gIBATCBYTCB
** SIG ** tDELMAKGAlUEBhMCVVMxFzAVBgNVBAOTD1ZlcmlTaWdu
** SIG ** LCBJbmMuMR8wHQYDVQQLExZWZXJpU21lnbiBUcnVzdCBO
** SIG ** ZXR3b3JrMTswOQYDVQQLEzJUZXJtcyBvZiBlc2UgYXQg
** SIG ** aHROcHM6Ly93d3cudmVyaXNpZ24uY29tL3JwYSAoYykw
** SIG ** NDEuMCwGAlUEAxM1VmVyaVNpZ24gQ2xhc3MgMyBDb2R1
** SIG ** IFNpZ25pbmcgMiAwWNCBDQQIQCJIIFME3xsuudx4Ib91D9
** SIG ** zzAJBgUrDgMCGgUAOHAWEAYKKwYBBAGCNwIBDDECMAAW
** SIG ** GQYJKoZIhvcNAQkDMOwGC1isGAQQBgjcCAQQWHAYKKwYB
** SIG ** BAGCNwIBCzEOMAWGCisGAQQBgjcCARUwIwYJKoZIhvcN
**% SIG ** AQkKEMRYEFF8SX3Z5130hrZZxuuxc9hA+Uxb2MA0GCSgG
** SIG ** SIb3DQEBAQUABIIBAFshORwA+xuUx71Q0Zbllxc67yrxY
** SIG ** KgdlEYgblQvz7wyT8dBlcGYavpQbcOQHSESUCS5e52wVw
** SIG ** WnL3B62bm80h660v3ILLI1wHkO3dZ+k+MXBoMfONBB+31
*%* SIG ** 4AQZ6kARQ8525Q09gzYkkg4OkPV2mi+RtA4£5c0yUlWtY
** SIG ** 7zkZONWJInO+f2u+POn38t2/daFK19MDx1DB64aQlpALO
** SIG ** d95iRpn3tePSa7S0bEibQYpgsWuvZvSFL/3XpebgqdPK
** SIG ** 2fo0D4ZVV1X/G+WkgTpZ7vQ6PhYaUtDU3x8957 7THpsxB
** SIG ** FawbdhkglYCR4HY8egF6yYO0rSSf+R4RO/NSd5aXTPwzP
** SIG ** pRipNzChggF/MIIBewYJKoZIhvcNAQkGMYIBbDCCAWGC
** SIG ** AQEwZzBTMQswCQYDVQQGEwJVUzEXMBUGA1UEChMOVmMVy
** SIG ** aVNpZ24sIEluYy4xKzApBgNVBAMTI1ZlcmlTaWduIFRp
** SIG ** bWUgU3RhbXBpbmcgU2VydmljZXMgQOECEDgll/rdYa+te
** SIG ** 9JDnJrXWWtUwCQYFKw4DAhoFAKBAMBgGCSgGSIb3DQEJ
**% SIG ** AzELBgkghkiGO9wOBBWEWHAYJK0oZIhvcNAQKFMQ8XDTAS
**% SIG ** MDQxNDESMTMyNVowIwYJKoZIhvcNAQkEMRYEFFLYOO1iG
** SIG ** CEEIODJVEa4tIgxp8I/cMAOGCSQGSIb3DQEBAQUABIGA
** SIG ** j/ROFZR6/PISHOKLB1AQBrb4soPLIyXgXva3XbGgZjxx
** SIG ** oRk69xvnit09JcHpOXHLYgx1lpvVcwKW/gbdL6ZKUs10C
** SIG ** nGtKTa+Fd/v95+C8iPORobjaBlLKLyfUcbbwASLrVELJ
** SIG ** gIGy9FArrMPvDeDC4US5igM2Sp2bsB3R38ZgTWikE=
</signature>

</package>

Change Boot Order:

Const wbemFlagReturnImmediately = 16
Const wbemFlagForwardOnly = 32
1Flags = wbemFlagReturnImmediately + wbemFlagForwardOnly

strService = "winmgmts:{impersonationlevel=impersonate}//"
strComputer = "."

strNamespace = "/root/HP/InstrumentedBIOS"

strQuery = "select * from HP BIOSSettinglInterface"

Set objWMIService = GetObject (strService & _
strComputer & strNamespace)

Set colltems = objWMIService.ExecQuery(strQuery,,lFlags)
For each objItem in colItems

objItem.SetBiosSetting oReturn,
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"Boot Order", _

"Diskette,Hard Drive,Network Controller,Multibay",
"<kbd/>1E302E020304"

Next

Dim strReturn

Select Case oReturn

Case 0 strReturn = "Success"

Case 1 strReturn = "Not Supported"
Case 2 strReturn = "Unspecified Error"
Case 3 strReturn = "Timeout"

Case 4 strReturn = "Failed"

Case 5 strReturn = "Invalid Parameter"

Case 6 strReturn = "Access Denied"

Case Else strReturn = "..."

End Select

WScript.Echo "SetBiosSetting() returned: (" & oReturn _
& ") " & strReturn

Capture Sensor Info:

<package>

<job id="main">

<comment>

EnumSensors.wsf

Last modified: 11-30-2006

A Windows Scripting Host example to read BIOS setting
information from the HP Client Management Interface.

Copyright (c) 2006, Hewlett-Packard Development Company
</comment>
<runtime>
<description>
Description:

This script example is designed to retrieve BIOS sensor detail
from the HP Client Management Interface.

</description>
<unnamed
name = "computers"
helpstring = "An optional list of computers to query specified by name

or IP address, otherwise the local system is used. The dot
nomenclature can also be used to include the local computer in
the computer list."
many = "true"
required = "false"
/>
<example>
Example:

cscript EnumSensors.wsf . remotel remote?2
</example>
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</runtime>
<script language="VBScript">

On Error Resume Next

'Write version string

strScriptName = "EnumSensors.wsf"

strVersion = "1.0.0.1"

strCopyright = "Copyright (c) 2007, 2008 Hewlett-Packard Development Company"
WScript.Echo strScriptName & " Version " & strVersion & vbNewLine &

strCopyright & vbNewLine
' The following flags values useful in changing the behavior
of WMI functions, such as instance enumeration.

Const wbemFlagReturnImmediately = 16

Const wbemFlagForwardOnly = 32

Determine the type of query we will be performing. This will
either be a query for all setttings, or for a setting specified
via the command line.

Dim strQuery

Determine the list of computers to process
Dim argsUnnamed, strComputer
Set argsUnnamed = WScript.Arguments.Unnamed

If argsUnnamed.Count > 0 Then
Set arrComputers = argsUnnamed
' Once we have identified our query string

and list of computer systems, we can iterate

through that list and display setting

information.

For Each strComputer In argsUnnamed

Call EnumSettings (strComputer)
Next
Else
Call EnumSensors(".")
End If

This subroutine does all the work
of enumerating the sensors for a
given computer.

Sub EnumSensors (ByVal strComputerName)

On Error Resume Next
' Set the WMI connection strings.

strService = "winmgmts: {impersonationlevel=impersonate}//"
strNamespace = "/root/HP/InstrumentedBIOS"
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Dim StartTime, EndTime, LoopCount

LoopCount = 0
Do
' Connect to our namespace.
Set objWMIService = GetObject (strService & _
strComputerName &
strNamespace)

If Err.Number = 0 Then
Exit Do
End If

' If we did not connect to WMI, the service could

' still be initializing. Wait five seconds and

reattempt the connection.

' This issue happens under Windows PE.

' In WinPE, WMI takes about 30 secs to initialize, the first time it

' Also Timer function is not supported in WinPE
' Tried other delay methods, but found below to be best though lame

StartTime = 1000000 ' About 1 sec delay
Do
StartTime = StartTime - 1
Loop Until StartTime = 0
LoopCount = LoopCount + 1
Loop Until LoopCount = 50 ' Enough time for WMI to get initialized

Call CheckWMI ()

1Flags = wbemFlagForwardOnly + wbemFlagReturnImmediately

WScript.Echo vbCr & " "
WScript.Echo "Computer: " & strComputerName
WScript.Echo " "

Set collItems = objWMIService.ExecQuery ("SELECT * FROM
HP BIOSStateSensor",,lFlags)
Call CheckWMI ()

For Each objItem In colItems

If Trim(objItem.Name) <> "" Then
WScript.Echo objItem.Name & " = " & objItem.CurrentState
End If
Next

Set collItems = objWMIService.ExecQuery ("SELECT * FROM
HP BIOSNumericSensor",,lFlags)
Call CheckWMI ()

Dim s
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For Each objItem In collItems
If Trim(objItem.Name) <> "" Then

Select Case objItem.BaseUnits

Case 1 s = " (Other)"

Case 2 s = " (Degrees C)"

Case 19 s = "(RPM)"

Case Else s = " (!undefined!)"

End Select

WScript.Echo objItem.Name & " = " & objItem.CurrentState & "
objItem.CurrentReading & s

End If
Next

End Sub

This subroutine will display detailed information
in the event WMI generates an error.
Sub CheckWMI ()

Dim errWMI
Dim n

If Err.Number <> 0 then
errWMI = CreateObject ("WbemScripting.SWbemLastError")

If errWMI <> Nothing then

n=MsgBox ("An error has occurred while attempting to access WMI." &
vbCr & vbCr & "Provider Name: " & vbTab & errWMI.ProviderName &
vbCr & "Error: " & vbTab & "O0x" & Hex (Err.Number) &
vbCr & "Description: " & vbTab & errWMI.Description & _
vbCr & "Operation: " & vbTab & errWMI.Operation & _
vbCr & "Parameters: " & vbTab & errWMI.ParameterInfo,
vbExclamation, "HP Client Management Interface Example")

Else

n=MsgBox ("An error has occurred while attempting to access WMI." &
vbCr & "Error: " & vbTab & "Ox" & Hex(Err.Number) &
vbCr & "Description: " & vbTab & err.Description &

vbExclamation, "HP Client Management Interface Examplg")
End if
Err.Clear
WScript.Quit
End if

End sub
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</script>

</job>

<signature>

**% SIG ** MIIWJAYJKOZIhvcNAQcCoIIWFTCCFhECAQExCzAJBgUr
** SIG ** DgMCGgQUAMGCcGC1isGAQQBgjcCAQSgWTBXMDIGCisGAQQRB
** SIG ** gjcCAR4wWJIAIBAQQQOCAVhGs441BGiowAQSIONQkAIBAAIR
** SIG ** AAIBAAIBAAIBADAhMAkKGBSSOAwIaBQAEFGlIrSoqg/g9b
** SIG ** jJOQC9ViBzvr8lZA80IIRgjCCA30wggJioAMCAQICEDgl
** SIG ** 1/r4Ya+e9IDnJrXWWtUwDQYJKoZIhvcecNAQEFBQAWUZEL
** SIG ** MAkKGAIUEBhMCVVMxFzAVBgNVBAoOTD1ZlcmlTaWduLCBJ
** SIG ** bmMuMSswKQYDVQODEyJWZXJpU21lnbiBUaWl1lIFNOYWlw
** SIG ** aWbnIFNlcnZpY2VzIENBMB4XDTA3MDYXNTAWMDAWMEOX
** SIG ** DTEyMDYxNDIzNTk1OVowXDELMAKGA1UEBhMCVVMxFzAV
** SIG ** BgNVBA0OTD1ZlcmlTaWduLCBJIJbmMuMTQwMgYDVQQODEYLW
** SIG ** zZXJpU21lnbiBUaWllIFNOYWlwaWSnIFNlcnZpY2VzIFNp
**% SIG ** Z251ciAtIEcyMIGEMAOGCSGSIb3DQEBAQUAA4AGNADCRB
** SIG ** 1QKBgQDEtfJSFbyIhmApFkpbLOuRa4eR8zVUWDXqOTZe
**% SIG ** Yk1SUTRxwntmHYNI3SrEagr2N9mYdJHZ2kgébwtXaW8alK
** SIG ** YOVHLmsLkk5LK4zuWEqL1AfkGiz4ggpY2clC8y3Add6N
** SIG ** g8eOHZpsTAiVHt7b72fhcsJJwp5gPOHivhajY3hpFHut
** SIG ** LQIDAQABO4HEMIHBMDQGCCsGAQUFBWEBBCgwJjAkBggr
** SIG ** BgEFBQcwAYYYaHROcDovL29jc3AudmVyaXNpz24u¥Y29t
** SIG ** MAWGA1UdEWEB/wWQCMAAWMwYDVROfBCwwKjAooCagJIYi
** SIG ** aHROcDovL2NybC52ZXJpc21lnbi5jb20vdHNzZLWNhLmNy
** SIG ** LDAWBgNVHSUBAfS8EDDAKBggrBgEFBQcDCDAOBGNVHQSB
** SIG ** Af8EBAMCBsAwHgYDVRORBBcwFaQTMBExDzANBgNVBAMT
** SIG ** BIRTQTEtM]jANBgkghkiGOwOBAQUFAAOCAQEAUMVLYCSA
** SIG ** 3+QNJMLeGrGhAgGmgiOMgxWBNwgCDiywWhdhtdgF/ojb
** SIG ** 8ZGRslYaQKbrkr44ObBINnQ6mE/kN7gZicqVQh2wuceqg
** SIG ** jVEg+tVKBEI1TgHRM6IXyE2qJ8fy4YZMAIhNg3jG/FPg
** SIG ** 6+AGh92klp5eDJjipb6/goXDYOHfrSjYx6VLZNrHG1u9
**% SIG ** rDkI1TgioTOLL4ga67wHITIEQQkKkHtWUcJLxIOOSAGGHP
** SIG ** yQKOFM9UxxajgFz5eT5dcn2IF54sQ6LKU859PfYgOrhP
** SIG ** 1AClbQgDXfleU/QYslcPcMP79a2VoA4X3sQWgGDJIDytu
** SIG ** hgTx6/R4J9EFxed40W165STLyMzCCA8QwggMtoAMCAQIC
** SIG ** EEe/GZXfjVJIGQ/fbbUgNMaQwDQYJKoZIhvcNAQEFBQAW
**% SIG ** gY¥sxCzAJBgNVBAYTAlpBMRUWEWYDVQQIEwxXZXNOZXJu
** SIG ** IENhcGUxFDASBgNVBACTCOR1lcmJIhbnZpbGx1MQ8wDQYD
** SIG ** VOQOKEwZUaGF3dGUxHTAbBgNVBASTFFROYXdA0ZSBDZXJ0
** SIG ** aWZpY2F0aWw9uMR8wHQYDVQODExZUaGEF3dGUgVGLtZXNO
** SIG ** YWlwaWSnIENBMB4XDTAzZMTIwNDAWMDAWMEOXDTEzZMTIw
** SIG ** MzIzNTklOVowUzELMAkKkGA1UEBhMCVVMxFzAVBgNVBAOT
** SIG ** D1ZlcmlTaWduLCBJIbmMuMSswKQYDVQQODEyJWZXJpU21ln
** SIG ** biBUaWllIFNOYWlwaWSnIFNlcnZpY2VzIENBMIIBIJAN
** SIG ** BgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAgCcaypMzN
** SIG ** IK8KfYmsh3XwtE7x38EPv2dhvaNkHNqg7+cozg4QwiVh+
** SIG ** JNtr3TaeD7/R7Hjyd6Z+bzy/k68Numj0bIJTKvVItg0g9
** SIG ** 9bbVXV8bAp/6L2sepPejmgYayALhfO0xS4w5g7EAcfrkN
** SIG ** 3j/HtN+HvV96ajEuASmMBE6hHIMAxcwlXLcl4NDOVEpkS
** SIG ** udboL6rm48KK]jCrDiyGHZr2DWFdvdb88qgiaHXcoQFTyf
**% SIG ** hOpUwQpuxP7FSt25BxGXInzbPifRHNjsnzHI8eYiGdVE
** SIG ** s0dDmhpfoB6Q5F717nzxfatiAY/1TQve0CIWgIXNroh?2
** SIG ** ru66DfPkTdmg+2igrhQ7s4fBuwIDAQABo4HbMIHYMDOG
** SIG ** CCsGAQUFBWEBBCgwJJjAkBggrBgEFBQcwAYYYaHROcDov
** SIG ** L29jc3AudmVyaXNpZ24uY29tMBIGA1UdEWER/wQIMAYB
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Af8CAQAWQQYDVROfBDowODA20DSgMoYwaHROcDovL2Ny
bC527XJpc21lnbi5ib20vVGhhd3R1VGILZXNOYWlwaW5Sn
QO0EuY3JsMBMGA1UdJQOMMAOGCCsGAQUFBWMIMA4GA1Ud
DWEB/WQEAWIBBjAkBgNVHREEHTAbpBkwFzEVMBMGA1UE
AxMMVFNBMjAOOCOxLTUzMAOGCSgGSIb3DOEBBQUAA4GB
AEpr+epYwkQcMY15mSuWv4KsAdYcTM2wilhu3wgpol 71
yPMT5wRSDe 9HTy8AOLDkyZNOmtQiYhX3PzchT3AxgPGL
0Iez60iXAP7PVZZOJINKpJO056rrdhQfMgzufJ2viduyuF
PriwdtdnhV/++tMV+9c8MnvCX/ivT01lIbGzgn9z 9KMIIE
vzCCBCigAWIBAGIQQZGhWS14389J2WY4HUx 1w ANBgkqg
hkiG9wOBAQUFADBfMQOswCQYDVQQGEWJVUZEXMBUGA1UE
ChMOVmMVyaVNpZ24sIEluYy4xNzAlBgNVBASTLKNSYXNz
IDMgUHVibGljIFByaWlhcnkgQ2VydGlmaWNhdGlvbiBB
dXRob3JpdHkwHhcNMDQWNzE2MDAWMDAWWhcNMTQwNzE1
MjM1OTUSWjCBtDELMAKGAIUEBhMCVVMxFzAVBgNVBAOT
D1ZlcmlTaWduLCBIbmMuMR8wHQYDVQQLEXZWZXJpU21n
biBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEZzJUZXJtcyBv
Z1iB1lc2Ug¥XQgaHROcHM6Ly93d3cudmVyaXNpz24u¥Y29t
L3JwYSAOYykwNDEUMCWGALUEAXM1VmVyaVNpZ24gQ2xh
c3MgMyBDb2R1IFNpZ25pbmcgMjAwWNCBDQTCCASIwDQYJ
KoZIhvcNAQEBBQADggEPADCCAQOCggEBAL687rx+74Pr
4DAP+wMQOL4I00x9InfgSfxkMwmvuQlKM3tMcSBM16sF
evl1RZe7Tq]jv18JIScK/vyZtQk2vi1ln24Z0Ta80KN2CB4 1
JyRsOJEn4oRJrhuKof01lgiwQMOhxgyjodOpR8ezN+PBU
1G/A420Kj9nYZI1jsi10J/aFDv5t4ymZ4oVHEC2GE+hX
j61lnwiMykRMg/KkjFIptwoRLAmgE1XEsXSH61A0m/R8t
kSvnAVVNE8mO1KILE2WtcttbZgoH9X82DumOdOCL8gTtC
abKOOrW8tJ4PXsTgLIKLKP1ITCJIJbdtQEgOfm1GOfA71Fw
N+G2BUhSSG846sPobHtEhLsCAWEAAaOCAaAwWggGCcMBIG
AlUJEWEB/wQIMAYBAf8CAQAWRAYDVROGBDOWOZASBgtg
hkgBhvhFAQcXAzAgMCgGCCsGAQUFBwWIBFhxodHRwczov
1L3d3dy5272XJpc21lnbi5jb20vcnBhMDEGA1UdHWQQMCgw
JgAkoCKGIGhOdHAG6Ly9jcmwudmVyaXNpz24uY29tL3Bj
YTMuY3JsMBOGA1UdJQQOWMBQGCCsGAQUFBwWMCBggrBgEF
BQcDAzAOBgNVHQOS8BAf8EBAMCAQYWEQYJYIZIAYb4QgEB
BAQDAgABMCkGA1UdEQQiMCCkHjACMROWGAYDVQQDEXFED
bGFzczNDQTIWNDgtMSO00MzAdBgNVHQAEFgQUCPVR6PV+
PT1kNnxozlt4gN+5xTcwgYAGA1UdIwR5MHehY 6RhMF8x
CzAJBgNVBAYTA1VTMRcwFQYDVQQKEWSWZXJpU21lnbiwg
SW537L3jE3MDUGALUECxMuQ2xhc3MgMyBOdWIsaWMgUHJIp
bWFyeSBDZXJ0aWZpY2F0aWSuIEF1dGhvemlO0eYIQcLrk
HRDZKTS20Mp7A8y6vzANBgkghkiGOwOBAQUFAAOBgQCU
OhedSntV+mRV7ECk7UlBkJdJmcibyvLh3KeCP5HBkPf+to
vDLZiDje3D/TibQ/sYKW8aRauuOuJtPefAFUAAOAPAAS
EUgJQPkcGHINIyTgu9XhUK4b9Q7d4C6BZzYCIbFIPKXVV
1r0i8tLgQXWIL2NVER5UWPpVZytk0gcBEfXvZ6tTCCBZOwW
ggSFoAMCAQICEAiZRTHI98bLruMeCG/ZQ/c8wDQYJKOZI
hvcNAQEFBQAWgbQxCzAJBgNVBAYTAIVTMRCWEFQYDVQQOK
EwSWZXJpU21lnbiwgSW57LjEfMBOGALUECKMWVMVyaVNp
224gVHJI1c3Q0gTmV0d29yazE7MDkGA1UECxMyVGVybXMg
b2YgdXN1IGFOIGhOdHBz01i8vd3d3LnZlcmlzaWdulLmNv
bS9ycGEgKGMpMDQOxLjAsBgNVBAMTIVZ1lcmlTaWduIENS
YXNzIDMgQ29kZSBTaWduaW5SnIDIwMDQgQOEwHhcNMDgx
MjE4MDAWMDAWWhcNMTExMJE4M3IM10TUSWS CB3DELMAKG
A1UEBhMCVVMxEzARBgNVBAgTCkNhbG1lmb3JuaWEXE]AQ
BgNVBACTCVBhbG8gQWx0bzEgMB4GA1UEChQXSGV3bGV0
dC1QYWNrYXJKkIENvbXBhbnkxPjA8BgNVBASTNURpZ210
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YWwgSUQgQ2xhc3MgMyAtIE1pY3Jvc29mdCBTb2Z0d2Fy
ZSBWYWxpZGF0aW9uIHYyMSAwWHgYDVQQLFBAIZXdsZXRO0
LVBhY2thcmQgQ29tcGFueTEgMB4AGALIUEAXQXSGV3bGVO
dC1lQYWNrYXJkIENvbXBhbnkwggEiMAOGCSgGSIb3DQER
AQUAA4IBDWAWGgEKAOIBAQC8NUFYV0fo9fehxaW7Q93J
19E1wSVDtGsjVnJIttMMNy yIMMOAZ yJPoc+oboHpd 6t 1N
TRkspHYUnxCHWASAMS2Ex5rZqLWOp0dRIB3T £sJKOR/
PT3jJ+oPLiGNQSL1YMzEDJKRNBcrfJr0dLe8UvIONJIcJIPB
2XLVXI15NZ3Jq/skeT1lpb6APiMFQe2KYQlbdmxCp2jMQw
Y/EF10aX+alm4GY4JC5TpxDRg4LrCLX72KUs66DN2shE
kTiXoDyA7/1ISVBS7xjfkWGANrLQGrS9du/T7k744dUqg3
1PQgsa7KQ086/TXHITpiqwfFI9BTmc4B45/8mts6VEOLr
DaeX01UY5JwTAgMBAAG)ggF/MIIBezAJBgNVHRMEAJAA
MA4GA1UdDWEB/wQEAWIHgDBABgNVHRS8EOTA3MDWgM6AX
hi90dHRwO18vQ1NDMy0yMDAOLWNybC52Z2XJpc21lnbi 5
b20vQ1NDMy0yMDAOLmMNybDBEBgNVHSAEPTATMDkKGC2CG
SAGG+EUBBxcDMCoOwWKAYIKwYBBQUHAGEWHGhOdHBZzO18v
d3d3LnZlcmlzaWdulmNvbS9ycGEwWEwYDVRO1BAwWwWCgY I
KwYBBQUHAWMwWAQYIKwYBBQUHAQEEaTBnMCQGCCsGAQUF
BzABhhhodHRwO18vb2NzcC52Z2XJpc21lnbi5jb20wPwYI
KwYBBQUHMAKGM2hOdHA6Ly9DUOMzLTIWMDQtYW1hLnZ1l
cmlzaWduLmNvbS9DUOMzLTIwMDOtYW1hImN1cjAfBgNV
HSMEGDAWgGBQIOVHo+/49PWQ2fGjPW31i037nFNzARBglg
hkgBhvhCAQEEBAMCBBAWFgYKKwYBBAGCNwWIBGWQIMAYB
AQABAf8wDQYJK0oZIhvcNAQEFBOADggEBAJFWRI91IVTS
5Ka9tBcSz1xqGMtzgqJ1TGRofEZILs2KTAvwnBb8/L9Fe
7£dBZOUghKTLMgAIC84497xNec8TguQV5+uRrGFc9mJIN
S5EMg+EONrTNCsbk4N1bX9X07XbUSGAO9fSs5x71C1Aph
rG+NYNoRAGNwvKmoStC1l9M5+rG/1bOEHbNswebCK6Bui
nH14p7ye8lrUEGP79eL1WhtI9wtJZ8CGtN2/bapDzMvQ
2nkJ01s7Yp6LKCogcPpymxZTJYB4AITx50hX59JRyuudn
FsamlIThFMpWOgECvJ0gAK339fiRyzJR5IIS0o/00LVizN
hevWSFRDOvybbj6SCA10qgkxggPmMIID4gIBATCBYTCB
tDELMAkKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWdu
LCBJIbmMuUMR8wWHQYDVQQLExZWZXJpU21nbiBUcnVzdCBO
ZXR3b3JrMTswOQYDVQQLEZzJUZXJtcyBvZiB1c2UgYXQg
aHROcHM6Ly93d3cudmVyaXNpZ24uY29tL3JwYSAOYykw
NDEUMCwGA1UEAXM1VmVyaVNpZ24gQ2xhc3MgMyBDb2R1
IFNpZ25pbmcgMjAwWNCBDQQIQCJIIFMf3xsuudx4Ib91D9
zzAJBgUrDgMCGgUAOHAWEAYKKwYBBAGCNwIBDDECMAAW
GQYJKoZIhvcNAQkDMOwWGC1isGAQQOBg]jcCAQQWHAYKKwWYB
BAGCNwIBCzEOMAWGC1isGAQQOBgjcCARUWIWYJKoZIhvcN
AQkEMRYEFD5Ick4G6xGGzY6yCLO3SeZmugpXMAOGCSgG
STb3DQEBAQUABIIBALIDbQGrb6PMo37YUO8kERBjua+gKk
gqAOPyY1xHFpmboADIXHWaoHO6vwEgCt 9d6NcBR1Ir7BJ
7LaEt4Gj8xocbvUgkLLDD7kxA+xPxMOIyx9XfjFcjlS4
Wv83d/fHFVXIiKbsyWQ74RiizEeVwSpBa+tjGa8YWN/R
JgrmN7WMpmY PxVLOmMMPrRng8IrsnaVXONdB3Uxx1£SUS
FvFVBsk60PsjE9XugPlsidcl7xX/gXA0iS3kcsrlczJF
WeKzzCD+d3pc3dpePYiIB37EYmtIySMer5Q5fWK4JvEg
10er6t9GN6kvnGOH610Z+9sXU79m15htXIFWOBPa6DZE
uhWM8+WhggF/MIIBewYJKoZIhvcNAQkGMY IBLbDCCAWGC
AQEWZzBTMQswCQYDVQQGEwWJIVUzZEXMBUGA1UEChMOVMVy
aVNpZ24sIEluYy4xKzApBgNVBAMTI1Z1lcmlTaWduIlFRp
bWUgU3RhbXBpbmcgU2VydmljZXMgQOECEDgll/rd4Ya+e
9JDNJIr XWWtUwCQYFKw4 DAhoFAKBAMBgGCSgGSIb3DQEJ
AzELBgkghkiGO9wOBBWEWHAYJKOZIhvcNAQkKFMQO8XDTAS
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**% SIG ** MDQxXNDESMjQwMlowIwYJKoZIhvcNAQkEMRYEFCOG2ANT
**% SIG ** Aa310tLNkxv16uG975SzMAOGCSgGSIb3DQERAQUABIGA
** SIG ** JEcIeNx47wDMxVM+UFte7]XGQRr5G18+5MK7bUZ/biFI
** SIG ** TMViDLrZfmb4sTtloVhh4QQJRkYLGn+z4IgFRDp4Q6u3
** SIG ** FIuNDPWVgB1BprAjwztJaWeqgklN+3j301Guavudrzt2g4
** SIG ** tmDvS2NSavVmdGmgyOUVz8hLNHIpio/hICub3RXA=
</signature>

</package>

Capture BIOS Settings:

<package>

<job id="main">

<comment>
EnumSettings.wsf

Last modified: 10-06-2005

A Windows Scripting Host example to read BIOS setting
information from the HP Client Management Interface.

Copyright (c) 2005, Hewlett-Packard Development Company
</comment>
<runtime>
<description>
Description:

This script example is designed to retrieve BIOS setting detail
from the HP Client Management Interface.
</description>
<named
name = "setting"
helpstring = "A specific setting to query for, otherwise all settings
are returned. If a particular setting contains spaces, be sure
to enclose the entire argument in quotation marks."
type = "string"
required = "false"
/>
<unnamed
name = "computers"
helpstring = "An optional list of computers to query specified by name
or IP address, otherwise the local system is used. The dot
nomenclature can also be used to include the local computer in
the computer list."
many = "true"
required = "false"
/>
<example>
Example:

cscript EnumSettings.wsf "/setting:Boot Order" . remotel remote?2
</example>
</runtime>
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<script language="VBScript">
On Error Resume Next

'Write version string

strScriptName = "EnumSettings.wsf"

strVersion = "1.0.0.1"

strCopyright = "Copyright (c) 2007, 2008 Hewlett-Packard Development Company"
WScript.Echo strScriptName & " Version " & strVersion & vbNewLine &

strCopyright & vbNewLine
' The following flags values useful in changing the behavior
' of WMI functions, such as instance enumeration.

Const wbemFlagReturnImmediately = 16

Const wbemFlagForwardOnly = 32

' Determine the type of query we will be performing. This will
either be a query for all setttings, or for a setting specified
via the command line.

Dim strQuery

If WScript.Arguments.Named.Exists ("setting") Then

strQuery = "SELECT * FROM HP BIOSSetting WHERE Name=""" &
WScript.Arguments.Named ("setting”™) & """"
Else
strQuery = "SELECT * FROM HP BIOSSetting"
End If

Determine the list of computers to process
Dim argsUnnamed, strComputer
Set argsUnnamed = WScript.Arguments.Unnamed

If argsUnnamed.Count > 0 Then
Set arrComputers = argsUnnamed
' Once we have identified our query string

and list of computer systems, we can iterate

through that list and display setting

information.

For Each strComputer In argsUnnamed

Call EnumSettings (strComputer, strQuery)
Next
Else
Call EnumSettings (".", strQuery)
End If

This subroutine does all the work

of enumerating the settings for

a given computer and WQL query.

Sub EnumSettings (ByVal strComputerName,
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ByVal strQueryString)
On Error Resume Next

' Set the WMI connection strings.
strService = "winmgmts:{impersonationlevel=impersonate}//"
strNamespace = "/root/HP/InstrumentedBIOS"

Dim StartTime, EndTime, LoopCount

LoopCount = 0
Do
' Connect to our namespace.
Set objWMIService = GetObject (strService &
strComputerName &
strNamespace)

If Err.Number = 0 Then
Exit Do
End If

' If we did not connect to WMI, the service could

' still be initializing. Wait five seconds and

' reattempt the connection.

' This issue happens under Windows PE.

' In WinPE, WMI takes about 30 secs to initialize, the first time it
runs.

' Also Timer function is not supported in WinPE

' Tried other delay methods, but found below to be best though lame

StartTime = 1000000 ' About 1 sec delay
Do

StartTime = StartTime - 1
Loop Until StartTime = 0

LoopCount = LoopCount + 1
WScript.Echo "Waiting... " & LoopCount
Loop Until LoopCount = 5' Enough time for WMI to get initialized

Call CheckWMI ()

1lFlags = wbemFlagForwardOnly + wbemFlagReturnImmediately

WScript.Echo vbCr & " "
WScript.Echo "Computer: " & strComputerName
WScript.Echo " "

Set colltems = objWMIService.ExecQuery (strQueryString,,l1Flags)
Call CheckWMI ()

For Each objItem In colltems
WScript.Echo objItem.Name & " = " & objItem.Value
Next

End Sub
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' This subroutine will display detailed information
' in the event WMI generates an error.
Sub CheckWMI ()

Dim errWMI
Dim n
If Err.Number <> 0 then
errWMI = CreateObject ("WbemScripting.SWbemLastError")

If errWMI <> Nothing then

n=MsgBox ("An error has occurred while attempting to access WMI." &
vbCr & vbCr & "Provider Name: " & vbTab & errWMI.ProviderName &
vbCr & "Error: " & vbTab & "Ox" & Hex (Err.Number) & _
vbCr & "Description: " & vbTab & errWMI.Description & _
vbCr & "Operation: " & vbTab & errWMI.Operation & _
vbCr & "Parameters: " & vbTab & errWMI.ParameterInfo,
vbExclamation, "HP Client Management Interface Example")

Else

n=MsgBox ("An error has occurred while attempting to access WMI." &
vbCr & "Error: " & vbTab & "O0x" & Hex (Err.Number) & _
vbCr & "Description: " & vbTab & err.Description &

vbExclamation, "HP Client Management Interface Example")
End if

Err.Clear
WScript.Quit
End if

End sub

</script>

</7job>

<signature>

** SIG ** MIIWJAYJKOZIhvcNAQcCoIIWFTCCFhECAQExCzAJBgUr
** SIG ** DgMCGgUAMGCGCisGAQQBgjcCAQSGWTBXMDIGC1sGAQQOB
**% SIG ** gjcCAR4AwWJIAIBAQQQCAVhGs441BGiowAQSIONQkAIBAAIR
** SIG ** AAIBAAIBAAIBADAhMAkGBSsOAwIaBQAEFB3BuuvVOxzvo
** SIG ** kkdPd7dTJKJywflooIIRgjCCA30owggJioAMCAQICEDgl
** SIG ** 1/r4Ya+e9IDnJrXWWtUwDQYJKoZIhvcNAQEFBQAWUZEL
** SIG ** MAkKkGA1UEBhMCVVMxFzAVBgNVBAOTD1ZlcmlTaWduLCRBJ
**% SIG ** bmMuMSswKQYDVQODEyJWZXJpU21nbiBUaWl1lIFNOYWlw
** SIG ** aWbnIFNlcnZpY2VzIENBMB4XDTA3MDYxXNTAWMDAWMEOX
** SIG ** DTEyMDYxNDIzNTk1OVowXDELMAKGA1UEBhMCVVMxFzAV
** SIG ** BgNVBAOTD1ZlcmlTaWduLCBJIJomMuMTQwMgYDVQQDEYLW
** SIG ** zXJpU2lnbiBUaWllIFNOYWlwaW5SnIFNlcnZpY2VzIEFNp
**% SIG ** Z251ciAtIEcyMIGEMAOGCSGSIb3DQOEBAQUAAA4AGNADCRB
** SIG ** iQKBgQDEtfJSFbyIhmApFkpbLOuRa4eR8zVUWDXg0TZe
** SIG ** Yk1ISUTRxwntmHYnI3SrEagr2N9mYdJHZ2kg6wtXaW8alK
** SIG ** YOVHLmsLkk5LK4zuWEqLIAfkGiz4ggpY2clC8y3Add6N
** SIG ** g8eOHZpsTAi1VHt7b72fhcsJJwp5gPOHivhajY3hpFHut
** SIG ** LQIDAQABO4HEMIHBMDQGCCsGAQUFBWEBBCgwJjAkBggr
** SIG ** BgEFBQcwAYYYaHROcDovL29jc3AudmVyaXNpZ24uY29t
** SIG ** MAWGA1UdEWEB/wQCMAAWMwYDVROfBCwwKjAooCagJIYi
** SIG ** aHROcDovL2NybC52ZXJpc2lnbi5jb20vdHNzLWNhLmNy
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bDAWBgNVHSUBAf8EDDAKBggrBgEFBQcDCDAOBgNVHQSB
Af8EBAMCBsSAwWHgYDVRORBBcwFaQTMBExDzANBgNVBAMT
B1RTQTEtMjANBgkaghkiGO9wOBAQUFAAOCAQEAUMVLYCSA
3+QNJMLeGrGhAgGmgi 0MgxWBNwgCDiywiWhdhtdgF/ojb
8ZGRs1YaQKbrkr440bBINnQ6mE/kN7gZicqVQh2wuceqg
JVEg+tVkBEI1TgHRM6IXyE2qJ8fy4YZMAJhNg3jG/FPg
6+AGh92k1lp5eDJjipb6/goXDYOHfrSjYx6VLZNrHG1u9
rDkI1TgioTOLL4ga67wHITOEQQkHtWUcJILxIOOSAGG6HP
yYOKOFM9UxxajgFz5eT5dcn2IF54sQ6LKU859PfYqOrhP
1AC1bQgDXfleU/QYslcPcMP79a2VoA4X3sQWgGDJIDytu
hgTx6/R4JIEFxe40W165STLyMzCCA8QwggMt oAMCAQIC
EEe/GZXfjVIGQ/ fbbUgNMaQwDQYJKoZIhvcNAQEFBQAW
gY¥sxCzAJBgNVBAYTAlpBMRUWEWYDVQQIEWxXZXNOZXJu
IENhcGUxFDASBgNVBACTCOR1cmJhbnZpbGx1MQ8wDQYD
VOOKEWZUaGF3dGUxHTAbBgNVBASTFFROYXd0ZSBDZXJO0
aWZpY2F0aW9uMR8wHQYDVQQODEXZUaGF3dGUgVG1ltZXNO
YWlwaWSnIENBMB4XDTAzZMT IWNDAWMDAWMEOXDTEzZMT Iw
MzIzNTklOVowUzELMAkKkGA1UEBhMCVVMxFzAVBgNVBAOT
D1Z1cmlTaWduLCBJIJbmMuMSswKQYDVQQDEyJWZXJpU21n
PiBUaWl1lIFNOYW1lwaW5SnIFNlcnZpY2VzIENBMIIBIJAN
BgkghkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAgCcqypMzN
IK8KfYmsh3XwtE7x38EPv2dhvaNkHNg7+cozgd4dQwiVh+
jNtr3TaeD7/R7Hjyd6Z+bzy/k68Numj0bJIJTKvVItg0g9
9bbVXV8bAp/6L2sepPejmgYayALhfO0xS4w5g7EAcfrkN
3j/HtN+HvV96ajEuASMBE6hHIMAxcwlXLc14NDOVEpkS
ud50L6rm48KKjCrDiyGHZr2DWFdvdb88giaHXcoQFTyf
hOpUwQpuxP7FSt25BxGXInzbPifRHNjsnzHJI8eYiGdAVvE
s0dDmhpfoB6Q5F717nzxfatiAY/1TQve0CIWGIXNroh2
ru66DfPkTdmg+2igrhQ7s4 fBuwIDAQARB04HbMIHYMDQG
CCsGAQUFBWEBBCgwJjAkBggrBgEFBQcwAYYYaHROcDov
L29jc3AudmVyaXNpZ24uY29tMBIGALIUJEWER/wQIMAYR
Af8CAQAWQQYDVROfBDowODA20DSgMoYwaHROcDovL2Ny
bC52ZXJpc21lnbi5jb20vVGhhd3R1VG1tZXNOYWlwaW5n
QO0EuY3JsMBMGA1UdJQOMMAOGCCsGAQUFBWMIMA4GA1Ud
DWEB/WQEAwWIBB]AkBgNVHREEHTAbpBkwEFzEVMBMGA1UE
AXMMVENBMjAOQOOCOxLTUzMAOGCSgGSIb3DOEBBQUARA4AGB
AEpr+epYwkQcMY15mSuWv4KsAdYcTM2wilhu3wgpol71I
yPMT5wRSDe 9HIy8AOLDkyZNOmMt Qi YhX3PzchT3AxgPGL
0Iez60iXAPTPVZZOINKpJ056rrdhQfMgzufJ2vViduyuF
PriwdtdnhV/++tMV+9c8MnvCX/ivTOlIbGzgn9z9KMIIE
vzCCBCigAwWIBAgIQQZGhWj14389JZWY4HUx1wjANBgkg
hkiG9wOBAQUFADBfMQOswCQYDVQQGEWJVUZEXMBUGA1UE
ChMOVmMVyaVNpZ24sIEluYy4xNzAIBgNVBASTLKNSYXNz
IDMgUHVibGljIFByaWlhcnkgQ2VydGlmaWNhdGlvbiBB
dXRob3JpdHkwHhcNMDQWNzE2MDAWMDAWWhcNMTQwNzE1
MjM1OTUSWjCBtDELMAKGAIUEBhMCVVMxFzAVBgNVBAOT
D1Z1cmlTaWduLCBIJbmMuMR8wHQYDVQQLExXZWZXJpU21n
biBUcnVzdCBOZXR3b3JrMTswOQYDVQQLEZzJUZXJtcyBv
Z1iB1lc2Ug¥XQgaHROcHM6Ly93d3cudmVyaXNpZz24uY29t
L3JwYSAOYykwNDEUMCWGALUEAXM1VmVyaVNpZ24gQ2xh
c3MgMyBDb2R1IFNpZ25pbmcgMjAwWNCBDQTCCASIWDQYJ
KoZIhvcNAQEBBQADGGEPADCCAQOCGGEBAL687rx+74Pr
4DAP+wMQOL4I00x9InfgSfxkMwmvuQlKM3tMcSBM16sFE]
evl1RZe7Tqjv18JIScK/vyZtQk2vf1n24Z0Ta80KN2CB41i
JyRsOJEn4oRJIrhuKof01lgiwQMOhxqgyjodOpR8ezN+PBU
1G/A420Kj9nYZI1jsil0J/aFDv5bt4ymZ4oVHEC2GE+hX
j61lnwijMykRMg/KkjFIptwoRLAmMgE1XEsXSH6iA0m/R8t
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kSvnAVVN8mO1KILf2WtcttbZgoH9X82DumOdOCL8gTLC
abKOOrW8tJ4PXsSTgLIKLKP1ITCJIbdtQEgOfm1lGOfAT71Fw
N+G2BUhSSG846sPobHtEhLsCAWEAAaOCAaAwWggGCcMBIG
AlUJEWEB/wQIMAYBAf8CAQAWRAYDVROgBDOwOzASBgtg
hkgBhvhFAQcXAzAgMCgGCCsGAQUFBwIBFhxodHRwczov
1L.3d3dy52ZXJpc21lnbi5jb20venBhMDEGA1UdHWQQMCgw
JgAkoCKGIGhOdHAGLLYy9jcmwudmVyaXNpZ24uY29tL3RB]j
YTMuY3JsMBOGA1UdJQQWMBQGCCsGAQUFBWMCBggrBgEF
BQcDAzZAOBgNVHQ8BAf8EBAMCAQYWEQYJYIZIAYb4QgER
BAQDAgABMCkGA1UdEQQiMCCkHjACMROWGAYDVQQDEXFED
bGFzczNDQTIwNDgtMSO00MzAdBgNVHQ4EFgQUCPVR6PV+
PT1kNnxozl1lt4gN+5xTcwgYAGA1UdIwR5MHehY 6RhMF8x
CzAJBgNVBAYTAIVTMRcWFQYDVQQKEWSWZXJpU21lnbiwg
SW53L3jE3MDUGALIUECxMuQ2xhc3MgMyBQdWJIsaWMgUHJIp
PWFyeSBDZXJ0aWzZpY2F0aWOuIEF1dGhveml0eYIQcLrk
HRDZKTS20Mp7A8y6vzANBgkghkiGIwOBAQUFAAOBGQCU
OhedSntV+mRV7ECk7Ul1BkJIJmcibyvLh3KeCP5HBkPf+to
vDLZ1Dje3D/TibQ/sYKW8aRauuOuJtPefAFuUAACAPAAS
EUgJQPkcGHINIyTgu9XhUK4b9Q7d4C6BzYCjbFIPkXVV
iroi8tLgOXWIL2NVERS5UWPpVZytkOgeBEXvZ6tTCCBZ 0w
ggSFoAMCAQICEAiZRTHI8bLruMeCG/ZQ/c8wDQYJK0OZI
hvcNAQEFBQAWgbQOxCzAJBgNVBAYTALIVTMRCWEQYDVQQOK
Ew5S5WZXJpU21nbiwgSW59LIEfMBOGALUECKMWVMVyaVNp
724gVHJI1c3Q0gTmvV0d29yazE7MDkGA1UECKMyVGVybXMg
b2YgdXN1IGFOIGhO0dHBz01i8vd3d3LnZlcmlzaWdulmNv
bS9ycGEgKGMPpMDOxLjAsBgNVBAMTIVZ1lcmlTaWduIENs
YXNzIDMgQ29kZSBTaWduaW5SnIDIwMDQgQOEwHhcNMDgx
MIJE4AMDAWMDAWWhcNMTExXMjE4MJM10OTUSWjCB3DELMAKG
AlUEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWEXEJAQ
BgNVBACTCVBhbG8gQWx0bzEgMB4GAL1UEChQXSGV3bGV0
dAC1QYWNrYXJkIENvbXBhbnkxPjA8BgNVBASTNURPZ210
YWwgSUQgQ2xhc3MgMyAtIE1pY3Jvc29mdCBTb2Z0d2Fy
ZSBWYWxpZGF0aWOuIHYyMSAwWHgYDVQQOLFBAIZXdsZXR0
LVBhY2thcmQgQ29tcGFueTEgMB4GA1UEAXQXSGV3bGVO
dC1QYWNrYXJkIENvbXBhbnkwggEiMAOGCSGGSIb3DOER
AQUAA4IBDWAWGGEKAOIBAQC8NUFYV0fo9fehxaW7Q093J
19E1wSVDtGsjVnJttMMN] yIMmMOAZyJPoc+oboHp46t1N
TRkspHYUnxCHWASAMS2Ex5rZqLWOp0dRJIB3T £sJKOR/
PT3j+oPLiGNQSL1YMzEDJKRnBcrfJr0dLe8UvIONJcJIPB
2XLVXI15NZ3Jq/skeT1lp6APiMFQe2KYQlbdmxCp2jMQOw
Y/EF10aX+alm4GY4JC5TpxDRg4LrCLX72KUs66DN2shE
kTiXoDyA7/1ISVBS7x]fkWgANrLOGrS9du/T7k74dUqg3
1PQgsa7KQ086/TXHITpiqwfFIBTmc4B45/8mts6VEOLr
DaeX01UY5jwTAGMBAAG]ggF/MIIBezAJBgNVHRMEA]AA
MA4GA1UdDWEB/wQEAWIHgDBABRgNVHR8EOTA3MDWgM6AX
hi90dHRwO1i8vQ1NDMyOyMDAOLWNybC52ZXJpc2lnbi5]j
b2 0vQ1NDMy0yMDAOLmMNybDBEBgGNVHSAEPTATMDkGC2CG
SAGG+EUBBxcDMCowKAYIKwYBBQUHAGEWHGhOdJHBZzO18v
d3d3LnZlcmlzaWdulmNvbS9ycGEWEwWYDVRO1BAwWwWCgY T
KwYBBQUHAWMwAQYIKwYBBQUHAQEEaTBnMCQGCCsGAQUF
BzABhhhodHRwO18vb2NzcC52ZXJpc2lnbi5jb20wPwYI
KwYBBQUHMAKGM2hOdHA6Ly9DUOMzLTIWMDQtYW1hLnZ1l
cmlzaWduLmNvbS9DUOMzLTIwMDQtYW1hLmN1cjAfBgNV
HSMEGDAWgGBQIOVHo+/49PWQ2fGjPW31i037nFNzARBglg
hkgBhvhCAQEEBAMCBBAWEFgYKKWYBBAGCNwWIBGWQIMAYB
AQABAf8wDQYJKoZIhvcNAQEFBOQADggEBAJFWR)91IVTS8
5Ka9tBcSz1xqGMtzqJlTGRofEzILs2KTAvwnBb8/L9Fe
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**% SIG ** T7fdBZ0OUghKTLMgAIC84497xNec8TguQV5+uRrGFc9mJIN
** SIG ** S5EMg+EONrTNCsbk4N1bX9X07XbUSGA09fSs5x71ClAph
** SIG ** rG+NYNoRAGNwvKmoStClIM5+rG/1lbOEHbNswebCK6Bui
** SIG ** nH14p7ye8lrUEGP79eL1WhtI9wtJZ8CGtN2/bapDzMvQ
**% SIG ** 2nkJ01s7Yp6LKCogcPpymxZTJYB4ITx50hX59JRyuuédn
** SIG ** FsamlIhFMpWOgECvJ0gAK339fiRyzJR5IIS0o/00LVizN
** SIG ** hevWSFRDOvybbj6SCALIOqqkxggPmMIID4gIBATCBYTCB
** SIG ** tDELMAKGA1UEBhMCVVMxFzAVBgNVBAoOTD1ZlcmlTaWdu
** SIG ** LCBJbmMuMR8wWHQYDVQQLExZWZXJpU21lnbiBUcnVzdCBO
** SIG ** ZXR3b3JrMTswOQYDVQQLEzJUZXJtcyBvZiBlc2UgYXQg
**% SIG ** aHROcHM6Ly93d3cudmVyaXNpZ24uY29tL3JwYSAoYykw
** SIG ** NDEuMCwGA1UEAxXM1VmVyaVNpZ24gQ2xhc3MgMyBDb2R1
** SIG ** IFNpZ25pbmcgMjAwNCBDQQIQCJIIFMf3xsuu4x4Ib91D9
** SIG ** zzAJBgUrDgMCGgUAOHAWEAYKKwYBBAGCNwIBDDECMAAwW
** SIG ** GQYJKoZIhvcNAQkDMOwGC1isGAQQBgjcCAQQWHAYKKwYB
** SIG ** BAGCNwIBCzEOMAWGC1isGAQQBgjcCARUwIwYJKoZIhvcN
*%* SIG ** AQKEMRYEFC04JeHoCg+uO7mILanYPHdApt8gqlMAOGCSAG
** SIG ** SIb3DQEBAQUABIIBACJIdASmwgBsppDOhwME7D5uTvJhGC
** SIG ** yNXopFGx4rtmFOsgx9Dcf9/uhCz33m4bJCY1EUQy3MDT
** SIG ** w99gshpb+gEYO20CCLstIJYKThd4wb+tb0OZfxot6KJIBot
** SIG ** 74mMH30YAOSjz8abnb6Wel2b2iwnjOVyXv21LajTGedYM2
** SIG ** bBxGcex7st8uabINkTBecl7umQazV+EIEedJvx76bfzcVS
** SIG ** 1tRQuyNmVmBMoAlInnhTw2vyvr59aALl/7Wh3sUrn/Xs
** SIG ** 3Ctr/IF82WyGrrSMSLxXFKLt+X/niTUBGF7GO+LEt/rsB
** SIG ** v7GCP3eKT3u4It22JqyTTHFTpvnddmrkb3Rhvf3/19elL
** SIG ** oMH7vlehggF/MIIBewYJKoZIhvcNAQKGMYIBbDCCAWGC
** SIG ** AQEwZzBTMQOswCQYDVQQGEwWJIVUzEXMBUGA1UEChMOVmMVy
** SIG ** aVNpZ24sIEluYy4xKzApBgNVBAMTI1ZlcmlTaWduIFRp
** SIG ** bWUgU3RhbXBpbmcgU2VydmljZXMgQOECEDgll/rd4Ya+te
** SIG ** 9JIDnJrXWWtUwCQYFKw4DAhoFAKBAMBgGCSgGSIb3DQEJ
** SIG ** AzELBgkghkiGOwOBBWEWHAYJK0ZIhvcNAQkFMQS8XDTAS
** SIG ** MDQOxXNDESMjYxNFowIwYJKoZIhvcNAQkEMRYEFES50sZNQ
** SIG ** RgVHrwTIofPL8y3RhgPYMAOGCSgGSIb3DQEBAQUABIGA
** SIG ** dIAcCuRAPgwCk6/iSOUEJ8mSsnvpcog0lrkGRxRrWCCwa
** SIG ** WUzKBPDViag4EDZCgs8uEmRZBz2+F6NewTiHoMKgWs1M
** SIG ** nZMk1l01+11yXDTKBfQbvgOe8MPsiP4WDr/fP/9KPfOve
** SIG ** yIm2v/PDrhg4G50ZRviEBCri/IyKWnr0dm+2BgY=
</signature>

</package>

Reset All BIOS Settings to Default:

Const wbemFlagReturnImmediately = 16

Const wbemFlagForwardOnly = 32

1Flags = wbemFlagReturnImmediately + wbemFlagForwardOnly

strService = "winmgmts:{impersonationlevel=impersonate}//"
strComputer = "."

strNamespace = "/root/HP/InstrumentedBIOS"

strQuery = "select * from HP BIOSSettinglInterface"

Set objWMIService = GetObject (strService & _
strComputer & strNamespace)

Set colltems = objWMIService.ExecQuery(strQuery,,lFlags)
For each objItem in colItems

objItem.SetSystemDefaults oReturn, "<kbd/>1E302E020304"
Next

Dim strReturn

Select Case oReturn

Case 0 strReturn = "Success"
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Case 1 strReturn = "Not Supported"

Case 2 strReturn = "Unspecified Error"

Case 3 strReturn = "Timeout"

Case 4 strReturn = "Failed"

Case 5 strReturn = "Invalid Parameter"

Case 6 strReturn = "Access Denied"

Case Else strReturn = "..."

End Select

WScript.Echo "SetSystemDefaults () returned: (" & oReturn
& ") " & strReturn

Monitor System Health Events:

on error resume next

strService = "winmgmts:\\"

strComputer = "."

strNamespace = "\root\WMI"

strQuery = "select * from HPBIOS BIOSEvent"

set objWMIService = GetObject ( strService & strComputer

& strNamespace )

set events = objWMIService.ExecNotificationQuery( strQuery )

if err <> 0 then

WScript.Echo Err.Description, Err.Number, Err.Source
end 1if

WScript.Echo "Waiting for CMI Events..."
WScript.Echo "Press Ctrl-C to exit."

WScript.Echo ""

Dim strCategory

Dim strSeverity

Dim strStatus

Counter =1

do

' Note this next call will wait indefinitely.
set CMIEvent = events.nextevent

if err <> 0 then
WScript.Echo Err.Number, Err.Description, Err.Source
Exit Do

else

Select Case CMIEvent.category

Case 0 strCategory = "Unknown"

Case 1 strCategory = "Configuration Change"
Case 2 strCategory = "Button Pressed"

Case 3 strCategory = "Sensor"

Case 4 strCategory = "BIOS Settings"

Case Else strCategory = "..."
End Select
Select Case CMIEvent.severity

Case 0 strSeverity = "Unknown"

Case 5 strSeverity = "OK"

Case 10 strSeverity = "Degraded/Warning"

Case 15 strSeverity = "Minor Failure"

Case 20 strSeverity = "Major Failure"

Case 25 strSeverity = "Critical Failure"

Case 30 strSeverity = "Non-recoverable Error"

Case Else strSeverity = "..."
End Select
Select Case CMIEvent.status
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Case 0 strStatus = "Unknown"

Case 1 strStatus = "Other"

Case 2 strStatus = "OK"

Case 3 strStatus = "Degraded"

Case 4 strStatus = "Stressed"

Case 5 strStatus = "Predictive Failure"
Case 6 strStatus = "Error"

Case 7 strStatus = "Non-Recoverable Error"
Case 8 strStatus = "Starting"

Case 9 strStatus = "Stopping"

Case 10 strStatus = "Stopped"”

Case 11 strStatus = "In Service"

Case 12 strStatus = "No Contact"

Case 13 strStatus = "Lost Communication"
Case 14 strStatus = "Aborted"

Case 15 strStatus = "Dormant"

Case 16 strStatus = "Supporting Entity in Error"
Case 17 strStatus = "Completed"

Case 18 strStatus = "Power Mode"

Case Else strStatus = "..."

End Select

Wscript.Echo "Event received... Count: " & Counter

Wscript.Echo vbTab & "Name:" & vbTab & vbTab

& CMIEvent.name

Wscript.Echo vbTab & "Description:" & vbTab

& CMIEvent.description

Wscript.Echo vbTab & "Category:" & vbTab & strCategory
Wscript.Echo vbTab & "Severity:" & vbTab & strSeverity
Wscript.Echo vbTab & "Status:" & vbTab & vbTab

& strStatus

Counter = Counter + 1

end if

loop

Custom BIOS Sensor Setting Script for reporting to Symantec Management Platform:
'Create instance of Altiris NSE component

dim nse

set nse = WScript.CreateObject ("Altiris.AeXNSEvent")

' Set the header data of the NSE

' Please don't modify this GUID

nse.To = "{1592B913-72F3-4C36-91D2-D4EDA21D2F961}"
nse.Priority =1

'Create Inventory data block. Here assumption is that the data class with
below guid is already configured on server

dim objDCInstance

set objDCInstance = nse.AddDataClass ("{d7b3abcc-97al-4bae-a9%4b-
47aaceael2b4}")

dim objDataClass
set objDataClass = nse.AddDataBlock (objDCInstance)

'Add a new row
dim objDataRow
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set objDataRow = objDataClass.AddRow

Set the WMI connection strings.

strService = "winmgmts: {impersonationlevel=impersonate}//"
strNamespace = "/root/HP/InstrumentedBIOS"
strComputerName = "."

Dim StartTime, EndTime, LoopCount

Connect to our namespace.

Set objWMIService = GetObject (strService &
strComputerName &
strNamespace)

If Err.Number <> 0 Then
WScript.Echo "Error connecting to WMI"
WScript.Quit

End If

1Flags = wbemFlagForwardOnly + wbemFlagReturnImmediately

'objlogFile.WriteLine vbCr & " ="
'objlogFile.WriteLine "Computer: " & strComputerName
'objlogFile.WriteLine " "
Set colItems = objWMIService.ExecQuery ("SELECT * FROM

HP BIOSNumericSensor",,lFlags)

Dim s
For Each objItem In colltems

If Trim(objItem.Name) <> "" Then

Select Case objItem.BaseUnits

Case 1 s = " (Other)"
Case 2 s = " (Degrees C)"
Case 19 s = "(RPM)"
Case Else s = " (!undefined!)"
End Select
'objlogFile.WriteLine objItem.Name & " = " & objItem.CurrentState & "

= " & objItem.CurrentReading & s

Select Case objItem.Name
Case "CPU Fan Speed" objDataRow.SetField 0, objItem.CurrentState

& " =" & objItem.CurrentReading & s

Case "Front Chassis Fan Speed" objDataRow.SetField 1,
objItem.CurrentState & " = " & objItem.CurrentReading & s

Case "Rear Chassis Fan Speed" objDataRow.SetField 2,
objItem.CurrentState & " = " & objItem.CurrentReading & s

Case "Power Supply Fan Speed" objDataRow.SetField 3,
objItem.CurrentState & " " & objItem.CurrentReading & s

Case "CPU Thermal Index" objDataRow.SetField 4,
objItem.CurrentState & " = " & objItem.CurrentReading & s
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Case "Chassis Thermal Index" objDataRow.SetField 5,
objItem.CurrentState & " = " & objItem.CurrentReading & s
End Select
End If
Next

nse.SendQueued
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