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Polcy /.
(] Accounts: Adminstrator account status

[88]Accounts: Guest account status

Accounts: iitlocal account use of bank passwords to consol logon orly
[B8]Accounts: Rename scministrator account

JAccounts: Rename guest account

[B]aucit: Audt the access of obalsystem objects

[BH)Auct: Audit the use of Backup and Restore privege

[BE)aucit: Shut down system inmediately Funable to o secuity audts

[@#)pcoMm: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax
IoCOw: Machne Launch Restrictons n Securty Descriptor Defrition Language (S2DL) syntax
[88]Devices: Al undock nithout having o og on

[88]Devices: Alomed to format and sjectremovable media

[B8]Devices: Prevent users from staling printer drvers

Devies: Restrict CDROM access tofcally logged-on user only

[BE]0eces: Restrict foppy access o ocally logged-on user only

evices: Unsigned driver nstallaton behavior

[B]ooman controler: Alow server aperators toschede tasks

[B8]oomain controler: LDAP server signing requrements

[88]omsin controler: Refuse machine account password changes

[@)pomain member: Digitally encrypt or sign secure channel data (aways)

Joomain merber: Digtally encrypt secure channel data (shen possbie)

[@)Domain member: Digitally sign secure channel data (hen possible)

Ioomain member: Disabie machine account passvord changes

[ Do mermber: Mttt mathine sccoinbpessmord nge

Joomain merber: Reguire strang (1incons 2000 o late) sesson key
[Ef]ineractivelogon: Display user nformation when the sesson s locked
[B8]nteractve logon: Do not disply st user name.

[B8]interactve logon Do ot requre CTRL-ALT40EL

[BE)ineractivelogon: Message text or users attempting tlog on

[B]imeractve fogon: Message e for users atiemating folog on

[B]ineractive logon: Number ofprevious lgons to cache (n case domain contrler i not avalable)
interactive ogon: Prompt user to change passiard before expraton
[B]ineractielogon: Reguire Domain Controler authentication to urock workstation
terazive ogon: Recuire smart card

[E]ineractive logon: Smart card remaval behavier

Microsoft network dient: Digtaly sign communicatons (atvays)

[@]icrosoft network cient: Digitally sign communications (f server agrees)

Microsoft netiwork cient; Send unencrypted passiord to third-party SVB servers
[BB]Microsoft metwork server: Amount of e tme required before suspending sessin
[@f]Microsoft netwrk server: Digitally sign communications (ahways)

[B]vicrosoft network server: Digitaly sign communications (f cient agrees)

[ Microsoft ntwork sérvérs Discoirect hents whertogort hotfa sxpie

ietor access Aloy anonymous SIDame transizton

[BE]Network access: Do not alow anonymous enumeration of SAM accounts
[BE]Network access: Do ot alow anonymous enumeraton of SAM accounts and shares
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[@)Domain member: Digitally encrypt secure channel data (when possibie)
[@)pomain member: Digitally sign secure channel data (hen possible)
[Domain member: Disabie machine account passvord changes

(B D oo Maskii e oot bmsanord age

Joomain merber: Reguire strang (1incons 2000 o later) sesson key

incracive ogon
incracive ogon
Eflneracive ogon
Eflneracive ogom

Eflneracive ogon
Eflneracive ogon

ineracticlogon

nteractive logon:

lineracticlogon

Display user information when the session s ocked
Do ot dispiay last user name

Do ot reguire CTRL+ALT4DEL

Message text for users attempting tolog an

Message tte for users atiempting tolog on

Number of previous ogons to cache (n case domain controler s not avalzble)
Prompt user to change passiord before expiraton

Requre Domain Controler authentestion to unlock workstation

Requre smart card

Smart card remaval behavior

Microsoft network dient: Digitaly s communicatons (ahvzys)

[@f)Microsoft netwrk cient: Digitally sign communications (f server agrees)

[BVicrosoft netork lents end unencrypted passiord to third-party SHB servers
[88]Microsoft metwork server: Amount of e tme requied before suspending session
[@f)vicrosoft network server: Digitally sign communications (ahways)

Microsoft netork server: Digital sign commurications (f ient agrees)

[BB]Microsoft network server: Disconnect dients when logon hours expire

ietor aczess Aloy anonymous SIo/Name transizton

[BE]Network access: Do not alow anonymous enumeraton of SAM accounts

Network access: Do not alow ananymous enumeration of SAM accaunts and shares
[BH]Network access: Do not alow storage of redntis o NET Passportsfo netvork authentaton
[BE]Network access LetEveryone permissions apply o anonymous users

[BE]Network access: Named Pipes that canbe accessed anonymously

[BE]Network access: Remotely accessie regtry paths

[BE]Netork access: Shares that can be accessed snonymausly

[BE]Network access: Sharing and secuity madel forlcal accounts

etor securiy: Do ot store LAN Manager hash vakue on next passvord change
[BNetwork securiy: Forcelogoff when ogon hours exore

Nethork securiy: LaN Manager authenticaton evel

[BNetwork secuiy: LDAP cent sgring regurements

Network securiy: Minimum session security for NTLM SSP based (ncucing secure RPC) ients
[@]network security: Minimum session security for NTLM SSP based (indluding secure RPC) servers
JRecovery console: Allow automatic acminstative logon

BJRecovery consol: Alow foppy copy and access to alcrives and al olders

[B]shutdown: Alow system to b shut down ithout having tolog on

[B8]Shutdon: Cear vitual memory pagefie

[B]System cryptocrahy: Use FIPS compliant agorithms for encrypton hashing, nd scring
ystem objects: Defauit onner for objects reated by members of the Adrministrators group
[BE]Svstem objcts: Require case nsensitityfo non-Windos subsystens

[@]system objects: Strengthen default permissions of internal system objects (e.g. Symboii Links)
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