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Goals

JAny LDAPv3 directory will work with IBM WebSphere 8.8.x as a Federated

Repository /Userstore per IBM documentation.

JIBM WAS provides a few pre-defined LDAP
templates.

dThe IBM Lotus Domino template allows “un-restricted”

¢ Directory type
IBM Tivoli Directory Server v

IBM Tivoli Directory Server
¢+ 2/0S Integrated Security Services LDAP Server
IBM Lotus Domino
Novell Directory Services
f Sun Java System Directory Server
Microsoft Windows Active Directory
Microsoft Active Directory Application Mode
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access to objectClasses & primary unique identifiers, to be used with CA Directory

or OpenLDAP.

JHowever, as a goal, we would like to understand the management of the LDAP
search criterial of the IBM WAS for Federated Repositories; and therefore will use
the “Custom” option. This deck will use IBM command line processes to define
variables for an LDAP store and the use the Jython scripting language to setup the

Federated LDAP repository.




Methodology

Deploy IBM WAS 8.8.5 server.
*  Download from IBM and deploy on MS Windows OS or RHEL Linux

Backup the IBM WAS 8.8.5 Cell that was created as part of the installation.
O Save the cell as a compress file.
U Save a copy of the wimconfig.xml file as a check point file.

Download and install CA Directory r12.0sp17 or higher
U Deploy the sample DSA of democorp [Included in CA Directory samples]
U Update an exist user record as an administrator with a password & declare this uid as the service bind account.
O Enable dynamic group functionality
O Create a group OU and populate with groups and dynamic LDAP queries

Download and Install Open Source WinMerge tool
U Use as comparison tool for before / after state of updates to the wimconfig.xml file.
O This process will validate what GUI checkboxes or updates occur to this file.
U This process will validate any Jthyon / wsadmin CLI processes emulate the GUI updates to this file.

Download and Install NotePad++ / TextPad
O Use to edit the wimconfig.xml file

Use “list” mode of the Jython script language to allow variable substitution
Use IBM documentation for wsadmin/jython example

Validation.

U Bounce IBM WAS Service to clean cache entries

U Loginto IBM WAS Ul
O Setup initial Federated Repository using pre-defined template of “IBM Domino Server”
O Validate Global Security / Federated Repositories Look Correct.
O Exercise Use-Case with Users and Groups. Ensure all users are viewed. Validate all groups with static and dynamic members are displayed.
O Save the wimconfig.xml file for “IBM Domain Server” state, then remove this configuration in the WAS UI.
O Start effort to build a Custom template for CA Directory

0 Use WinMerge tool to compare before / after states with wimconfig.xml file.



Background: IBM WAS Scripting Languages Supported

* JACL

e TCL with Java
* Jaclis a Tcl 8.x interpreter written in Java. You can script your Java applications in Tcl.

e http://wiki.tcl.tk/1215

* JYTHON

* Python with Java
e Jython is an implementation of the Python programming language designed to run on the Java platform.

Jython programs can import and use any Java class.
* https://en.wikipedia.org/wiki/lython

* http://www.wasscripting.com/index.html
http://www.amazon.com/WebSphere-Application-Server-Administration-Jython/dp/0137009526

* IBM Websphere uses both for scripting with CLI command tool, wsadmin
https://www.ibm.com/support/knowledgecenter/SSAW57 8.5.5/com.ibm.websphere.nd.doc/ae/rxml atidmgrrepositoryconfig.html

https://www.ibm.com/support/knowledgecenter/was beta/com.ibm.websphere.base.doc/ae/rxml commandline.html
Per IBM Support Ticket, this is a preferred model for IBM to support and address any issues.



http://wiki.tcl.tk/1637
http://wiki.tcl.tk/1215
https://en.wikipedia.org/wiki/Python_(programming_language)
https://en.wikipedia.org/wiki/Java_(programming_language)
https://en.wikipedia.org/wiki/Jython
http://www.wasscripting.com/index.html
https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/rxml_atidmgrrepositoryconfig.html
https://www.ibm.com/support/knowledgecenter/was_beta/com.ibm.websphere.base.doc/ae/rxml_commandline.html

Background: References

e Using wsadmin for administering a WebSphere environment - David Hare
* www-01.ibm.com/support/docview.wss?uid=swg27011283&aid=1&usg=AFQjCNFI9_ub12unlJuxo4Y1mzQt7EVIbjA

 <WAS_HOME>/bin/wsadmin.bat

* Supports both Jacl and Jython scripting languages.
* wsadmin —f <script> / wsadmin —c <command> / wsadmin —help

* wsadmin provides five command objects:
*  AdminControl - for operational commands.
*  AdminConfig - for configurational commands
¢ AdminApp - for administering applications.

¢« AdminTask - for administrative commands.

* Note: If the Global security is enabled...you will be asked for user name and password or you can specify it inline using —user
and —password.
* Note:

* The remote method invocation (RMI), also known as the ORB bootstrap, port is designed to improve performance and communication with the server. The RMI
connection is JSR 160 RMI compliant. The default setting of the RMI port is 2809

* The SOAP connector port is more firewall compatible. The default setting of the SOAP port is 8880

https://www.ibm.com/support/knowledgecenter/was beta/com.ibm.websphere.wdt.doc/topics/tsoapv6.htm
https://websphereapplicationservernotes.wordpress.com/2012/12/25/wsadmin-tutorial-part1/



https://www.ibm.com/support/knowledgecenter/was_beta/com.ibm.websphere.wdt.doc/topics/tsoapv6.htm
https://websphereapplicationservernotes.wordpress.com/2012/12/25/wsadmin-tutorial-part1/

Background: Wsadmin - WAS Command Line Interface

wsadmin>print Help.help()
Wsadmin>print AdminTask.help('-commands')

\AppServer\bin>wsadmin.bat -username wsadmin -password Password01 -lang jython

WASX7209I: Connected to process "serverl" on node baual01w7Node01 using SOAP connector; The type of process
is: UnManagedProcess

WASX7031l: For help, enter: "print Help.help()"

wsadmin>

Ref:
ht_tlps://www.ibm.com/support/knowIedgecenter/SSAW57 8.5.5/com.ibm.websphere.nd.doc/ae/welc howdoi tscr.h
tml



https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/welc_howdoi_tscr.html

Background: Execute Jython Script

Interactively

bin>wsadmin.bat -username wsadmin -password Password01 -lang jython -conntype SOAP

- Copy —n- paste file here
- Monitor for any error message

"N

8 Administrator: Command Prompt - wsadmin.bat -username wsadmin -password Password01 -lang jython -conntype SOAP

-username wsadmin -password Password®l -lang jython -conntype SOAP

H:\wls2\AppServeri\bin>wsadmin.bat
The type of process is: UnManag

WASXT7209I: Connected to process “server1” on node baual@1wTNode®l using SOAP connector;
edProcess

WASXTO31I: For help, enter: "print Help.help()"

Input File

bin>wsadmin.bat -username wsadmin -password Password01 -lang jython -conntype SOAP -f “filename.py”
okl

Administrator: Command Prompt

# Step 06: Enable Global Security and set Federated Repositories to be default

oups

changes




Background: WAS CLI Debug

1. Enable wsadmin tracing by editing the wsadmin.properties file
1. <WAS_HOME>/profiles/<PROFILE_NAME>/properties/wsadmin.properties

2. Enable “Admin=all” tracing on each server process involved.
1. Uncomment the following line by removing the #:
2. #com.ibm.ws.scripting.traceString=com.ibm.*=all=enabled
3. Run the script / commands with tracing enabled and review the server side trace.log and wsadmin.traceout

4. Open up the wsadmin.traceout file at:

<WAS_HOME>/profiles/<PROFILE_ NAME>/logs/wsadmin.traceoutractive” mode to generate a single working command:



Steps to Enable Custom Label for CA Directory



Step 01: Backup WAS Cell Before Starting

AppServer b profiles ¥ AppSrv01 » config b cells » v & Search cells P
~ Mame Date madified Type Size
baual0Tw/MNoded1Cell 47772016 3:05 PM File folder
baual01w7Mode01Cell.7z 4/772016 3:21 PM TZ File 679 K
« config » cells » bauald1w7MNode0Q1Cell » wim » config » v & Search config A
-~
MName Date modified Type Size
authz 3/6/2016 11:46 PM File folder
wimconfig.xmil 41772016 3:12 PM (ML File 12 KB
wimconfig-OOTB-Before_any_modificationxmi 47772016 1:59 PM XML File 12 KB
wimconfig-otherxml 3/28/2016 5:00 PM XML File 16 KB




Step 02: Review WAS Federated Repositories: Before State

Wehthere

View: |All tasks v

Welcome
# Guided Activities
# Servers
# Applications
= Services

+ Resources

= Security
Global security
Security domains
Administrative Authorization Groups

icate and key management
auditing
Bus security

= Environment

# System administration
= Users and Groups

# Monitoring and Tuning
= Troubleshooting

= Service integration

® UDDI

Wsadmin>

wsadmin>AdminTask.listIdMgrRepositories()
"{InternalFileRepository={repositoryType=File, host=LocalHost}}"

Global security

Use this panel to configure administration and the default application security policy. This sec nfiguration applies to the security policy for
for user applications. Security domains can be defined to override =nd customize the security policies for user applications.

Security Configuration Wizard Security Configuration Report

Adm strative security Authentication

@ Enable sdministrative security Adrminictative veer roles Authentication machanisms and expiration
Administrative group roles ® Lrea
Administrative authentication Kerberos and LTPA

Application security SWAM (depracated): Mo authenticated communicatiol

Authentication cach tting
Enable application security SURELcaton cache setino:
@ Web and SIP security

Java 2 security @ RMI/IIOP security

Use Java 2 security

o restrict applica g Java Authenticstion and Authorization Service

Enable Java Authentication SPI (JASPI)

User account repository Use realm-qualified user names

Realm name
defaultWIMFileBasedRealm

Security domains

Current realm definition

External authorization providers
. T

Progremmatic session cookie configuration

Availsble realm definitions

Federated repositories v Configure. Set as current

Custom properties

Global security > Federated repositories

By federating repositories, identities stored in multiple repesitories can be managed in a single, virtual realm. The realm can consist of identities in the fila-based repository that is built into the system, in one or
more external repositories, or in both the built-in repository and ene or more external repositories.

General Properties

# Realm name
[eefauitwimFileBasedrealm

# Primary administrative user name
[vzadmin

Server user identity
®  Automatically generated server identity

Server identity that is stored in the repesitory

Ignere case for authorization
#|  Allow operations if some of the repesitories are down

Repositories in the realm:

Add repositories (LDAP, custom, etc) Use built-in repository || Remove

Select | Base Entry Repository Identifier Repository Type
You can administer the following resources:

o=defaultWIMFileBasedRealm InternalFileRepository File
Total 1

Related Items

Additional Properties Manzge repositories

Eroperty extension repesitor Trusted authentication realms - inbound
Entrv mapping repository
Supported entity tvpes

User repository attribute mapping

Custom properties

Apply | OK || Reset || Cancel

+ Preferences

Add * Delete

b=
+

Global security > Federated repositories > Manage repositories

Fepositories that are configured in the system are listed in the following table. You can add or delete external repositories.

epository ldentitier

ps
You can administer the following resources:

InternalFileRepository

Total 1

Repository Type ..

File




Step 03: Make backup copy of wimconfig.xml and open within WinMerge Tool

U3 WinMerge - [wimconfig.xml - wimconfig-OOTB-Before_any_modification.xml] — O IR
=] File Edit View Merge Tools Plugins Window Help - & %
0= \ L @
wimconfig xml - wimconfig-OO TB-Before_any_modification xmi
Location Pane X l-l:\wlsZ\AppSetver\proﬁls\AppSNN\couﬁg\cdls\bauamwmodemCdl\wim\config\wimconﬁg.nnl H:\...er\profiles\AppSrv01\config\celis\baual01w7NodeD1Cell\wim\config\wimconfig-OOTB-Before_any_modification.xml
2xml version="1.0" encoding="UTF-8"2> ?2xml version="1.0" encoding="UTF-8"2> A

<1--
Begin

mdatégraph.xsd"
="o=defaultWIMFileB

imdatagraph.xsd”
rent="o=defaultWIMFileB

"o= oefau tWIMFileB:

tWIMFileB:

i .1,
m 2

I
® o
w0 n

E "o=defaultWIMFileB

o=defaultWIMFileB:

)OS1 tory >
e="o=defaultW® -MFA-eBasecPea-m

Ln: 7 Col: 25/25 Ch: 25/25 1252 Win Ln: 1 Col 1/39 Ch: 1/39 1252 Win
Identical NUM

Ready



Step 04: Perform configuration steps in Ul.

Use WAS Help Guide on Admin Scripting to display last command used in Ul

9 [ Administrative Scripting Commands - Google Chrome = B
B barss://localhost:904 efcon : indassistance.forwardCmr &
-

Field hclp Administrative Scripting Commands

For field h"'|p information The wsadmin scripting commands that map to actions on the administrative console display in the Jython
~ : ‘ language.
select a field label or list

Preferences
marker when the help cursor v

- s d 50' aved. Administrative Seripbing Command
AdminTask. listldMgrRepositones()
Page he'p AdminTask.getldMgrRepository(*[-id C&A_Directory]')
More information about this AdminTask.listldMgrLDAPServers([-id CA_Directory]')
page AdminTask.getldMgrLDAPServer] [-id CA_Directory -host 192.168.92.139]7)

AdminTask.listidMgriDaPatirs(’[-id CA_Dwrectory])
Command Assistance AdminTask.listldMgriDaPBackupServers('[-id CA_Dwrectory -primary_host 192.168.93.139]')
Jiew admimnistrative scripting AdminTask.istldMgrSupportedLDAPS erverTypes( )

command for last action AdminTask. listldMgriustomProperties('[-id CA_Dwrectory ]

AdminTask . getactiveSecurity Settings( )

Total 9




StepO5: Define variables to be used in an

IBM WAS wsadmin Jython script

# Configure CA Directory r12.x with IBM WAS 8.8.5 LDAP Federation Repository
# Set Variables for CUSTOM LDAP for IBM WAS 8.8.5

# Need quotes around variables

_ID_LABEL_="'CA_Directory'

_ADMIN_ID_='wsadmin'

_ADMIN_PASSWORD__ = 'Password01'

_BIND_DN_ ='cn=diradmin,ou=serviceaccount,ou=cam,o=ca’
_BIND_PASSWORD_ = 'Password01'

_BASE_OU_ ='ou=cam,o=ca'

_PEOPLE_OU_ ="ou=people,ou=cam,o=ca'
_PEOPLE_OBIJECTCLASS _='inetOrgPerson'

_GROUP_OU_ ="ou=groups,ou=cam,o=ca'

_HOSTNAME_ ='192.168.92.139'

_PORT_="41389'




Step 06a: Develop Jython Script to Add CA Directory as Custom WAS Federated Repository

# Configure CA Directory r12.x with IBM WAS 8.8.5
_ID_LABEL_ ="CA_Directory'

_ADMIN_ID_ ="'wsadmin'

_ADMIN_PASSWORD_ = 'Password01'
_BIND_DN_ = 'cn=diradmin,ou=serviceaccount,ou=cam,o=ca’
_BIND_PASSWORD_ = 'Password01'

_BASE_OU_ ="ou=cam,o=ca’

_PEOPLE_OU_ ='ou=people,ou=cam,o=ca’
_PEOPLE_OBJECTCLASS_ = 'inetOrgPerson'
_GROUP_OU_ ="'ou=groups,ou=cam,o=ca’
_HOSTNAME_='192.168.92.139'
_PORT_='41389°

print'# Step 0l1a: Check WIM admin/password are correct = '\
+AdminTask.WIMCheckPassword (['-username', _ADMIN_ID_,'-password',
_ADMIN_PASSWORD_])

print'# Step 01b: See if Global Security is Enabled ="\
+AdminTask.isGlobalSecurityEnabled ()

print'# Step O1c: Validate current configurations'
AdminTask.listildMgrRepositories()

print'# Step 02: Ensure Admin User still uses file based to avoid locking our selves
out.'

AdminTask.configureAdminWIMUserRegistry(['-
realmName','defaultWIMFileBasedRealm','-verifyRegistry','false'])

print'# Step 03a: Remove LDAP Server Place Holder'
AdminTask.deleteldMgrRealmBaseEntry(['-name','defaultWIMFileBasedRealm','-
baseEntry',_BASE_OU_])

AdminConfig.save ()

AdminTask.deleteldMgrRepository (['-id',_ID_LABEL_])

print'# Step 03b: Add LDAP Server Place Holder'
AdminTask.createldMgrLDAPRepository(['-default','true’,'-id",_ID_LABEL_,'-
adapterClassName','com.ibm.ws.wim.adapter.ldap.LdapAdapter','-
IdapServerType','CUSTOM','-ssIConfiguration',",'-certificateMapMode','exactdn’,'-

supportChangelLog','none','-certificateFilter',",'-loginProperties','uid'])

print'# Step 03c: Update LDAP Server authentication bind / hostname'
AdminTask.addldMgrLDAPServer(['-id',_ID_LABEL_,'-host',_HOSTNAME_,'-
port',_PORT_,'-bindDN',_BIND_DN_,"-bindPassword',_BIND_PASSWORD_,'-
referal','ignore’,'-sslEnabled’,'false’,'-IdapServerType','CUSTOM','-ssIConfiguration',", -
certificateMapMode','exactdn’,'-certificateFilter',"])

print'# Step 03d: Clear out any default Login Properties'
AdminTask.updateldMgrLDAPRepository(['-id',_ID_LABEL_,'-loginProperties','[""]'])

print'# Step 03e: Update Repository'
AdminTask.updateldMgrLDAPRepository(['-id',_ID_LABEL_,'-
adapterClassName','com.ibm.ws.wim.adapter.ldap.LdapAdapter’,'-

IdapServerType','CUSTOM','-ssIConfiguration',",'-certificateMapMode','exactdn’,'-

certificateFilter',",'-supportChangelog','none','-loginProperties','uid'])

print'# Step 04a: Add the Base Entries [NOTE: Base OU MUST be UNIQUE in the
Realm]'
AdminTask.addldMgrRepositoryBaseEntry(['-id',_ID_LABEL_,'-name',_BASE_OU_,'-
namelnRepository', BASE_OU_])

print'# Step 04b: Update default WIM'
AdminTask.addldMgrRealmBaseEntry(['-name','defaultWIMFileBasedRealm','-
baseEntry',_BASE_OU_])

print'# Step 05: Validate the Admin Name ( wasadmin in file-based registry )'
AdminTask.validateAdminName(['-registryType','WIMUserRegistry"','-
adminUser',_ADMIN_ID_])

print'# Step 06: Enable Global Security and set Federated Repositories to be
default'

AdminTask.setAdminActiveSecuritySettings(['-
activeUserRegistry','"WIMUserRegistry','-enableGlobalSecurity', 'true'])

print'# Step 07a: Set LDAP search filters for Groups'
AdminTask.addldMgrLDAPEntityType(['-id',_ID_LABEL_,'-name','Group','-
objectClasses','groupOfNames','-searchBases',_GROUP_OU_])
AdminTask.addldMgrLDAPGroupDynamicMemberAttr (['-id',_ID_LABEL_, '-name’,
'member’, -objectClass', 'dxDynamicGroupOfNames'])
AdminTask.addldMgrLDAPGroupMemberAttr (['-id',_ID_LABEL_,'-
name','member’,'-dummyMember','uid=dummy"','-objectClass','groupOfNames'])
AdminTask.setldMgrLDAPGroupConfig(['-id',_ID_LABEL_,'-name','member,'-
scope','direct’,'-updateGroupMembership',‘true'])

print'# Step 07b: Set LDAP search filters for OrgUnits'
AdminTask.addldMgrLDAPEntityType(['-id',_ID_LABEL_,'-name','OrgContainer",'-
objectClasses','organization’,'-searchBases',_BASE_OU_])
AdminTask.addldMgrLDAPEntityTypeRDNAttr(['-id',_ID_LABEL_,'-
entityTypeName','OrgContainer’,'-name','0','-objectClass','organization'])
AdminTask.addldMgrLDAPEntityTypeRDNAttr(['-id',_ID_LABEL_,'-
entityTypeName','OrgContainer','-name','ou’,'-objectClass','organizationalUnit'])
AdminTask.addldMgrLDAPEntityTypeRDNAttr(['-id',_ID_LABEL_,'-
entityTypeName','OrgContainer’,'-name’','dc','-objectClass','domain'])
#AdminTask.addIdMgrLDAPEntityTypeRDNAttr(['-id',_ID_LABEL_,'-
entityTypeName','OrgContainer’,'-name’,'cn','-objectClass','container'])
AdminTask.updateldMgrLDAPEnNtityType(['-id",_ID_LABEL_,'-
name','OrgContainer’,'-objectClasses','organizationalUnit'])
AdminTask.updateldMgrLDAPEnNtityType(['-id",_ID_LABEL_,'-
name','OrgContainer’,'-objectClasses','domain'])
#AdminTask.updateldMgrLDAPEntityType(['-id',_ID_LABEL_,'-
name','OrgContainer’,'-objectClasses','container'])

config.html

print'# Step 07c: Set LDAP search filters for Users/People’
AdminTask.addldMgrLDAPEntityType(['-id',_ID_LABEL_,'-name','PersonAccount’,'-
objectClasses',_PEOPLE_OBJECTCLASS_,'-searchBases', PEOPLE_OU_])

print'# Step 07d: Update LDAP Attributes for Repository'
AdminTask.addldMgrLDAPAttr(['-id',_ID_LABEL_,'-name','userPassword','-
propertyName','password','-entityTypes','PersonAccount'])

print'# Step 07e: Update LDAP Context Pool / Configurations for Repository'
AdminTask.setldMgrLDAPContextPool(['-id',_ID_LABEL_,'-enabled','true',-initPoolSize','1",'-
maxPoolSize','0','-poolTimeOut’,'0','-poolWaitTime','3000','-prefPoolSize','3'])
AdminTask.setldMgrLDAPAttrCache(['-id',_ID_LABEL_,'-attributeSizeLimit','’2000','-
cacheSize','4000','-cacheTimeOut','1200','-enabled','true'])
#AdminTask.setldMgrLDAPAttrCache(['-id',_ID_LABEL_,'-attributeSizeLimit','2000','-
cacheSize','4000','-cacheTimeOut','1200','-enabled','true','-cacheDistPolicy','none’,'-
cachesDiskOffLoad','false'])
AdminTask.setldMgrLDAPSearchResultCache(['-id",_ID_LABEL_,'-cacheSize','2000','-
cacheTimeOut','600','-enabled’,'true’,'-searchResultSizeLimit','1000'])

print'# Step 08: Update default Realm to Login if userstore is down'

# Fed Repository CheckBox "Allow operations if some of the repositories are down"
AdminTask.updateldMgrRealm('[-name defaultWIMFileBasedRealm -
allowOperationlfReposDown true]')

print'# Step 09: Save changes'
AdminConfig.save()

print'# Step 10: Clear WSA Auth Cache - All'
AdminTask.clearldMgrRepositoryCache ()

print'# Step 11: Validate Person / Group objects defined'
AdminTask.getldMgrLDAPEntityType (['-id',_ID_LABEL_,'-name','PersonAccount'])
AdminTask.getldMgrLDAPEntityType(['-id',_ID_LABEL_,'-name','Group'])

print'# Step 12: Validate changes'
AdminTask.listildMgrRepositories()

# Note: Restart WAS Service to validate all changes
# Example: net stop "IBMWAS85Service - baual0lw7Node01"




Step 06b: Import Jython Script

Ed Administrator: Command Prompt - wsadmin.bat -username wsadmin -password Password01 -lang jython -conntype SOAP

_oEE
~

H:\wls2\AppServer\bin>wsadmin.bat -username wsadmin -password Password®@l -lang jython -conntype SOAP

WASKT209I: Connected to process "serverl™ on node baual®@lw?Node@1 using SOAP connector; The type of process is: UnManag
edProcess

WASXTO31I: For help, enter: “print Help.help()”

Interactively — Copy-n-Paste the script
Exception / Warning messages will not

stop the script from completion

_oEN

H:\wls2\AppServer\bin>wsadmin.bat -username wsadmin -password Password@l -lang jython -conntype SOAP -f C:\Users\Admini
strator\Desktop\clients\nfeu\CLI_wsadmin_new_LDAP\Steps_to_add_custom_LDAP_uv1l4.py.txt_

oo | Administrator: Command Prompt

Input File Method
Note: Comment out section 3ato

avoid exception messages (see below)

To-Do: Add in try/except functionality to continue
after exception occurs

# Step 03a: Remoue LDAP Server Place Holder
WASXTO1TE: Exception received while running file “C:\Users\Administrater\Desktop\clients\nfcu\CLI_wsadmin_new_LDAP\Steps|

_to_add_custom_LDAP_ul12. py.txt"; exception information: com.ibm.websphere. wim.exception. WIMConfigurationException: com.i

b . websphere . win.exception.WINConfigurationException: CWWIMSB25E Base entry ou=cam,o=ca is not found in the defaultWIMF|
ileBasedRealm realm.




]

Location Pane

WinMerge - [wimconfig.xml - wimconfig-OOTB-Before_any_modification.xmil]

Step 06¢:

x &= \wlsZ\AppSenrer\proﬂles\AppSer‘l\conflg\ceIls\baualmw?Nodem Cell\wnm\conflg\wlmconﬂg xml

H:\.. er\prof|Ies\AppSNO‘l\conf|g\ceIIs\baualmwTNodemCeII\wnm\conflg\wlmconﬂg -00TB-Before_any_ mod|f|cat|on xml

<

Ready

Ln: 48 Col: 1/92 Ch: 1/92

conf repositories S —vr“—”"”ng-g FileRepository

id="' ﬁrte:ra FileRepository" supportPaging="false" message
. = ﬁ?ﬁf_"u:uefau tWIMFileBasedReal

<config: repOSLtorles xsi:type="config:LdapRepositoryType"™ ada
id="CA Directory" isExtIdUnique="true" supportAsyncMode=":
supportPaging="false™ supportSorting="false™ supportTrans:
certificateFilter="" certificateMapMode="exactdn" ldapSer
translateRDN="false">
<config:baseEntries name="ou=cam, o=ca" nameInRepository="ou:
<config:loginProperties>uid</config:loginProperties>
<config:ldapServerConfiguration primaryServerQueryTimeInter
sslconfiguration="">
<config:ldapServers authentication="simple™ bindDN="cn=di:
bindPassword="{xor}Dz4sLCgwLTtvbg==" connectionPool=
derefAliases="always" referal="ignore" sslEnabled="fa.
<config:connections host="192.168.92.139" port="41389"/:
</config:ldapServers>
</config:ldapServerConfiguration>
<config:ldapEntityTypes name="Group">
<config:objectClasses>groupOfNames</config:objectClasses>
<config:searchBases>ou=groups, ou=cam, o=ca</config: searchB:
</config:ldapEntityTypes>
<config:ldapEntityTypes name="OrgContainer">
<config:rdnAttributes name="o" objectClass="organization”
<config:rdnAttributes name="ou" objectClass="organizationi
<config:rdnAttributes name="dc" objectClass="domain"/>
<config:objectClasses>organization</config:objectClasses>
<config:objectClasses>organizationalUnit</config:objectCl:
<config:objectClasses>domain</config:objectClasses>
<config:searchBases>ou=cam, o=ca</config:searchBases>
</config:1ldapEntityTypes>
<config:ldapEntityTypes name="PersonAccount”>
<config:objectClasses>inetOrgPerson</config:objectClasses:
<config:searchBases>ou=people, ou=cam, o=ca</config:searchB
</config:ldapEntityTypes>

B T il b B et ¥ e e e e LI S BN L

1252 Win

<

Line: 3

37-

38

__.,_____'..vl_.___h____,,___.__ w o

id="InternalFileRep

cconfiag-baseFntrie:

o

-—cr-—"rarf g:

W‘—"D—“efai tW

FileRepositoryType"

"fa

'NF;_eBaSGARHa Im"
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Step 06d: Bounce NT Services to clear WAS cache

grver

8.5

Name

« Hyper-V Remote Desktop Virtualization Service

«. Hyper-V Time Synchronization Service

+ Hyper-V Volume Shadow Copy Requestor
+, IBM WebSphere Application Server V8.5 - baual01w7Node01

+. IKE and AuthlP IPsec Keying Modules

o |netallDeiver Table Mananer

Service Control

Windows is attempting to start the following service on Local Computer...
IBM WebSphere Application Server V8.5 - baual01w7Nodel1

Close

¢, Internet Explorer ETW Collector Service

Description

Provides a p...
Synchronize...
Coordinates...
Controls th...

The IKEEXT ...

Dravides su.

“ :|(R) Con::.

:|(R) Inte...
: Intel(R) ...
nages th...
vides re...

nages th...
vides sto...
ibles use...

vides ne...
ETW Collect...

Status

Running

Running
Running
Running
Running
Running

Running

Startup Type

Manual (Trig...
Manual (Trig...
Manual (Trig...

Manual

Manual (Trig...

Manual
Manual
Manual
Automatic
Automatic
Automatic
Automatic

Automatic (D...

Manual
Manual
Manual

Log On As

Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...




Step 07: WAS Federated Repositories: After State

®

— WebSphere Integrated

J>—4  Solutions Console

| UserID
l // wsadmin
) S— |
— | Password
/| | .|
J
-

side. Other
product and current list of

1BM trademarks

o INCSUUT U5
= Security
Global security

Security domains
Administrative Authorization Gro
SSL certificate and key managem
Security auditing

Bus security

Environment

System administration

Users and Groups

Monitoring and Tuning

Troubleshooting
Service integration
UDDI

Cloze page

Global security

Use this panel te configure administraticn and the default application security policy. This security configuration applies te the security policy for all administrmtive

functions and is used as a default security pelicy for user applications. Security domains can be defined to override and customize the security policies for user
applications.

Security Configuration Wizard Security Configuration Report

Administrative security Authentication

¥ Enable administrative security Administative user roles Authertication mechanisms and expiration
Administative group roles * Tee

Administrative authentication

Kerberos and LTRPA

Kerberos configuration

Application security SWAM (deprecated): Mo authenticated communication between servers

Authentication cache settings
Enable application security .

Web and SIP security

Java 2 security RMI/IIOP security

Use Java 2 security to restrict application access te lecal resocurces Java Authentication and Authorization Service
Enable Java Authentication SPI (JASPI)
Providers

User account repository Use realm-gualified user names

Realm name
defaultWIMFileBasedRealm

Securiby domains
Current realm definition

A External authorization providers
Federated repositories

Programmatic session cookie configuration

Available realm definitions Custom properties

| Federated repositories A Configure. .. Set as current

Apply || Reset



[T —

Guided Activities By federating rzpositories, identities stored in multiple repositeries can be managed in a single, virtual realm. The realm can consist of
identities in the file-bazed repository that iz built into the system, in one or more external repositories, or in both the built-in repository
Servers and one or more external repositories.

General Properties

Applications

# Realm name

Services |defaultwMFileBasedRealm Note: Two (2) items:

* Primary administrative uzer name

Resources

|\.'sadmin
= Security

Global security server user identity 1 CA Directory iS ||Sted das a

Security domains % autematically generated server identity
Ad '":"WT::":EI:"’E' Authorization Groups Server identity that iz stored in the repository Federated Reposlto ry a nd
SSL certificate and key management Type=CUSTOM

Security auditing
Bus security

Environment ¥l Ignore case for authorization 2 . Check BOX for IIAI IOW
System administration # Allow operations if some of the repositories are down . .
——— operations if some of the
epositories in the realm:
Add repesiteries (LDAP, custom, etc)... | Use built-in repository || Remaove re pos Ito rl es a re d OWn,

Users and Groups

Monitoring and Tuning

—|—l'0Ub|E‘5h00ti|'|9 Select | Base Entry Repository Identifier Repository Type e n a b I e d —t r u e
Service integration You can administer the following rescurces:
PP O [ L0A KL= A= Tt - lotarnalilab e casitan, Eile
UDDI
gu=cam.o=ca CA Directory LDAP:; CUSTOM
Total 2

Related Items

Additional Properties Manage repositories

Trusted suthentication realms - inbound

Property extension repository

Entry mapping repository

Supported entity types
User repository attribute mapping

Custom properties

Applﬂ OK || Reset || Cancel




Step View WAS F

# Guided Activities Specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAP) repository with optional failover servers. 5;|Ect afi
General Properties r‘ﬁar_ker vl
H Servers is displays

¥ Repository identifier

# Applications [CA Directory Page Lzl
| Y Mg . .
H Services Repository adapter class name £=3 Note: Elght (8) Items:
com.ibm.ws.wim.adapter.|dap.LdapAdapter Co
+ Resources

]
s
5

= Security LDAP server Security
Security domains |Ei:"r==id:i:|ri:§i:ﬁgi:i,'s:tlfszz.:q:ea::cur't,cu=:arm:=:a 1 . La be I = CA_Di re Cto ry
Ad -~w'.*|":‘~:--a:".;e Authorization Groups *lm.-,- host name Part |E:i.::.|.?fssmrd : 2 . U Si ng Sta N d a rd OOTB I B M

SSL certificate and key management 192.168.92.13% 41389

Global security # Directory type

Custom ¥

Federated repository properties for login

SeCJ"':\f ELJC‘:"’\Q Failower server used when primary is not available: uid Ida p ada pte r. DO not Cha nge.
Bus sec J"':Y e LDAP attribute for Kerberos principal name

w

| Directory Type = Custom

+ Environment Select | Failover Host Name Part

# System administration
+ Users and Groups

# Monitoring and Tuning
# Troubleshooting

# Service integration

+ UDDI

Mone )
| EXACT_DN v

Add | | |Certifi:ate filter

Support referrals to other LDAP servers
[

Suppert for repositery change tracking
e

Reguire S5L communications

Manage endpoint security configurations

Custom properties
New | | Delete
Select| Name Value

ModeDefaultS5LSettings ¥

Additional Properties

Performance

Federated repositories entity types to LDAP obiect classes
mapping

Federated repositories property names to LDAP attributes
mapping

Group attribute definition

Rs— e [ TR el

S5L configurations

Certificate mapping 4
.

Hostname = CA Directory
hosthame/IP
Port = CA Directory DSA Port
Bind DN = CA Directory DSA
Bind DN with Password
Login Attribute = uid

1. May be changed
Certificate Mapping =
EXACT_DN




Step 08c: View WAS Federated Repositories

Views 20 tosks : Gt secuty ; 5 T —

Weicome Global security > Federated repositories > CA Directory > Group attribute definition 2";’_:‘::" o
+ Guided Activities Use this page to specfy the name of the group membership attribute. Every Lightweight Directory Access Protocol (LDAP) entry includes this attribute to :c!c; 2 g.:|§ |‘gbl:1’::: l.;'t“
indicate the groups to which this entry belongs marker when the help cursor is
+ Servers displayed.
+ Applications Page help
General Properties Additional Properties f;]:i‘é information about this
* Services Name of group membership attribute —
member Lorisn e, Command Assistance
# Resources Rynamic member attributes View administrative scripting
- Security Scope of group membership attribute command for last action
AR ®' Direct - Contains only immediate members of the group without members of subgroups
v»j.l-,;'!;,',t:r ‘! lfw"‘_:lli‘.; f'lv:steid - Contains direct members and members nested within subgroups of this group Note: TWO (2) ItemS:
y, - All - Contains all direct, nested, and dynamic members
Administrative Authorization Groups
SSL certificate and key management Apply | T OK | [ Reset | Cancel | .
Security auditing sz s 1. Attribute = member
Bus secunty _ .
. Important Note: 2. Scope = Direct
+ Environment . .
i 1. Since CA Director
SR R Not Shown in the Ul but the flag / y
# Users and Groups updateGroupMembership must be set to true Dynamic group
# Monitoring and Tuning for LDAP servers if using CLI to allow groups to membership uses the
+ Troubleshooti : H H i
SUESEID0tN) be viewed. Alternatively, this entry may be left same attribute. No delta

+ Service integration

blank; similar to the DOMINO configuration. was noticed between

+ UDDI .
“Direct” versus “All”




Step 08d: View WAS Federated Repositories

View: All tasks v .
Global secunty 7 =
Welcome Global security > Federated repositories > CA Directory > Group attribute definition > Member attributes
+ Guided Activities Uze this page to manage Lightweight Directory Access Protocol (LDAP) member atributes.
# Preferences
* Servers

MNew. .. | [lete
el

o A

Select Name 2 Scope o Object Class 2

+ Applications
+ Services

+ Resources —
You can administer the following resources:

- Security member direct groupOfdames
Global security
Total 1

Secunty domains

dministrative Authorization Groups

certificate and key management

Security auditing . . .
I Note: Three (3) items:
bus secunty

+ Environment
1. Name = member

+ Users and Groups 2. SCOpe = Direct
+ Monitoring and Tuning 3. ObjeCtCIaSS = grOUpOfNameS

+ System administration

+ Troubleshooting
# Service integration Matches Domino Configuration. Required if
+ UDDI previous attribute on 8c is null.




Step 08e: View WAS Federated Repositories

View: All tasks T e pe——— — —

Welcome Global security > Federated repositories > CA Directory > Group attribute definition > Dynamic member attributes

+ Guided Activities Use this page to manage Lightweight Directory Access Protocol (LDA&P) dynamic member attributes.

# Preferences

MNe&w... D lete
B0

Select Name 2 Object Class 2

+ Servers
+ Applications
+ Services

+ Resources —
You can administer the following resgurces:

= EECUHtY member dxDynamicGroupOfNames
Global security
Total 1
Secunty domains
\dministrative Authorization Groups
b o ertihcate and key mana _-|"'|\"-"'f .
B Note: Two (2) items:
Bus secunty
+ Environment 1. Name = member
+ System administration 2. ObjectClass = dxDynamicGroupOfNames

i Users and Groups 1. No delta was observed with or within this enabled for

use-case of viewing members of a dynamic group.
For consistency this object was retained.

+ Monitoring and Tuning

# Troubleshooting

+ Service integration

+ UDDI




Step 08f: View WAS Federated Repositories

View: All tasks

Welcome
+ Guided Activities
+ Servers
+ Applications
+ Services
+ Resources

- Secunity

Bus secunty

+ Environment

+ System administration
+ Users and Groups

+ Monitoring and Tuning
+ Troubleshooting

+ Service integration

+ UDDI

Global secunty

Global security > Federated repositories > CA Directory > Federated repositories property names to LDAP attributes mapping

Use this panel to specify supported, unsupported, and external LDAP attributes

& Preferences

_Add ° || Deiete |

= TN . . -
B0 T F
Select Name/Property Name 2 Type O

You can administer the following resources:

userPassword Supporied

Total 1

Note: Two (2) items:

1. Name = userPassword
2. Type = Supported
1. Did not retain the “UnSupported Type” from
“Domino pre-defined configuration” No obvious
value during testing.




Step 08g: View WAS Federated Repositories

View: All tasks

+ Guided Activities
# Servers

+ Applications

+ Services

+ Resources

= Security
Global security
Securnity domains
Administrative Authorization Groups
==l certincate and Key management

Security auditing
Bus secunty
+ Environment
+ System administration
+ Users and Groups
+ Monitoring and Tuning
+ Troubleshooting
+ Service integration
+ UDDI

Global security > Federated repositories > CA Directory > Federated repositories entity types to LDAP abject classes mapping

Usze this page to list federated repositories entity types that are supported by the LDAP repository, to select an entity type to view or change its configuration

propérbes, or to add or remove the enbity type.

+ Preferences

New... Do lete
Dl

Select Entity Type &
You can administer the following resources:

Group
DrgContaimer
Persondccount

Total 3

Object Classes

L 4

groupOfNames
organzation;orgamzationalUnt; domain

inetOrgPerson

Note: Three (3) items:

1. Kept all three defaults with objectClasses that match CA
Directory schema for the DSA.




Step 0O8h: View WAS Federated Repositories

View: All tasks v
: Global security L -
SAJ - Pt ] | .
Welcome Global security > Federated repositories > CA Directory > 551 configurations > NodeDefaultSSLSettings
+ Guided Activities Defines a list of Secure Sockets Layer [S5L) configurabions.
+ Servers
+ Applications General Properties Additional Properties
= ¥ Name
+ Services r - DQuality of protecthion (ol
NodeDefaultSSLSettings settings
+ Resources P — Tryst and kev managers
- EECUHW | HodeDefaultTrustStore ((cell):bavaldiwTNodediCell:(node):baualdiwTNodedl) | Custom properfies
Global security fepclore name G Related Items
- - ) = : . et certificate aliases
| HodeDefaultkeyStore ((cell):bavaldiw7Moded1Cell:(node ):baualllwTNodedl) v |
Security domains Kay gtoras dnd cartibeates

Default server cerbificate alias
{none)} ¥

Default client certificate alias
(none) ¥

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
Management scope
+ Environment [(cell):bauali1w7Node01Cell: (node ):baual01w7NodeO1 |

+ System administration Aopiy | (0K | [ Reset | Cancall

+ Users and Groups Note:

No SSL Enabled for Repository. To be done later.

+ Monitoring and Tuning

+ Troubleshooting

Showing default settings.

» Service integration
+ UDDI




Step 08i: View WAS Federated Repositories

Global secunty

View: All tasks

Welcome
+ Guided Activities
+ Servers
+ Applications
# Services

+ Resources

Administrative Authorization Groups

= Security
Global security
Security domains
SSL certificate and

Security auditing

e SECUnty

+ Environment

+ System administration

+ Users and Groups

+ Monitoring and Tuning
+ Troubleshooting

* Service integration

+ UDDI

Global security > Federated repositories > CA Directory > Perfformance

Opening new network connections to the LDAP server, establishing a new JNDI context, or accessing the LDAP server over the network might impact
perfarmance. Initialization impacts to performance are mimmized by adding opened connections and contexts to internally maintained pools and reusing
them. Minimize the impact to performance by maintaining internal caches of retrieved data

General Properties

Limit search time
Limit search returns

¥ Connect timeout [20 seconds
Use connection pooling

Context pool

¥ Enable context pool

Initial size Preferred size Maximum size
1 Entries [3 Entries o Entries

Context pool bmes out

Caches

¥ Cache the attributes

Cache size
4000 Entrias

¥ Cache times out 1200 Seconds

bbbt e | Note: Default Settings

Cache the search results
Cache size
[2000 Entries

L

#*  Cache times out 500 Seconds
Distribubion policy

Apply || OK | Resat | Cancal |




Step 09a: Validate Use-Case for Users Lookup

i JXplorer -
File Edit View Bookmark Search LDIF Options Tools Security Help People Search OU limited to ou=people,ou=cam,o=ca
FFe|ibhaan X D=4 0 No service account will be displayed.
*iExplore | #4 Results | @ Schema [ HTML View [} Table Editor
e I'E“L': attribute type value
B & am cn |bugsbunmny
£ groups objectClass |camUser Manage Users
) groupl objectClass |inetOrgPerson
-+ groupoz2 objectClass |organizaticnalPerson Manage Users
+ ﬁn gmupu.] _Dll:iectﬂass |PETson
3 ohlectﬂaﬁs to)
?ﬁm sn :buF:'mjr Search for Users
+ By daffyduck . [bugsburey Search by +Search for + Maximum results
+- i testooL audio | ser 1D 6
i B teston2 |pusinessCategory | User 100
& serviceaccount camAccessRoles |
“'-ﬂl:l diradmin camaActivationDate | Search
] q:l idmadmin camactivationld |
+ B idmembedded camAdminRoles | S users matched the search criteria.
+ B idmfeed |camArcotStatus | r : ————
-8 idminbound camBinary00 _ Create...| Delete Select Select an action... v :@JEIIQ £
i B idmpublic camBinary(1 ] = : .
51k views camCertificate0 _ Select User ID First name Last name E-mail Unique Name
' camCertificate0] s e
— — . bugsbunny bugsbunny bunny cn=bugsbunny,ou=people,ou=cam,o=ca
Agministrative Authonzation Groups I
R s daffyduck daffyduck duck cn=daffyduck,ou=people,ou=cam,o=ca
Security auditing ’ test001 test001 test001 cn=test001,ou=people,ou=cam,o=ca
secunty test002 test002 test002 cn=test002,ou=people,ou=cam,o=ca
: wsadmin wsadmin  wsadmin uid=wsadmin,o=defaultWIMFileBasedRealm
+ Environment
+ System administration Page 1 of 1 Total: 5
- Users and Groups
| ative use
aministrative group |
Manage User
lan e L |




Step 09b: Validate Use-Case for Users Lookup

Manage Users

User Properties

General | Groups

+User ID
bugsbunny

+ First name
bugsbunny

E-mail

Password

+ Last name
bunny

Confirm password

OK Apply Cancel|

Manage Users

Manage Users

User Properties

r General f Groups 1

User ID

|bug5bunny

The user is a member of 1 groups.
\Add...| Remove| &0~
Select Group name

group01

Page 1 of 1 Total: 1




Step 09c: Validate Use-Case for Users Lookup

Manage Users

Add a User to Groups
User ID

|bugsbunny |

Search by + Search for + Maximum results
Group name v | |* 100
Search

3 groups matched the search criteria.
group01
group02
group03

Add Close

Specify the search criteria that you want to use to find the groups that you want this user to be a member of.

Manage Users

Manage Users
Add a User to Groups

ﬂ The user was added to the groups successfully.

User ID
|t:ug*5.|:|unn1,-r |

Specify the search criteria that you want to use to find the groups that you w|

Search by +Search for *Maximum results
Group name ¥ ||* 100
Search

3 groups matched the search criteria.
group01
group03

Manage Users

Manage Users
User Properties

r General f Groups 1

User ID
|bugsbunny |

The user is a member of 2 groups.
'Add... |Remove| &[0 7]

Select Group name

group01
group02

Page 1 of 1 Total: 2




Step 10a: Validate Use-Case for Group Lookup

&

JXplarer - imcd-q

Eile Edit View Bookmark Search LDIF Options Tools Security Help

FFG ithan X DE2 |4 0
*Explore | #4 Results | @ Schema

e '.arorld attribute type

A= 03
s cam cn
£a groups dxMemberURL
objectClass
+-¥g groupl2 objectClass
+ groupd3 objectClass
&5 people description
t bugsbunny member
- B daffyduck marmbear
+ B teeto01 member
+ ﬁn testin2 member
£5 senviceaccount businessCategory
{ diradmin duExcludeMember
t idmadmin L)
+- B idmembedded ou
+ ﬁn idmfeed OWNEr
t ‘h idminbound seeAlso
t @EI idmpublic
gy, Views

[ HTML View [E}) Table Editor

value

groupdl
Idap:///ou=cam,o=ca??sub?uid=testd01)
dvynamicGroupOfNames
top

groupOfiames

group01 description from websphers
cn=TEST1,0u=PEOPLE, ou=CAM,o=CA
cn=testi02,0u=people ou=cam,o=ca
cn=bugsbunny,ou=people,ou=cam,o=ca
cn=testd01,0u=people,ou=cam,o=ca

#

IXplarer - imcd-on-npm0

Eile Edit View Bookmark Search LDIF Options Tools Securty Help

S I HEE X DE (LS
s Explore B Results | @ Schema

9 HEOLI: attribute type
= & cam n
f groups dxMemberURL
objectClass
+ objectClass
+ group03 objectClass
ia people member
f bugsbunny member
+ E'EI daffyduck mermbear
+- By testdo1 membar
H- B testnn2 member
A& serviceaccount miember
t diradmin member
t idmadmin mambear
+- By idmembedded businessCategory
F B idmfeed description
t B idminbound dxExcludeMember
+ B idmpublic o
t g, views o

A NE T

postalCode

[ HTML View [} Table Editor

value

groupd?

Idap:///ou=cam,o=ca??sub? &(objectClass=persan){cn=idm™))
drynamicGroupOfiNames

top

\groupOfiames

cn=TEST1,0u=PEQPLE,ou=CAM,0=CA
cn=daffyduck,ou=people, ou=cam,o=ca
cn=BUGSBUNNY ou=PEOPLE ou=CAM,0=CA
cn=idmadmin,ou=seniceaccount, ou=Cam,o=ca
cn=idmembedded, ou=serviceaccount, ou=cam,d=ca
cn=idmfeed, ou=senviceaccount, ou=cam,o=ca
cn=idminbound, ou=serviceaccount, ou=cam,o=ca
cn=idmpublic, si=Sarviceacoount,ou=Ccam,o=Ca




Step 10b: Validate Use-Case for Group Lookup

Manage Groups

View: All tasks v
|

+ Guided Activities Search for Groups

+ Servers Search by +Search for * Maximum results

+ Applications ‘Group name?v |* 100

+ Services Search

+ Resources 3 groups matched the search criteria.

= Security Create...|  Delete Select Select an action... v [ [« 63
Global security Select Group name Description Unique Name
lelx: HH\m EOTSLENL groupO1 group01 description from websphere cn=group01,ou=groups,ou=cam,o=ca
SSL ceitificate and key management arouptZz cn=group02,0u=groups,ou=cam,o=ca
Security auditing grouptJj cn=group03,ou=groups,ou=cam,o=ca
Bus security Page 1 of 1 Total: 3

+ Environment
+ System administration

- Users and Groups

Yals 1< 2 - cer rolec
Agdministrative user roies

Administrative group roles

Mar iage Users

Manage Groups




Step 10c: Validate Use-Case for Group Lookup

Manage Groups Manage Groups

Manage Groups

Manage Groups

Note: Groups includes both

Group Properties STATIC and Dynamic Members Group Properties
= - ! General | Members T Groups
General | Members | Groups
When WAS adds a STATIC
+ Group name member to a GROUP, the * Group name
group01 . ' group02
' objects are replaced with
Description UPPER CASE syntax. Description

group01 description from websphere

. Manage Groups
Manage Groups WAS does not require the

Manage Groups static member to be in UPPER
. Group Properties
G Properti CASE to view or manage.
roup Properties
Likely legacy behavior. SN Mermbers RERESY
General | Members l Groups | Group name
. |gr0up02 |
Group name WAS does check if the Group
|gr0up01 | . The group has 7 members.
member doeS exist. Any |Add Users...| |Add Groups...| |Remove| |||||E||z|
The group has 3 members. mp— account that is listed as a Select|  ID |Type Unique Name
|Add Users...| |Add Groups...| | Remove| BT member but with no UID. will bugsbunny 0 cn=BUGSBUNNY,ou=PEOPLE,0u=CAM,0=CA
Select 1D Type Unique Name . ’ daffyduck ' ecn=daffyduck,ou=people,ou=cam,o=ca
bugsbunny 0 cn=bugsbunny,ou=people,ou=cam,o=ca not be dlsplayed. idmadmin { en=idmadmin,ou=serviceaccount,ou=cam,o=ca
test001 | cn=test001,ou=people,ou=cam,o=ca idmembedded { cn=idmembedded,ou=serviceaccount,ou=cam,o=ca
test002 0 Cn=te5t002rou=peop|e;0u=camro={:a idmfeed ' en=idmfeed,ou=serviceaccount,ou=cam,o=ca
! ! d idminbound ' en=idminbound,ou=serviceaccount,ou=cam,o=ca
Page 1 of 1 Total: 3 idmpublic en=idmpublic,ou=serviceaccount,ou=cam,o=ca

Page 1 of 1 Total: 7




View Deltas — Between Working Domino vs Custom Type

Global security > Federated repositories > CA_Directory

Specifies the configuration for secure access to a Lightweight Directory Access Protocol (LDAP) repository with optional failover sg
General Properties

¥ Repository identifier

| CA_Directory |

Repository adapter class name
|c0m.ibm.ws.wim.aclapter.ldap.LdapAdapter

LDAP server Security

# Directory type

Bind distinguished name

IEM Lotus Domino v cn=diradmin,ou=serviceaccount,ou=cam,o=ca
) Bind password
# Primary host name Port |“.““ ']
[192.168.92.139 [41389 -
Federated repository properties for login
Failover server used when primary is not available: |uic|
Delete LDAP attribute for Kerberos principal name
- |k|'IJP|'inci|JaII‘-lan'.e
Select | Failover Host Name Port
None Certificate mapping
| EXACT_DN v
Add | |

Certificate filker

Support referrals to other LDAP servers

|Global security

Global security > Federated repositories > CA Directory > Group attribute definition

Use this page to specify the name of the group membership attribute. Every Lightweight Directory Access Protocol (LDAP) entry includes this attribute to
indicate the groups to which this entry belangs.

General Properties

Additional Properties

Name of group membership attribute

Member attributes

Dynamic member attributes
Scope of group membership attribute

®  Direct - Contains anly immediate members of the group without members of subgraups

Mested - Contains direct members and members nested within subgroups of this group
All - Contains all direct, nested, and dynamic members

(Global security

Global security > Federated repositories > CA Directory > Group attribute definition > Member attributes
Use this page to manage Lightweight Directory Access Protocol (LDAP) member attributes.
% Preferences

New... || Delete

Select | Name £ Scope Object Class

v
You can administer the following resources:

member direct groupOfNames

Total 1

L]

Note:

Domino pre-defined template does
NOT populate the EDIT box under
“Group attribute definition” Edit box.

Support for repository change tracking

Custom properties
New || Delete

Select | Name WValue

However, it does populate the “Group
attribute definition/Member attribute”
section with name/scope/objectClass

Global security

Global security > Federated repositories > CA Directory > Group attribute definition > Dynamic member attributes
Use this page to manage Lightweight Directory Access Protocol (LDAP) dynamic member attributes.
+ Preferences

MNew... || Delete

Select |Name £ Object Class

Mone

Total 0

L




View Deltas — Between Working Domino vs Custom Type

Search for Users
. Manage Groups
Search by +Search for +Maximum results
v |
User 1D 100 Group Properties
[ General ] Members [ Groups ]
11 users matched the search criteria.
Create...| | Delete | Select | Select an action... M BB Group name
roup01
Select User ID First name Last name | E-mail Unique Name |g D |
bugsbunny bugsbunny bunny cn=bugsbunny,ou=people,ou=cam,o=ca The group has 3 members.
daffyduck daffyduck duck cn=daffyduck,ou=people,ou=cam,o=ca |Add Users... |Add Groups...| | Remove| ==
diradmin diradmin diradmin cn=diradmin,ou=serviceaccount,ou=cam,o=ca Select D Type Unique Name
idmadmin idmadmin idmadmin cn=idmadmin,ou=serviceaccount,ou=cam,o=ca bugsbunny { cn=bugsbunny,ou=people,ou=cam,o=ca
idmembedded idmembedded idmembedded cn=idmembedded,ou=serviceaccount,ou=cam,o=ca test001 I cn=test001,ou=people,ou=cam,o=ca
idmfeed idmfeed idmfeed cn=idmfeed,ou=serviceaccount,ou=cam,o=ca test00?2 I cn=test002,ou=people,ou=cam,o=ca
idminbound  idminbound idminbound cn=idminbound,ou=serviceaccount,ou=cam,o=ca Page 1 of 1 Total: 3
idmpublic idmpublic idmpublic cn=idmpublic,ou=serviceaccount,ou=cam,o=ca
fesODL  ffestfol  ‘estiOdl = CVanage Groups
Manage Groups
test002 test002 test002 cn=test002,o0u=people,ou=cam,o=ca
wsadmin wsadmin wsadmin uid=wsadmin,o=defaultWIMFileBasedRealm Group Properties
Page 1 of 1 Total: 11 Members
Group name
|gr0up02 \
Note:
. . The group has 7 members.
Domino pre-defined template uses the base OU [Add Users...| [Add Groups...| |[Remove| &
to search for users & groups. Even the service Select| ID  |Type Unique Name
. bugsbunny i en=BUGSBUNNY,ou=PEOPLE,ou=CAM,0=CA
accounts are on dISp|ay. daffyduck I cn=daffyduck,ou=people,ou=cam,o=ca
idmadmin I  en=idmadmin,ou=serviceaccount,ou=cam,o=ca
idmembedded { cn=idmembedded,ou=serviceaccount,ou=cam,o=ca
Th|s template will also d|sp|ay the CA Directory idmfeed i cn=idmfeed,ou=serviceaccount,ou=cam,o=ca
. . . . idminbound ' en=idminbound,ou=serviceaccount,ou=cam,o=ca
Stat|c and dynamIC grOUp memberShlpS; W|th no idmpublic ' en=idmpublic,ou=serviceaccount,ou=cam,o=ca
dynamic configuration set. Page 1 of 1 Total: 7
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- O

£l File Edit View Merge Tools Plugins Window Help - |5 %
DEH e B E2F BEXZE| P < dsot|PH| 80|
wimconfig xmi - wimconfig-OOTB-Before_any_modiication xmi l wimcorfig xm - wimconfig-other xml | wimcornfig-Custom-02-Script xeml - wimconfig-Domino-01-Configur...
Location Pane X H:\wlis2\AppServer\profiles\AppSrv01\config\cells\baual01w7Node01Cell\wim\config\wimconfig-Custom-02-Script.xml H:\...1\config\cells\baual01w7Node01Cel\wim\config\wimconfig-Domino-01-Configuration-Working-With-Dynamic-Groups.xml|
] [ ] ies name="o=defaultW ies name="o=defaultWIM| A
CUSTOM TYPE DOMINO TYPE
es xsi:type="config: erClassName="com.ibm.ws.i|es xsi:type="config:Ld FlassName="com.ibm.ws.¥v
ry" isExtIdUnique="true —SupporTaESyIICroUS= lse" supportExternalName:|[ry" isExtIdUnique="tru SUppOUITASyNCroase=Tarse’ supportExternalName:
"false™ supportSorting="false" suppo:t?ransavt‘ — = tCha:|"false™ supportSorting="false" supportTransactions="false" supportChar
— |— ter="" certificateMapMode="exactdn" ldapServer{ype="CUSTOM" ter="" certificateMapMode="exactdn" ldapServerType="DOMINO"
false"> false">
] e ies name="ou=cam, o=ca" nameInRepository="ou=cam,o=ca"/> Labeﬂ ies name="ou=cam, o=ca" name:rReﬁosito:y2"0u=cam,o=ca"/>
= = perties>uid</config:loginProperties pertie s>u1d</conf-g loginProperties>
— — erConfiguration primaryServerQueryTimeInterval="15" returnToPrimarySei|erConfiguration primaryServerQueryTimeInterval="15" returnToPrimarySe:
tion=""> tion="">
rvers authentication="simple" bindDN="cn=diradmin, ou=serviceaccount,ol|rvers authentication="simple" bindDN="cn=diradmin, ou=serviceaccount, ol
rd="{xor}Dz4sLCgwLTtvbg==" connectionPool="false" connectTimeout="20" |xd=" {xor}Dz4sLngLTtvbg==" connectionPool="false™ connectTimeout="20"
es="always" referal="ignore" sslEnabled="false"> es="always" referal="ignore" sslEnabled="false">
ections host="192.168.92.139" port="41389"/> ections host="192.168.92.139" port="41389"/>
ervers> ervers>
verConfiguration> F||ter GrOUpS to Group ou verConfiguration>
tyTypes name="Group"> tyTypes name="Group"> . .
e — classes>groupofNames</| Delta Unable to add CN for OrgUnits via CLI
Bases>0u=groups,ou=cam,o=ca</config:searchBases) NO i .
TtyTypes> ityTypes> - No Impact to use-case testing
tyTypes name="OrgContainer"> tyTypes name="OrgContainer
ributes name="o" objectClass="organization"/> ributes name="o" objectClass="organization"/>
ributes name="ou" objectClass="organizationalUnit"/> ributes name="ou" objectClass="organizationalUnit"/>
ributes name="dc" objectClass="domain"/> S e ——— e e —
ributes name="cn" objectClass="container"/>

kéw

Classes>organization</config:objectClassel
C_ass:s>organ12atlonalUn1t</corflg object]
C config:.obijectClaccecs>

Filter OrgUnits to Base OU
Classe=>domain

(

flasses>organizatlionl/conrig:objectelasses
flasses>organizationalUnit</config:objectClasses>
"lasses>domain</config:objectClasses>

Bases>ou=cam, o=ca</config:searchBases> I

;ul-)u =3

tyTypes name="PersonAccount">

Filter Users to People OU

O T R R e
Bases>0u=people,ou=cam,o=ca</config:searchBasesq

Teyryoess

figuration updateGroupMembershlp—”true">

A+t vt mams A M A~ -— R e e L ks T L e e S e L e e ]
< >
_Ln: 44 Col: 1/59 Ch: 1/59 RO 1252 Win

Classes>container</config:objectClasses>
ityTypes>

tyTypes name="PersonAccount">
Classes>inetOrgPerson</config:objectClasses>

ityTypes>
figuration>
N+t wvadartmas AvrvmsrMamb s r— T3 A—Avimmr s s =T A AT A S A s+ T A e =T e A A FY W
< >
Ln: 44 Col: 1/59 Ch: 1/59 RO 1252 Win

12 Differences Found NUM




L WinMerge - [wimconfig-Custom-02-Script.xml - wimconfig-Domino-01-Configuration-Working-With-Dynamic-Groups.xml] - 0
=1 File Edit View Merge Tools Plugins Window Help _ Tl
RN E=] | | ZN |
wimconfig xml - wimconfig-00TB-Before_any_modiication xml | wimconfig xml - wimconfig-otherxml = wimconfig-Custom-02-Script xml - wimconfig-Domino-01-Configur. .

Location Pane * | H\wls2\AppServer\profiles\AppSrnv01\config\cells\baual01w7Node01Cell\wim\confi g\wimconfig-Custom-DZ Scriptxml HE\.. 1\conﬁg\cells\baua|01wTNodem Cell\wim\config\wimconfig-Domine-01-Configuration- Wotlung-Wlth Dynamlc Groups.xml
][] inZ ] o*gan zation"™/> :rdnAttributes hanization™ A
"organizationalUnit"/> butes C) C) CganﬁzatﬁonaLLnit"£>
CUSTOM TYPE |.gz220.% o DOMINO TYPE (255
<conf1g rdnAttributes =TT UDJEbthaEs__CDntalner“/>
-:::.:\1“_f'_g:31:je:‘:':'_asseszorganlzatlonn,’::!“_f'_g:”" ] <config:objectClasses>organization</config ] ( >
config:objectClasses>organizationalUnit<, onfig:objectClasses>organizationalUnit<
<config:objectClasses>domain</config:objectC] > <config:objectClasses>domain</config:objec >
<config:searchBases>ou=cam, o=ca</config:searchBases> <config:objectClasses>container</config: objectclasses>
.’”’ﬁ.::r.’: ldapEntityTypes> :-:T“_:'_g: ldapEntityTypes>
Attrlbute requwed |f membershlpAttrlbute is defined; otherwise no Groups WI|| display for e|ther configuration. peccclasses:
e e e e e e e /config:ldapEntityTypes>
config:groupConfiguration updateGroupMembership="true"> I config: groupConflquratlon>
ICONL1g: :MEMDEIALLILIDULES cuUyMemper - ruld-aummy m name—member" objeci| <config:memberAttributes dummyMember="uid=dummy” name="member™ object

scope="direct"/> scope="direct"/>
<config:dynamicMemberAttributes name="member" objectClass="dxDynamic(
<conf1g.membershlphttrlbute name="member" scope="direct"/>

_ i
1C

membershipAttribute name=member may be removed

]

L

c . . . . conf © noi _ i i
dynamicMemberAttribute for dynamic groups defined; |- ,_I__Hr;‘_ I completely; no impact to use-cases W'th C'_A‘ Directory
but not required for use-cases with CA Directory _ Sconfig:entitylypes>PersonhAccount</config:entityTypes>

<config:attributes name="krbPrincipalName" propertyName="kerberosId"]
<config:entityTypes>PersonAccount</config:entityTypes>

</config:attributes>

<config:propertiesNotSupported name="homeAddress"/>

<config:propertiechtSupported name="businessAddress"/>

con f__

18ize="3"/> pod

b
= |
=)
W
b
o
8
0
| J
5]
|
™
M
Il
(-
d
0

e/
0

rue”™ 1nitPoolSize="

Attribute(s) not in schema nor required to be managed

conflg cacheConflguratlon cachesDiskOffLoad="false">
<config:attributesCache
enabled="true" cacheDistPolicy="push"/>
<config:searchResultsCache cacheSize="2000"
searchResultSizeLimit="1000" cacheDistPolicy="push"/>

Jmmrm €3 rr e ol mrm £ er1 9 A S man

Ready

< >
Ln: 71 Colk 1/98 Ch: 1/98 1252 Win

attributeSizeLimit="2000" cacheSize="4000" c:

cacheTimeOut="600" enable

config:cacheConfiguration>

<config:attributesCache attributeSizeLimit="2000" cacheSize="4000" c:
enabled="true"/>
<config:searchResultsCache cacheSize="2000" cacheTimeOut="600" enable
searchResultSizeLimit="1000"/>
;w,ﬁ__w.,ﬁ,Hﬁﬁ,“__Nuvt__,“\ .
Ln: 70 Col: 1/98 Ch: 1/98 1252 Win

12 Differences Found NUM




L3 WinMerge - [wimconfig-Custom-02-Script.xml - wimconfig-Domino-01-Configuration-Working-With-Dynamic-Groups.xml] - g

=1 File Edit View Merge Tools Plugins Window Help - & %
D& 827 CICE]
wimconfig xml - wimconfig-O0 TB-Before_any_modffication xml | wimconfig sanl - wimconfig-otherxaml | wimconfig-Custom-02-Script xml - wimcorfig-Domino-01-Corfigur...
Location Pane * | H\wls2\AppServer\profiles\AppSrnv01\config\cells\baual01w7Node01 Cell\wim\config\wimconfig-Custom-02-Script.xml| H:\...1\config\cells\baual01w7NodeD1Cell\wim\config\wimconfig-Domino-01-Configuration-Working-With-Dynamic-Groups.xmi
][] <config:memberAttributes dummvMember="uid=dummy” name="member"™ objecl| <config:memberAttributes dummvMember="uid=d y" name="member" objecta
scope="direct scope="direct"/
<config:dynamicMe| C U STO M TY P E er” objectClass="dxDynamic( DO M I N O TY P E
<config:membershi] scope="direct"/>

/confi Configuration>
config: nfiguration> figuration>
¢

config: ributes name="userPassword" propertyName="password"> n name="userPassword" propertyName="password">
<co 1 tyTypes>PersonAccount</config:entityTypes> <config:entityTypes>PersonAccount</config:entityTypes>
</con 1tes> </config:attributes>

<config:attributes name="krbPrincipalName" propertyName="kerberosId":
<config:entityTypes>PersonAccount</config:entityTypes>

</config:attributes>

<config:propertiesNotSupported name="homeAddress"/>

<config:propertiesNotSupported name="businessAddress"/>

guration>

Extra default values added by CLI process. No impact to use-cases. [nf g:attributetonfig

nfig:contextPool enabled="true" initPoolSize="1" maxPoolSize="0" poc
e e e i 0colWaitTime="3000" prefPoolSize="3"/>
config:cacheConfiguration cachesDiskOffLoad="false"> config:cacheConfiguration>
<config:attributesCache attributeSizeLimit="2000" cacheSize="4000" c:| <cpnfig:attributesCache attributeSizeLimit="2000" cacheSize="4000" c:
enabled="true" cacheDistPolicy="push"/> enabled="true"/>
<config:searchResultsCache cacheSize="2000" cacheTimeQut="600" enable¢| <cpnfig:searchResultsCache cacheSize="2000" cacheTimeOut="600" enable
searchResultSizeLimit="1000" cacheDistPolicy="push"/> searchResultSizeLimit="1000"/>
ig:cacheConfiguration> /copfig:cacheConfiguration>
ig:repositories> onfig:repositories>
1fig:realmConfiguration defaultRealm="defaultWIMFileBasedRealm"> nfig:realmConfiguration defaultRealm="defaultWIMFileBasedRealm">
config:realms delimiter="/" name="defaultWIMFileBasedRealm" securityU:|config:realms delimiter="/" name="defaultWIMFileBasedRealm" securitylU:
allowOperat10nff§eposBown==true“) allowOperat1cnf?§eposﬁown==false=>
cconfig-rmarti i oot inaRaceEntris bame="o=defonltHIMEI loBacedBeslm™ /- cconfig-rartic it inagRaceEntris mre =" — C b />
<confi :1'“.:- rticinati Y“:!F-;‘l':‘:}-_"‘"""l ags name="on=cam.o=ca"/> <confi :1'“.:' rticinati r“:ﬂlq-::}-_“‘-*'-' eg name="on=cam.o=ca™/>
Important supporting Check Box Enabled by CLI Process. Yo
May be enabled via WAS GUI but added via process to ensure value is set. probe
rtyFe
Value = Allows login to WAS Admin Ul if CA Directory is down brout
CUNIIg s I URP DI O IOy NS I PP g P UPT I YT UL S NpP U Il PIUPTI CYT UL UUCE CUNMTIIgr OO ISP IOy OSSP P I P UPCI Ty T U InpuT o —propcroyrorOuty
/config:realms> /config:realms>
S L b L v S o w——— b T L v
< > |« >
— —  Line:79-80 1252 Win Ln: 80 Col: 1/60 Ch: 1/60 1252 Win
12 Differences Found NUM
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