Please note that this document is not intended to replace the official documentation, which you may find in the PAM Documentation Wiki.

TECH TIP:  Managing Scheduled Task Passwords in PAM
Overview
When you configure a scheduled task in a Windows Server you provide the password.  When you rotate that password in PAM the password for the account in PAM the task must also be updated in order for the task to launch in the future.  The user must also have sufficient capabilities in order to change the password.  In this case a Domain account is used to launch the task.  That account is a Domain Admin.  You can make this process more secure by configuring the user so that it cannot do remote logins to the server.




Configure the task
Configure the task and specify the with which it should run.  Configure the other tabs as needed.
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Configure Triggers
This tells Windows when to run the task, and for how long.
Configure Actions
When the task triggers, what should be done.  In this case a bat file is launched.  There are other tabs you make configure, but these are sufficient for now.

Vault the account
In order to auto connect to the Target System the target account must be vaulted in PAM.  You may use a separate account for the scheduled task, which must also be vaulted.  In this case one account was used for both.  Add these credentials to the policy, and confirm that Auto Connect works.
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Configure the task
Next, configured the task in PAM.  You should be able to discover the task after identifying the server on which it is configured.








Rotate password
Once the Scheduled Task is configured in PAM, rotate the password again, in order to prove that the password is update for the task as well.



Login to server
Login to the target server using Auto Connect.  This proves that the password was updated on the server.  
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Edit the Task
When you edit the Scheduled Task, you will prompted for the password, of the user associated with the task, when you save the changes. The save will work if the new password is entered correctly.  This will prove that the password was updated for the task, as well as for the account.  You can expect that the task will launch correctly when it next triggers.
Changes reflected
In this example the launch time was changed.  You can see the changed time as the next launch time.







Confirm task ran
[bookmark: _GoBack]After the time you scheduled the task to run, confirm the Next Run Time has changed and that the task was performed successfully.
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This should be all you need to configure PAM to successfully manage the password for a scheduled task.  If it does not work for you please open a Support Ticket.
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