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Intent

This whitepaper details the procedure required to modify the domain or the host name of an existing IT Management Suite
(ITMS) Notification Server (NS), including instances where either Cloud-Enabled Management (CEM) and/or hierarchy are
configured.

CAUTION
A In this release, you may only change either the hostname or the domain name at one time. If you need to modify
both, modify one and repeat this procedure for the other.

Before you begin

If your Notification Server environment is configured to use hierarchy mode, you must disable replication on all parent and
child ITMS Notification Servers before modifying your configuration.

4).  Hierarchy Management
y "..J Configure Hierarchy settings.
Topology Replication
View: | Diagram i
2 07
wE J‘ﬂ"
@ IGORP2016-WINLO Add »
Disable Replication
Status
= Reports b
] WIN19-GARIKA




Notification Server Domain or Host Name Change for ITMS 8.5 RU4+ Whitepaper

Define the New Domain or Host Name

IMPORTANT

Ensure that the new NS domain name or host name can be resolved by the existing CEM gateway, managed
intranet clients, site servers, and other hierarchy-managed notification servers.

1. Update the Default NS communication profile.

Add the new NS domain or the new NS hostname for HTTP and HTTPS, and import a newly issued certificate(s)

for the new domain or hostname. If you aren't familiar with the process to create a signed certificate, see https://

aboutssl.org/how-to-create-a-self-signed-certificate-in-iis. ITMS certificate requirements can be found here.

a) From the SMP Console, select Settings > All Settings and open the default NS Communication profile.

b) Specify the new NS domain name or hostname for HTTPS (and HTTP if required).

Settings » Agents/Plug-ins » Symantec Management Agent » Symantec Management Agent Communication

= | '.Settings & Igorp2016-winda.igorp.ad.local

= |_] Agents/Plug-ins
+ _| Deployment

Notification Server Communication Profile to be used for agent installations and server switching.

N Notification Server Communication Profile
4/ ] Discovery and Inventory

- _| Monitoring and Alerting Web application path: /Altiris/
# ] Power Scheme
¥ 1 software
= (] Symantec Management Agent HTTPS communication hosts: |igorp2016—winda.nukad.|oca|:443'igorpZOlG-winda.igorp.ad.IocaI:443,
# ] settings
= _| Symantec Management Agent Comm

HTTP communication hosts: |igorp20lﬁ—winda.nukad.local:so

_U_|"£" Persistent connection is enabled. Edit

% ] site Server Communication profild P
_‘l Task Server Communication profil "jo SSL certificates are defined for current profile. Edit

¥4 Igorp2016-winda.igorp.ad.local



https://aboutssl.org/how-to-create-a-self-signed-certificate-in-iis
https://aboutssl.org/how-to-create-a-self-signed-certificate-in-iis
https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/it-management-suite/ITMS/Administration/cloud-enabled-management-troubleshooting-and-maint-v39179933-d846e5726/requirements-and-usage-of-third-party-commercial-c-v93092412-d846e8526.html
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c) Next to SSL certiciates are defined for current profile, click Edit.

d) )
Click L—I > Import and select the .pfx file that contains the certificate with your new domain name or hostname.
e) Click Import New Certificate. Verify that the new certificate appears in the SSL Certificates list, click OK, then
Save.

f) Save the provided thumbprint for this new certificate to your local system, as it will be required in step 3.

f
e SSL certificates are defined for current profile. Edit

Symantec Management Console ﬂ E

Security Settings for Symantec Management Agent SSL Connection

S5L Certificates:

gliz | x

Certificate Issued By Thumbprint
Igorp20146-winda.igorp.ad.local CN=Igorp2016&6-winda.igorp.ad.lo... AF1078120A32AC210125633AD...
Igorp2016-winda.nukad.local CN=Igorp2016-winda.nukad.local 32AB1B56DF925BBA3EZCIACAOF...

EHes &

Transport Layer Security protocols:
Bmnsio @nsi1 Brnsi2

OK || Cancel |

2. Update the client configuration on all managed client computers.
a) Schedule an Update Client Configuration task to all managed client computers and wait for the task to complete.
b) Schedule a Send basic inventory task to all managed client computers.

3. Verify that client computers have the new certificate installed.

a) In the SMP console, go to Reports > All Reports.

b) Select Notification Server Management > Agent and open the Computers having (or without) a Certificate’
report.

c) Provide the thumbprint you saved in step 1-f in the Certificate thumbprint field and choose Computers having
(or without) a Certificate.

CAUTION

A Ensure that all required managed clients have received new certificate before you proceed. Those clients
without the new certificate will lose connection with the NS once the NS will has a new domain name or
host name.
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Reports = MNotification Server Management = Agent = Computers having (or without) a Certificate

3 Computers having (or without) a Certificate
This report contains all computers having (or without) a specified certificate.

4 Actions ~ | JSaveAs~ @& Print | g Run [7 Auto-run View: Sel

Parameters Certificate Thumbprint=32AB1B56DFO25BBA3E2C1ACOFAT7ET76BF981FB17, Show Computers=With No Certificate Installed, Numb

Mumber of computers to show Show Computer5| With No Certificate Installed w | Certificate Thumbprint| 22AB1B56DF925E

Select a Value

Name Domain 0S Name Ma With Certificate Installed .| Resource Type Guid
Garik7x64-PC IGORP Windows 7 Enterprise af71with Mo Certificate Installed  'da.igorp.ad.local 2c3cb3bb-feed-48df-8(
IGR-w10-lts... IGORP Windows 10 Enterprise LTSC... 9e23b00b-49a3a-4... Igorp2016-winda.igorp.ad.local 2c3cb3bb-fee9-48df-8(
Igorp2016-.. IGORP Windows Server 2016 Stand... df9e71c4-8bf7-47.. Igorp2016-winda.igorp.ad.local 2c3cb3bb-fee9-48df-8(
IGRp-w10-t.. IGORP Windows 10 Enterprise LTSC... 8e9d5as5-39de-4... Igorp2016-winda.igorp.ad.local 2c3cb3bb-fee9-48df-8(
wi12-r2-Garik IGORP Windows Server 2012 R2 5t 8a2913c6-3321-4.. Winl19-Garika.igorp.ad.local 2c3cb3bb-feed-48df-8(
w81-Gariked4 IGORP Windows 8.1 Enterprise 79a6e223-bb48-4... Win19-Garika.igorp.ad.local 2c3cb3bb-fee9-48df-8(
Win19-Garika IGORP Windows Server 2019 Datac.. ab5c8b3a-fade-45.. Win19-Garika.igorp.ad.local 2c3cb3bb-feed-48df-8(
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Set a Placeholder CEM Certificate

In order to maintain a trust relationship between the components involved, you’ll need to temporarily install a certificate
that uses the new NS domain name or new hostname for the CEM Agent web site. Then you can apply the new NS
certificate to the CEM Gateway server.

1. Browse to the SMP console > Settings > All Settings > Notification Server > Certificate Management.
a) Select the CEM web site certificate resource name and click Replace.

o Certificate Management

- Configure certificate usage

(v Replace <) Cancel & Finalize ®¢ Renew €3 Revoke View: [Notification Server v |

Resource Name Port Certificate Name Thumbprint
@ CEM web site certificate 4726 IGORP2016-WINDA CEM CEAE3D3B3C459457
@ NS web site certificate 443 Igorp2016-winda.igorp.ad.lo... AF10781204A32AC21

b) Select the updated certificate with your new domain name or new hostname and click OK.
c) Verify that the certificate shows the correct details, and click Finalize.

Certificate Management
Configure certificate usage

-
..'.
Ell_, Replace «) Cancel 4 Finalize # Renew @ Revoke View: | Notification Server v | Status: | All

Resource Name Port Certificate Name Thumbprint Expiration Date

@ CEM web site certificate 4726 IGORP2016-WINDA CEM CEAE3D3B2C45... 7/28/2041

Details

Current certificate

MName: Igorp2016-winda.igorp.ad.local Pending replacement
Description: CEM Agent web site certificate. Name: Igorp2016-winda.nukad.local
Expiration date:  7/28/2041 5:58:01 PM Expiration date: 7/29/2022 5:00:00 PM
Effective date:  7/28/2021 5:58:01 PM Effective date:  7/30/2021 2:06:19 AM
Issued by: CM=Igorp2016-winda.igorp.ad.local Issued by: CM=Igorp2016-winda.nukad.local
- CEAE3D3B3C459457DC69EDSBAYE (=3 . 32AB1B56DFO25BBA3E2CIACOFATS
Thumbprint: FB5F477FCCDF4 Thumbprint: 776BFO81FB17
Signature Signature
i sha256RSA
algorithm: algorithm: sha236RSA
Purpose: tEE:SLnauthenticationr Server authen Purpose: Server authentication _
. - Status: Self-signed certificate g
Status: Self-signed certificate, Replacement b
atus: in progress :

0 Certificate replacement is completed by NS Agents. It can be now safely finalized.

i Certificate specified for replacemeant does not contain NS fgdn. It is possible that NS Agents will not be able to connect to NS
over HTTPs after replacement gets finalized.
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d) Verify that the Symantec Agent website configuration includes port 4726 in your NS server configuration.

w @] bites
&3 Default Web Site
&P Symantec Agent Type Host Mame Port IP Address
https 4726
Edit Site Binding
Type: IP address: Port:
https All Unassigned v| |4?25 |
Host name:
[] Require Server Mame Indication
S50 certificate:
lgorp20l&-winda.nukad.local w Select... [

2. Re-establish the CEM connection using the new certificate

a) Browse to the CEM Gateway server and open the Symantec Management Platform Internet Gateway Manager.
b) Click Refresh to re-establish the connection with the NS.

You are presented with the new certificate dialog.

ah

@

General Detals Certification Path

r@,ﬁ Certificate Information

Issued to: Igorp2016-winda.nukad.local AJ igrp-
Last refre|
Issued by: Igorp2016-winda.nukad.local \ DNS Na
"
valid from 7/30/2021 to 7/30/2022 f
e
ti
F

Install Certifiate... | | Issuer Statement

—

0K

General | Servers | Settings

Status report:

¥ igorp2016-winda:4726
This CA Root certificate is not trusted. To enable trust, e refresh: Sl A 1, 1) HEZ AL
install this certificate in the Trusted Root Certification No revacations
Authorities store. DINS Names:

igorp2016-windz:4726
igorp2016-winda.igorp.ad.local:4726
igorp2016-winda.igorp:4726
Enabled

&R Certificate Warning

The specified SMP server uses an untrusted S5L certificate and secure
communication cannot be guaranteed. Examine the certificate to decide whether
it can be trusted. You may need to either install a trusted SSL certificate on the
SMP Server or install the current certificate chain to the trusted certification
authaorities store on this computer.

Details

The certificate received is for 'CN=Ilgorp2016-winda.nukad.local’ but
connection is being attempted for ‘igorp2016-winda'. Ensure that the fully
qualified domain name on the SMP Server S5L certificate matches that of the
server you are connecting to.

Trusted Publishe

Show Certificate | Ignore || Cancel
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c) Install this new certificate in the Trusted Root Certification Authorities certificate store on the CEM Gateway
server.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities|

| Browse...

d) Once the certificate is installed, click Show Certificate in the Certificate Warning dialog to make sure that is now
trusted on the CEM Gateway server.

R
General Details Certification Path e

General | Servers | Settings -

g Certificate Information

=y igorp2016-winda:4726 Refresh  Remove
Last refresh: Wednesday, August 11, 2021 1:02:29 AM

Mo revocations

DNS Names:

&3 Certificate Warning = x

This certificate is intended for the following purpose(s):

= Ensures the identity of a remote computer
= All issuance polides

The specified SMP server uses an untrusted 551 certificate and secure
communication cannot be guaranteed. Examine the certificate to decide whether

it can be trusted. You may need to either install a trusted S5L certificate on the
Issued to: Igorp2016-winda.nukad.local

Status

4_, i SMP Server or install the current certificate chain to the trusted certification re
Last rd thorities store on this computer.
Issued by: Igorp2016-winda.nukad.local
DNS

The certifi received is for ‘CN=Igorp2016-winda.nukad.local’ but
connection is Bajng attempted for “igorp2016-winda'. Ensure that the fully
qualified domain nagge on the SMP Server 55L certificate matches that of the
SEMVer you are connec

valid from 7/30/2021 to 7/30/2022

Install Certifiate... | | Issuer Statement

Show Certificate | | Ignore | | Cancel

e) If the certificate appears as it should, click Ignore.
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Install the Updated CEM Gateway Certificate

Now we need to configure the CEM clients to use the previous CEM certificate so that CEM-enabled clients will continue
to be able to communicate with the NS.

Replace the certificate that is currently securing the connection between the CEM and the NS.
a) Browse to the SMP Console > Settings > All Settings.
b) Expand the Notification Server folder and select Certificate Management.
c) Click on the CEM web site certificate resource name and click Replace.
Ensure both the previous and the new certificate are listed.

o Certificate Management

Es Configure certificate usage
LE] Replace 7 Cancel &/ Finalize %% Renew &) Revoke View:|Notification Server  w |4
Resource Name Port Certificate Name Thumbprint
@ CEM web site certificate 4726 IGORP2015-WINDA CEM CEAE3D3B3C459457

@ MS web site certificate 443 Igorp2016-winda.igorp.ad.lo... AF1078120A32AC21
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Modify the NSAppldentity Definition

This whitepaper covers both scenarios - domain name and hostname changes for your ITMS notification server.
If you are going to change the NS domain name, you must change the NSAppldentity account to use a local administrator
account. This chapter can be ignored if you are modifying the hostname.

Change NSAppldentity.
a) Open the Symantec Installation Manager on the NS server and Configure Settings.
b) Click Configure NS Settings.

‘ ik dymantec Installation Manager

,* Conflgure Notification Server
- Configure database seftings or Motification Server sel

S ' Configure Database Settings

‘ %C{mflgure NS Settings

c) Specify an administrative account, click Next, and Configure.

& Symantec Installation Manager

Iﬁ Notification Server Confgurallon

LConfigure Notficatic rver credentials, Web site, and email settings

QH Enter the account credentials needed to run Notification Server
User name: Ndministrator] o

Password: SRR RRRRRRN

#ﬁ Select the Web location for Notification Server

Web site: Default Web Site

Port:

SSL Port: 44; + Require HTTPSto access the Management Platfon
Certificate: IGORP2016-WINDA T
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Modify the NS Registry for the New Name

Because there is no configurable Ul element to control this, you'll need to modify the Windows Server registry to set the
new doamin or hostname.

1. Open the Windows Registry Editor on the Notification Server and browse to the following path:
[HKEY_LOCAL_MACHINE\SOFTWARE\AItiris\AIM\Configuration\NsConfiguration]

2. Make the following changes:

e — + NsWebSiteHost: Specify the new NS domain or hostname
* NsWebSiteCustomHost: Specify the new NS domain name or hostname

* SqlServerName: Specify the SQL Server FQDN and ensure it is reachable from the new NS domain or the
new NS hostname.

w FIRE T _ LW ML VM TIING

8CD ab|DatabaseName REG_SZ Symantec_CMDB
HARDWARE Wl DatabaseTimeout REG_DWORD  (x00000640 (1600)
SAM #e| Entropy REG_BINARY 3935353031
SECURITY ab| FromAddress REG_SZ
- SOFTWARE ab||nstallPath REG_SZ C\Program Files\Altiris\,
- Altiris o NsPassword REG_BINARY 01000000 d0 8c 9d df 01 15d1...
Agent for UNIX, Linux and ‘ e NsUserMName REG_BINARY 01000000 d08c9ddf01154d1...
v AIM ab| NsWebSite REG_SZ Default Web Site
v Configuration abl NsWebSiteCustomH... REG_SZ Igorp2016-winda.igorp.ad.local
Context ab| NsWebSiteHost REG_SZ Igorp2016-winda.igorp.ad.local
MAConfgurstion [ NsvebSebort — REG_OWORD 0:000001bb (655
NsConfiguration ab| NsWebSiteSSL REG_SZ True
Optionalinstalls ab ObjectType REG_SZ Symantec.Installation.NsConfig...
ProductListings ab) SmtpEnableSs| REG_SZ False
_ Us'_?rs | ¥ SmtpPassword REG_BINARY 01000000d08c9ddf01154d1..
mt_'-_";”““f 5 SmtpPort REG_DWORD  0x00000019 (25)
'_"_5 gen ) ab| SmtpServer REG_SZ
i's"[;:”s““mm"'t'm 74 SmtpUserName REG_BINARY 0100 00 00 d0 8¢ 9d df 0115 d1 ..
BDC e SqlPassword REG_BINARY 01000000 d0 8c 9d df 01 15d1...
CCSVMintegration ab|SqlServerName REG_SZ IGORP2016-WINDA\IGR17EXPR...
b e e i1 8| SqlUserName REG_BINARY 01000000d08c9ddf01154d1..

3. Change the old NS host name or domain name to the new one by modifying this StringValue key:
1. HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\CredentialManager\Keys\.
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ompute\HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\CredentialManager\Keys\{391EE50E-2CA6-4C56-97C5-FED30E6FFI6A}

BCDO0000000 A 1| Name Type Data
HARDWARE ab| (Default) REG_SZ (value not set)
: :?:T}le ?-'5 Exchange REG_BINARY 00ba307af9455c8a39d26e817f17cad
T SoFTwARE 2] serverURL [l HTTP://Win19-Garika.igorp.ad.local/Altiris
: .. #e|Signature REG_BINARY 571373 268ecec] a2 b6384d5179fd 12
v Altinis
: 5 Agent for UNIX, Linux and Mac
AlM
Altiris Agent
AltirisNSAutomation
ASDK
BDC
CCSVMintegration

ClientsuiDocumentationLanguages
Communications
; Credential Manager
v CredentialManager
v Keys
. {391EES0E-2CA6-4C56-97C5-FED30L

4. Browse to the following path in the registry editor:
[HKEY_LOCAL_MACHINE\SOFTWARE\AItiris\NS Agent Site]

5. Modify the FQDN entry, and specify your new NS domain name or NS hostname.

CredentialManager A || Name Type Data

CustomConsole ab) (Default) REG_SZ (value not set)
gfployme‘rnt K abl Agent Site Name REG_SZ Symantec Agent

I W

SCovelyfasks ab) Certificate REG_SZ CEAE3D3B3C459457DCE9E
EventConsole e

eXpress 122 FQDN REG_SZ Igorp2016-winda.igorp.ad.
Group Communications #| Site Port REG_DWORD (x00001276 (4726)

Inventory

Inventory Pack for Servers
ITAnalytics

ITAnalyticsLP

Monitor

NS Agent Site

NS Upgrade

6. Browse to the following path in the registry editor:

1. Set the following values:

PreferredNSHost: Specify the new NS domain name or hostname.

SiteCode: Specify the new NS domain name or hostname.

DBDsn: Set the SQL Server FQDN here. Ensure that it can be reached by the NS from the new domain.
PreferredNSHost: Specify the new NS domain name or hostname.
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MonitorPackbervers
MonitorPackServersLP
NetworkinventoryTask

t- | NetworkinventoryTask

>« Notification Server

» - NS Client
NS Client Package
NS PkgSvrAgent Packa
NSDecumentation
NS5Upgradelanguages
NSWebService
PackageReplicationUp
PatchManagementCor
PatchManagementCor
PatchManagementLin
PatchManagementLini
PatchManagementMa
PatchManagementMa
PatchManagementWir
PatchManagementWir
PluggableProtocolsUp
PowerSchemelanguag
PowerSchemeTask
PpaAgentSolution
RACLP
RemediationManagem
Ranartinal anninianae

Name Type Data
‘:";] (Default) REG_SZ (value not set)
ab) BuildNumber REG_SZ 5713
ab| DBDsn REG_SZ DRIVER=({SQL Server};SERVER=!..
i'-'_ir] DBTimeout REG_DWORD 0x00000640 (1600)
ab|DBUpgradeTimeout  REG_SZ 3600
ab) DBUserld REG_SZ sa
ab) EventQueuePath REG_SZ C:\ProgramData\Symantec\S...
ﬁ'n'r] EvtQueueCheckSecs REG_DWORD  (x000000b4 (180)
#o|FastQueueThreshold  REG_DWORD  (x00003a98 (15000)
ab) |nstallPath REG_SZ C:\Program Files\Altiris\Notific..
.'J;] LargeQueueThreshold REG_DWORD (01400000 (20971520)
%) MaxFileQEventCount  REG_DWORD  (x00004e20 (20000)
'] MaxFileQSize(KB) REG_DWORD 0x00171240 (1512000)
?-'H MaxMSMQEventCount REG_DWORD  0x00030d40 (200000)
%4 MaxNPResultRows REG_DWORD  (x00000064 (100)
4| MaxResultRows REG_DWORD  0x000003e8 (1000)
4 MSMQDelivery REG_DWORD  0x00000001 (1)
?1'1] PauseActivities REG_DWORD (00000000 (0)
4| PauseNSMessaging REG_DWORD  (x00000000 (0)
75| PauseTaskManagers REG_DWORD  0x00000000 (0)
5| PkgExtSvrCleanup REG_DWORD (00080520 (525600)
5| PkgSvrCleanup REG_DWORD  (Ouffffffff (4294967295)
ab| preferredNSHost REG_SZ Igorp2016-winda.igorp.ad.local
{ab|SiteCode REG_5Z Igorp2016-winda.igerp.ad.local

. Browse to the following path in the registry editor:
[HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\eXpress\NS Client]

. Modify the DefaultServer value and specify New NS domain name or hostname.

>..

Services

SW Delivery
NS Client
NS Client Package

Name Type Data

ab| (Default) REG_SZ (value not set)
{ab|DefaultServer  REG SZ Igorp2016-winda.nukad.local
ab| |nstallDir REG S7 C:\Proaram Files\Altiris\ Altiri:

. Browse to the following path in the registry editor:
[HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\Altiris Agent\Servers]
Modify the entry from the old NS hostname or domain name and replace it with the new one
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Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\Altiris Agent\Servers

v Altiris A

Agent for UNIX, Linux an:
AlM
Altiris Agent
Agent Settings
5 Diagnostics
> Dynamic Data
> Event Logging
'i Folders
Inventory
5 Inventory Agent
> InventoryRuleAgent
LegonCheck
> Patch Managem
> | Plugin Object
g Scheduler
5 || Win19-Garika.igorg

Name

Type

ab)(Default) REG_SZ

Data
Win19-Garika.igorp.ad.local I

10. Browse to the following path in the registry editor:
[HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\Altiris Agent\Servers\lgorp2016-winda.igorp.ad.local]
Modify the Web entry, and set it as HTTPS://<new NS hostname or domain name>/Altiris

B

i

Uynamic vata ~ || Name
Event Logging b (Default)
rnH:? ab Bagie Inven...
mventory e
pventory Bu!t Irvven...
g 2b) Basic Irvven...
ImventoryRuledgent per |
Lasanhask :Bu?c rrven.,.
Patch Management E# Basic Inven...
Plugin Objects 2 HE'.* Agent...
Quick Delivery ot Policy Last ...
Scheduler | Policy Last ...
Cervers b Policy Mest...
Igorp2016-winda.igorp.a ®% Policy Retr...
Se550Ns i Policy Upd...
SMFagent ¥ Transport ...
Software Delivery e Transport R...
Task Management a5 Viersion
Transport SbWeb

A B B A b nn wdann

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_SZ
REG_5Z
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ

REGSZ

Data

(value nat 18t)

TTSMwy SComDASRdKn|aGEg2 X C sBeyif drewyfg
2021-08-11 09:02:30 - T:00

2021-08-12 09:02:30 -T-00

CuDOOO000T (3)

CueDO000520 (1440)

2021-08-11 13:05:35 -T:00

2021-08-11 08:33:31 -T:00

2021-08-11 08:33:26 -T:00

2021-08-11 09:33:31 -T:00

(eDO00D003 (3)

CwDO00003c (60)

CueDOOQ003c (6D)

CheDOOQO003 (3)

£.3.3713.0
HTTPS://1gorp2016-winda.igorp.ad Jocal/ Altris
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11. Browse to the following path in the registry editor:
[HKEY_LOCAL_MACHINE\SOFTWARE\AIltiris\eXpress\NS Client\NSs\<domain or hostname>

Specify the new NS domain name or hostname in the NSWeb entry as HTTPS://<new NS domain or hostname>/
Altiris

Monitor ~ || Marme T}'pt Data
- "5’"" I 7 || 2 Oefour) REG_SZ (value not set)
e b | NSWeb REG_SZ Hﬂﬂ'&,{lgﬂrp.?ﬂlﬁ-whdugu]ud.hﬂll&nms

N& Client Package
NS PkgSvragent Package
N5Decumentation

KT lmmerz Al 3mmoizmes
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12. Change the old NS host name or domain name to the new one in the following StringValue key "Trusted Servers"
under [HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\Communications]

smputery HKEY _LOCAL_MACHINESOFTWARE Altinst Communications

e

Altins
Agent for UNIX, Linux and bas
AlkA
Altins Agent
AltirisMSAutomation
ASDE
EDC
CCSVMIntegration
ClientsuilocumentationLangy
Communications
¥ ConnectionProfiles
Multicast
¥ M5 Connection
Package Delrvery
¥ Servers
Site Senver
Credential Manager
CredentialManager
CustomConsole
Deployment
DiscoveryTasks
EventConscle
eXpress
Group Communications
Irventory
Inventory Pack for Servers
IMAnakytics
MAnakyticsLP
Menitor
H5 Agent Site
M5 Upgrade
Fatch Management

]

Marme

at) (Default)

‘2] Agent Health Repo...
4 Bad Gateway Chec...
2% Bad Gateway Chet..
4 Block Gateway Sett...
#4 Blockouts

## Enable Bandwidth ...
22 Error Expiry (mins)
2 HTTP Timeout (se...
ab! LastDirectConnecti...
2% LastDirectConnecti...
5] LastDirectConnecti...
4 LastDirectConnecti...
B4 Listener Port

Ak Multicast Address
22 Multicast Port

2 Network Event Inv...
4 Network Test Freq...
ab) Predefined VPN A...
4 Prefer IPvB Proto

W3 Prefer Secure Gate...
22 Renew CEM Certifi...
#2 Require Intermedia...
) Secure Gateway M...
%] Server Expiry (mins)
14 Speed Expiry (mins)
T S5LProwyPort

%4 Throttling Override

J Trusted Servers

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BIMARY
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_5Z
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_5Z
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BIMARY
REG_5Z

Data

{value not set)
CeeDO000T08 (1800)
00000520 (1440)
DecDO0O000F {15)
Oec00000000 (07

41 65 58 42 b 6F 63 34 0000 00
Ce00000001 (1)
Or00000168 (360)
Dr000000TE (1.20)
20210007 20:02=26 -7:00
ecDO0D0005 (3)
2021-09-07 02:20:21 -7:00
DeeD0000 bk (443)
Ou00000000 ()

Dre00000000 (0

(eeDO000TOS (1800)
(0000003 (60)

pangpd tapl20] tap_privatetur
Qee00000000 (0

Ox00000000 ()

Dr00000000 ()

GrD0000001 (1)

0000000 ()

Cee0000d2c0 (20160)
00002750 (10080)
(ee0000ebde (591000

00 00 00 0000 00 00 0O
Win18-Garika.igorp.ad.local
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13. After the NS hostname or domain name change, but before you reboot the server, you will need to specify the correct

SQL server instance name where the Symantec_CMDB database is running.

a) On the notification server, open C:\ProgramData\Symantec\SMP\Settings\CoreSettings.config and change the
DBServer value as in the image below:

Bl changelog L3 = Core Settings config E3'

&

&

B3 B3 B OB B B

=

L

il Lk B

1 & Oh

EXCEFI AS SET FORTH IN THE AFPLICABLE LICENSE AGREEMENT, TO THE EXTENI FERMITIED BY
BY BROADCOM IN ITS AFFLICAELE LICENSE AGREEMENTI, BROADCCH PROVIDES THIS DOCUMENTATI
OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILIT
FURPOSE, OR HONINFRINGEMENT. IN HO EVENT WILL BROADCOM BE LIABLE TO THE END USER OR
ANY LOSS OR DRMAGE, DIRECT OR IMDIRECT, FROM THE USE OF THIS DOCUMENTATICM, IMCLUDI
LOST PROFITS, LOST INVESTMENT, EBUSINESS INTERRUPTICON, GOODWILL, OR LOST DATA, EVEN
EXPRESSLY ADVISED IN ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR DRMAGE.
-
<oustomSettings:
<oustomSecting key="Inscalled™ cype="local® valus="falas®™ />
<ocustomSeccing key="InscallPath® cype="regiscey” regieves"Hocificacion Server® reg
coustomSeccing key="DbServer” cype="local™ value=pIGOR-CHILDHSYIGORLSXFRSSS™ />
<customSeccing key="DbhUssr™ cype="local™ valus="gsa™ />
LoustapSecting key="DbhPassword™ cype="local®™ valus="RWBDSIIGgHRDIzgEnQBTADDME11Z

FmpwEamTassdns bavalfcsrmandTisasnesll simamll a1 ® salcasllanne .

b) Verify your changes and save the updated file.

14. Open the SMP Console and go to Settings > All Settings > expand the Notification Server folder and go to
Certificate Management.

15. Replace the old certificate with the new NS domain name or host name certificate for NS web site certificate.

SERGIEE T TN LSO SRR T LU i e g
3 settings [ Certificate Management
@ .;l Agents/Plug-ins - Configure certificate usage.
L .:l Deployment " . P P
- ey % Replace > Cancel & Finalize 52 Renew &) Revoke View:[Notification Server
# ] Discovery and Inventory
™ Resource Name Port Certificate Name
# [ Integrations
# Maonitoring and Alerting % SMA local proxy certificate nfa
= [‘Ot'f'cat'on Server o\ NS root certificate n/a SMP Igorp2016-winda.igorp.ad
# [ Account Management
@ ) cloud-enabled Management Site server root certificate n'a SMP Igorp2016-winda.igorp.ad
@ [J Connector @ NS web site certificate 443 Igorp2016-winda.igorp.ad.local
= Lj Console Settings @ b .
N CEM web site certificate 4726 IGORP2016-WINDA CEM
# [ Hierarchy and Replication : -
@ [ Internals Details
i+ I_| IT Analytics Settings
2 Reports Current certificate
. N : - . .ad.local
® (] Resource and Data Class Settings ame 190rp2016-winda.igorp.ad.loca
- Description: NS web site certificate.
& | Right Click Menu Expiration date: 7/28/2041 10:58:31 PM
@ €& Site Server Settings Effective date: 7/28/2021 10:58:31 PM
@ ] Task Settings Issued by: CN=Igorp2016-winda.igorp.ad.local
@ [Catiiate Manapgament Thumbprint: AF1078120A324C210125633ADSE74C334ECA20DC

16. Replace the old certificate with new NS domain name or host name certificate for the CEM web site certificate.
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n b!l".lﬂg! - Notmcation Server - Leruncate hlnnagement
1 (3 settings 4 Certificate Management
-
5 ) Agents/Plug-ins W || configure certificate usage.
# ] Deployment )
Qo ploy 4 %_] Replace | ¥ Cancel 4 Finalize % Renew &P Revoke View: | Notification Sei
& iscovery and Inventory
- Resource Name T Port Certificate Name
# |_] Integrations
# Monitoring and Alerting e SMA local proxy certificate n/a
=3 C fi . i ,
- "‘mh cation Server Site server root certificate n/a SMP Igorp2016-winda.ig
# |_] Account Management
# (1 Cloud-enabled Management @ NS web site certificate 443 IGORP2016-WINDA.nuk
# L] Connector n NS root certificate n/a SMP Igorp2016-winda.ig
# (1 Console Settings
N CEM web site certificate 4726 IGORP2016-WINDA CEM
# _] Hierarchy and Replication @ | ' -
® 1 Internals Details
® (1 IT Analytics Settings
] Reports Current certificate
# (] Resource and Data Class Settings Name: 190rp2016-winda.igorp.ad.local
I g Description: CEM Agent web site certificate.
® [ Right Click Menu Expiration date:  7/28/2041 5:58:01 PM
@ %4 Site Server Settings Effective date: 7/28/2021 5:58:01 PM
- ;I Task Settings Issued by: CN=Igorp2016-winda.igorp.ad.local
5, Certificate Management Thumbprint: CEAE3D3B3C459457DC69EDSBASETBSF477FCCOF4

Once all of the above changes have been made, you can change the hostname or the domain name in your Windows
Server and reboot. Refer to Windows help for steps to modify your system’s domain or host name.
Troubleshooting

If, after the reboot, the Symantec Management Agent on the local Notification Server reports that it is still trying to
communicate with the old NS domain name or hostname, you will need to enable diagnostics mode and manually specify
the new NS domain name or hostname and refresh your policy.

To enable diagnostics mode:

1. Open the command prompt as Administrator and run the following command: AeXNSAgent.exe /diags

D] CiProcran FilesiAltinis\Altinds Asent\AeXNSAcent exer /diacs ] ]
o , ;

Agent Settings ", Update Configuration Basic Inventory PEI* H Diagnostics ¥ |y | vie
@ Status: OK o
© Agent Settings | % Soft| Notification Server URL - X

hitps://lgormp2016-winda igorp .ad local : 443/ Altiris

Notification Ser.. = Please anter Notification 5 host and part:
< Switch Server P... I [e43
, Edit Server URL |
IV Secure Connection
|l Reset Compute... OK | Cancel

20
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2. Once the diagnostics mode is available, browse to the Agent Settings tab and select Edit Server URL. Modify the
domain name or hostname as required.

21
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Update the Symantec Management Portal Console

Now that the notification server has all of the necessary changes, it's time to update the Symantec Management Portal
Console with the new domain (or hostname), and associated URLs, and certificates.

1. Modify the Windows shortcut URL for the Symantec Management Console to use the new NS hostname or domain
name:

> ThisPC » Local Disk (C:) » ProgramData > Microsoft > Windows » StartMenu > Programs > Symante
Name Date modified Type Size
. ASDK 7/28/2021 4:16 PM File folder
Diagnostics 7/28/2021 4:14 PM File folder
"
Solutions 7/28/2021 414 PM File folder
of Symantec Installation Manager 8/10/2021 3:47 PM File folder
* %3 Symantec Management Agent 7/28/2021 4:25 PM Shortcut 2KB
79 Symantec Management Console 8.5 7/28/2021 4:26 PM  Internet Shortcut 1KB
@9 Symantec Software Portal 8/10/2021 11:39 PM  Shortcut 3KB
9 Symantec Management Console 8.5 Properties X

General Web Document Secuity Detalls Previous Versions

g? Symantec Management Console 8.5

URL: [ https:fltir'l!fl

2. Update NSAppldentity to use the new account instead of the previously changed NSAppldentity using the
administrative account, then:

a) Open the Symantec Installation Manager on the NS
b) Click Configure Settings
c) Click Configure NS Settings

s TR inLesistEon Ianage

W Configure Notification Server
- .

a Il- thiuie Dntabads Dallings

=

,-afu lepure N Goiliswga

22
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d) Specify the new domain account.
e) Click Next, Configure.

b Symantec Installation Manager

;* Motification Server quration
" Larbguia Mobhoston Seiver cradenhal Jebi sbe ard emad telling
& Enter the account credentiale needad to run Motification Server
] FPer— Ihlrmhnmwmﬂmmﬂd'mi 0
Password AR ERRREER

%m“mmmwmm

Web ste: Default Web Sie

Por: 80

S5L Port: 443 o Require HTTPS to access the Manage
Codificate: igom 201 6-winda nukad local o9

23
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Update the Cloud-Enabled Management Gateway

Update the Cloud-Enabled Management gateway to use the new NS domain name or hostname.

1. Browse to the Symantec Management Platform Internet Gateway Manager (CEM) and add a new Notification Server
using the new domain name or hostname.

&

Gerpinl  Servent | Seltngs

il B add Server = b4
Ly
Server type: | Motificaton Sene

%
Erver FOON o Higatraime o not g gomals
Motificatian Server: | MewhSDomanhame]

Erfed Ot -drribined Mirsiga=a! Loes! 15 Wakdte gad

Port 4726

Statut report Ll | (] 4 [ Cancel

| Acd Server. | Befresh All Servers

2. Add a new NSAppldentity account or modify another account that is a member of the Symantec Administrators role
to the new NS entry.
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Q

General | Servers | Settings

oA igrp-w10-Itsc:4726

Lastr @A Enter igorp2016-winda.nukad.local credentials

DNS

Domain\User name

User name: |AnyAccount Which is Symantec Administrator role

Password

25
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Re-Enable Hierarchy Replication

Now that the Notfication Server's domain or hosthame has been changed, it's time to replicate that change to the systems
under its control.
1. Go to the child or parent NS, depending on which server has changed its domain name.

Browse to the SMP Console and select Settings > Notification Server > Hierarchy and click Servers.

2
3. Select the NS that has a new domain name or host name and click Edit.
4. Update the NS domain name or host name and click Update, then click Save Changes on the Servers page.

Semngs = Notmication Herver ¥  Hierarchy and Heplication = SErvers

_'l Hierarchy and Replication ) Servers
= [ Hierarchy 429 | Manage rck
Iy Hierarchy Management + / J x
# [ Replication
Ea Fr oot Enabled Name Web Hier:
_f‘ Servers Igorp2016-winda.nukad.local https://Igorp2016-winda.nukad.local/Altiris/NS/ Parent
Win19-Garika.igorp.ad.local https://Win19-Garika.igorp.ad.local/Altiris/ NS/ Child
Symantec Management Console ﬁ

Update the Notification Server name or browse the network.

Metification Server Name
|kzerp2015-winda.nukad.local |
Notification Server Web Site

https://Igorp2016-winda.nukad. local/Altiris/NS/

Uudate. .Carcell

5. Go to the child or parent NS, depending on which server has changed its domain name.

6. Browse to the SMP Console and click Settings > Notification Server > Hierarchy > Hierarchy Management.

7. Right-click click on the NS and select Edit.
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— FIEFANCAyY amd Hepucanon
= ] Hierarchy
{4, Hierarchy Management
% ] Replication
w Jobs Management
.cf., Servers

& MIErarciny managemnent
Configure Hierarchy settings.,

Topology | _Rephcation |

Edit
Remove
Replicate To

Reports

WIN19-GARIKA

Remote Console

8. Update the credentials to access the source and destination NS servers:
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Hlerarcny Hanagement
Configure Hierarchy settings.

Topology | Replication |
@—
_

Parent Settings

General [ Schedule,

Notification Server
Server Name: Igorp2016-winda.nukad.local

Server URL:  https://Igorp2016-winda.nukad.local/Altiris/NS/

Access Credentials

ﬂe application credentials
® Use these credentials

Username: | 1GORP\igorpadmin |

Password: (sssesasanss |

Col:iirm pamwd: [I.I.Il.l.l. l

Return Credential Setting

Please specify the account that the destination Notification Server will
use when communicating back to the local Notification Server. This
account must be a member of the "Symantec Administrators’ security,

OK

|| cancel |

role on the local MNotification Server.

O use application credentials

® yse these credentials
Account: |IGORP\IgorpAdmin2 |
Passwurd: FERBERE BB RS l
Confirm password: [ELTTTIrTeS |
| ok || cancel |

9. When you have updated the credentials for replication, you can enable replication on all parent and child NS

servers. Right-click on each Notification Server and select Enable Replication.

28
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dil Hierarchy Management

Configure Hierarchy settings.

Topology | Replication |

View | Diagram W

:I Add b
Enable Replication
Status
B IGORP2016-WIND Reports ,
et
v

0y

WIN19-GARIKA
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Update the Notification Server Communication Profile

After the Notification Server’s domain name or hostname changes, the default NS communication profile retains the
previous NS domain name or hostname. By default, the SMP console does not permit modifying the domain name or
hostname. To accomplish this task, you’ll need to run a custom SQL query that activates the option.

NOTE
Take note of the profile tree below. The NS hostname is not editable.

"
;I Agents/Plug-ins
¥ ] Deployment
| ¥ ) Discovery and Inventory
80 Monitoring and Alerting
¥ ] power Scheme
# (] software
- _J Symantec Management Agent
# (] Settings
= ) Symantec Management Agent Commu
| + [_] site Server Communication profiles
| _ Task Server Communication profile
¥ Igorp2016-winda.igorp.ad.local
# (] UNIX/Linux/Mac
# ] windows
# [ virtual Machine Management

Section One: Rename the SMP Communication Profile

1. Right-click Default NS Communication profile in the SMP Console and select Properties.
2. At the bottom of the Properties window, note the Guid field.
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»

- S FIIGHLSL IIGIIYTHISII MYCIIL
® () Settings HTTPS commu
= (] Symantec Management Agent Commur
# () site Server Communication profiles Qr!. Persistent

] Task Server Communication profiles
¥4 1gorp2016-winda.igorp.ad.local & SSL certifi
—J UNIX/Linux/Mac
i hH.Llh.mu

| W Igorp2016-winda.igorp.adlocal - X -I-

"'\ Ll

[} &

C A Notsecure | hutps//igorp2016-wi
— |

Properties

General | Audit | Hierarchy | Security |
Name: Igorp2016-winda.igorp.ad.local
Description: Notification Server Communication Profile to
Product Name: 'Notification Server’ (d0e33520-c160-11d2-8
Folder: \Notification Server\Settings\Agents/Plug-ins
Attributes: System, NoDelete

Creation Date: Wednesday, July 28, 2021, 4:24 PM
Modification Date: Wednesday, August 11, 2021, 12:03 AM
Last modified by: Igorp2016-winda\Administrator

Guid: {1ccOb5d5-6930-4919-84ec-12eaecbeBaf63

. Highlight the text there, right-click, select copy, and close the properties window.
In the SMP console, click Manage > Jobs and Tasks.

. Right-click any existing folder and click Create new task > Run SQL Query on Server. The SQL Command window
displays.
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- Jobs and Tasks  Run SQL Query on Server
earch P v
q Run SQL Query on Server
le Favorites = Run an SQL query on the default NS database
New Folder
! Sql Command
# Run 5QL Query on Server
UPDATE [tem
). New Folder SET Attributes = 0 WHERE Guid='Specify here GUID of your Default NS Communication profile policy
). Samples
). System Jobs and Tasks
Sawve query output: | Text w
[ use a transaction
Save changes Cancel |
Task Status
L. Start Now ., New Schedule  #@ | ¥

Description Start Time Started By End °

6. Enter the following command string, as it appears below. Replace “<guid number>" with the guid value you saved in
step 3 above:
UPDATE Item

SET Attributes = 0 WHERE Guid=<guid number>
7. Click Run SQL Query to execute the command. Now the console will permit you to rename the default NS
Communication profile.
8. Browse to the profile tree, right-click the NS communication profile, and select rename.
9. Rename the profile.

] Agents/Plug-ins
] Deployment
] Discovery and Inventory
] Monitoring and Alerting
# ] Power Scheme
) Software
= ] symantec Management Agent
# ] Settings
= 1 symantec Management Agent Cor
# ] Site Server Communication prol

+ &

-

_‘j Task Server Communication preo

* VY igorp2016-winda.nukad.locall

# ] UNDYLinux/Mac

Section Two: Reset the Communications Profile Attributes

32



Notification Server Domain or Host Name Change for ITMS 8.5 RU4+ Whitepaper

Now that you've renamed the NS communication profile, you'll need to re-secure the communication profile, to ensure it’s
no longer editable.

1. Modify the Run SQL Query task you created earlier, and replace the previous query with this one:
UPDATE Item

SET Attributes = 272 WHERE Guid='Specify GUID of Default NS Communication profile'

. Jobs and Tasks ORI L AUy U e Vel
M ad
1 Run SQL Query on Server

Favorites

}  New Folder =
sql Command

A Run SQL Query on Server [

- UPDATE Item

New Folder SET Attributes = 272 WHERE Guid="Specify GUID of Default NS Communication profile’

Samples

). System Jobs and Tasks

2. Click Run SQL Query.
3. When the SQL Query task is complete, you'll need to restart the ISADMIN service on the NS. This ensures the profile

can’t be edited or deleted in error.
a. In Windows, click Start > Run > services.
b. Locate IISAdmin in the list of services, right-click it, and select restart.
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Update SMP Console Ul With the New Name

Even though the clients can see and communicate with the new NS domain name or hostname, ITMS administrators will
still see old NS Server name when you view the general properties for each PC as shown below.

TAANAIAIE WITRINAL A dmainis

‘ o | Sea My General ~
{ame -
= Resource name: Garik7x64-PC
- ELa \ l Dom:in- IGO‘RP
@ 192.168.8.25 GARIK7X64-PC\Garik7x64 ) :
o Server: gorp - L AQOTp... DCa
@&, l9orp2016-winda o Fully qualified name:  Garik7x64-PC.igorp.ad.local

To resolve this, perform another SQL Query task.

1. Modify the SQL Query task you created earlier, and replace the previous query with this one:
SELECT Value FROM ServerSettingGuids WHERE Name='OwnerNSGuid'

SELECT Value FROM ServerSettingGuids WHERE Name='OwnerNSGuid'

V% -~
EH Resuts 2 Messages

2. Run the SQL Query. The Results field displays the guid. Right-click and copy the value displayed.

3. Modify the SQL Query again, this time to update the NS domain or hostname:

UPDATE Item
SET Name ='Specify here new FQDN of your NS' WHERE Guid='Specify here OwnerNSGuid'

‘ QLQuery2.sql - IG...ntec_CMDB (sa (60))* + > [ elKeliTI K= |y (cm e Vv NEER L)) Object Explorer Details

“JUPDATE Item
I SET Name ='igorp2@16-winda.nukad.local' WHERE Guid='AAEABC17-88A -4818-9953-6231%&’6;84'|
W% -~

28 Messages

(1 row affected)
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4. Run the query and close the query page.

5. Browse to the ITMS Views page in the console and select a computer from the list. Note that the general information
page now shows the correct NS domain name or hostname.

¥ | Search P ey ¥ || General Agent Health > &%
ime -l
1 Resource name: Garik7x64-PC
i E |
N Toacanss GARIK7X64-PC\Garik7x64 | Domaln: IGoRp
10rp2016-winda 1 Server: igorp2016-winda.nukad.local
-Wi p . - T
- mnno)ma.vﬂmnn‘.adminiq-| € 7o Fully qualified name: Garik7x64-PC.igorp.ad.local
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Update IT Analytics Report Integration

Ensure that IT Analytics can communicate with the Notification Server for reporting.

1. Open the SMP Console, click Settings > Notification Server > IT Analytics.
2. Select Symantec CMDB. The IT Analytics Symantec CMDB Settings page opens.

3. Under Local Symantec CMDB Connection, locate the Report Integration URLs section and click Change Report
Integration URLs.

4. Modify the URLs as appropriate to update them with the new domain or hostname.

- SRFIIEILEL LEELF R

IT Analytics utilizes conmsctions bo Symanrtec CHMOE databases as the source of data for cubes. This page aBows yvou B0 configune [T Analytics to g
Eaditanal Symanted CHDEL i poul efvirenment, Mlwing you B vidw Snkbeticd freem M corfigured (MDA a0 & Single 42t of IT Andlyticy cubsed,

Local Symantec CHO8 Comnection

I addition to the extermal Symantec CHMDE connedmions configuned bedow, TT Analviics can include data from the Symanted CHMDE configured for
Symanter Managemant Platferm. I you are utilizing hlsvarchy capabilities to replicats Irventory information to the lacal Symantec CHDE, 2 & ad

that wou choose the option to not inchude the local Symantes CMDE balow.

W Inchude the Symantel CMDE configered for this Symante: Management Platicrs,
Recommended aien Laing mutols Symantec Management Platforms hat are not configuned in B same Rigraechy
Do et inchade the Symantes CHDE configared for this Symantec Management Platform
Recommended nten LSing haraechy for mweniory reolicabon.

Swvl Cranpas || Canosl

Report Integration WALs
Eespurce Manager URL honps:/1gerpd0 L §-wind 3. 0rp. . ko aly Altins ' Cormsole) Dashboarnd) Dashboardien aspx
Eesource Edit URL: Fioeges - /1 0orpd0 L6~ vwirid i orp. e bod bl AN, Asde 0 C o D aor C oo et Mash ot BRI re bl Re S onal { 8 drS 0

Crurgs Famor irsegranon URLY

External Symantec CHOB Connections

CMDB Confertions: IGORPAE-WINDANGRITEXPRESSS SYMANTEC CMDE » A Dt

CMDE Server Name: IGOREPIY] 6-WIhDA\[GR L TENPRESSS

CMDE Databacie M- Cymantes_CMOE
Crage Cragenas

Beport Integration DRLs

Eespun(e Mangper URL hits:/ Iprp 201 6-winda. igern. 38 10Cal ! Auiris) Corsole/ Dashbodnd D ashboan Iiew, k50

Ensource Edit UAL: hitp:i/ lporp 201 A-winda bporp. ad local/ Aitiris) Asset ContractCommon, Manager/ EditC reatefesource s p
Crarie Rebar e jbon LRLY

5. Repeat the process for the URLs under External Symantec CMDB Connections.
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Other Settings

There are several other places where the domain name or hostname are referenced in a typical ITMS environment.

AD Import

After the NS Domain name change, AD Import rules will still have the old domain name specified. If the domain is no
longer reachable, AD import rules will fail to execute.

1. Browse to the SMP Console > Actions > Discover > Import Active Directory Import.

Settings » MNobification Server = Microsoft Active Directory Import

-'i Microsoft Active Directory Import

Active

| ) Adjust settings and run rules.

Resource Import Rules

Cle X |0 ™ Q|0

#, © Import Computer resources from igorp.ad.local starting from igorp.ad.local and usi

Import Computer resocurces Frc\"n igorp.ad.local|starting from igorp.ad.local|and using the default column mappings. Import

{. ©  Import User resources from igorp.ad.local starting from igorp.ad.local and using th

Import User resourr_e4 from igarp.ad.local|;tirt:'1g| from igorp.ad.loca||and using the default column mappings and these res

‘e _ Import Print Queue resources from igorp.ad.local starting from igorp.ad.local and v

Import Print Queue rescurces [from igorp.ad.local Istarting from igorp.ad.local|and using the default column mappings. Perfor

2. Edit each entry as appropriate to set the new domain or hostname.

Software Library Location

Make sure that the previously set location for your Software Library is still accessible from the new NS domain or
hostname.

1. Browse to the SMP Console, click Settings > All Settings > and expand the Software folder.
2. Expand Software Catalog and Software Library Settings and select Software Library Configuration.
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n Settings + Software » Software Catalog and Softw
(] Settings ..-m Software Library Configuration
+ [ Agents/Plug-ins Add descriptior

+ ] Deployment
TI i Type the UNC path to a shared directory for this No

+ __] Discovery and Inventory , -
& It i [\\SHAREDfolderForSwLibrary.igorp.ad.loc
+ ntegrations
. o ) Specify the maximum number of seconds to wait be
+ ] Monitoring and Alerting i, . |6EI'D
- Iimeoul:
# ] Notification Server
3 (3 | Save changes | I_L'.‘ancel

Remote Management
# |_J] Security Cloud Connector
. _j Service and Asset Management
# ] Service Request Remediation
= ] Software
# ] Application Management
# ] Data Provider
# ) Patch Management
= [ Software Catalog and Software Libra
L: Clean up File Resources
o Installation Error Code Description
Bes Known-As 1
+§ Software Discovery
*ql] Software Library Configuration

3. Update the URL as appropriate for the new domain or hostname.

Managed Delivery Policies

Review your previously published Software and Managed Delivery policies, as all managed clients will now be logged to
the software portal using the new NS domain name or hostname. If this process was used to change the domain name,
users should authenticate to the portal using their new domain name accounts. If there’s a disconnect in the client’s login
domain and the portal domain, not all published software or managed delivery policies will be available.

1.
2.
3.
4. You'll see that no domain group is available, so you will need to manually define the appropriate Domain/User

Browse to the SMP Console and click Settings > All Settings and expand the Software folder.
Expand Software Portal Settings and open Manage Publications.
Select any previously published Item and click Edit.

group. This will ensure that your software and managed distribution policy is available again for your managed client
computers.
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I Settings @ Manage Publications
] D Agents/Plug-ins View and manage software publications.

# 0 Deployment Software Publications
# (] Discovery and Inventory

A eacratone e T B B
# [ Monitoring and Alerting ] P..| P..| Name T
# [ Notification Server

# ] Remote Management

# ) Security Cloud Connector T T T U
# (] Service and Asset Management

'Mozllla Firefox 70.0.1 x64 en-US x64-Install Requires af

Mozilla Firefox 70.0.1 x64 en-US x64-Install Mo
# g Service Request Remediation Add descriotion Mo
= Software
@ (] Application Management
@ () Data Provider Software: Mozilla Firefox 70.0.1 x64 en-US x64
@ (] Patch Management Verslon: 70.0.1.0
# (] Software Catalog and Softwa Type: Software Release
= [ Software Portal Settings Platform: Windows
9T Administrator Portal Vendor: Mozilla
ab Manage Publications Command line: Install (msiexec.exe /i "Firefox Setup 70.0.1 English x64.msi")
4T Software Portal Settings Category: [Desktop Application v S =
‘ Managed Delivery Settings Software availability:
# Add | & Change User | & Change Targets | X Se
| user/Group Name Target Name Approved Rec
[ ] All Computers O
I | All Computers O

Administrative user account roles

If an administrator account (and their direct reports) defined in the Administrator Portal has a manager account from the
previous domain, search will show no records because as the old domain is no longer accessible.

For example, this is how it appears when IGORP is the defined old domain and offline.
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As a workaround, you can view old client requests from these clients if you set the Managers drop-down to Any. From

T T S T T T

Filtering options
Sratus: (- Aty .- | Assignment: |- Any . w
Request Type: - BTy = W |Hamaqtrs: 108 Jgomp Managerl I
Regiuest Category: | -- Any — -
Sexrch

Requested Software

A Edic | Change Status ~ |
1. Software Name Date Requested Lser Mame Request Typs Status

]Ho softmare requests match the search Lﬂcena.]

=8 Altns Log Verser (ARirs Logs, Logs, Logs, SIM Logs)
File Loggng Optioms Bookmars Fesds Help

a5 -l:::h]:‘l ]ﬁ-i" A% F I TP Cewet: 112021 5:06:04 AM

Date = | Deescrprton

/1172021 S:13:21 AM_ Can't get directony entsy for IG0RP\Igor Maragerl/38d17hbS-aRcl-+450-0414-2 S0 2a6cSab 73, skip I

] 5:13:21 AW D et actwe of i Tha sarvel

TU/2021 5:13:05 AN Faled to get actve directory of ‘Qorpligom wser?’ - System Runtime. InterapSenaes. COMEzception (IxBD0T2034) The sarver s n
112021 5:13:05 AM  Faled to get actwe drectony of ‘gomligor werl” - System Runtime. InteropS enaces. COMException ((xB007T203A): The server s n
112021 5:13:05 AM  Faled to get actve directiony of igomligom manager?” - SystemuRuntime, InterppSenmces. COMException [(nS007T2034): The senves

LR ]

171 8/11/2021 51371 AM [wBwep) Altiris i sbirsningylitd GetDaeiaryniry

Faled o et actve drectory of igompigop managerl’ - System Runtme. InteropSenaces. COMException (xB0072034% The server & not operbonal

there, you can approve or deny any requests that are still in queue.

" n i
m— e, n:‘m pt aizhe m re Walp
T Administrator Portal
1 Sattings Hansge users sofiware request
8 O agents/Plugins Filtering options.
# ] Deploymant
. Status: - Afiy - W AdSignment | == Afy -- W
® ] Discovery and Irventory
3 O Intagrmtions Bequest Tvpe: Ay o ¥ |l Managers: |- Any hd ]
# _] Monitering and Alarting Roquast Category: |-« any -« e
# 1 Notification Server Swarch |
# ] Remate Management
# _'| Security Cloud Conrsector Requasted Softwars ) _— .
# ] Service and Asiet Maragemant
# ] Service Request Remediation ) Edit | Changs Status = |
o ?nrm"' in Saoltware Mamie Date Reguested Wser Mame Heque
% ] Applicatien Managament 1 Frah Process Dlrecter for Windows 1.0.6 - English (Unibed States)-Irastall  7/20/2021 S:17:18 PM  Igorp\loorp Userd  Listed
# (2 Data Provider ] Igarp War] (igonp AD) T/29/2021 117129 PM Igorp\lgorp Userl  Undted
# (21 Patch Management | Frask Process Director for Windews 1.0.6 - English (United States)-Iritall - 7/26/2021 5:18:21 P9 igerpllgorp User?  Listed
# ) Seftwase Catslog snd Software Librag |4 Iparp Liard rekvesteddd salt (igorp AD) TI2021 511806 PM  igorpllgorp User?  Unlsted
= ) Softwars Portal Sattings
T Ades|nistestesr Dartsl

Deployment Solution

Update the deployment solution configuration for new Windows Preboot environments.

1.

In the Symantec Management Console, open Settings > All Settings > and expand the Deployment folder.

2. Select the Preboot Configurations page.
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3. Make sure that the correct NS communication profile is set and click Apply to use a new NS domain name or
hostname in the communication profile for WinPE & LinPE.

4. Rebuild the preboot environments and reinstall them on managed client computers.
5. Download the updated preboot environment to your PXE servers.

Settings v Deployment v Preboot Configurations

A Preboot Configurations

Policy used to define preboot configurations.

i Changes detected in the connection profile content that is used for connection to Notification Server. You may need to
reapply profile settings and rebuild preboot images.

Settings: Win19-Garika.igorp.ad.local (http://win19-garika.igorp.ad.local:80/ Altiris/) -
Profile to be used for Notification Server connection:

Win19-Garika.igorp.ad.local & |E]

Server URL: http://win19-garika.igorp.ad.local:80/Altiris/

Windows Agent log level: [Trace v

Windows Environment Settings (WinPE version: None) -
Policy Rules/Actions -
o Add /| < Recreate Preboot Environment State O~
State Name Operati... Archi... OE... © Automatio... Usedi... Descri... Keybo... Use iPXE
:‘ &  LinInstall Linux x86 DS Ag... Automation Yes Default L... false false
| &  WIn8664PXE.. WiInPE 10 x86,x64 DS Ag.. BothPXEan. No false true

Workflow Solution

Update the new NS domain name or hostname on existing Workflow installed servers.

1. Click the Start menu > Symantec > Credentials Manager > locate the old NS domain name or hostname and edit it
to a new NS domain name or hostname.
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3 Symantec Workflow Explorer a X

&}
Active Directory SMP Server Name Domain User Name Version Current SMP Valid
0 Profiles Igorpl9DataCent Administrator NST =] (-]

Deployment Server [ Test 1 Edit @ Remove
o | 6= o) (B ) @)
Edit SMP Credentials X
l b 2 l Find meﬁs: x

¥ 1 Profies

Machine Name or 1P Address [Ty IERmoem

Doman [

User Name: |Administrator

Password |

Use HTTPS r

Defauit SMe W

SMP Version [ns7 =

e =]

1. In the Symantec Workflow tray icon, open settings and update the NS domain name or hostname.
2. Click Save Changes and restart the Symantec Workflow service.
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