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Introduction to Cloud Enabled Management

Cloud Enabled Management Implementation in ITMS 8.1 @lsymantecw 3



Cloud Enabled Management
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CeM Enhancements — Endpoint Support
* Windows & Mac Endpoints

— Managed Software Delivery
— Inventory Gathering

— Application Metering

— Patch Management

— Basic Client Tasks

— Quick Delivery (non real-time)

— Hierarchy and Replication




Isolated Web Site Design
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Understanding Symantec Management Agent Types

* Symantec Management Agent
— Has been installed from the console or automation
— Expected to be on LAN or VPN Connection

* Cloud Enabled Agent
— SMA that has had the Cloud Enabled Feature turned ON
— Installed via CeM Agent Package OR Enabled CeM Policy
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Supported OS/Requirements

* Symantec Management Agent
— Windows, UNIX, Linux, Mac OS

* Cloud Enabled Endpoints
— Windows or Mac OS only in this release

* Internet Gateway

— Physical/Virtual Server
* Windows Server 2008 R2 SP1 or Windows Server 2012 R2
* 8GB RAM, 40GB HDD, Dual Core CPU, Two NICs

— .NET Framework 4.51 feature enabled
— Supports up to 35K endpoints (3,000 concurrent)
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Internet Gateway Implementation

Cloud Enabled Management Implementation in ITMS 8.1

e At least two gateways recommended
e Agents can switch between gateways
e Automatic load balancing

e All gateways are treated equal

e Automatic failover




Supported Gateway Implementations
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Preparing for Cloud Enabled Management
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Steps to Prepare the SMP Environment for CeM

1. Configure your Notification Server and Symantec Management Agents to use HTTPS.

* Notification Server is automatically configured to use HTTPS if you check Require HTTPS in SIM
* Agents are automatically configured to use HTTPS when they receive CeM Settings policy.

Gateways accepting external agent traffic

Add gateway /‘ | b
Port Thumbprint

443 59 98 d5 e2 7a ec 73 0a a9 le c4 d9 55 7c 33 64 9d da 81 8b

Count |Apply d

2/7/2015 12:12:02 PM

Cloud Enabled Management Implementation in ITMS 8.1




Steps to Prepare the SMP Environment for CeM

2. Create/Configure your Site Servers to use HTTPS.

— To serve Cloud-enabled agents, site servers have to be configured to use HTTPS.
— This process is automated by the Cloud-enabled Management Site Server Settings policy.
— By default, this policy does not overwrite the existing HTTPS binding on the specified port

ﬁllw:;;t;:mmt el ri B

Console Actions Reports

Policy - Cloud-enabled Management Site Server Settings
ud-enabled Manager Settings

Automated CEM certificate distribution to site servers

enabled Management Agent II5 Website Settings ificate will be delivered to
enabled Management Setup 0 fers ndi ated on the specified

the added
r iz already using HTTPS on the specified port, and you enable this icy, the bindin
u have to configure HTTPS bindings manually. To forcefully overwrite the binding,

Warning: Forced overwrite of HTTPS bindings might lead to connectivity issues with non-CEM clients.

Fort: |4726

[JForce overwrite HTTPs binding.




Steps to Prepare the SMP Environment for CeM

3. Assign Site Servers to Internet Sites
— The Cloud-enabled agents that are behind the Internet gateway use Internet sites
— Add your site servers to the predefined Default Internet Site or other Internet sites that you create.

Symantec : T i
Management 43_* = |:L E
Console Actions Reports

Eﬂi MNew = | }C Del | J/‘ Configure | ﬁ Site Management = Internet Sites » AP] Internet Site -

= @ Site Management ;&3 AP] Internet Site
= .{3 Internet Sites : Add description

= @% API Internet Site : :

Site Services

, Manually As=signed Agents
& site Servers Task Service 0 Servers
Corporate Office Internet Site

s Default Internet Site Monitor Service 0 Servers
s EMEA Internet Site

SFCFCFCE

s LAM Internet Site Package Service 1 Server
s NAM Internet Site

ettings Network Boot Service 0 Servers

b
| S
=

Site Servers
'ii'.ll' Sites
== Subnets Detailed Information

52 New | IIE‘EE] & | X view:[site Servers

Name Domain IP Address Site Services
SMP SES 10.10.7.131 3
UTILITY ALTIRISDEMO 192.168.1.17 1




Steps to Prepare the SMP Environment for CeM

4. Make sure that the Internet site is properly configured
— On the Internet site page, make sure that the required site services are set up properly
— Ensure that the settings apply to the appropriate resource target.

Symantec Vi | =3 I L
Management S = |:’_ )
Console Home Manage Actions Reports

New v | X Del | & Configure | O Site Management v Internet Sites + AF] Internet Site »

= @ Site Management J.E. rnet Site
= &% Internet Sites *

= @& AP Internet Site

e " . Site Services
o Manually Assigned Agents
Task Service 0 Servers

W Corpo

#¢ Default Internet Site Monitor Service 0 Servers

Package Service 1 Server
t @ MAM Internet Site
# %4 Settings Network Boot Service 0 Servers
# & site Servers
& o
H g p Sites

4 == Subnets Detailed Information

New | II'J'ﬂ & | ¥ view|Manually Assigned Agents|v]

Resource Target Computer Count

AP - Remote Systems - Target 10
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Implementing the Cloud Enabled Infrastructure
LIVE DEMONSTRATION
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Additional Links & Information



Additional Cloud Enabled Management Information

. . | PEE XXX ICIOCTCOCC 1
* Symantec Video Series Fsymantec. | Erirprie
— Leveraging SSL Certificates in the SMP Environment fsymantec. | e
* https://youtu.be/oShC-rOHOWU e

'
— Cloud Enabled Management Design and Implementation

e https://youtu.be/ThNPBRYx22M

00 ©COOoOQOC¢

* Cloud-enabled Management Whitepaper for ITMS 8.0
* http://www.symantec.com/docs/DOC9321

* CeM best practices, planning, and configuration
* http://www.symantec.com/docs/TECH227638

* Symantec Connect Community

* http://www.symantec.com/connect/endpoint-management
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