A BROADCOM %

Upgrade to DX UIM 20.4 CU9
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and Security Updates
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Agenda

AIOPS AND OBSERVABILITY BY BROADCOM

EXTENSIVE HYBRID, MULTI-CLOUD MONITORING

ZERO-TOUCH CONFIGURATION

OBSERVABILITY VIEWS

WEB-SCALE SCABILITY

ASDF
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Need to Act Today, or...

Silo Views

Fragmented, incomplete
view of today’s deep
technology stacks and
hybrid environments

Monitoring Tool Sprawl

Multiple tool requires time
and effort to manage, adds
complexity and drags down
potential economies of scale

Inefficient Triage

Increased troubleshooting
time and lack of innovation

Unpredictable IT Ops

Uneven business service
levels across the
enterprise impacting the
bottom line

© BROADCOM
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AlOps Mission — Finding and Resolving Problems in IT Quickly

Observability from
distributed,
mainframe to
hybrid cloud.

: - Gain insights into
e — = end-to-end digital
- O : experience

Operational efficiencies | 1| —— Diagnose issues .| 3 T Organizational
with actionable : across domains using - = awareness for digital
intelligence comprehensive service delivery and
datasets down to code performance
line level
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AlOps & Observability Solution to Drive Intelligent Automation

SRE App Owner/LOB Server Admin  NOC Operator

USER PERSONAS

M) DX Operational Intelligence ITSM Automation
Central Alarm Management Dashboards & Reporting Service Analytics et servicenow
# & bmc Remedy CHEF
Al & Machine-Learning Analytics PagerDuty 8 w ...
* Notification  Collaboration

Unified Data Lake With Open APIs

(Metrics, Alarms, Topology Logs, Text and Wire Data)
SE % elastic 88 kafka g

(;)OB Connectors @ RestMon & APIs

L) DXAPM ‘A) DX UIM : @

App Performance Monitoring Infrastructure Monitoring Third Party
” 3 S e

: : . : 3 &5 C

Assisted Triage & User Journey and Native Cloud Unified Hybrid Cloud . DX Netops b S bme h O%ZPSFQMSEEQZ,
; ’ -t - Zero Touch Onboarding . _

End-to-End Tracing Funnel Analysis Observability Observability : solarwinds ¥ 3
: Network DATADOG

:Observability : APPDYNAMICS

Continuous Devops Svnthetic Monitori Mobile to Scalability for IT Monitor Performance, 3 R 4SevOne
Insights ynihetic Monitoring Mainframe Complexity Availability & Responsiveness ' gratree =

splunk>

P T A Hybrid, Private & Public Cloud AlOps & Observability Solution ...................... :
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Our Solution: DX Unified Infrastructure Management (DX UIM)

.

Scalability for IT Unified Hybrid Intelligent Operations

Complexity Infrastructure Observability

Reliability, security & scalability Single platform with coverage of Automated inventory

that’s natively multi-tenant for the traditional, virtual and modern hybrid management, smart incident

world’s largest and most complex cloud technologies providing a correlation and service-level

enterprises, government agencies single-pane-of-glass for IT insight for efficiency, faster MTTR

and MSPs Infrastructure and improved end-user
experience

PARTNERING WITH IT OPS FOR DIGITAL TRANSFORMATION

© BROADCOM
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True Hybrid Monitoring — Across Infrastructure Estate

Modern Tech
Probes, RESTMon ) )
* Bring everything

Cloud tqgether from
Router disparate sources
(=<
- iii o - ] - to a common data
2 @ poge N | iii :r':-® S dictionary
= o= | > P P =\ o _
g U e ﬁ :’ | | O * Build up correlated
— 1 _ . .
g (@) —-p /@ i | I/I.\ i Q view to get quick
&2 N @ —_ O
T Edge Router ‘-3}7 = - S a_n(.j f:_omplete
o o visibility across
infrastructure
estate
@., | Mm *  Blur the lines
L 0 between traditional
(<)
iii Servers @ — O data centers and
S iii K8 = g public/private
Storage
o Q) — Clusters Appliances T C|0U-d
2 /o - O environments
o witches Routers N Storage and 5
O yd Traditional Network A > + Reduce MTTR
C e == 2ysterm Probes o ! T and meet SLAs
5 =SS Probes IS uicnes | = -
(@) Databases ) Switches o ers with ease

© BROADCOM
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Unified Solution for Hybrid Data Centers
Virtual Physical Servers Databases NAS A 3 Virtual Physical Servers Databases
WS

mn @ S== mn ==
mn == - 2 o mm ==
— S EEEEE E—

e PRODUCTION

= = =

Zero-Touch Lt : .
User Management Configuration Health & Availability Alarm Management Extension/Integration

Automation with webhooks and

Account administration Inventory discovery Performance Report Designer Policy-based thresholding RESTful AP
HICL lozziee égl::tr%?sed access Application discovery Metric palate Algorithmic noise reduction SDKs for Java, Perl, C
> \Qg:istg;:gﬁzeéggg Probe/robot deployment Scheduler Correlatis%r;J,p(?g;igit;Tent and Custom monitoring -
Tenancy Monitoring configuration Dashboards and reports Bi-directional ITSM integration Device certification over SNMP
Dynamic/static groups Service level management AlOps-enabled
Maintenance scheduling
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Unified Solution for All Personas

. O
Business XY

« Align IT to Business Goals

Correlate IT to Business Value
User Behavior & System Interaction Analysis
Integrate Silos for a Unified Environment View

1] t o ” = -
®
< < <

Operations and
Monitoring ol

« Achieve Operational Efficiency
* Reduce Downtime

Centralized Alarm Management
Operational Workflow Integration

SRE, Subject Matter
Expert @

(infrastructure admin, security admin, network admin)

* ldentify & Remediate Root Cause
¢ Automate

m—==~. Operator Console

Infrastructure Diagnostics 2
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2023 Themes for Infrastructure Observability

10

18

g
o2
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Intelligent Operations &
Analytics

Intelligent infrastructure observability in
terms of predictive capacity planning,
Al/ML driven alarm noise reduction,
business service management by cutting
the silos across app-infra-network

Hybrid Cloud Observability

140+ probes supporting physical & virtual
hosts, hyperconverged infrastructure,
storage, databases, network, application
servers, user experience monitoring

Zero-Touch Configuration

Template-based monitoring for bulk
configuration for quicker time-to-value

Centralized monitoring and alarm threshold
definition for standardized monitoring across
inventory technologies as per industry best
practices

I

&)

UX & Observability

UX enabling contextual accessibility and
continued improvement of user flows
enabling quicker triage

Platform & Scalability

Stable deployment and effective resource
utilization to optimize the TCO

Keeping technology stack coverage
up-to-date for platforms and version
currency

Security & Stability

Continued improvement in
DevSecOps

Providing enterprise-grade secure tool
meeting common DevSecOps requirements

© BROADCOM



Extensive Hybrid, Multi-Cloud Monitoring

A BROADCOM
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Hybrid Cloud Infrastructure and Containers are Going Mainstream

N LN N N

757 58.7%

Hybrid Traditional

Infrastructure Revenue

Large IT operations have By 2025, 59% of IT service
combination of on-premises, provider addressable revenue
public cloud and private will come from traditional infra
compute resources! management (but will decline)?

967

Container
Strategy

Per CNCF®, 96% of
enterprises will adopting
containers like K8s in 2022
and beyond?

827

Device
Proliferation

82% of respondents indicate
they will deploy a significant
number of new devices over
the next two years*

Sources: (1) Dimensional Research, State of Infrastructure Management 2023, December 2022; (2) Gartner press release, 9 February 2022; (3) Cloud Native Computing Foundation press release, 10 February 2022; (4) Dimensional Research, State

of Infrastructure Management 2023, December 2022
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https://www.gartner.com/en/newsroom/press-releases/2022-02-09-gartner-says-more-than-half-of-enterprise-it-spending
https://www.prnewswire.com/news-releases/cncf-sees-record-kubernetes-and-container-adoption-in-2021-cloud-native-survey-301479915.html
https://www.prnewswire.com/news-releases/cncf-sees-record-kubernetes-and-container-adoption-in-2021-cloud-native-survey-301479915.html

Full Stack Observability for Hybrid Data Centers

R Application Infrastructure

Saas Distributed
el Web Server Applications Big Data
_| -~ 5 Data Store
i iSeries
‘ @ Middleware

Synthetic Response

PaaS/laaS

@ ° ° @ Container Storage Hyperconverged Infra (HCI)
Physical & Virtual Devices Infrastructure

Cloud Network w ‘
g 0 ‘ SNMP Devices Router Switch

Load Balancer Gateway

v

Network

© BROADCOM
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What’s New: Additional Modern IT Infrastructure Monitoring
Alerts, Events, Logs, Custom Metrics, Billing Data and More

Public Cloud Service Providers

A Microsoft Azure 3 adws

Google Cloud

Services spanning multiple categories across accounts,
geographies, and workflows

Virtualization and Storage

Monitor enterprise-grade
virtualization, converged
infrastructure, clusters and
OpenStack-enabled cloud
deployments and infrastructure

openstack

== MHic%er—V
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Containers and Orchestrators

& O

dOCer kubernetes

Foundational infrastructure elements, distributed containers,
deployment plane elements, and control plane services

podman OPENSHIFT

ORACLE

SOLARIS

CiTRIX'
XenServer

NUTANI>C

W

vmware

\/

RED HAT
ENTERPRISE
VIRTUALIZATION
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.
.

Support for Azure PaaS Managed SQL as Datastore &
Benefits Connection Types Deployments Peering
— Upgrading and — Redirect — Infra on cloud — Virtual network peering
patching (recommended) — Hybrid — Global virtual network
_ Backups Direct connection peering
Monit p. to database node
- .Om orln.g . — Proxy Networking Gateway Types
— High availability Connection using a
and scalability t ) — Public endpoint - VPN
Proxy gateway _ Private endpoint —~ ExpressRoute

Data Maintenance

— Index maintenance

— Partitioning of data tables
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Verified with RTM Version

— Microsoft SQL Azure 12.0.2000.8
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Kubernetes Monitoring Coverage

Worker Node(1)

Worker Node (2)

: Master Node (spod(1).] ¥
* Wide and deep coverage across = P ;

. . | Scheduler | e
physical and logical planes of the Controter ] | [
dep'oyment ; | ;

L o d . _‘kab,e»pr‘oxyﬁ :
« Segregate and apply specific ) B M;

;Ylovltev Node (n)

policies to group members per your
preferences —_—

* Monitor at-a-glance with i sl Kubernetes Monitoring
confidence ot

el

clusterinfo.dxuim.svc.cluster.local

- Set SLAs, alarm policies, '

Sl ©)
- O
monitoring on everything you need

192.168.42.13 Py g
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Podman Monitoring Coverage

 The Podman probe monitors the health and performance of your Podman environment; you can
generate Quality of Service (QoS) and alarm messages for the following components:

— Host (single host system)

— Containers
o CPU L Image
o Network Registry
o Disk
o Memory @

o Processes

— Volumes
b [
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Zero-Touch Configuration
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Zero Touch Monitoring
Enabling Efficient IT Operations

Key Benefits

v Apply consistent (template-based) monitoring across IT

stack
v’ Enable configuration management at scale

v Speed time-to-value with zero touch inventory

onboarding

v Manage monitoring governance

. Autonomous Operations

Alarm notification and incident
management

Out-of-the-box dashboards and
reports

Performance and health
management

. Dynamic Discovery

Device discovery
Application discovery
Inventory grouping

2. Auto Configuration

* Push monitoring profile (metrics

collections)

« Alarm policy (threshold definition)

19 | Broadcom Proprietary and Confidential. Copyright © 2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
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Dynamic Discovery

Dynamic
Discovery

© BROADCOM
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Dynamic Discovery

Dynamic
Device
Discovery

111111111

lﬂnb:'in
2

Inventory onboarding

1. Wizard for scheduled discovery based on criteria like WMI,
SSH, SNMP

2. Import thru CMDB

3. Discovery thru probing technology controller like vCenter,
Nutanix Prism, etc.
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Application Discovery and Auto Grouping

Dynamic
Application
Discovery

Q w administrator

To use the Discovery Application feature, check at least one of the Application Discovery groups below.
Important! If you clear the UNIX Application Discovery or the Windows Application Discovery group, then you
disable Application Discovery. For Application Discovery to work, you must alse download the needed probes
1o your archive and have a current license for them. For mare information, see "Use Application Discovery” on
the CA UIM documentation wiki

[ Amazon: UNIX

[0 Application Discovery: Apache
[ Application Discovery: Oracle
Application Discovery: UNIX

[ Application Discovery: SharePoint

[ Amazon: Windows

D Application Discovery: MS IS Server

[ Application Discovery: MS SQL Server I nve nto ry m an ag e m e nt th ru

Application Discovery: Exchange
Server

S dynamic and static groups
» Logical clustering of inventory based

éi ﬁﬁ Discover application and on properties, like IP, host, OS, etc.

set roles, such as host,
server, VM, etc.
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Automatic Monitoring Profile & Alarm Policy Configuration

— O

Auto

C f. t-
1K Lnied Infrastrctire Managemen Home 3 Settings >
b Operator Console Alarm Policies Q w sdminivrator
N Mosior Metric name(s) leato : e
E et Server 10, Packet Loss PR —— i
P et Detat ;

Alarm policy (with threshold
definition) deployed

Monitoring configuration profile
creation at group/device level
based on defined priorities

© BROADCOM
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Monitoring Commences

—©

Monitoring
Commences

Google Cloud Platform - Executive View LA

=4 Compute Engines 4] KBS Engines I Istorage

Alarm generation and
Incident management

v Gsats" PaomanceRaports Designr 2 e Out-of-the-box
= - ™= dashboards
and reports

Health and
performance

© BROADCOM
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MCS Enhancements Delivered over 20.4 ++
Reliable and Scaled-Up Zero Touch Monitoring Configuration

25

Support for hybrid cloud Inventory

Discovery server tuned for onboarding and correlation of
inventory at higher scale

Deep cleanup of inventory

Improved reliability

Avoid both profile corruption and data inconsistency in the
database during template migration

Improve Logging for profile migration failures

Better Scalability

| Broadcom Proprietary and Confidential. Copyright © 2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Avoid unnecessary re-deployment of MCS profiles

Optimized MCS queries and implicit transactions for high scale
deployment

Horizontal scaling for quicker probe deployment by ADE
Limit metric collection as per configured

Test button for MCS profiles on Operator Console for database
probes

o Operator Console

@

B

Groups Q w administrator
& i A E @
" A @ orw ) PROF
A = 5002094 bpc b v a o
' qa001227
A © bhoa001228 State Profile name = o
' ICMP Remote Monitoing (o ICMP Remote Manitocin e
© blrqa01225) . (Enb: -;‘ Dod
|
sl bee Meiem  Operator Console Discover Devices Q w administrator
& Irtest000996 #
Configure Device Discovery
> @ @ nterfacesgp
A
* @ @ interfaceT (¢ = Define Scopes
B . Range Scope
[ © Wine 2% N
Robe
o © WindowsRobots X
Scope Definition + &
L] O Uil x e
© Moni bes3 X
Cred O
o
a %
Operator Console Group! q m
& Operating Systems/UNIX
4 Noniing Cmily
-
& -
g P
———
- -
@ BROADCOM



Observabillity Views

A BROADCOM
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Enhancements to Inventory and Group Management
Understanding Monitoring Details

27

Import of inventory from CMDB for quick
onboarding

Export of inventory and group details for
CMDB comparison

+ Device and attributes

* Monitoring configuration details like MCS

profiles and alarm policies

Manage high scale inventory with device
attribute based filtering

View additional inventory attributes

Inventory and group summary view
customizations

* Sortable columns

« Editable table columns

Broadcom Proprietary and Confidential. Copyright © 2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

technologies.

DX Unified Infrastructure Management Home
Operator Console

A Y Add Filter(s)
A ] Alarm Count
= 5,
B
O 0
HH
] o !
[ 0
O 0
O 0
O 0
Home >
Inventory
Results

18937 Results

Max Severity T, Name

uim-c8-439.us-west1-b.c.

>
Inventory

T

IDSRACO1_orig_clone

Nut1Hub

lodibl209dvm065

lodibl209avm042

InhydPIMDHCPEP1-130¢

InhydPIMDHCPEP1-HA-¢

4 Device Type Contains Virtual X Clear All

O Equals

1-i46766-Miss @ Contains

ti32260-Aute O Starts with

nautowf15

nauto1441

QO  Ends with

[ Virtual

J

NAuto

20467

Monitored By T

vmware

vmware

vmware

vmware

vmware

vmware

CVM

e 2|

Q, w administrator

LastRefreshed

Manage Discovery Refresh & few seconds ago | H |

csid Tl MonitoredBy T! Device Type 1L IP Address 7. Discovered | & Tl 08 Type 1 o
26744 UNKNOWN 10.252.25.69 2 hours ago
26743 vmware VirtualMachine 16 days ago UNIX Li
26742 vmware VirtualMachine 16 days ago
26741 vmware VirtualMachine 10.131.177.129 16 days ago UNIX Li
26740 vmware VirtualMachine 10.131.176.54 16 days ago Windows W
26739 vmware VirtualMachine 16 days ago UNIX Li
26738 vmware VirtualMachine 16 days ago UNIX Li
26737 vmware VirtualMachine 10.131.135.62, 182.... 16 days ago UNIX Li
Edit Columns (%) 16 days ago Windows
2 Alias 16 days ago Windows
Bus Type.
2 16 days ago UNIX
csid
€5 Key
Caption
Dedicated
Description f
.
|
-~ T Import Device X
Discovered
. Upload an XML file from your computer
as Keylcon
1P Address
Last Updated
Latest Origin Cancel

MAC Address
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List Designer and List Viewer for DX UIM 20.4
Faster Full-Stack Triage — Performance and Health Management

Add Primary Column @

— (re)Introduction of list view designer with o
refreshed UX B o

_ List Viewer diSpIayS information in a table G:ou:;:uim Group-0# Group-0# Group-0# Group-0# GroupD# Group-D# Group-D# Group0# »  + Add Group
format; the information can be in the form

of text, numbers, gauges, alarms or line E g o -
graphs

ca DX Unified Infrastructure Management H".me » 5"".'"55 Q 38 Uist Dashboard D Administrator
. DXUIM List Designer @ e bl ioldil o i d ol Logout

— Create two kinds of lists: detail or group

List View-0# : + Add New

0 List View-0# saved succesfully. X
List View-0#* Add Column Import Refresh

M
° In detail |iStS’ eaCh rOW displays information a Hosts : Alarm : CPU Usage : Memory Usage : Memory Usage : DiskRead :  Disk Write : Info
for a single host or target L [—— Warning
=

) 15% [15] 35 | 55 (1] 4 |1] /\/\/\/\,\,\M 815057.28Bps  815,057.28Bps  Sample-SL
Sample-SLA Name @ 15% (15 35 | 55 11 a 1) /\/\/\/\/\M/L/\/‘o 815,057.28Bps  815057.288Bps  Sample-SU
- In group lists, each row displays aggregated smpesianome | QD @ aEmmTmE N\~ N\ A s sz ssomass simes:
. . B8 samplestAName [=) 15% (15 35 | 55 11 a 1) WW 815,057.28Bps  815,057.28Bps  Sample-SL
| nform ation for a g rou p Of SySte ms i=  Sample-SLA Name ) 15% P35 35 | 55 1] 4 |1 /\/\/\/\/\M/L/\/\ 815057.28Bps  815057.28Bps  Sample-SL
2 Sample-SLA Name  Major - 15% [15] 35| 55 1] 4 1) /\/\/\/\/\,\/1\/\/\. 815,057.28Bps  815057.28Bps  Sample-SL
_ P u bl IS h U R LS for S h arl n g an d easy access . Sample-SLA Name Minor ) 15% (15 35 | 55 (1] 4 |1] /\/\/\/\/\M/L/\/‘o 815057.28Bps  815057.28Bps  Sample-SL,
. L ——— Minor fis 15% caeamrmiEEd O\ NN\ A~ s15057288ps 815057.288ps  Sample-si
Sample-SLA Name o) 15% (15035 | 55 11| 4 ) /\,\/\/\,\,\/L/\/\. 815057.28Bps  815,057.28Bps  Sample-SL

— Role-based, tenant-aware visualization

© BROADCOM
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Service Level Management
Faster Full-Stack Triage with Service Level Management

29

.': DX Unified Infrastructure Management Home »
. . . wamogs — Operator Console S5LM a

Manage service availability across tech L [ ——————
stack based on QoS parameters for N @ €) senvice Level Agreement o)
defined Service Objectives v Service Level Agreement (9) SLA Name Account Description % Compliance Achieved Compliance Period

" -

& Accounts GCP System Availability GCP Compute Instance Availability Achleved: 0% Expected: 75%  Soried Mar 26, 2022
=] W GCPSLAS SQL Sever Availability SQL Server Avalability Achieved: 8% Expected: o8 ' o0 Mar 26, 2022

Share service availability trend reports o
with stakeholders ™ ioor

il B Monitoring Ag

W Availability Ag

SLA alerts for proactive service ™ g
degradation management

Group-level SLO definition

Broadcom Proprietary and Confidential. Copyright © 2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

SLA History [GCP System Availability]

100

754

504

254

4/28/2022

Period Begin
Mon Mar 28, 2022
Tue Mar 1, 2022
Mon Feb 28, 2022
Tue Feb 1, 2022
Sun Jan 30, 2022
Thu Dec 30, 2021

Tue Nov 30, 2021

2/28/2022

\ ]
f/“ﬂ 2 M et A 1,2022

I |
™ Expected: soy,  Started Mar 28, 2022

10/30/2021

-0~ SLA Compliance [l Breached SLA [l Fulfilled SLA

Period End

Thu Apr 28, 2022

Fri Apr 1, 2022

Mon Mar 28, 2022

Tue Mar 1, 2022

Mon Feb 28, 2022

Sun Jan 30, 2022

Thu Dec 30, 2021

Achieved (%)

0%

100%

0%

18.34%

31.43%

12.07%

3.19%

Expected: 100% Started Mar 28, 2022

]
X I Started Mar 28, 2022

1% Expected: 83%

Expected: 75% Started Mar 28, 2022

1l
Expected: 99.5% Started Mar 28, 2022

n Expected: 99.9% Started Mar 28, 2022

7/30/2021

Expected (%)
75%

75%

75%

75%

75%

100%

35%
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Performance Insights

30

Faster Full-Stack Triage — Performance and Health Management

Performance Reports Designer

— Compare QoS parameters across devices

— Schedule reports to share with all stakeholders

Multiple chart options for accurate
representation

Metric Viewer

View metrics across devices, groups, and
technologies

View performance anomalies based on
historical data

Role-based metric views

Device Details | 9 Open Alarms Maintenance Export Metrics Monitoring
Name: birqa001819.bpc.broadcom.net - Counter Value (in Variant)
Alias: birqa001819.bpc.broadcom.net Fa
IP Address: 10.89.248.74
0S Typ Windows
0S Nar WindowsServer-2012-R2 (6.3.9600)
0S Version: 6.3.9600
08 Description: Service Pack 0 Build 9600 Number Of Events Found (in count)
Origin blrga001225_hub
MAC Address: FA-16-3E-AQ-AG-84
Rale: Host
Bus Type: robot

Schedule

Status Delete -

Broadcom Proprietary and Confidential. Copyright © 2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
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Product Usage Details with DX UIM 20.4
Enabling Efficient License Utilization

31

Product usage collector

— Display monthly license usage data on Operator
Console as per new SKU DXIMGR990

— Summary usage, detailed as per older probe
packs for correlation

* Beneficial for customers still on legacy CA SKUs
— Data accessed by tools admin based on ACL

— Detailed usage report (origin level) generated
using the usage_metering probe

— *Usage telemetry data can be shared with
Broadcom thru both online and offline
mechanism

*PLA customers obligated to share usage telemetry on regular cadence with Broadcom
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P2 ox Unifed Tnfastructore Managernert Home 3 Seltings > Monthly usage summary o
_iemeges - Operator Console Product Usade as per DX UIM SKU ¥ amimsieor
f Licensed Metric - #DXIM Devices @ November, 2022 8
A Product Version Period Total Usage
@ 20.4.5 November, 2022 4090
B8
= Billing Summary - November, 2022
=
ol Monitoring Area Usage (Ratic) DXIM Devices
Monthly usage summary
m CA NM - Service Respanse Time Adv Pack as per Old prObe paCkS 2.00(1:1) 2.00
CA NM - Ping Pack 9.00 (10:1) 0.90
CA NM - Server and Application Pack 31.00(1:M) 31.00
CA NM - Storage Pack 0.00(5:1) 0.00
CA NM - Server Pack 7.00(1:1) 7.00
o Unknown Pack 27.00 (0) 0.00
& Total 40.90
-
@ ©2023 Broadcom. All Rights Reserved. The term ‘Broadcom refers to Broadcom Inc. and/or its subsidiaries.
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Section 508 (VPAT) Compliance of GUIs
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Better Accessibility, Improved Usability

W3C

WAI-AA
WCAG 21

DX UIM 20.4 CU6 onward conforms to — e 2
WCAG 2.1 AA standards M o o3 S 5 @
P v
— Perceivable: Presents information that can be 0 v
perceived in different ways, where a user can - |
adjust color, contrast or font size ol D U v
e e . R v
— Operable: User will be able to perform required ~%. Operator Console Groups
interactions using a keyboard or voice # | Onertion Sistema/Windows FE reeView ~
commands, not just using a mouse s 4] K
B . ® ousn 7 Member Group
_ B Y e— ¥ saeiers
— Understandable: Improved user flows so that B s P T T N Decelwe 1 OsWame T omgn 1 PAdiess T Mommoreasy N @
information and instructions is clear and I TR 0 ) noscdiabs Vitualachine  WindowsServr2.. damosimseer_h.. 1025221410
navigation methods are easy to understand and £ LI 0 )
use ) ’Op‘:‘;;y‘i’e 5: 2 ' demo-cati Host WindowsServer2... demo-simserver._h... 10.253.4.150 cdm, b &
» & onxos 1 4 VirtualMachine WindowsServer-2... demo-uimserver h... 10.252.214.238 cdm, hub, sqlserver &
— Robust: Content is robust enough so that it can [0 wndows ] » & Rhdimbullo o bnog fo A chfluomfide 88
be interpreted reliably by a wide variety of users - ’ B et Rieie  Brinred SRR
and types of assistive technologies A ’ :
©)]

22023 Broadcom. All Rights Reserved. The teri

m 'Broal

refers to Broadcom Inc. an

| Broadcom Proprietary and Confidential. Copyright © 2023 Broadcom. All Rights Reserved. The term “Broadcom”

refers to Broadcom Inc. and/or its subsidiaries.
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Coming Soon: Observability View Designer
Richer Home Screens as Per Roles and Technology

New dashboarding option

— Design integrated views to create unified views
across infrastructure stack

— Support correlation to understand performance
insights across hybrid multi cloud data center

* Inventory to fault correlation
« Fault to performance correlation

— Persona based content

— Enabling self service
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LAUNCH \

- DX Unified Infra: e Man s b Obse W Designer q | Administator
Logout

mieiee  Oper: t E | Dbservahlllty\llew DeSIgner

“ < Dashboard Preview

& Public Cloud

»

.....

= ®

A Custom Section Title Added
L
e H W\d_get name appear here ¥ Widget name appear here ¥ Widget name appear here
-oasl wm stz W D3 v o
= Severity  Count i - )
B critical 15 . - ]
a B majer F-3 - B =i
- ‘ 360 Minor 25 B =
) of 360 services Varning 25 e
] e I I I I 8o s
m Jan Fet Mar . May
4 # 4
¥ Widget name appear here #¥ Widget name appear here ! Widget name appear here H
M - D W DaaZ W Datad Dita "~ Dats
Severity 1,000 w0
C <
o : | | |
g | | T 1T ‘
jon fab ar s vy -
. ¥ W r [ )
[
o = Name eri It
i
A
L

¥ Widget name appear here

T —— : 7 B
= I I I o I S i i G A% T
7= o
p P

¥ Widget name appear here

o Feb s

* SQL Server Monitoring
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Sample of Observability View for DX UIM
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i Multi-Cloud Menitoring - Ops View

=0 Infra Summary
= . S

VM Distribution

Total
Systems

B vmware
Bl nutanix_s

gop_compute_engine

itar

azure
aws
607 VMs
il VMWare/Virtual Machines
- 1 s
ViWare/Virtual Machines
Virtual Machi
trival Machine 1 cPu : Disk -
Usage vE Free *
152165-Livewires-dhcp. broadcom net-vg
30- - -
NTlodibla 19- \ T
TR X-ladipl2 13- | T
NTN-lodibla20- | TS
[ | T
il Azure/Virtual Machines
- 1 i Vidws
Azure/Virtual Machines
Virtual Machi
fraual Machine ny o R : Memary -
Usage cE Usage *
2ks-agantpool [ ] -
aks-agantpool [ -
' -
1 L
| |
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Active (%)
210VMs
Memory "
Usage :
I
[ ______wox ]
100 %
Disk Write T
Ops
£33 Oosps
802 Opsps
8.45 Opsps
043 Opsps
1.17 Opsps
0.37 Opsps

Inactive (%)

AWS EC2 (#)
75

VMWare

300

397 VMs
@
Export | Refresh
State T
& FRunning
@ FRunning
& FRunning

@ Running
@ Running

.

Rows per page: 20 ¥ 12001299 >

@

Export || Refrash

Status i

@ FRurning
@ Running
@ FRunning
@ FRunning
@ muming
@ Running

Rows perpage: 20 = 1-20 of 44 ¥

Auto-Refresh (59

O Refresh
Updsted on: My 3, 2023 1-14 FM
a a ., x
Azure VMs GCP Compute
VMWare/Virtual Machines a
Time Frame Aggregation Interval
Last Hour v | minute v
e ]
o . : : | : : i . : Hl) :
1214 1219 1224 1229 1234 1238 1zas 1248 1254 1259 1304 13:09 1215
~ Tue May 09 2023 1307:58 Show Aggregate values
Source | QoS Target Sample
| | NTHX- Guesthemoryls 32768
|| NTNX-lod GuesthMemory 32768
B Azure/Virtual Machine Q
Time Frame Aggregation Interval
Last Hour hd 1 minutz hd

T T T T T T T T T 1
1220 1225 1230 1235 1240 1245 1250 9255 1300 &0 1390 13

- Tue May 09 2023 13:11:00 Show Aggragate values
Source | Target Sample

[ | aks-agentpool-T4448.. cru

[ | aks-agentpool-T4448 cru
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Web-Scale Scalability

A BROADCOM
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DX UIM Offers Widest Coverage for Infrastructure Observability

SERVERS & APPS

Apache HTTP Server

Active Directory Events
Active Directory Server

Cisco UCM

Citrix Insight Server

Citrix Provisioning Service
Citrix XenApp

Citrix XenDesktop

Email Response

IBM Domino Server

IBM Notes Server Response
IBM WebSphere

IBM WebSphere MQ

JBoss

Java Management Extensions
Java Virtual Machine
Microsoft Exchange
Microsoft Exchange Server Response
Microsoft Office365
Microsoft IIS

Microsoft SharePoint
Microsoft Windows Event Log
Microsoft Windows Performance
Microsoft Windows Services
Salesforce

SAP Basis

Sybase EAServer

Tomcat

WebLogic

Web URL Service
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SYSTEMS & SERVICE
RESPONSE

= Active Directory Response
= CPU Disk Memory
= Cisco
= Cisco IPSLA (SAA)
= Cisco UCM
= Cisco UCS
= Citrix Insight Response
= Clustered Environments
= Command Execution
= DHCP Response
= DNS Response
= ecoMeter
* Email
= E2E Application Response
= File & Directory
= File Systems Mount
= |/O Stats
= [ICMP
= KVM
= LDAP Response
* LogMon
= Network Time Protocol Response
= NIC Performance
= Printers
= Processes
= Reboot
= Remote System
= URL Endpoint Response

CLOUDS, CONTAINERS &
VIRTUALIZATION

= Apache CloudStack
= AWS
= Citrix XenServer
= Docker
= Google Cloud Platform
* IBM PowerVM
= Kubernetes
= Microsoft Azure
= Microsoft Hyper-V
= Nutanix
= OpenStack
* PodMan
= Red Hat
= Solaris Zones
= VMware ESX
* VMware vCenter
* VMware vCloud Director

IBM AS/400 iSERIES

Data Service Pack
= Disks
= Fetch System Messages
= Jobs
= Jobs Queue
= Jobs Schedule
= Journal Message
= Output Queue
= OHST Data
= Message Service
= Network Monitoring

NETWORKING
INFRASTRUCTURE

= Cisco Meraki
= Cisco Tandberg C-Series
= Cisco Tandberg EX90
= Cisco Tandberg MXP Series
= Cisco UCM
= Cisco UCS
= ICMP
= Net Connect
= NQ Services
= SNMP Collector
= SNMP Get
= SNMP Trap Daemon

EXTENSIBILITY &
INTEGRATIONS

= Application Delivery Analysis
Inventory
= CA APM Bridge

= CA App Experience Analytics Gateway

= CMDB Gateway

= DX Operational Intelligence Gateway

= Email Gateway

= Java Database Connectivity Gateway

= Message Gateway

= REST API Monitoring

= Short Message Service Gateway
= Service Desk Gateway

= SNMP Gateway

= Spectrum Gateway

= System Log Gateway

= Usage Reporting Web Gateway

Copyright © 2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

BIG DATA, DATBASES &
STORAGE

= Apache Flume
= Apache Oozie
= Apache Solr
= Cassandra
* ClouderaImpala
= Ceph
= Cohesity
= Dell EMC Elastic Cloud Storage
= Dell EMC VMAX
= Dell EMC VPLEX
= Dell EMC VNXe
= Dell EMC XtremelO
* Hadoop
= Hitachi
= HP 3PAR
= |IBM DB2
= IBM DS S8xxxx
= IBM DS S3xxxx, S4xxx, S5xxx
= IBM SAN Volume Controller
= |BM Total Storage 4000
= JDBC Response
* MongoDB
= MysQL
= NetApp
= NetApp ONTAP
= Oracle
* Pure Storage
= Redis
= SQL Response
= SQL Server
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Monitoring Probe Update Highlights
&

> . | Arzure i
— Expanded hybrid cloud monitoring coverage with enhanced prp——

coverage using Azure Monitor API, new hyperconverged
Infrastructure agent for HPE Simplivity along with container

&) kubernetes podman

monitoring with support for Pod Manager, Docker and Kubernetes docker
— Enhanced Microsoft Active Directory monitoring with support for P
dynamically located DSA file == Active Directory

— Expanded synthetic monitoring with support of Microsoft Edge
browser with revamped recorder now available thru MS marketplace n
servicenow.

— Updated CPU/disk/memory monitoring to auto-update disk mount
point

— Improved security for data collection with upgrade to AES-256
and SHA-256 encryption algorithms across the probe portfolio

s S

openstack

— Certification of modern technology APIs, like ServiceNow San ol :
Diego, Salesforce API v55, Cisco Meraki APl v1.0, Cohesity OS 6.60 “'*“° Meraki COHESITY
(Pegasus), SharePoint 2019, and OpenStack Xena and Train
releases
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Why Upgrade
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DX UIM 20.4 CU9: Why Upgrade

39

Secure at Scale

Modern, scaled up
performance and alarm
management along with

additional security for

high-scale enterprises,

government agencies
and MSPs

Modern Support

Additional support for
Google Cloud, Microsoft
Server Core 2019 and
PerconaDB open-source
database as option

A/ [ \

Quality

100+ feature enhancement
requests, 20+ ideas from
user community
and customer-found
defect fixes

Broadcom Proprietary and Confidential. Copyright © 2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Path Ahead

Ingests granular data
to enable highly
accurate analytics
with complementary
AlOps solutions
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DX UIM 20.4: Upgrade Paths or Fresh Install

N
o
B
©

H-- >

--»

8.5.1 SP1
eo0 o000 ,

O
851 :"’ ——————————————————————

8.5

8.4.7
YRR

- -

DX UIM Releases

- Most Recent GA
- Supported Releases
- End of Support Releases

© BROADCOM
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Robust Security Practices through DevSecOps
Enterprise-Grade Security

SECURE DEVELOPMENT SECURE DELIVERY SECURE DEPLOYMENT

+ Standard and reliable build systems » Code signing with credible techniques like « Securing monitoring data-at-rest at the

- Static and dynamic code scans Authenticode, GNU Privacy Guard (GPG) persistence layer

+ Proactive third-party vulnerability and Safe Structured Exception Handlers « Securing data-in-motion thru tunnels and

remediation (SafeSEH) secure bus
* Proactive standard and advanced
penetration testing

CONTINUOUS FOCUS ON SECURITY THROUGH CI/CD FOR DX UIM
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