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Challenge/Requirement:

Clients have SLA to change service account passwords on a scheduled basis (yearly or
when concern about comprised is warranted)

Proposal:

This document provide a clear and crisp view to list, and how to change service account
passwords using CA tools and/or LDAP administration tools.

A primary and secondary processes are provided for known and unknown passwords.

Processes were checked with MS Sysinternal ProcMon, dxdumpdb of IMPD, and JCS logs
with “Before —n- After” snapshots
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Password Locations for Service accounts

Connectors

password.

idmadmin / etaadmin Global User Admin Service ID 1) CA Directory’s IMPD CO Branch 1) Use IMPM GUI 1) Use Jxplorer to IMPS 20389/20390 or IMPD
for IMPS & Integration User ID | 2) IME IMCD XML hash. 2)  Use IM Management Console to export IMPS XML; 20391. May reset to anon configuration to reset
Idmbatch for IME IMPS XML & idmbatch update and reimport IMPS XML unknown pwd.
ID in IMPS
cn=root,dc=etasa IM CCS SA Service ID 1)  AllIM CCS Servers: Windows 1)  Use IMPS PwdMgr Tool. Ensure PwdMgr Tool is None.
Registry (WinOS) or ZeroG executed on each IMPS/IM CCS Server.
20402 (non-TLS; localhost) Registry (Linux/Solaris) 2)  Use IM ConnectorXpress to update IM CCS Password
20403 (TLS; localhost) 2)  CA Directory’s IMPD CO Branch within IMPS; to allow it to connect to IM CCS.
under Parameters for CCS
Connectors
eTDSAContainerName=D | BIND DN for IMPD. Used by CA Directory’s IMPD IM CO Branch 1)  Use IMPS PwdMgr Tool. Ensure PwdMgr Tool is 1) Use Jxplorer to IMPD 20391
SAs,eTNamespaceName= | IMPS Server via IMPD Router executed on each IMPS Server. (20394/20396/20398/20404). May reset to anon
CommonObjects,dc=etad | (20391) to IMPS DSAs. CA Directory’s IMPD Non-IM CO configuration to reset unknown pwd.
b (1) Branch
eTDSAContainerName=D
SAs,eTNamespaceName=
CommonObjects,dc=im,d
c=etadb (2)
cn=root,dc=etasa & IAMCS (JCS) SA Service ID & 1)  AllIM JCS Servers: Local JCS 1)  Use IM ConnectorXpress to update IM CCS Password | 1) Use Jxplorer to IAMCS 20410/20411 to reset
uid=admin,ou=system Alias ID embedded flat configuration within IMPS; to allow it to connect to IM JCS. This alias ID’s password May reset the IAMCS
database. tool will also connect to JCS to update the IAM CS configuration files to allow anonymous
20410 (non-TLS; host) 2)  CA Directory’s IMPD CO Branch Password for both the service ID and the alias ID. connection to reset unknown pwd.
20411 (TLS; host) under Parameters for JCS 2)  Use the IAM CS Ul Console to reset the alias ID’s

cn=etaserver,dc=eta

Maintenance Account. Used
during initial install. May be
disabled.

1) CA Directory IMPD base.

1) Use IMPS PwdMgr Tool.

1) Use Jxplorer to IMPS 20389/20390 or IMPD
20391. May reset to anon configuration to reset
unknown pwd.

Idmdba_tpa_rpt

“active-runtime” databases
and “scheduled-as-needed”
databases

with each IM database

idmadmin / idmfeed / Corporate User Store 1) Corporate User Store 1)  Use IME User Console 2) Use jxplorer to corporate userstore.
idminbound / idmpublic Accounts used for various 2)  IM Database for IM 2)  IM Management Console

use-cases functionality Management Console
idmdba_os_tp_wf_aud Database accounts for 1) Database Login ID associated 1) Update via database tools None

= b~ P
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Password Locations for Service accounts

created during
installation)

Authentication Directory’s ID.

Bootstrap directory for
authentication. May be
changed to use IMCD

IM_AUTH_USER

SiteMinder SM admin ID 1) ra.xml 1)  Use Password Encryption Tool in IAMSuite & then None
2) SM PolicyStore update ra.xml with password hash
2)  Update SM admin password in SM PolicyStore
Idmembedded (or as 1IM Management Console 1) iam/im/jdbc/jdbc/objectstore 1)  Use IM Management Console to export None.

Authentication Directory XML; update and reimport
XML

2)  Select IMCD and use Update Authentication to
move from database to IMCD as authentication
source for Management Console.

idmadmin (or as created
during installation)

J2EE Admin ID for JBOSS EAP
6.1

1) JBOSS configuration file mgmt.-
users.properties

This will be different process for other
version of JBOSS

1)  Use Jboss Admin Console

1) Use add-user.bat/sh to re-create userid entry
with new password hash

etc.

DSN Ids to allow IM to use

EAP6.1:
Jboss_home\standalone\configuratio
n\

Community:
jboss_home\server\default\deploy\

J2EE Admin (non-JBOSS) J2EE Admin ID for Oracle 1) Embedded within the J2EE 1)  Use Admin Console of either J2EE Tool None
WebLogic / IBM WebSphere solution data source
imdba001, imdba002, Oracle/SQL Database Source 1) XML files under 1) Use IM Password Encryption Tool in IAMSuite & then None

update XML files with password hash.

gmadmin

GovernanceMinder Admin ID
to access IdentityMinder
(used for SOD requirements
to avoid using a single admin
id)

1) Corporate User Store
2)  GovernanceMinder Console

1)  Use IME User Console
2)  Use GM User Console

1) Use jxplorer to corporate userstore.

4 w
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Backup Before Making IMPD Password Change - 1 of 3

— Use MS Windows Registry tool to export the branch below on ALL IMPS servers

[HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\ldentity

Manager\Provisioning Server\Domains]
il x]

File Edit Format View Help
wWindows Registry Editor Version 5.00

|»

HKEY_LOCAL _MACHINE\SOF TWARE \Wowé4 32Node \ComputerAssociates \Identity Manager‘\Provisioning Server‘\Domalns

[HKEY_LOCAL_MACHINE"SOFTWARE"Wow6432Node\ComputerAssociates'\Identity Manager‘Provisioning Server‘Domains‘defaultDe]
"eTDSAHOST"="rrimwa001"

"eTDsAsSuffix"="dc=im,dc=etadb™

"eTDsAPoOrt "=dword:00004fa7

"eTDSATIsPort"=dword:00004fa7

[HKEY_LOCAL_MACHINE", SOFTWARE " Wow6432Node \ ComputeraAssociates' Identity Manager‘\.Provisioning Server‘Domains‘eta]
"eTDSAHOST"="rrimwaC0l"”

"eTDsADbHosT "="rrimwa00l"”

"eTDSASAHOST "="rrimwa001"”

"eTDSAPoOrt"=dword:00004T a5

"eTDSADbTsPort"=dword:00004fa7 EXa m p ‘ e O

"eTDSASAPOrt "=dword: 00004Fh2

"eTDSASATISsPort "=dword:00004fb3

"eTDsAsSuffix"="dc=eta"

"eTDsADbsuffix"="dc=etadb"
"eTPasswordeTA"="{3DES}2RtDhRjOOHIxCQakvwXmBEWXwWh1P1YYNCXAJ gm+ FENhZ+odHWe 3PMmME BBKYY1aas67 A1 x4 3Fvr SMbLKFvGANn5gqs0cf gnd2 xGDGyyn7
"ETPaSSWOFdDB"="{3DES}U05?1szgU9xCQakVWXmBwawb1P1YYncXAJgm+FBNhZ+0dHWE3PMmtBBkYY1aaSZGSAwaXDr4Nb+UDKNHfWSEJH5n9mE6quf¥¥le
"eTPasswordsA”="{3DE5}0HC /wL4 co7 BxCQakvwXmBEwWXwbh1P 1yyncxXalgmFENhZ+odHWe 3PMmE BBk YY1 aaSPp+8qgk+aXwNb+UOKNH,/WSE JHSNOmEGUDW ,/ TNC JF

[HKEY_LOCAL_MACHINE", SOFTWARE " Wow64 32Node" ComputeraAssociates' Identity Manager‘Provisioning Serwver“Domains®im]

"eTDSAHost "="rrimwa00l"

"eTDsADbHost "="rrimwa00l"”

"eTDSASAHOST "="rrimwa00l"”

"eTDSAPoOrt"=dword:00004Ta5

"eTDSAT1sPort"=dword:00004f a6

"eTDsADbPort "=dword: 00004Ffa7

"eTDSADbTsPort =dword: 00004f a7

"eTDSASAPOrt "=dword: 00004Fb2

"eTDSASATsPort " "=dword:00004fh3

"eTDsAsuffix"="dc=1im,dc=eta”

"eTDsADbsuffix"="dc=1m,dc=etadb”
"eTPasswordETA"="{3DES}2RtDhRjoOoHIxCQakvwXmBEwWXwb1P1YYncxAlgmFENhZ+odHWeIPMmE BBk YY1 aas67 A1 x4 3Fvr BMbLKfvG4An5qsocfgnd2 xGDGyyn?»
"eTPasswordDBE"="{3DE5Sjuos71vyzgUIxCQakvwxXmBEwxwb1P1YYncXAIgm+FENhZ+odHWe3PMmME BBk YY1 aaSzGSAFWTXDr4Nb+UOKNH /WSE JHSN9mMESUDW

NCIF _
« [ _vl}l

"eTDSAT IsPort"=dword:00004f a6 1 08 20 12 X64
"eTDSADbPort"=dword:00004fa7 n W | n

G
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Backup Before Making IMPD Password Change - 2 of 3

— Use Jxplorer and DXHOME\dxserver\config\settings\impd_anon.dxc file

— Replace existing impd.dxc file with impd_anon.dxc ; and perform: dxserver init all

— Then use Jxplorer to connect anonymously to main DSA on TCP 20394 & no Base DN

— Export the LDIF branch of 15t DSA Account:
eTDSAContainerName=DSAs,eTNamespaceName=CommonObjects,dc=etadb

+= Open LDAP/DSML Connection il
Host: |rrimwa001 Port: [2039
Protocol: ILDAP w3 b4 |
~Optional Values - Jplorer - impd_router_20391 O] x|
Base DN: I File Edit View Bookmark Search LDIF Options Tools Security Help
wset 5] 5]8[ 4 [B[w]a]a]x|0|=]= =T ==
~Security A4 Results | @Y Schema HTML View Table Editor |
Level: I.ﬂ.nnnymuus ;I w3 Explore atrbute type value
User DM: Is,eTNamespaceName=CummnnDbjects,dc=e13db : Weorld eTD5AContaineriiame DSAs
Cl- @ etadb objectClass eTDSAContziner
Password: I = @ CommonObjects userPassword (non string data)
E| i DSAs eTAgentOnly
i H-eim eTAlowPartialResult

:
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Backup Before Making IMPD Password Change - 3 of 3

— Use Jxplorer and DXHOME\dxserver\config\settings\impd_anon.dxc file
- Replace existing impd.dxc file with impd_anon.dxc ; and perform: dxserver init all
— Then use Jxplorer to connect anonymously to co DSA on TCP 20396 & no Base DN

— Export the LDIF branch of 2"d DSA Account:
eTDSAContainerName=DSAs,eTNamespaceName=CommonObjects,dc=im,dc=etadb

x|
Host: Irrimwaﬂﬂl I I":l':'EI"E"5 :» Mplorer - impd_router_20391 =10O] x|
protocol:  {LDaP v3 | Fle Edit View Bookmark Search LDIF Options Tools Security Help
~Optional Values ﬁlﬁl%l%l%llﬁl.lxlall'lm L”= LI”E
Base DI: I & results | @Y Schema HTML View Table Editor |
Read Cnly: [ s Explore .
attribute type value
- Security Warld : eTDSAContainerName DSAs
- @ etadb objectClass eTDSAContainer
Lewel: IAnunymuus ;I &} @ im objectClass top
Liser DM; Is,eTNamespaceName =CommonObjects,dc=etadb B- L] CommonObjects userPassword (non string data)
Password: I -- ® Access Contro eTAgentOnly
[+ @ Active Directo eTAllowPartialResult
-- @ Admin Profiles eTCheckDelete
- @ CA-ACF2 Polic eTCheckPermission
[+ @ CA-Top Secre’ eTComments
-- ® Configuration eTCreateDate
+- @ Correlation Po eTCreateMode
- @ DB2 Policies eTCreateTime
(- @ DB2 ZOS Polici eTCreatelserid
[+}- @ Directory GroL eTCreatelserMame
- eTDEOnly
-- ® Dynamic Globz eTDeleteEntry




IMPS PWDMGR Tool: Component=IM Provisioning Server relates to the

maintenance account cn=etaserver,dc=eta per IM bookshelf note

[Z] Password Manager

Lacal Domain: i,

Adminigtrator 10 Iidmadmin

Password for administrator:

Component: IIM Pravisioning Server

Far Domain: Ieta j
xxxxxxxxxx

Mew Pazsward:

Confirm: I xxxxxxxxxx

FPazzword locked dawn to the fallowing server/partdtlz_part:

4 h Successfully set Provisioning Server password.

[ o ]

Host Iimps-DEl'l
Port |20389
Tiz Part |20390
Use TLS fres

Apply | Cloze

DOMA TS 081 aU [ LUB ]

Help

Values: No (default) or Yes

password

IMPS Domain Configuration / Authentication/Disable Maintenance User

Description: Set this parameter to yes to disable the ability to authenticate to the Provisioning
Server using the built-in user with the Distinguished Name cn=etaserver,dc=eta. This user, whose

is controlled by the pwdmgr utility, is used internally during installation.
After installation, this user is only needed for maintenance functions such as resetting an
administrator’s password. We recommend that you disable this user after installation.

cn=etaserver,dc=eta

(2 Password Manager

Local Domain: im.

2l

Adriinistratar 10 Iidmadmin

xxxxxxxxxx

Passward for administrator: I

Campanent: IIM Prowisioning Server

For Domain: I"‘n

xxxxxxxxxx

tew Passwaord: I

Caonfirm:

Pasaword locked down to the following server/porttls_port:

Host Iimps-DEl'I
Port |2uaaa
Tls Port f20330
Use TLS fres

Apply Cloze

i l} Successfully set Provisioning Server password.,

[ o |

Help

s Cd
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IMPS PWDMGR Tool: Component=Connector Server relates to the connection

(service account) between IMPS and the CCS components

[*2) Password Manager

Local Domain: im.

Admimigtrator 10 Iidmadmin

Password for administrator: I ““““““““““

Component: | Connectar Server
Fiar Damnair: Iim
xxxxxxxxxx
Mew Passwond:
Confirrm: I xxxxxxxxxx a2

Paszword locked down to the following server/porttls_port:

=l

& Successfully set Connector Server passwo
i lé already done so, use csfronfig or Connect
your Provisioning Server(s) to use this pas:

Huost |imps-nm
Fart |2u4|32
Tls Port |20403
Use TLS [No

Apply Cloze Help

cn=root,dc=etasa

[¥2) Password Manager

hdl . -
R cvimor ST

2l x|

Administrator [D: Iidmadmin

Password for administrator: I ““““““““““

Component: I Connectar Server

For Domain: Ieta vI
xxxxxxxxxx

Mew Password:

Canfirm: I xxxxxxxxxx

Pazzword locked down ta the following server/port/tls_port:

=
pwamor X

& Successfully set Connector Server password.  If you have not
/ lé already done so, use csfronfig or Connector Xpress to configure
your Provisioning Server(s) to use this passward.

[ o ]

Host Iimps-DD'l
Pait |2D4D2
Tls Port |2U403
Use TLS [o

Apply Cloge

DOMA T s 02l a0 T LDB ]

Help

- Cd
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IMPS PWDMGR Tool: Component=Provisioning Directory relates to the connection
(service account) between IMPS and the IMPD DSA Router/Data components

E Password Manager

Local Domain: im.

Adrniriztratar 10 Iidmadmin

xxxxxxxxxx

Pazsward for adminiztratar: I

Component: IF'mvisioning Directom

Far Domain: Ieta j
xxxxxxxxxx

Mew Password:

Canfirr: I xxxxxxxxxx

Fazzword locked down to the following server/port/tls_port:

Hust Iimps-DD1
Port |2I3391
Tis Port [enzan

- UseTis [res

Apply Cloze

=
pudmar

. Successfully set Provisioning Dire
i must re-start your Provisioning 5q
access the Provisioning Directory,

Help |

[*2) Password Manager

Local Domain: im.

2

Adrniviztrator 1D Iidmadmin

xxxxxxxxxx

Passward for administratar: I

Companent: IF‘rovisioning Directary

For Domain: Iim j
xxxxxxxxxx

Mew Password:

Canfirn; I xxxxxxxxxx

FPazzword locked down ta the following serverdportdtlz_port:

=

%

. Successfully set Provisioning Directory password, WARNING: You
i IE must re-start your Provisioning Server(s) for them to continue to
access the Provisioning Directory.

e ]

Huost Iimps-DD'l
Part |20391
Tls Pat |20331
Lise TLS [1es

Apply | Claze |

DOMA TS w02l a0 T L0E ]
Help

eTDSAContainerName=DSAs,eTNamespaceName=CommonObjects,dc=etadb
eTDSAContainerName=DSAs,eTNamespaceName=CommonObjects,dc=im,dc=etadb

10
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Verification Example: Registry Strings

before and after use of PwdMgr Tool

BEFORE
—  [HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\ldentity Manager\Provisioning Server\Domains\eta]

—  "eTPasswordETA"="{3DES}uos71vYzgU9xCQakvwXmBEwxwb1PlYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaS67Aix43Fvr8MbLKfvG4n5qsO
cfgnd2xGDGyyn7xulJ+YreqSLBGVqZRgIFIWXdzuk/kOCy1aUTiOh74XICW20GMYxtdJXOrrMkAja/oFZ2i4R3cRsXQ38kA1v5TQo0f9Z1uXIVGHew
DoNb+UOKNH/WVLCwIxfrsQEBtWApDGk1eOMbLKfvG4n5hQQg30scOPOb5PmMuPrTKHqrTHxaOv2MW2gSB6CXSwuaCjaOCFpVIuU3aOadyh
DmypjSbra9uUkJIzQPhOLd4r2qbJ1IWMA2cr6A1v5TQo0f9ZncXX0yEaDw4="

AFTER
—  [HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\ldentity Manager\Provisioning Server\Domains\eta]

—  "eTPasswordETA"="{3DES}uos71vYzgU9xCQakvwXmBEwxwb1PlYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaS67Aix43Fvr8MbLKfvG4n5qsO
cfgnd2xGDGyyn7xulJ+YreqSLBGVQZRgIFIWXdzuk/kOCy1aUTiOh74XICW20GMYxtdJXOrrMkAja/oFZ2i4R3cRsXQ38kA1v5TQo0f9Z1uXIVGHew
DoNb+UOKNH/WVLCwIxfrsQEBtWApDGk1eOMbLKfvG4n5hQQQq30scOPOHQMx9kLg)YCHDnVUU+BOGd3e0i/nNgg06VGPI0sKPKyrTHxaOv2
MW2gSB6CXSwuaCja0CFpVIuV0ez7grskBaglv5TQo0f9ZncXX0yEaDw4="

» G
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AFTER

Verification Example: Full View of

all Registry Strings before and after

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\ldentity Manager\Provisioning Server\Domains\eta]

"eTPasswordETA"="{3DES}uos71vYzgU9IxCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaS67Aix43Fvr8MbLKfvG4n5qsOcfgnd2xGDGyyn7xul+YreqSLBGVqZRgIFIWXdzuk/kOCy1aUTiOh74XICW20GMYxtdIX0rrMkAja/oFZ2i4R3cRsXQ38kA1v5TQo0f9Z1uXIVGHew
DoNb+UOKNH/WVLCwIxfrsQEBtWApDGk1e0MbLKfvG4n5hQQq30scOPObSPMuPrTKHqrTHxaOv2MW2gSB6CXSwuaCja0CFpVIuU3a0adyhDmypjSbradukllzQPhOLd4r2gb) 1IWMA2cr6A1v5TQo0f9ZncXX0yEaDw4="

"eTPasswordDB"="{3DES}0Hc/wL4co7BxCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaSzGSAFWXDr4Nb+UOKNH/WSEJH5n9mE6UDW/INCjR/1mLIA3NCR}8yI617LdjfIBVDGYyn7xul+Yb/slY3VpwOAxssp+8bifm1qx4IxZ9KpPN9I6QfN8mXeOwxwb1PIYYnOfrXGIZ6Rt
dMMCcGOTSWGI+VHICSRLT53cs7tm40KTINb+UOKNH/WVLCwIxfrsQEcXAlgm+FBNigkTBijcocsn7mz7D9as5z/kOCy1aUTi3TUTOoanhPFoeE8megiYLkn+xGUrghaAY5xiXolR2y+0wxwb1PlYYnr/PEwqE+vyU="

"eTPasswordSA"="{3DES}oqNKkskRINNxCQakvwXmBEwxwb1PIYYncXAJgm+FBNhZ+odHWe3PMmt8BkYYiaaSPp+8qgK+aXwNb+UOKNH/WSEJH5n9mE6UDW/INCjR/1mLIA3NncRj8yI617LdjfIBVDGyyn7xul+Yb/sIY3VpwOAxssp+8bifm 1gx4I1xZ9KpP6jEX7JiHplkwxwb1PIYYnOfrXGIZ6RtdM
McG9T5WGJ+VHJjCSRLTS0HdMoWUPoH8Nb+UOKNH/WVLCwIxfrsQEcXAJgm+FBNigkTBijcocsn7mz7D9as5z/kOCy1aUTi3TUTOoanhPFtCgc/I08+4KOXbhmlhcWGQGe3XDIYkOeGiSFxxD/cK3"

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\ldentity Manager\Provisioning Server\Domains\im]

"eTPasswordETA"="{3DES}uos71vYzgU9IxCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaS67Aix43Fvr8MbLKfvG4n5gsOcfgnd2xGDGyyn7xul+YreqSLBGVqZRgIFIWXdzuk/kOCy1aUTiOh74XICW20GMYxtdJXOrrMkAja/oFZ2i4R3cRsXQ38kA1v5TQo0f9Z1uXIVGHew
DoNb+UOKNH/WVLCwIxfrsQEBtWApDGk1e0MbLKfvG4n5hQQqG30scOPObSPmuPrTKHqrTHxaOv2MW2gSB6CXSwuaCja0CFpVIuU3a0adyhDmypjSbraduklIzQPhOLd4r2gb) 1IWMA2cr6A1v5TQo0f9ZncXX0yEaDw4="

"eTPasswordDB"="{3DES}0Hc/wL4co7BxCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaSzGSAFWTXDr4Nb+UOKNH/WSEJH5n9mE6UDW/INCjR/1mLIA3NCRj8yI617LdjfIBVDGyyn7xul+Yb/sIY3VpwOAxssp+8bifm1gx4IxZ9KpPNIEQFfN8mXeOwxwb1PIYYnOfrXGIZ6Rt
dMMcGOT5WGI+VHIjCSRLT53cs 7tm40KTINb+UOKNH/WVLCwIxfrsQEcXAJgm+FBNigkTBijcocsn7mz7D9as5z/k0Cy1aUTi3TUTOoanhPFoeE8megiYLkn+xGUrgbaAY5xiXolR2y+0wxwb1PIYYnr/PEwqE+vyU="

"eTPasswordSA"="{3DES}oqNKkskRInNxCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BKYYiaaSPp+8qgK+aXwNb+UOKNH/WSEJH5n9mME6UDW/INCjR/1mLIA3NnCcRj8yI617LdjfIBVDGyyn7xul+Yb/sIY3VpwOAxssp+8bifm1gx4IxZ9KpP6JEX7JiHplkwxwb1PIYYnOfrXGIZ6RtdM
McGIOT5WGJ+VHIjCSRLTS0HdMoWUPoH8Nb+UOKNH/WVLCwIxfrsQEcXAJgm+FBNigkTBijcocsn7mz7D9as5z/k0Cy1aUTi3TUTOoanhPFtCgc/I08+4KOXbhmIhcWGQGe3XDIYkOeGiSFxxD/cK3"

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\ldentity Manager\Provisioning Server\Domains\eta]

"eTPasswordETA"="{3DES}uos71vYzgU9xCQakvwXmBEwxwb1PIYYncXAJgm+FBNhZ+odHWe3PMmt8BkYYiaaS67Aix43Fvr8MbLKfvG4n5gsOcfgnd2xGDGyyn7xul+YreqSLBGVqZRgIFIWXdzuk/kOCy1aUTiOh74XICW20GMYxtdIXOrrMkAja/oF Z2i4R3cRsXQ38kA1v5TQo0fIZ1uXIVGHew
DoNb+UOKNH/WVLCwIxfrsQEBtWApDGk1e0MbLKfvG4n5hQQg30scOPOHQMx9kLg)YCHDNVUU+BOGd3e0i/nNgg06VGPI0sKPKyrTHxaOv2MW2gSB6CXSwuaCjaOCFpVIuV0ez7grskBag 1v5TQo0f9ZncXX0yEaDw4="

"eTPasswordDB"="{3DES}0Hc/wL4co7BxCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaSzGSAFWfXDr4Nb+UOKNH/WSEJH5n9mME6UDW/INCjR/1mUA3NCR]8yI617LdjfIBVDGyyn7xul+Yb/sY3VpwOAxssp+8bifm1qx4IxZ9KpPNI6QfN8mXeOwxwb 1PIYYnOfrXGIZ6Rt
dMMcGOT5WGI+VHIjCSRLT53cs7tm40KTINb+UOKNH/WVLCwIxfrsQEHY 1tbUHW22/nJtDJChSiWFXVWgIwWNYVicXAlgm+FBNigkTBijcocsn7mz7D9as5z/k0Cy 1aUTi38M/VFZBvO3Ewxwb1PIYYnr/PEwQE+vyU="

"eTPasswordSA"="{3DES}oqgNKkskRINNxCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaSPp+8qgK+aXwNb+UOKNH/WSEJH5n9mE6UDW/INCjR/1mLIA3ncRj8yI617LdjfIBVDGyyn7xul+Yb/sIY3VpwOAxssp+8bifm1gx4IxZ9KpP6JEX7JiHplkwxwb1PIYYnOfrXGIZ6RtdM
McGITSWGJ+VHIJCSRLTS0HdmMoWUPoH8Nb+UOKNH/WVLCWIxfrsQEHY1tbUHW22+HyY096dKiSHjnxA6vzVHIxXjG 10IfSusxkXy4hkD/ibYy8uengArm2DGyyn7xul+Y59f9Yb/gWjmiSFxxD/cK3"

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\ldentity Manager\Provisioning Server\Domains\im]

"eTPasswordETA"="{3DES}uos71vYzgU9xCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaS67Aix43Fvr8MbLKfvG4n5gsOcfgnd2xGDGyyn7xul+YreqSLBGVqZRgIFIWXdzuk/kOCy1aUTiOh74XICW20GMYxtdJXOrrMkAja/oFZ2i4R3cRsXQ38kA1v5TQo0f9Z1uXIVGHew
DoNb+UOKNH/WVLCwIxfrsQEBtWApDGk1e0MbLKfvG4n5hQQg30scOPOHQMx9kLg)YCHDNVUU+BOGd3e0i/nNgg06VGPI0sKPKyrTHxaOv2MW2gSB6CXSwuaCjaOCFpVIuV0ez7grskBag 1v5TQo0f9ZncXX0yEaDw4="

"eTPasswordDB"="{3DES}0Hc/wL4co7BxCQakvwXmBEwxwb1PIYYncXAJgm+FBNhZ+odHWe3PMmt8BkYYiaaSzGSAFWfXDr4Nb+UOKNH/WSEJH5n9mE6UDW/INCjR/1mLA3NCR]8yI617LdjfIBVDGyyn7xul+Yb/slY3VpwOAxssp+8bifm1qx4IxZ9KpPNI6QfN8mXeOwxwb1PIYYnOfrXGIZ6Rt
dMMcGIT5WGJ+VHJjCSRLT53¢s7tm40KTINb+UOKNH/WVLCwIxfrsQEHY1tbUHW22/nJtDJChSiWXVWg9IwNYVicXAlgm+FBNigkTBijcocsn7mz7D9as5z/k0Cy1aUTi38M/VFZBvO3Ewxwb1PIYYnr/PEwqE+vyU="

"eTPasswordSA"="{3DES}oqNKkskRINNxCQakvwXmBEwxwb1PIYYncXAlgm+FBNhZ+odHWe3PMmt8BkYYiaaSPp+8qgK+aXwNb+UOKNH/WSEJH5n9mE6UDW/INCjR/1mLIA3ncRj8yI617LdjfIBVDGyyn7xul+Yb/slY3VpwOAxssp+8bifm1gx4IxZ9KpP6JEX7JiHplkwxwb1PIYYnOfrXGIZ6RtdM
McGITSWGJ+VHIJCSRLTS0HdMoWUPoH8Nb+UOKNH/WVLCWIxfrsQEHY1tbUHW22+HyY096dKiSHjnxA6vzVHIxXjG 10IfSusxkXy4hkD/ibYy8uengArm2DGyyn7xul+Y59f9Yb/gWjmiSFxxD/cK3"
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Verification Example Using ldifdelta — check before and after

— Main DSA

Idifdelta -S IMPS-001-impd-main 20140123_19405742_IMPS-001-impd-main-sorted.ldif 20140123_19132563_IMPS-001-impd-main-sorted.ldif

— CO (common objects) DSA

Idifdelta -S IMPS-001-impd-co 20140123_19132563_IMPS-001-impd-co-sorted.ldif 20140123_19405742_IMPS-001-impd-co-sorted.ldif

— INC (inclusions) DSA

Idifdelta -S IMPS-001-impd-inc 20140123_19132563_IMPS-001-impd-inc-sorted.|dif 20140123_19405742_IMPS-001-impd-inc-sorted.|dif

Idif files created with CA Directory dxdumpdb process

= G

technologies



Verification Example: Delta in IMPD Main DSA

dn: eTDSAContainerName=DSAs,eTNamespaceName=CommonObjects,dc=etadb

changetype: modify IdldeIta summa ry:
replace: eTUpdateDate 130665 entries in old file
eTUpdateDate: 0000112193 . . .
130665 entries in new file
replace: eTUpdateTime P rOd u CEd .
eTUpdateTime: 0006041000 0 add entry records
O delete entry records

replace: eTUpdateUserName

eTUpdateUserName: idmadmin 1 m0d|fy entry I’eCOI’dS

replace: modifyTimestamp

modifyTimestamp: 20120711214650.572Z

replace: userPassword

userPassword: {SHA}xGSvgXKHNDMFy9ZJPFk4hWId9TE=

Connection credentials used by IMPS to communicate to IMPS DSA Router for IMPD

. CA
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Verification Example: Delta in IMPD CO DSA

dn: eTDSAContainerName=DSAs,eTNamespaceName=CommonObjects,dc=im,dc=etadb
changetype: modify

replace: eTUpdateDate

 |difdelta summary:
eTUpdateDate: 0000114023 . . .

. 278 entries in old file
replace: eTUpdateTime * 267 entries in new file
eTUpdateTime: 0006979700 ° PrOd uced:
replace: eTUpdateUserid * O add entry records
eTUpdateUserid: idmadmin ° 11 delete entry records

[ ]

1 modify entry records

replace: eTUpdateUserName

eTUpdateUserName: DO NOT REMOVE idmadmin

replace: modifyTimestamp

modifyTimestamp: 20140124012317.742Z

replace: userPassword
userPassword: {SSHA512}CkZfP43j2LRxwxv52M7ROWUFZGONY2DY8pggbiz)pWyKFjEAuoazFaO

6xQNUboVLcreGZR1ohejMM7kzjenF2T38CPo=

s Cd
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Verification Example: Delta in IMPD INC DSA

— Idifdelta summary:

— 47 entries in old file

— 47 entries in new file
— Produced:

— 0 add entry records
— 0 delete entry records

— 0 modify entry records

« Cd
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How to Use Connector Xpress to Update CCS Password

B CA TAM Connector Xpress

Project Metadata Tools Help

—10O1 %]

New Project

Create a new connector project.

g Open Existing Project

Open a connector project from a saved file

Add Provi ] Server

Add the details of a Provisioning Server. The connectors
on the server can then be managed.

= Add Connector Server

Add the details of a Connector Server.

Connector Server Host Name
||m|:|s{]01

Port TLS Port

Iﬂ 20403

Reo
a = [V lkeTls
Reo|

Provisioning server {optional)
fimps-001

Password
f

Note that changing any of the
Set host name, port, Provisioning Server or "Use TLS fields
@ 2et requires that the password be re-entered.

Defir
I~ Make this the default CS

~Managed Objects

Object Handle

o | .|

Namespace =eTrust SSO WAC,Domain =im,Server =Server
Namespace =Siebel, Domain=im,Server=Server

Namespace =RSA,Domain=im,Server =Server

Namespace =CA-Top Secret,Domain=im,Server=Server
MNamespace =Oracle Applications, Domain=im,Server=Server
Mamespace =EIAM Namespace,Domain=im Server =Server
MNamespace =ActiveDirectory,Domain=im,Server =Server
Namespace =UNIX - MIS-NIS plus Domains,Domain =im,Server =Server
Mamespace =DB2 Z05 Server,Domain =im,Server=S5erver
Namespace =\Windows NT,Domain =im,Server =Server
Namespace =DB2 Server, Domain=im,Server=Server
Namespace =RACF,Domain =im,Server =Server

MNamespace =UNIX - etc,Domain=im,Server =Server

OK I Cancel | Help |

< |

= @ Provisioning Servers
= [l imps-001

Edit CS Config

Right click and select

[+ Endpaint Types
- €5 Configs

€C5_imps-001_TLS_20403

JCS_jmps-001_TLS_20411

=8 Coannector Servers

ps-001

x|

Modifying Connector Server connection details.

Completed successfully

17 e
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use this selection for CCS Pwd

]ﬁ Provisioning Servers
B @l imps-001
i@
-- Domains
-- Endpaint Types
E} S Configs

- CCS_imps-001_TLS_20403
- ¥, Edit C5 Config...
1 gl Connector 5 [0 Delete €S Config

B

B} [F imps-00; -~

Set CS Password...

— Set CS Password Only works for JCS

18
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Modify under CO DSA if pwd is different

Idifdelta -S IMPS-001-impd-co 20140123 20113952 _IMPS-001-impd-co-sorted.ldif . .
20140123_20360545_IMPS-001-impd-co-sorted.ldif Idifdelta summary:

267 entries in old file

dn: eTConfigParamName=Password,eTConfigParamFolderName=CCS_imps-
001_TLS_20403, eTConfigParamFolderName=Connector
Servers,eTConfigParamContainerName=Parameters,eTConfigContainerName=Configur . . .
ation,eTNamespaceName=CommonObjects,dc=im, dc=etadb * 267 entries in new ﬁle

changetype: modify

Produced:

replace: eTConfigParamValue

0 add entry records

eTConfigParamValue:
{3DES}aKA8VIBCQX1d+L5VsSNIGellXmn4xVaw6QaQ2LoTIHX2WAmaZ3+z3g==

O delete entry records

1 modify entry records

replace: modifyTimestamp

modifyTimestamp: 20140124023433.896Z

»  Cd
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Note: No changes under Main, CO or INC DSA

if new password is same as current password

|difdelta -S IMPS-001-impd-inc
20140123 19132563 _IMPS-001-impd-inc-sorted.|dif
20140123 20113952 _IMPS-001-impd-inc-sorted.|dif

|difdelta summary:
47 entries in old file
47 entries in new file
Produced:
0 add entry records
0 delete entry records
0 modify entry records

|difdelta -S IMPS-001-impd-co
20140123 19405742 _IMPS-001-impd-co-sorted.|dif
20140123 20113952 _IMPS-001-impd-co-sorted.Idif

|difdelta summary:
267 entries in old file
267 entries in new file
Produced:
0 add entry records
0 delete entry records
0 modify entry records

2 Cd
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IAMCS (JCS) Password: uid=admin,ou=system

— Three (3) ways:

ConnectorXpress

e Integrated JCS: Acquire IMPS Server and select JCS; right click to reset password.

e Standalone JCS: Acquire standalone JCS; right click to reset password.

IAMCS Web Console

e Login with id: admin and current password; reset password in Ul

Use Jxplorer to reset

e Login with id: uid=admin,ou=system and current password; reset password in Jxplorer

https://supportcontent.ca.com/cadocs/0/CA%20IdentityMinder%2012%206%202-ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?1795944.html?zoom_highlight=Change%2Bthe%2BJava%2BCS%2BAdministration%2BStored%2BPassword

— If current password is unknown,

Update IAMCS configuration to allow anonymous connection, change token value from false to true, bounce the
im_jcs service, then use Jxplorer to set the password for this id: uid=admin,ou=system on port 20410 (wo ssl)/20411
(wssl) ;reset token afterwards.

IM r12.6.3 JCS conf folder & file: Connector Server\jcs\conf\server_osgi_ad.xml
e <property name="allowAnonymousAccess"><value>false</value></property>

e Note: IM r12.5 will likely be a different filename but same token.

2 G
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Change IAMCS Password with Connector Xpress

ES CA TAM Connector Xpress
Project Metadats Toolz Help i

MR i
- New Project Add Provisioning Server =) Provisioning Servers
¢ Create a new connector project. Add the details of a Provisioning Server. The connectors B @l imps-001 I
on the server can then be managed. 5oim i
. Domains
- Endpeint Types
E} CS Configs 1

CCS_imps-001_TLS_20403

Add Connector Server

1C5_imps-001_TLS_20411

Open Existing Project
ﬁ Open a connector project from a saved file. Add the details of a Connector Server. I':'I@ Conneckar 5¢ .@ Edit CS Config...

& 2 imps-001 [ Delete Cs Config

% Create a new connector project. ﬁ Add the details of a Provisioning Server. The connectors E} ﬁ imps-001
on the server can then be managed. Iil Tl
[+} Domains

[+} Endpoint Types
E} CS Configs

CCS_imps-001_TLS_20403
g Open Existing Project Add Connector Server .. JCS_imps-001_TLS_20411

Open a connector project from a saved file. Add the details of a Connector Server. =1 iR Connector Servers
[#} ﬁ. Imps-001

Y Set Connector Server Pass x|

[ Progress... | Current password I:::z::::z:

Setting new Connector Server password.

Mew passward |u“uuu

Completed successfully

Set Preferences
@ Change the setings of CONNECIOr yerify passord  [-===-==-+-

[4]4 I Cancel | Help |
The specified new password is the same as current one. ﬂ

':Q] The new passwaord value is identical to the current password value, proceed anyway ?

b |

Help
1 to create connectors. % Review the Coy




Jxplorer Example to IAMCS 20410/20411

. Open LDAP/DSML Connection x|

Host: Port: |20410
~|

Ilomlhost

Protocol:
- Optional Values
Base DIN: I

ILDAP w3

~Security

Lewel: IUser + Password LI

Iuid =admin,ou=system

User DN:

Password: Itttttttttt

~Use a Template

Save ||iamcs_20410

vl Delete | Default |

Help |

OK | Cancel |

:» Dpen LDAP/DSML Connection il

Host: IIothost Part: |20411
Protocol: ILDAP w3 b4 |
- Optional Values
Base DN: I
Read Only: [~
- Security
Level: ISSL + User + Password LI
User DN: |cr1=root,dc=eiasa
Pasaword: Itttttttttt
~Use a Template
‘ U Save |liames_20411 root - | Delete | Default |

QK Cancel | Help |

- JXplorer - iamcs_20410

=10l x|

File Edit View Bookmark Search LDIF Options Tools Security Help

g s |p|n|aln]| x| o= e |

l”= L”_ Quid{Seard"lI

o5 Explore | iy Results | @ schems |

HTML View Table Editor |

® sysPrefRoot
[#]- .é. users

attribute type I value
cn system administrator AI
objectClass top
objectClass pErson J
objectClass organizationalPerson
objectClass inetOrgPerson
=n administrator
createTimestamp 20140315002041Z
creatorsMame 0.9.2342, 19200300, 100. 1. 1=admin, 2. 5.4. 11=system
displayMame Directory Superuser
Lid admin
2userPassword {non string data)
audio
businessCategory ﬂ
Submit Reset Chanae Class Properties

wid=admin,ou=system: (0)

https://support.ca.com/cadocs/0/CA%20IdentityMinder%2012%206%201-ENU/Bookshelf_Files/PDF/im_connectors_enu.pdf
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IAMCS Anonymous Connection via Jxplorer

Set anonymous connection in IAMCS configuration files to use

Rl
rograms\CA\Identity Manager\Connector Server\jcs\conf

Host: II-:u:thu:ust Port: |2|2|41E| — -
)v | .~ Programs ~ CA ~ Identity Manager ~ Connector Server ~ jcs - conf - w7 lﬂ]] I Search conf
Protocol: ILDAF‘ v3 - | =
hize + =Open * Burn  New folder = -
- Optional Values S
Base DN: I Favorites Mame Date modified ~ | Type | Size
Read Only: [~ E Desktop n server_osai_ad.xml /3/2014 10:15 AM ¥ML Document
Downloads 2] server_osgi_jcs.xml 3/14/2014 7:20PM XML Document 52K8
[ Security i Recent Places || server_osgi_shared.xml 3/14/2014 T:20 FM XML Document 3KB
Level: |An0n‘frﬂ0us ;I Lbraries || sslkeystore 3/14/20147:20PM  KEYSTORE File 82KB
User DN: Iuid =admin,ou=system ﬂ Documents || server_osgi_comman,xml 3/14/2014 7:13PM %ML Document 8KB
P I Y Music LI | server_osgi_ad - Copy.xml 3/14/2014 7:19 PM XML Document 20 KE ;I
= server_osgi_ad.xml Date modified: 4/3/2014 10:15 AM Date created: 3/14/2014 7:19PM
Use a Template XML Document Size: 19.3KB
Save ||iamcs_2l:l410 A d | Delete | Default | -
x|
OK | Cancel | Help | . +.| Administrator: Command Prompt
tion.
I
x| E:“Programs“\CAxIdentity Manager“Provisioning Serversbin*netstat —an | more
Unable to perform Extended reguest Connection Active Connections
Reqguest operation. L 1 Address ddress g
n: [LDAP: error oca PESS PESS tate
i1 cli on .A.8.@:135 LISTENING
rerror details Liec on Sear k%g%g:%:g
o partitions if
javax.naming.NoPermissionException: [LDAP: i LISTENING
error code 50 — code 50 s LISTENING
uthenticators LISTENTNG i) stop im_jcs

operation:

remaining name "'

(INSUFFICIENT ACCESS RIGHTS): failed on search
: hnonymous access di=sabled.]:;

Print Stack |

DRI IRE T
DEIIEEEEEIEIEIRED

DKl

LISTEMING
LISTENING
LISTEMING
LISTEMING
LISTEMING
LISTEMING
LISTEMING
LISTEMING

net stop im_ccs

net start im_ccs

24
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IM_CCS Service Account Password

“: Open LDAP/DSML Connection

JXplorer - im_ccs_20403_root

=10l x|

Host: I”"”"“m’1 Port: IZD"'E13 Fle Edit View Bookmark Search LDIF Options Tools Security Help
Protocal: ILDAPua Ll ﬁlﬁl@” % |%|‘|E|ﬂl|_” Dl-”i*,_l|_| L”= Llr Quick Search I
- Optional Values
:SE o #5 Explore | §4 Resuits | G schema| | [ HTML view [} Table Editor |
: B World attribute type value
Read Only: [~ E- @ etasa eTConfigParamName Installed Connectors N
Security = . Cnﬁguration eTConfigParamValue Access Contral
® ( Installed Connec eTConfigParamvalue CA-ACF?
Level: ISSL + User + Password j eTConfigParamValue ActiveDirectory
Lser DM: In:n=r0c:t,dc=e1ﬁsa eTConfigParamValue 05400
eTConfigParamValue DBE2 Server
Password: I========== eTConfigParamValue DB2 Z0S Server
eTConfigParamValue ETAM Namespace
rUse a Template eTConfigParamValue UMNIX - etc
Save ||im_ccs_2[14[l3_root Ll Delete | Default eTConfigParamValue Oracle Applications
eTConfigParamValue KRE Mamespace
eTConfigParamValue Lotus Domino Server
CK Cancel | Help | eTConﬁgParam\.-'alue Windows NT LI
Submit | Reset | Change Class Properties

eTConfigParamMame =Installed Connectors,eTConfigContainerMame =Configuration,dc=etasa: (0)

& Process Monitor - Sysinternals: www.sysinternals.com o ] 4
Eile Edit Event Filter Tools QOptions Help
=EH | ABE | vAS | & | B A oM
Time ... | Process Name | F‘ID| Cperation | Path -~
1:02:4... Eim_ccs.exe 1672 ﬂﬂeg(}uew\u’alue HELMWSOFTWARE\Wow6432Node \Computerfssociates'Identity ManagerProvisioning ServerDomains‘im*eTPasswordSA =
1:02:4... ®'im_ccs.exe 1672 ﬁﬂeg@uew\u’alue HKLMSOFTWARE \Wow6432Node \Computerfssociates'Identity Manager'Provisioning Server'Domains'im*eTPasswordSA
1:02: HELMWSOFTWAR E\Wow'E-iSZNode\Comerterﬂssomates\ldentrty Manager\valsmmng Ser\rer\Domalns\Jm\eTPasswordS.A
FTWARE\Wow & g .
1:02:4... F\'.egCloseKey HKLM\SO FTWAR E‘\‘n"u'c:\-\."8432r\.lc:uzha\[_“,c:n'|erterﬂs5c:mElhas\Ic.Ierltrt}‘r Manager\Prowsmmng Server\Domains*im =
102:4... | &javaw exe 2352 é_TCP Receive  cla8:bcBb::3831:271a:80fa 49152 -= mimps001.m.dom 20403
102:4... | &javaw exe 2352 é_TCP Receive  cla8:bcBb::3831:271a:80fa 49152 -= mimps001.m.dom 20403
102:4... | &javaw exe 2352 é,TCP Receive  cla8:5cBb::3831:271a:80f fiff:49152 -> mimpz001.m.dom: 20403
1-|'I7-.l | . jAvaw Frs P57 4% TP Racsive R PR - 37 5 - B - A8197 - mimne 01 m dam- 20407
4 =
Type: REG_S2 _-]
Showing 1,466 of 71,596 events (2.0%G) | Backed by virtual memory -
=
2] 3] netrgignes _covns_|[ome ]




AD Password Sync Agent — Debug with Single DC

Force a Secure Channel Session Between a Member and a Specific Domain Controller

Members often establish secure channel sessions with non-local domain controllers. To
force a secure channel session between a member and a specific domain controller by
using the /server parameter with the reset operation, type the following at the
command prompt:

netdom reset /d:devgroup.example.com mywksta /Server:mylocalbdc

Ref: http://technet.microsoft.com/en-us/library/cc776879(d=printer,v=ws.10).aspx

Useful for testing the CA IM AD Reverse Sync Agent process.
Step 01: At the user’s workstation; open command line window and execute set
Step 02: Record the current LOGONSERVER value.
Step 03: Execute the above command, netdom, with the correct AD domain information & selected DC Server for
testing
Step 04: Exercise Use-Case for Self-Service Password Change,
e.g. Cntl-Alt-Del to access “Change a Password” task on MS Window Secure Logon Screen

. Cd
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