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| Agenda

- Increasing Cybersecurity Concerns

- Security Audit v/s Security Risk Assessments

- Mainframe Security Risk Assessment

- Who is responsible and challenges?

- Overview of Mainframe Security Insights Platform
- Use-Case Demo

- Where to Start?

- Q&A
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Increasing Cybersecurity Concerns

Continuous evaluation of your Mainframe’s Security Posture is Critical

* Supply chain attacks
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| Security Audit Vs. Security Risk Assessment

Security Audit

Independent review and examination of a system’s
records and activities to determine the adequacy of
system controls, ensure compliance with established
security policy and procedures, detect breaches in
security and recommend the required changes

Point in time check

How well do system and practices meet the
defined standards

Self Audit is done by the dedicated internal
team or a 3 party service provider

Outcomes are findings and corrective
actions for existing security measures

Security Risk Assessment

Risk assessments help organizations identify,
estimate, and prioritize risk to their operations,

assets, and people, the output of this process helps

to identify appropriate controls for reducing or

eliminating risk during the risk mitigation process

®* More analytical/diagnostic approach

* |dentify what needs to be protected,
why, and who can assess it

® Assess the possibility of security
exposures and impact

® Risk level and intensity to determine
the priority
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| Mainframe Security Risk Assessment

z/OS & System
software

Settings > " < Entitlements

Business External

Y Security
Applications Managers

@ BROADCOM



| Responsibilities

Security Team Business Application Owner Internal Audit & Compliance Team

Responsibility: Responsibility: Responsibility:

» Who has access to System Critical » Who has access to application data > l|dentify the critical resources and
Libraries? sets? entitlement

> Is there any misconfiguration in » |s Business-critical data encrypted? » Ensure the control setting are
z/OS, system software, and ESMs protected

CEREVALE T » Where is the regulated / sensitive

?
exposures: data? Who has access to that? » Where is the business-critical data,

» Run report for business , Are the is that protected with the least
business application data sources privileged model?
secured?

Challenge: Challenge: Challenge:

“* Manual task - need to run ESM ** Require help from Security Team “* Require help from Security and
commands and aggregate data to to obtain access information Application team to interpret
derive findings that requires SME . . . . information and identify audit
skills *%* Security attestations are tedious findings

and time-consuming
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Challenges

Manual effort to aggregate / correlate mainframe
security data from multiple data points

Complexity drives a lack of confidence
in making security changes

Lack of understanding of mainframe
security by the business

Continuously growing
compliance requirements

Reduced security skills to interpret,
assess and remediate Mainframe
security risk

Lack of guidance in aligning to
platform best practices and standards

@ BROADCOM'
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The Mainframe Security Insights Platform will do the heavy lifting of aggregating data by providing a visual

representation of security posture by interpreting the security lifecycle and environmental data, assessing the

data, and making recommendations to enable reduction of security risk within your Mainframe environment.
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| Protection Throughout the Security Lifecycle

Leverage new technology & controls
for Modern Mainframe Security

Advanced

Authentication
Mainfrarpe | ESM

.‘ - “J / ‘ ,
‘ 74 .\ [\ ! :
i Handle constant change R % Malln_age 24x7
and reduce security | - A (@ PflVllegeqtltllser
management load & &~ access with ease
Trusted h

Compliance’ \

Event Manager
D Content
Proactively identify Discovery

 Locate and protect
 sensitive data from
mainframe to mobile

and respond to
security risks faster
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| Simplifying your Day-to-Day Efforts

1 Pull data from the :Reduce Manual Efforts

system(s) & aggregate
Correlate

2 Visual interpretation of Eliminate need for Expert-level skills
aggregated security data \
Interpret

Spend time reducing risk Reduce Analysis Time
versus finding risk

Assess

Options pointed out so Reduce Risk
that Users are aware of :
actions to reduce risk

Remediate
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| Mainframe Security Insights Platform

How it works

Data
Content
Discove

IBM RACF

f Mainframe

-

Data

Collection
and

Aggregation

~

J

o

&

Security Insights Platform

Contextual
Correlation

Risk Analysis

Recommendations

Web GUI

@ Zowe
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| Identify Access to System-Critical Resources
Discover > Correlate with Entitlements > Analyze Risk > Report Risk & Remediation

As a Security Administrator, | want to identify who has access to system-critical resources (e.g., APF
Libraries), so that | can align permissions to adhere to principle of least access privilege model.

//TSSAUDIT EXEC PGM=TSSAUDIT,REGION=0M - - - -
Steps Involved e BT e e e Addressing with Security Insights

/1% DCB=(RECFM=FBA, LRECL=133, BLKSIZE=2660)
//SYSUDUMP DD  SYSOUT=%
//AUDITIN DD *

» Determine libraries in
APFLIST

> System Critical Access Report > Sample_System_Critical_Access_Report_TSS

3 Sample_System_Critical_Access_Report_TSS
e

N 16.0’“’I= AUDIT UTILITY 0 ©  Sample System Critical Access Report
> F library, determi —
or every 1ora ry, etermine DRIlG.ﬁTING oF APCOEE;ARIES TO BE SEARCHED .
h h e ====== A ——— o Ll o e . Ilnl;m mmmmmmmm iow.
o
WNno has access DEFAULT SYS1.LPALIB T e Report

IN-CORE APF TABLE R23R02 SYS1.LINKLIB
IN-CORE APF TABLE R23R02 SYS1.SVCLIB CETRIE T

IN-CORE APF TABLE SCAC12 TSSMVS. CCS.R1500. CAWBLINK

» Aggregation done manually
or using a custom script

TSS WHOOWNS DSN(apf_library)

o e i o
: : . S C S Aoy [l s weese e
» Manual interpretation of risk Ty [ ——

ACID(SYSPROG1 ) [ 4 sgicambigh  SYSILPALB  MVR2A

factors (entitlements) o

ACTION = AUDIT

XAUTH = SYS1.LINKLIB ACID(*ALL *)
. . ACCESS = READ & Notfound APFUST
> S M ES to Identlfy neXt Steps TSS03001 WHOHAS ~ FUNCTION SUCCESSFuL  [BE Acedewier | jorpsezuors  Mwseot BT
for reducing risk
o e s v e e e e — APFLIST LINKLIST
SYS1.SVCLIB MVR24A Found APFLIST Read 3
SYS1.00LIB MVR24A Pound APFLIST, LINKLIST - 4
SYS1.CSSLIB MVR24A Found APFLIST, LINKLIST - 4
SYS1.LPALIB MVR24A Pound APFLIST, LPALIST Create, Scratch, Update, Write 6
) e —— —T : LPALIST PARMLIB
= = — :
SYS1.MIGLIB MVR24A Pound APFLIST, LINKLIST Read 3
Do e e —— ¢
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| Identify Access to Specified Resources

Discover > Correlate with Entitlements > Analyze Risk > Report Risk & Remediation

As a business application owner, | want to identify who has access to my business-critical data, so that |
can provide information needed for regular attestation and internal audit processes

Steps Involved

FINANCE.NA.*

> Define an inventory of OPERATIONS =) ETI_AE";CEI'O,'?J'*
business-critical libraries OPS.HRMS
» For every library, determine s wmoms osvemavce.mn.)
Who has access DATASET = FINANCE OWNER (OPSDEPT)
XAUTH = FINANCE.NA.AUDIT ACID(USER001)
> Aggregation done manually» ted = o
Or us'ng a Custom Scrlpt XAKEEESS :IE;EANCE.NA.GOVERNC ACID(BUPROD02)
ACTION = AUDIT
> Manual interpretation of risk ~ “aceess -rawo e
factors (entitlementS) m TSS03001 WHOHAS  FUNCTION SUCCESSFUL
» SMEs to identify next steps o s e s o s s o e G s omine
for reducing risk e T S———

Addressing with Security Insights

PN sample_Specified_Resource. _Acces:

(Bl ©  sample System Critical Access Report

Report Criteria

ppppp

cccccc

RISK LEVEL

s_Report_TSS

T
Bosv
S
- e
SSSSSSSSSSS =
 SOURCE i GLOBAL ACCESS @ i enTITLEMENT cour NT @ L'
R
. -
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| Examine Classification & Encryption by Resource

Discover > Correlate with ESM entitlements > Analyze Risk > Report Risk & Remediation

As a business application owner, | want to identify if my business-critical data has sensitive information? and if
yes, is it encrypted?, so that | can provide information needed for audit process about implementation of

security controls.

Steps Involved

» Define an inventory of
business-critical libraries

» For every library, determine
classification status (DCD)

» Lookup encryption status fo
every classified dataset

» Manual aggregation and
interpretation of risk factors

» SMEs to identify next steps
for reducing risk

B
=]
3

Addressing with Security Insights

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

m o ©®  sample Classifier Report
mmmmmmmmm -~ prere—rs
Report Criteria
£ System (LPAR)
o ¥ PLEX.TSO
. . st
g COMPLETED
r I LISTCAT ENTRIES (‘FINANCE.NA.ALL’) ALL
NONVSAM ------- FINANCE.NA.ALL
IN-CAT --- UCAT.CONCAT
HISTORY
DATASET-OWNER----~ (NULL) CREATION---====-. 2017.317
RELEASE 2 EXPIRATT 0000.000
_INFO (NULL)
SMSDATA A Significant High
STORAGECLASS ----DEFAULT MANAGEMENTCLASS--- (NULL)
DATACLASS —====m=mmm EFEA LBACKUP. ---0000.000.0000 Ol
ENCRYPTIONDATA & Sonicant High
DATA SET ENCRYPTION----(YES)
DATA SET KEY LABEL----- DATASET . PEO8 . ENCRYPT. DS . ENCRKEY . 00000001
VOLUMES
VOLSER--=-—==-———— CONSM1 DEVTYPE------ X'3010200F' FSEQN--——-———-
--------- 0
ASSOCIATIONS--—----— (NULL)
ATTRIBUTES
VERSION-NUMBER--======~ 2
STRIPE-COUNT-—=—=—===—— 1 .
exTENDED © BROADCOM



Mainframe Security Insights Platform

Key Features

Access results through an
easy-to-use web interface

553

Collects and consolidates
data from multiple LPARs

Reports can be exported as a CSV

8N
i
Zdh

Critical data never leaves the
z/OS platform

(ON©)
i
(O oN©)
A

Tool for Security, Application, and
Internal Audit Teams

A

Leverages native security
authorizations of the user

Copyright © 2022 Broadcom. All Rights Reserved. The term "Broadcom" refers to Broadcom, Inc. and/or its subsidiaries.

Supports ACF2, Top Secret
and IBM RACF environments

Out-of-the-box risk model also
supports customizations

Remediation steps that helps
reduce risk
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| How Broadcom can help start your Journey

Complementary
Mainframe Security
Assessment

Mainframe Security Health Assessment

Automated Mainframe Security Health
Checks

Cybersecurity Thinking

Cybersecurity Thinking Workshop  [hkakiSaiide

Avoid Becoming the Next Cybersecurity Headline

Focused conversation about your
Cyber-Security challenges on the Mainframe

GET STARTED

MRI Security Assessment & Cyber-Security Thinking Workshops are available to you at no cost
€ BROADCOM



https://mainframe.broadcom.com/design-thinking-workshop/security
https://mainframe.broadcom.com/trymri-securityessentials?hsCtaTracking=f80a9b48-2bd0-4743-b64c-b49ae419f838%7C78d5d304-b0e7-4ec4-9d78-5370d3bf9f6f

Start with Proof of Concept...

Resources

Product Home Technical Documentation

@ BROADCOM' Products Solutions  Support and Services  Company  How To Buy Search Ca ®

Announcements and News

Includes information about

Ensure a Trusted Environment, conferences, community
Simplify Security Activities. h e N N events. end product news.

View Video

VIEW ALL ©

Administering

Mainframe Security Insights Platform

This section includes
e

Ensure a Trusted Environment with Security Insights

- o basis

VIEW AL ©

Messages

Release Notes

Includes descriptions of key
features and third-party
software agreements.

VEWALL ©

Using

Includes procedures, best
practices, and examples for
the reports.

VEWALL ©

Additional Resources

MAINFRAME SECURITY INSIGHTS PLATFORM 1.0

Installing

Review the steps to acauire,
install, deploy, and configure
vour product.

VIEW ALL ©

Maintaining

Deploy
sel

VIEW ALL ©

Documentation Legal
Notice

o C=m==—

Getting Started

Includes an overview of
Security Insights.

VEWALL ©

Troubleshooting

Includes procedures to
gather logs, set the log level
to trace, and troubleshoot
problems.

VEWALL ©
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PLAYALL

Mainframe Security Insights
Platform

4videos 122 views + Last updated on Apr 16,
am

s X

(CA Mainframe Securiy Insights latform enables
customers o nterpret and assess the securty
posture o thei mainframe environment and
offers remediation seps forrisky findings on an
ongoing and on-demand basis.

‘$‘ Educate. SUBSCRIBE

Use-Case Videos

Educste
754

! Mainframe Security Insights Platform: Overview
cdere

Did you know that you can get the Mainframe Security Insights Platform @ no additional cost?
Yes, Broadcom’s Mainframe Security customers can obtain Security Insights as part of their existing license!

To learn more information about Broadcom Mainframe Security solutions, visit - https://mainframe.broadcom.com/security
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https://mainframe.broadcom.com/security
https://www.broadcom.com/products/mainframe/compliance-data-protection/security-insights-platform
https://techdocs.broadcom.com/us/en/ca-mainframe-software/security/ca-mainframe-security-insights-platform/1-0.html
https://www.youtube.com/playlist?list=PLynEdQRJawmxj8gDD4x3WNB2RgiRKrR5S

Broadcom’s Mainframe Education & Vitality Program

Partnering to Solve Mainframe Skills Shortage

Interested in improving existing employee's skills? Let Broadcom hire, train and mentor new talent

Experienced Mainframe Professionals to become part of your Mainframe team.

Traditional product education, web-based and instructor-led trainings for those who would like to refresh or expand their Mainframe product knowledge.

Mainframe el earning Web-Based Product Instructor-Led Product
Library Training Training
« Low-cost, high-quality, Mainframe product « Self-paced Mainframe product education « Virtual or onsite Mainframe product
and vendor-agnostic training at no cost for active maintenance education
« Thousands of hours of quality online customers « Delivered by Broadcom Subject Matter
training on over 350 Broadcom and IBM « Access Mainframe Course Catalog Experts or Education Partners
topics « Access Learning@Broadcom
« Earn official skills, credentials and digital « Earn Broadcom Mainframe Digital
badges from IBM and Broadcom Badges for product knowledge
« Self-paced delivery, instantly available « Learning Paths
anywhere, anytime
« Web-Based Product Training
Accessing Broadcom Mainframe
Explore library Training Quick Reference Guide Contact Broadcom Software

Mainframe Software Education Mainframe Vitality Program

© BROADCOM'


https://www.broadcom.com/support/education/mainframe
https://www.broadcom.com/support/education/mainframe

| Broadcom STIGs

Security Technical Implementation Guides (STIGs)

Broadcom STIGs

* ACF2

+ TOP Secret

* Cleanup

« SYSVIEW

* Endevor

+ OPS/MVS

*  Common Services
« IDMS

Broadcom STIGs

Using STIG Articles

Includes mainframe security
standard review and
implementation guidelines.

VIEW ALL ©

© BROADCOM'



Thank you

Balamurugan Venkatachalam Narender Sajnani

Product Manager Product Owner

Mobile: +1 469 750 8364 Mobile: +1 331 255 6639
balav@broadcom.com NarenderEshwar.Sajnani@broadcom.com

@ BROADCOM'


mailto:balav@broadcom.com
mailto:NarenderEshwar.Sajnani@broadcom.com

