Universal Server 30 Day Whole Disk
Evaluation Quick Start Guide

Welcome to the PGP Universal™ Server Whole Disk Encryption evaluation program! In
the following documentation you will find information to help you integrate PGP
Universal™ Server into your enterprise environment.

This document covers the following topics:

The PGP Universal Evaluation Email

Downloading and Burning an ISO image of the Universal OS
Initial install and Universal settings configuration

Basic overview of the Universal OS

Integration with Active Directory

Desktop Client Policy and Licensing

Creation and Deployment of a PGP Desktop Client

Whole Disk Encryption Client Install and Enrollment

PN AWM

The guide is designed for the individual looking for a basic understanding of the PGP
Universal™ Server Product so it can be evaluated in their production/test environment.
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The PGP Universal Evaluation Email

The evaluation email will be sent to the address you specified to the PGP Sales

Representative during the initial product evaluation communication.

Evaluation emails come from do-not-reply@pgpstore.com and have a subject that will
look something like this: “"PGP Order Confirmation: 921117 ::ED51PN7DX8::"”. The
email will also contain a PDF attachment with your Evaluation Summary as well as a link

from which you will download the Universal™ Server ISO image.

The first set of numbers shown in the Subject after the word ‘Confirmation:” is your
order number and will be unique to your Evaluation. In the example shown, the order

number would be 921117.

The Evaluation email you will receive looks like the message shown below:

PGP Order Confirmation: 921117 ::ED51PN7DX8::
do-not-reply@pgpstore.com

You forwarded this message on 8/6/2007 4:56 PM,
To: do-not-reply@pgpstare. com; Marco Genovese
Attachments: -; order921117-2007-08-06-15-52-49. pdf (4 KB)

Ref: PGP
Attached please find:

— A summary of your order
— License numbers (needed for product installation)

You may download your product from this location:

http://orders.pogp. com/cgi-bin/WebkObjects/download.woa/wa/ confirmation?0id=921117-
edicbbefaTleSebc23caceaddelabil

Figure 1: PGP Evaluation Email


mailto:do-not-reply@pgpstore.com

The Universal™ Server 1SO Image

PGP Universal™ Server is a soft appliance designed from the ground up as an encryption
platform. It may run on a number of hardware platforms, and as such is delivered to
you as an ISO image. PGP Universal™ is its own Operating System, and once loaded
onto dedicated hardware it completely takes over the host machine. Since it is an OS it
needs to be written to CD media in a specific format so it is bootable. The ISO standard
allows for this to be done with the least end user effort. The steps that follow will
explain how to download the ISO image and then burn it to DVD media from an ISO.

Downloading the PGP Universal ISO

1. Open the Evaluation Email that you received and was referenced in the
previous chapter.

2. Click on the link to download the software as seen below.

¥You may download your product from this location:

http://orders.pgp.com/cgi-bin/WebkCbjects/download.woa/wa/confirmation?oid=921117-
ed7ckbbefa7l65e6c2i3caeeaddelakbil

Figure 2: Download Link

3. On the web page that opens you will see many options and items as in the
example below.

®
EE Products | Purchase | Downloads | Support | Partners | Newsroom | Company | Careers | Contact
Customer and Order Information
= Customer Service

Order #956563 = Technical Support
Fulfilled on October 08, 2007. ? Help with

Licensing Your
Product

Purchased by Purchased through
2 visit PGP

PGP Knowledge Base

Marco Genovese and Support Site

maenovese@pgp.com

11778 Election Dr.
Draper, UT 54121
United States

NOTE: If you have
purchased multiple

10 seats of PGP Universal Gateway Email 2.6 seats, you will need

to enter the identical
o FEm 3. ITENEs ITT
SKU: QEADLLXS and license number
in the product dialeg
Evaluation License box during every

installation. Internally
to your organization,
you may distribute
10 seats of PGP Whole Disk Encryption 9.6 for PGP software up to
T Windows the number of seats
purchased. For
SKU: QEAD2GX1 licensing multiple
seats, we suggest the
user name:
License Key: DU970-BUTQC-ZG6DZ-FGKXG-5GE7V-IBA "Authorized User"
Evaluation License

Figure 3: Download Website

4. Press and hold the @ key on your computer and Click the Download
button for the Universal Server as pictured below.



10 seats of PGP Universal Server 2.6

Download &2
SKU: QEAD10XS

Figure 4: Download Button

5. The following screen will then display prompting you to save the
PGPUniversalWebFull.zip file.

6. Save the PGPUniversalWebFull.zip file to a location of your choice.
Do not choose the Open option. Save the file where you can easily find it, such

ile Download E

Do you want to open or save this file?

E Mame: PGPUniversalweb263Full, zip
Type: zip Archive, 748MB
From: download.pgp.com

QOpen ][ Save ]i Cancel i

AMlways ask before opening this type of file

harm your computer. i you do not trust the source, do not open or

= 2 | While files from the Intemet can be useful, some files can potentially
b
= save this file. What's the risk?

Figure 5: Universal Evaluation Download

as the "My Documents” folder.

Now you are ready to open the PGPUniversalWebFull.zip file.

Double-Click on the folder PGPUniversalWebFull.zip to display the contents of

the archive, as shown in the example below.

Mame

Size Packed Size | Modified

1E PGPUniversalWeb263Ful_Inner.zip
iﬁ PGPUniversalWeb2é3Full_Inner.zip.sig

748 M
2808

748M  2007-08-13 11:29
2808 2007-08-13 11:29

Figure 6: Contents of PGPUniversalWebFull.zip file

8. Double-Click on the PGPUniversalWebFull_Inner.zip. You will now see folders
and files similar to the example below.

2007-08-13 11:24
2007-08-13 11:24
2007-08-13 11:27
2007-08-13 11:27
2007-08-13 11:25
2007-08-13 11:24
2007-08-13 11:24

Mame Size Packed Size | Modified
(M1 Documentation 0B 0B
|CCILDAP Server Schemas 0B 0B
[C3)PGP Desktap 0B 0B
[CIPGP Universal Satelite 0B 0B
|LIPGP Universal Server 0B 0B
ERreadMe.him 58K 11K
@ License.htm 72K 14K

Figure 7: PGP Universal Zip




9. Double-Click on the PGP Universal Server folder and your window should
display contents similar to what is shown below.

Mame Size Packed Size = Modified
@ PGPUNiversalserver263.iso 98 M 358%M  2007-08-13 11:25
Ei:[ PGPUniversalServer 263.iso0.sig 2808 2806 2007-08-13 11:25

Figure 8: ISO Image

10. Drag the PGPUniversalServer.iso file out of the zip folder to your
computer’s desktop or other location of your choice. At this time the ISO will
extract; once the ISO image is completely extracted continue to the next step.



Burning The Universal ISO

Note: Make sure that you have a writable DVD upon which the ISO will be
burned.

Note: Be sure you have burning software capable of handling ISO images.
Roxio, Nero and others will be able to do this task. If you do not have software
of this nature you can download ISO Recorder V2 free of charge to accomplish
the task. ISO Recorder V2 is available here.

The instructions shown on the following pages were created using ISO Recorder V2.
The steps you would take using other DVD Burning software will be similar.

1. Right-Click on the PGPUniversalServer.iso and choose the option to open
with ISO Recorder. You will be greeted with a screen like the one below.

1 CD'Recording Wizard ﬂ
Source
(3 Image file C:\Documents and Settings\mgenavese) E
Qoo
Recorder
I
Mo recorder selected

Figure 9: CD Recording Wizard

2. On the Recorder drop-down select the DVD drive you wish to burn to,
Click and then

The ISO will be burned to the DVD making it bootable and ready for installation.


http://isorecorder.alexfeinman.com/download/ISORecorderV2RC1.msi

PGP Universal™ Server Installation and Configuration

PGP Universal™ Server installs just like any other OS and requires some basic initial
setup and configuration. In this section we will cover the installation of the Universal™
Server and initial settings that need to be configured.

Installing From the Universal DVD

1. Insert the Universal disc into the computer’s DVD-ROM drive and make sure
that the BIOS is set to boot from DVD-ROM first as shown below:

Main fidvanced Security Power Boot Exit

Item Specific Help

+Removable Devices
Network boot from AMD AmPICITOA Keys used to view or
+Hard Drive configure devices:
<Enter> expands or
collapses devices with
a+or -

{Ctrl+Enter> expands
all

<3hift + 1> enables or
disables a device.

<+> and <-> noves the
device up or doun.

<n> May move removable
device between Hard
Disk or Removable Disk
<d> Remove a device
that is not installed.

Figure 10: Bios Setup Utility screen

Boot your computer from the DVD-ROM device. Once you have booted from
the DVD-ROM you will see a screen like the one shown below.

To install PGP Universal, press the <{ENTER> key.
To install or upgrade using a Specific Boot-Option,

type: <Boot-Option> <ENTER>.

Use the function keys listed below for more information.

Figure 11: Setup Boot Screen

2. Press the key to load Universal™ Server.
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You will hear the DVD-ROM drive spin as the Universal image is loaded. After
Universal has finished loading you will be greeted with the Network Configuration
screen, as shown below. Here you input the IP and Netmask information for the
Universal™ Server in your network.

PGP Universal (C) 2887 PGP Corporation

Network Configuration for ethB

Network Device: eth@
Hardware Address: BA:BC:29:6D:71:C6

IP Address INNNNNEGEGN
Netmask

Figure 12: Network Configuration Settings

3. Enter the IP Address and Netmask values for your Universal™ Server in
dotted decimal format.

Use the key to navigate among the fields and Click to continue.

The Miscellaneous Network Settings screen displays as shown below

PGP Universal (C) ZBAY PGP Corporation

Miscellaneous Network Settings

Primary DNS:
Secondary DNS: ]
Tertiary DNS:

Figure 13: Miscellaneous Network Settings



4. Enter the information as it pertains to your network and Press

You will see the Hostname Configuration screen display, as shown below.

PGP Universal (C) 2887 PGP Corporation

| Hostname Configuration |

Enter the hostname for your system. This shouldbe a fully
gualified domain name (FODN) such as ’keys.mycompany.com’ .

Hostname : [N

Figure 14: Hostname Configuration screen
5. Enter the Domain Name (FQDN) for Universal™ Server and Click

Universal™ Server will begin to format and install on your hardware with the settings
you specified. Your display will look similar to the one below while this occurs:

PGP Universal (C) 2887 PGP Corporation

| Package Installation f|
Name ! rpm-libs-4.4.1-23-i386

Size 1 2828k
Summary: Libraries for manipulating RPM packages.

Packages Time
Total : 284

Completed: 71
Remaining: 213

297

<Tab>-<Alt-Tab> between elements i <Space> selects i <F12> next screen
Figure 15: Universal Install Progress

The installation is self-completing and the DVD may not be removed until universal is
done loading on the hardware. When the Universal™ Server has booted fully after
installing you will see the following screen:

12



PGP Univerzal Server release 3.8.8.2881 (0Owvid)
Kernel 2.6.18-128.4.1.el5PAE on an i6B6

PGP Universal Server Administration is awvailable wia web interface
onnect to https:r r,18.217.16860.13:96880

keys login: _

Figure 16: Universal™ Server fully booted

You may now access Universal™ Server at the IP you specified (it also displays on
the root screen) on port 9000. Once you connect to the Universal you can finish the
setup process.

6. From another PC that has IP connectivity to Universal™ Server open a web
browser and navigate to the following URL:

https://<IP_Address_of_Universal>:9000

7. If you receive a security warning like the one shown below Click

@ Continue to this website a5 yoy are receiving this message because the
Universal™ Server does not yet have a valid SSL Certificate.

13



/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

@.\_/ - e m:9000] ¥l [42][%] [ [[2]=
W [@Cevt\ﬁcateﬂmv‘NawgatlnnElnck&d [7| Bi- B - [Page - ChTock v

_a
‘.@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

The security certificate presented by this website has expired or is not yet valid.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage
& Continue to this website (not recommended).

@ More information

@ Internst L 100% T

‘istat CEE

Figure 17: SSL Certificate Warning
You will now see the welcome screen as seen below.

8. Click the .2 button.

EE&’ Universal

Administration Setup

Benvenuti
#r 30 Bienvenve \Welcome
Wilkommen & D =€
/ \

(‘_- 'y ‘ _TJ
Welcome to your PGP Universal Server!

As this is the firsttime you have connected to this PGP Universal Server, we need to ask
a few questions to get you up and running

We will use your answers to configure many of the settings on this PGP Universal Server
You can medify these and other settings at any time ence setup is complete.

Click the Forward button to praceed.

Figure 18: Welcome to your PGP Universal Server!

9. Read and Click the button to continue.
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EE& Universal

Administration Setup

End User License Agreement

permitted by applicable law. Unless expressly stated otherwise. in this Agreement s
"including” means "including but not limited to" and "discretion” means "sole and
absolute discretion.” This Agreement is personal to you and may not be assigned or
transferred for any reason whatsoever without PGP's express written consent, and
any action or conduct in violation of the foregoing shall be void and without effect.
PGP expressly reserves the right to assign this Agreement and to delegate any of its
obligations hereunder.

12. PGP CUSTOMER CONTACT. If you have any questions concemning these terms
and conditions. or if you would like to contact PGP for any other reason, please go
to http:/fwww. pgp.com.

| Disagree

~

Please read the End User License Agreement carefully and click ether the "I Agree” or the "I Disagree” button at
the end. You must scroll down to see the buttons.

Figure 19: End User License Agreement

The Setup Type screen will display as shown below.

EE&E" Universal

Administration Setup

Setup Type

The first thing we need to know is how this PGP Universal Serveris going to be used.
Flease select one of the following options

(=) Primary
This iz a new PGP Universal Server installation, and thizs PGP Universal Server wil be your only PGP
Univerzal Server or it will be the Primary server in a cluster of PGP Universal Servers.

() Secondary
This iz a new PGP Universal Server inztallation, and thiz PGP Universal Server wil be a Secondary
=server in a cluster. In order to configure a Secondary server, the Primary server in the cluster must
already be configured.

() Restore
The settings for this PGP Universal Server will be restored from a backup of another PGP Universal
Server. You wil need to have your Organization Key and the backup file you wigh to restore.

) Keyserver

This installation will be used as a keyserver only. You wil be able to import key data exported from
an existing PGP Keyserver.

)

Figure 20: Universal Setup Type

10. Select “"Primary” and Click .

The Date and time screen will display.




EEE’ Universal

Administration Setup

Date & Time

Flease enterthe time zone, date, and current time where the PGP Universal Serveris located.
If you specify a Network Time Protocol (NTP} server here, your PGP Universal Server will atternpt
to connectto it once the setup is complete.

Time Zone: v

The offset chesen above will be applied te the time acguired from the NTP server.

Time Format: | AP

Date Format: | Mo Dec 3, 2007 (12/03/2007) |

2007 v

The time and date =pecified will be applied to the PGP Universal Server if an NTP server
cannot be contacted

Date: | December v

NTP Server. ‘time pgp.com |

Optional. Leave this field Blank if you do not want te connect with a time server.

s

o

Figure 21: Date & Time

11. Adjust the date and time as required and Click .
The Network Setup screen will display, as shown below.

EEE&E" Universal

Administration Setup

Network Setup

You already entered network information during the installation process. If you wish to make
changes, you may do so now. Otherwise press Forward to continue with these settings.

Hostname: keys.senderdomain.com

Thig iz the externally addrezsable name of the PGP Uni Server. We re
naming yeur PGP Univerzal Server accerding to the "keys.demain” cenvention
(e.g. keys.example.com).

IP Address: |192.165.90.151
Subnet Mask: |255255.255.0
Gateway: |192.168.90.1

DNS Servers: 192 168.00.150 #
w

Theze are the DNS servers on your network that your PGP Univerzal Server can
access. Enter one DNS server per line.

)

Figure 22: Network Setup

12, Enter the appropriate values for each of the fields and Click .

The Proxy Configuration screen will display.

16



EEE’ Universal

Administration Setup

weames |

Proxy Configuration

If your PGP Universal Server does not have a directinternet connection, a proxy server may be
necessary to contact PGP for licensing autharization and automatic system updates

Hostnamelp: | | pom| ]

Figure 23: Proxy Configuration

13. If your network uses a Proxy Server to connect to the internet, enter the

appropriate data and Click . Otherwise, Click

The Confirmation screen will display.
EE& Universal

Administration Setup

Here are the settings you established for your PGP Universal Server:

» Setup Type: Primary Server

#« PGP Universal Hostname: keys.senderdomain.com

+ |P Address: 192.168.90.151

« Subnet Mask: 255.255.255.0

* Gateway: 192.168.90.1

« DNS Servers: 192.168.90.150

» [Date & Time: Synchronized with NTP server time.pgp.com
+ Proxy Configuration: Mot Entered

make changes, if necessary.

(S ()

Click Done to confirm these settings and complete the setup. Use the Back button to go back and

Confirmation

Figure 24: Settings Confirmation

14. Review your configured settings for accuracy then Click
changes to Universal™ Server.

to write the

While PGP Universal™ Server implements its configuration changes a notification will

display like the one shown below.

17



0 Network Configuration Changed

“ou have changed the IP address or another network =etting on
thiz PGP Univerzal Server.

The PGP Universal Server iz currenthy restarting to implement
theze changes. You will automaticalty be redirected to the
proper [P address in approximately 60 seconds.

If the opsration doss not finizh in that time frame, please wait
another minute or two and then manually reload the next page in
your Web browser.

If you just uploaded a backup to restore, the restore operation iz
happening now. Thiz restors could potentially taks a long time if
your backup file iz large. Pleaze be patient.

If wou are net automatically redirected, you may redirect
manually.

The URL for the PGP Universal Server is:
https:’keys.senderdomain.com: 2000/

Figure 25: Network Changes Notification

Please wait until the Licensing Screen displays.

EEE’ Universal

Administration Setup

Your PGP Universal Server requires avalid license. If you were sent a license authorization, click
Manual and paste itinto the License Authorization box. If your license does notinclude an email
address, use your own. Click Skip to enter this information later

Licensee Name: |

Licensee Email: |

|
Licensee Organization: | |
|
|

License Number: |

Figure 26: Server License

15. Input the license information from PGP, example as follows:
License Name: John Doe
License Organization: ACME
License Email: jdoe@acme.com
License Number: DVWX7-EH6QP-KEKL5-4XPD9-JQLBG-3PC

NOTE: You must enter the license info exactly as it was sent you in the email

message. On the original page from which you downloaded the Universal™
Server software you may also perform a manual authorization of your license.

18



If you do not have internet connectivity you mill need to perform a manual

authorization. To do this, simply Click the | Waial | button and input the
license authorization information.

Click to continue and the Administrator Name and Password screen will
display.

EE&E’ Universal

Administration Setup

Administrator Name & Passphrase

, Please establish a login name and passphrase to protect the administrative interface of your
PGP Universal Server. You will be able to configure additional administrater accounts and adjust
administrator permissions after initial setup is complete

& vountame

A login name iz typicalty 5 te 10 characters long and cannet contain =paces or
other nen-alphanumeric characters.

o |

A passphrase ig longer than a pas=word and iz typically 2omething that no one but
you will b= able to guess or remember. You can use :paces and non-alphanumeric
characters such as * -, and ~ in your passphrase.

Optional. Daily status mez=ages and alerts will be =ent to this email address.

)

Figure 27: Administrator Information

16. Enter a Login Name and Passphrase that you will remember. You may
optionally enter an email address which will receive the daily status email

messages. When complete Click 2 .

The Managed Domain screen displays.
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EE&' Universal

Administration Setup

Managed Domain Selection

Please specify the primary domain name far your PGP Universal Server.

Primary Domain: | |

Enter the most general domain for which your server will be acting as a keyserver.
Thiz should usually be a second or third level domain.
For example: "example.com” or "example.co.uk™

Figure 28: Managed Domain

17. Enter your domain name (FQDN) and Click ™

The Directory Server screen displays.

EEE" Universal

Administration Setup

Directory Server

Ifyour erganization uses an LDAP directory server (such as Microsoft Active Directory), PGP
Universal Server can guery this directory to obtain certain information about vour internal users
and mailing lists.

Enter the IP address or the fully qualified hostname of the directory server. If you do not want to
configure a directory server, click the Skip button to continue.

Directory Server: | |

Directory Type: | Active Directory ~

18. Enter the name

Figure 29: Directory Server

of your Active Directory server for AD integration or the

name of your Open LDAP server. If you are not sure of the name you can
contact your network administrator who should have this information.

When complete Click
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The Ignition Key screen displays.

EE&’ Universal

Administration Setup

Ignition Keys

To protect your PGP Universal Server's confidential information from an attacker who gains
physical access to the server, you may configure an Ignition Key. ©Once configured, the Ignition
Key's token or passphrase is required for PGP Universal services to be available on startup.

If you would like to configure an Ignition Key for your PGP Universal Server, select a type and click
Forward. Click Skip to bypass this option.

Harcware Token Ignition Key

O = | The private key is stored on a PKCS11 token. ou wil need to have a token
® | ready with a suitable PGP key generated on it. Consult the Administrater's Guide

for more details.

Soft-lgnition Key With Passphrase
@ Thiz eption will require the Administrater to provide a special passphrase upon
starting the server.

e @)

v

Figure 30: Ignition Keys

19. For this evaluation we recommend that you skip this step. Click
The Backup Organization Key screen displays. This is where you create the key to
which all backups and the Universal secure areas are encrypted.

RBEE Universal

Administration Setup

Backup Organization Key
We strongly recommend that you back up your Organization Key now. Your Organization Key is
critical to your PGP Universal Server. It represents the identity of your organization, and is used to

sign the keys for your Internal Users. You will also need this key |ater to restore your backups
onto a fresh PGP Universal Server.

Enter an opticnal passphrase and click Backup Key.

e

Optional. This encrypts the copy of the Organization Key you're about to download.

Figure 31: Backup Organization Key

20. Enter a password that you will not forget.

You may click \Beskier ] to save a copy of your Backup Key for future restore
functions. Make sure and save this key to a secure location.
Click to continue.



The Confirmation screen displays.

EE&E Universal

Administration Setup

Confirmation

._' / < Here are the settings you established for your PGP Universal Server.

Setup Type: Primary Server

License: Not Entered

Admin Login Name: admin

Mail Processing Placement: Gateway

Mail Server Primary Domain: senderdomain.com
Mail Server Hostname: mail.senderdomain.com
Directory Server: Not Entered

Ignition Key: Nat Created

Click Done to confirm these settings and complete the setup. Use the Back butten to go back and
make changes, if necessary.

« Uone
N— N—

Figure 32: PGP Universal™ Server Confirmation
21. Click on the Confirmation screen.
You are now finished with the initial setup!

Please wait for the PGP Universal Logon Screen to appear.

Basic Overview of the Universal OS

In this section we provide an overview of the Universal™ Server Operating System as a
whole and the different relevant navigational tabs presented in the GUI.

PGP Universal™ Server provides an HTTPS-based GUI for its administration. The first
time you login to Universal™ Server you will be greeted with a logon screen asking for
your Administrator Credentials that we set up earlier.

1. From a browser interface, navigate to your Universal™ Server by entering the
fully qualified domain name of the Universal on port 9000. For example, if your
domain name was acme.com, you would enter the following into your browser’s
address bar:

https:/ /keys.acme.com:9000

You will be prompted with the universal Administration login screen as shown below.
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https://keys.acme.com:9000/

F'c P |Iniversal

e—
——

—_— —
Figure 33: Universal Administration login screen

2. Enter your credentials and Click

The Welcome to PGP Universal™ screen displays. From this screen you may read
assorted help documents and manuals as well as watch videos on the PGP Universal™
experience.

Note: this material is always available within the Universal GUI by simply Clicking the
fcon that located in the upper right corner of the GUL.

EEE i

Welcome to PGP Universal”

/. Mail Policy Diagram (ror)

Guides FoF) o

i - Administrator's Guide

@_ Tutorials (Requires Adobe Flash Player)

- Introduction To Mail Policy
- Mail Policy Migration From 2.0

[¥] Show this dialog at my next login Close

Figure 34: Welcome Screen
3. Click ©°= .

The Universal System Overview screen displays. At the top of the screen you will see
the different tabs that control settings for Policy, Users, Mail, Organization, Services and
System. There are also sub-tabs for each of these tabs that go deeper on each subject.
The sub-tab options change based upon the selected tab.

The Universal System Overview screen displays the system status as well as other
information including policies and user counts.
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P& P [niversal

[0 ] Message Activity | Whole Disk flgf Mipsikeyspgpdsknet BT

0 users

_ Keyserver
C_~ ldapikeys pgpdisk nets... @ Running
- 30keys

. SNMP @ Stopped

Verified Directory
hitp:/fkeys pgpdisk.nets... @ Stopped

@ Stopped

@ Stopped

(8]5ystem (ellEser 6} Universal Services Profocol @ Running

Figure 35: System Overview

4. Click the |.Sonsumers (.

You will see the Consumers Groups page.

Consumers LTI ai ervices

P& P Universal eporting

Users Devices Consumer Policy Managed Domains Directory Synchronization

- Groups

16 Custom Groups
Name Description Consumer Policy Est. Memberz Delete

L% Everyone Al consumers managed by PGP Universal. Excluded N @

‘Consumers you do not want to treat as part of any group. No
policy applies to these

Figure 36: Consumers Groups

5. Click on Consumer Policy

You will see the Consumer Policy screen as shown below. This screen displays the
currently enrolled users and the policy and options that apply to them.

& Excluded Excluded 0 (O]
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P& P Universal oPorting Recaiisitia) Kevs | Mal ) Servie

= Groups Users Devices Managed Domains Directory Synchronization §

L. Consumer Policy

s
Name Description Group Usage Delete

#) Default Consumer policy applied to "Everyons” policy aroup. 0 ®

Consumer policy for consumers you do not want to treat as 2 @
part of any group. This policy cannot be modified.

Figure 37: Consumer Policy

'® Excluded

Each tab in the Universal™ Server GUI has its own options and usage. Feel free to
explore the different configuration tabs to see the various configuration options. At any

time you can click the E for context sensitive help.

Integration with Active Directory

In this section we will review Active Directory (AD) integration and how configure
Universal™ Server to query the LDAP server for user groups and attributes.

1. Click the tab and then Click the [ TENESTENpY

The Directory Synchronization screen displays as shown below.

e U"WErsal i Consumers

= Groups Users Devices Consumer Policy Managed Domains

- Directory Synchronization

Ly Dl St e

Click Disable to deactivate.

LDAP Servers Delete

1 + @ ad.popdisk.net

Settings...

Figure 38: Directory Synchronization
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2. Click the ©AddLDAP Directory...) ytton,

This is where you configure Universal™ Server with the specifics required to
communicate with your AD server. The Add LDAP Directory window will display as
show below.

Consumers Mail | Services | System

P& P |niversal
tion

i Groups Users Devices Consumer Policy Managed Domains

4 | Directory Synchronization  Add LDAP Directory

Add LDAP Directory

Name:

Type: Active Directory -

~LDAP Credentials

Theze credentials are used when contacting LDAP =servers associated with this LDAP Directory.

Bind DN: Passphrase:

| LDAP Servers Consumer Matching Rules |

Define and order Base Distinguished Names to be used for lookups. Base DM= may be entered manually or selected using the browser.

1 - BaseDN: [+

Browse Base DNs...

View Sample Records...

-

4

Figure 39: Directory Synchronization

3. Check with your Systems Administrator and the fill out the data into the
rest of the fields, as shown below.

4. Enter the hostname of the AD Server.

Use the Fully Qualified Domain Name (FQDN). In this example, the name of our
domain is pgpdisk.net, and the AD server’s name is ad.pgpdisk.net, as shown in the
example below.
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P& P |lniversal

Groups Users Devices Consumer Policy Managed Domains

E. 3 Directory Synchronization Edit LDAP Directory

Name: ad.pgpdisknet

Type: Active Directory

~LDAP Credentials

Bind DN: pgpuniversal@pagpdisk.net Passphrase: ssssssssssss

Loy e Base Distinguished Names | Consumer Matching Rules }

Define LDAP servers for the PGP Universal Server to search during lookups.

Hostname: ad pgpdisk net Port: 339 Protocol: LDAP Test Connection (+]

View Sample Records... Cancel

Figure 40: Directory Synchronization — AD Hostname entered

5. Specify the protocol (LDAP or LDAPS) to use between Universal™ Server and
your AD server. For this evaluation we suggest that you leave the Protoco/ and
Port settings to their default unless you use LDAPS on your AD server.

6. Enter the Bind DN and Passphrase for Directory Synchronization. For the
Bind DN use the User Principal Name (UPN) of the account. The UPN is in the
format of an email address. In our example we used pgpuniversal@pgpdisk.net

Note: This account used should have permission levels of ‘Query’ or higher.

. fiewr S; e Rec L.
7. Click S s as shown below.
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LDAP Sample Records

The following table shows the first five resulis obtained using the configured LDAP information. If no records were retrieved, please verify
your settings and try again.

UserID Email Address

DC=pgpdisk DC=net

Users CMN=Users,DC=pgpdisk,DC=net
Computers ChN=Computers DC=pgpdisk DC=net
OU=Domain

Controllers, DC=papdisk DC=net

System CMN=8ystem, DC=pgpdisk, DC=net

Figure 41: Directory Synchronization — Sample Records

8. If you do not get any sample records shown then validate that your
Bind DN information is correct before continuing.

Edit LDAP Directory

Name: ad.pgpdisknet
Type: Active Directory Rd

~LDAP Cr

These credentials are used when contacting LDAP servers associated with this LDAP Directory.

Bind DN: pgpuniversal@pgpdisk.net Passphrase: eseeccssscee

[ LDAP Servers B Consumer Matching Rules |

Define and order Base Distinguished Names to be used for lookups. Base DNs may be entered manually or selected using the browser.

1 [w| Base DN: | DC=pgpdisk DC=net (+)

Browse Base DNs...

View Sample Records... m
a

|

9. Click Base Distinguished Names tab and enter your Base DN of your domain.
You can click the Browse Base DNs button to view or browse your DNs as
needed.

10.Click to activate the new settings.
11. Click
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Directory Synchronization Settings

Mailing List Cache Timeout: 30 minutes
| Enroll clients using directory authentication
Enable LDAP Referrals

When a consumer cannot be matched to an LDAP Directory:

Look for the consumer in all ordered LDAP Directories -

2 €0

Figure 42: Directory Synchronization — Settings

+| Enroll clients using directory authentication
12. Check the g &

window below.

box, as shown in the

Directory Synchronization Settings

Mailing List Cache Timeout: 20 minutes
/| Enroll clients using directory authentication
Enable LDAP Referrals

When a consumer cannot be matched to an LDAP Directory:

Look forthe consumer in all ardered LDAP Directories -

Figure 43: Directory Synchronization Settings

13. Click to activate the new settings, also make sure that the directory is
enabled as seen below.
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P& P |niversal

L) Do S s

Click Disable to deactivate.

1 » @ adpgpdisk.net

Settings...

Figure 44: Internal User Policy screen

Congratulations! You have successfully configured Universal™ Server to work with your

Directory. This will enable you to leverage your user’s group membership to apply
customized security policies to your PGP Desktop clients.

30



PGP Desktop Consumer Policy

This section reviews the PGP Desktop Client policy and how it can be customized for
your environment. PGP Universal™ Server’s policy engine allows you to embed your
corporate or organizational security policies directly onto your user’s desktop.

There are two common use cases for PGP Whole Disk Encryption — one being the use of
Single Sign On and the other being users who will use a pre-boot authentication
passphrase that differs from their Windows password. Let’s take a moment to
understand Single Sign On and how it works with PGP Desktop.

About the Single Sign On Feature

This synchronizes the PGP Whole Disk Encryption (WDE) authentication process with the
one used by Microsoft Windows when starting the computer. Once the drive is
encrypted the PGP WDE pre-boot authentication (Bootguard) screen appears whenever
the system is started. Logging in at this point also logs you into your Windows session.

Using Single Sign On

You choose the Single Sign-On feature when you protect a boot partition or an entire
disk using PGP WDE. Encrypting using a Passphrase gives the option of either creating a
new Passphrase or using your existing Windows login password. Using your Windows
login password enables the Single Sign-On feature.

Logging In with Single Sign On

Once Single Sign-On is configured the PGP Bootguard screen appears when the system
is started. If you provide the correct passphrase PGP WDE logs you in to the Windows
session and provides access to those disk partitions encrypted with PGP WDE.

How Single Sign On Works

Single Sign-On utilizes the Windows Automatic Login feature. PGP WDE uses your
configured authentication information to create, dynamically, specific registry entries
when you attempt to log in. Note that your Windows password is never stored in the
registry or in any form on the disk - neither encrypted, nor as clear text.

Configuring PGP Desktop Consumer Policy

First we will create a policy for the Single Sign On (SSO) users.

1. Click the tab and then the EElRGlE

The Consumer Policy screen will display as shown below.
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Consumers

P & P |niversal

= Groups Users

Description

Consumer policy applied to "Everyone” policy group.

Consumer policy for consumers you do not want to treat as
part of any group. This policy cannot be modified.

Figure 45: Consumer Policy

2. Click %) Defaul as shown above.

This will open the Consumer Policy Options screen, from which you customize your
policy settings.

Consumers

P& P [niversal

Managed Domains ctory Synchronization §

“ Consumer Policy Consumer Policy Options: Default

Name: Default
Description: Consumer policy applied to "Everyone” policy group.
Group Usage: —
PGP Portable Disks Created: 0

E General
Client updates, proxy server, and Policy ADK options

Keys
% Key generation and management options

PGP Desktop
Options for managing PGP Desktop clients

PGP Universal Web Messenger
e Options for ing PGP Uni Web

Edit Policy Name... Restore To Factory Defaults

Figure 46: Default Policy

This screen is divided into four sections — the two primary areas to configure — Key
Settings and PGP Desktop Settings.

Key Settings allows you to specify the type of keys to be used and the parameters
that affect them, including generation and renewal settings and other items such as
passphrase requirements. Note that if you are only using Whole Disk Encryption you do
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not have to create any keys (keys are used for messaging and file encryption). Please
consult with your PGP Reseller or PGP Systems Engineer for detailed discussion about
the various key types that are appropriate for your environment.

PGP Desktop Settings is where you specify the control — or lack thereof — that you
allow for your end users relative to their PGP Desktop software. This includes the ability
to prevent them from decrypting or altering your pre-set policies, for instance.

3. In the PGP Desktop Settings pane, Click Desktop...

The PGP Desktop Settings displays.

PGP Desktop: Default

These options apply to PGP Desklop users only. Some features may not be available if they are not part of your license.

—m Messaging & Keys [ File Encryption [ HetShare [ Disk Encryption -

~ Permissions

Allow users to change options
If this is not selected, options can only be changed here by an administrator. The user will be prevented from changing
any options.

[7] Allow user-initiated key generation

[] Allow user-initiated key signing

Allow conventional encryption and self-decrypting archives
Since these encryption methods do not use keys, the ADK will not be able to decrypt such files.

-~ Keys

[7] Always encryptto users key
] Automatically synchronize keys with servers
[7] Automatically set up Key Reconstruction

Owerride default keyring locations:

[] PGP Desktop for Windows:

[7] PGP Desktop for Mac OS5 X

Enable Silent Enroliment
[] Activate FIPS 140-2 operational and integrity checks
Show PGP Deskiop in system tray/menu

["] Hide the option to disable PGP Senices

Send client logs to PGP Universal every 5 Minutes |Z|
Download policy updates from PGP Universal every 24 Haurs |E|

Figure 47: PGP Desktop Settings

33



Desktop Settings allows you to customize various configurable options for your end
users. Checking the box for a given option enables that feature, and the absence of a
checkmark disables the feature. Once you have selected your options you simply save
them as a policy (and give the policy a unique name).

4. Check 'Y/Enable SilentEnroliment and match the settings seen below (Do not
enable Silent enroliment if this is for Mac testing or if you are not using
SSO):

PGP Desktop: Default

These options apply to PGP Desktop users only. Some features may not be available if they are not part of your license.

—m Messaging & Keys | File Encryption | NetShare | Disk Encryption -

~ Permissions

Allow users to change options
If thiz iz not selected, options can only be changed here by an administrator. The user wil be prevented from changing
any options.

[] Allow user-initiated key generation

[] Allow user-initiated key signing

Allow conventional encryption and self-decrypting archives
Since these encryption methods do not use keys, the ADK will not be able to decrypt such files.

~ Keys

[] Always encryptto users key
[] Automatically synchronize keys with servers
[7] Automatically set up Key Reconstruction

Override default keyring locations:

[T PGP Desktop for Windows:

[] PGP Desktop for Mac 05 X;

Enable Silent Enroliment
[ Activate FIPS 140-2 operational and integrity checks
Show PGP Desktop in system tray/menu

["] Hide the option to disable PGP Senvices

Send client logs to PGP Universal every 5 Minutes |E|
Download policy updates from PGP Universal every 24 Hours E

Figure 48: PGP Desktop Settings

5. Now configure the WDE options. Click the _Disk Encryption | ¢,

6. You will now see the options in the pictures below. For SSO (Single Sign On)
select the options as shown below.
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~ [¥] PGP Whole Disk Encryption

User-initiated Whole Disk Encryption Permissions
Configure permissions for user-intiated whole disk encryption:

Operation Internal Disks Removable Disks
Allow User Management
Allow Encryption
Allow Decryption

[] Store decryption policy on fixed disks

Force |E| encryption of disks to existing Windows Single Sign-On passwaord
Automatically encrypt | Boot disk E| at installation
Require: | standard passphrase authentication E|
Note: Mac 0OS X clients only support automatic encryption of the boot disk using passphrase authentication.

[] Force maximum CPU usage
Force power failure safety

[7] Lock passphrase user accounts on Windows clients after 2 | failed login attempts

[7] Enable automatic encryption or locking of removable devices
L with the option to encrypt with PGP Whole Disk

lients only
Encrypt with PGP Whole Disk Encryption on Windows clients: | After 30 seconds
Enable Whole Disk Recovery Tokens
[] Allow configuration of WDE Local Self Recovery for Windows clients
Display a list of users who are eligible for local self recovery at boot time
Encrypt using: | AES-128 |Z| (Windows clients anly)

[] Encrypt Windows WODE disks and PGP Virtual Disks to a Disk Administrator Key
Import a public PGP key file that may be used to access a Whole Disk Encrypted digk or PGP Virtual Digk. Accessin
the disk requires the private portion of the PGP key to be on a supported smart card.

Key: Import..

[7] Encrypt Windows WDE disks to a Disk Administrator Passphrase

Passphrase: Create..

Figure 49: SSO Policy

7. Once you have selected the options to your liking Click on each screen to
finish.

8. If you do not want to allow Single Sign On you are testing, Whole Disk
Passphrase user check the options as shown below.
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9. At this point click [ save on each screen to finish.

Settings for standard passphrase user.

~ [¥] PGP Whole Disk Encryption

User-initiated Whole Disk Encryption Permissions
Configure permissions for user-initiated whole disk encryption:

Operation Internal Disks Removable Disks
Allow User Management
Allow Encryption
Allow Decryption

[7] Store decryption policy on fixed disks

Deny |E| encryption of disks to existing Windows Single Sign-On password
[¥] Automatically encrypt | Boot disk |Z| atinstallation
Require: | standard passphrase authentication E
Note: Mac 05 X clients only support autematic encryption of the boot disk using passphrase authentication.
[7] Force maximum CPU usage
Force power failure safety
[] Lock passphrase user accounts on Windows clients after 2 | failed login attempts

[] Enable automatic encryption or locking of removable devices
vide users with the option to encrypt with PGP Whole Disk

Encrypt with PGP Whole Disk Encryption on Windows clients: | After 30 seconds
Enable Whole Disk Recovery Tokens
Allow configuration of WDE Local Self Recaovery for Windows clients
Display a list of users who are eligible for local self recovery at boot time
Encrypt using: | AES-128 |E| (Windows clients only)

[7] Encrypt Windows WDE disks and PGP Virtual Disks to a Disk Administrator Key

Import a public PGP key file that may be used to access a Whole Disk Encrypted disk or PGP Virtual Disk. Accessing
the disk reguires the private pertion of the PGP key to be on a supported smart card.

Key: Import...

[ Encrypt Windows WDE disks to a Disk Administrator Passphrase

Passphrase: Create..

Figure 50: Standard Passphrase User

10. We now need to license the policy, Click the tab and then
the Consumer Policy tab.

The Consumer Policy screen will display as shown below.
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i el o UniUErsaI epo '_ Consumers

7
Description Group Usage Delete

Consumer policy applied to "Everyone” policy group.

Consumer policy for consumers you do not want to treat as
part of any group. This policy cannot be modified.

Figure 51: Consumer Policy

11.Click %) Defaul as shown above.

This will open the Consumer Policy Options screen, from which you customize your
policy settings.
P& P Universal voring LR Keve Mai | Services Sy 0000 -

= Groups Users

“ Consumer Policy Consumer Policy Options: Default

MName: Default
Description: Consumer policy applied to "Everyone” policy group.
Group Usage: —
PGP Portable Disks Created: 0

m

E General
Client updates, proxy server, and Policy ADK options

Keys
% Key generation and management options

Edit Policy Name... Restore To Factory Defaults 7

F - - k|
12, Click « Clentlicensing.. .o ohown above.
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The PGP license screen will display like shown below.

PGP U“iversm Reporting RELLETUCIEE Keys | Mail | Services | System

Administration -Grcmps Users Devices Consumer Policy Managed Domains Directory Synchronization

“ Consumer Policy Consumer Policy Options: Default Client Licensing

Client Licensing: Default

~ PGP Desktop 9.5 +

If your deployment manages PGP Desktop 9.5 or newer clients, enter a valid license that wil be
distributed to each client included in this policy.

Licensee Name:
Licensee Organization:

Licensee Email:
License Expiration: |,
Options:

Licensee Count:

Enter License...

Figure 52: PGP Desktop License Options

13. Click the Emertieense- 4 enter a PGP Desktop License for your end users.

The Enter License screen displays as shown below. Now enter your PGP Desktop
license information.

Enter License Information

Licensee Name:
Licensee Qrganization:
Licensee Email:

License Number:

Conn

Figure 53: Desktop License

14. If a manual authorization is needed click the @ button as seen above.
15. Once done cIick@.

16. Click @ once more to finalize the changes on the Default Policy window and
you are done.

The policy changes are pushed automatically to the clients once a day or upon
reboot of the client computer.
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Creation and Deployment of a PGP Desktop Client

The PGP Universal™ Server creates an MSI that can be installed locally on a machine,
incorporated into a corporate image or pushed via various software or SMS.

1. To create a PGP Desktop MSI we will click on the IEEMEEIEIEN tab then click
on the Universal Server.

You will see The Groups Policy Screen as shown below.

16 Custom Groups

Description Consumer Policy Est. Members Delete
-~
1 Everyone All congumers managed by PGP Universal. Excluded 32
-
% Excluded Consumers you do not want to treat as part of any group. No Excluded 0 @

consumer policy applies to these consumers.

View items per page: 2%
Policy Group Order... Download Client... - El
]

Figure 54: Groups

) . Download Client....
2. We will then click on _

The Download PGP Clients screen will show as below.

Download PGP Clients

Client: | PGP Deskiop [+]
Platform: | Windows 32-bit [« |

Language: English E|

~ V| customize

@ Auto-detect Policy Group
Policy Group membership is determined by user's email address

~1 Preset Policy Group: Whole Disk Encryption
Embed policy and license information to force disconnected clients
PG er ] never conta PGP Un

PGP Universal Server: keys. pgpdisk.net

Mail Server Binding: *

Reguired unlegs your users read mail directly from thiz PGP Univerzal
Server via POP or IMAP. To bind automatically to all maiservers, use the
wildcard ™ character.

2

Figure 55: Download PGP Clients
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Then check the [¥] Customize checkbox.

Next we will input a * into the Mail Server Binding field if one does not already
exist.

PGP Universal Server: keys.pgpdisk.net

Mail Server Binding: *

Reguired unless your users read mail directly from this PGP Universal
Server via POP or IMAP. To kind automatically to all mailservers, use the
wildzard " character.

Figure 56: Mail Server Binding

. At this point we can now click the button to generate a client to install.

File Download - Security Yarning x|

Do you want to run or zave thiz file?

Mame: PEPDeskkop.msi
Type: Windows Installer Package, 27, ZMB
From: keys senderdomain. com

Bun Save

| - il “While files from the Intermet can be useful, this file type can
, !/,. potentially harm pour computer. If pou do not trust the zource, do not
= fun of zave thiz software. 'What's the risk?

Figure 57: PGP MSI

6. Click £ |to download the PGP Desktop MSI to the location of your choice.

Whole Disk Encryption Client Install and Enroliment

In the section we will go over the install of the PGP Desktop Client as well as the
Enrollment process. This process is designed to be as transparent and easy as possible
to the end user and the administrator.

1.

2.

First we will start by installing the MSI we created in the last chapter on a laptop
to be managed by the Universal Server. Double click the MSI once on the client
machine to start the install process.

You may want to read through the End User License Agreement before
continuing.
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The PGP license agreement screen as shown below.

i PGP Desktop Setup

License Agreement

——
You ruzt agree with the license agreement below ta proceed. 'gﬂ

PGP Corporation End User License Agreement L

By clicking the accept button or downloading or installing the Software, you agree
to be bound by and become a party to this agreememt. PGP's acceptance and
fulfillment of vour order are expressly conditioned on your agreement to these terms.
Ifyou do not agree to all of the terms of this agreement, you must click the button that
indicates thatvou do naot accept the terms of this agreement and you must not install
the Softwara.

Carefully read the following legal agreement fAgreememt™ far the license of PGP
software you are aboutto download or install, including any Updates and Upgrades s

(#) | accept the license agreement

()| do not accept the license agreement

l Mest > ] [ Cancel

Figure 58: End User License Agreement
3. Click the “I accept” radio button & and hit the button.

4. If you wish you can read through the release notes otherwise hit [t ],

You will now see the release notes as shown below.

i PGP Desktop Setup

Display the Release Hotes

Important infarmation is provided in the Release
Mates.

b 4 - You may chooze an aption below for displaying
oy = the Release Motes, or click next to continue with
the ingtallation. 1f pou want to view the Release
MHates later, they are located in the PGP
Desktop installation folder, in the Docurnentation
falder.

EQE

(") Digplay the Felease Notes
(*) Do not dizplay the Release Naotes

[ < Back " Hext » ] [ Cancel

Figure 59: Release Notes
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5. At this point the Desktop Client will begin to install. Click l—22_—1 to restart and
finish the process.

You will see the Installer Information Window like in the below screenshot.

i Installer Information b'e

“You must restart your system for the configuration changes made
to PGP Dezktop o take effect. Click Y'es ta restart now ar Mo if
=" you plan to restart manually later.

Figure 60: Restart System
6. Upon reboot you will be greeted with the PGP Whole Disk Enrollment Assistant.

Windows Login Credentials Screen as shown below.

PGP Enrollment X]

P &P Desktop ()

Please enter your authenticakion
credentials

Username:| S50 |

Passwu:urd:| | |

[ Ok, ] [ Cancel ]

Figure 61: PGP Enterprise Enroliment

7. Here you will put in the end users Domain Credentials and click—=_1.
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PGP Enrollment Progress

Enralling with PGP Universal server ...

Cancel

Figure 62: Enrolling

6. After the PGP Desktop software contacts Universal™ Server for policy update the
PGP Setup Assistant will have enrolled you with the PGP Universal Server and will
start encrypting the hard disk. On the bottom right of your screen you will see

the PGP lock in the taskbar showing encryption like so. ®

If you are not using Silent Enroliment you will see the following screens:

7. You will want to check * Iamanewuser. and then once more.

PGP Setup Assistant

User Type
p -
EE DeSk fop This assistant will help you configure PGP and initislize wour keys.

News User ~ Please select one.

@I arn & New user,
Imnport (1 have used PGP before and I have existing keys.
Key
Key Generation

Virtual Disk
Whole Disk

Additiyl Features

[ Mexk = ] [ Cancel ] [ Help

Figure 63: User Type

8. We are now at the PGP Whole Disk Encryption Assistant click to
continue.
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PGP Setup Assistant

User Type
p -
EE DeSk fop This assistant will help you configure PGP and initislize wour keys.

Please select one.
@I arn & New user,

(1 have used PGP before and I have existing keys.

Key Generation
Virtual Disk
whole Disk

Adc?‘-Features

[ Mexk = ] [ Cancel ] [ Help

Figure 64: Encryption Assistant

9. After clicking you will see the request for a user password to be
inputted for PGP Whole Disk authentication at boot. In this example below I used
the Standard Whole Disk Passphrase.

You will now see the Passphrase Assignment screen like below.

PGP Setup Assistant

Passphrase Assignment
PGP =] ¢
De"’k I—Dp “our boot disk will be protected by a passphrase. It is important that vou keep this
passphrase secret and do not write it down,
New User ~/
Key Setup ‘four passphrase should be at least & characters long and should contain
Key Generation non-alphabetic characters.
Virtual Disk
’ [ 5how keystrokes
Passphrase:
Passphrase Quality: [ 36 % ]
Confirmation: |
[ < Back ” Mext = l [ Cancel ] [ Help

Figure 65: Passphrase Assignment

10.You will click after typing your password.

You will be greeted with the Whole Disk Completion screen like below.
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PGP Setup Assistant

Completing the Whole Disk Encryption Assistant

PSR Desktop

‘ou have successfully started the encryption of your boot disk.

New User~’ This process rmay take a long time and can continue in the background while wou use
Key Setup waour computer, You can check its progress ak any time by opening PGP Desktop.
Key Generation
Virtual Disk
Whule f

Click Mext ko complete this porkion of the Setup Assistant

Figure 66: Complete the enroliment

11. Click and then 1 to start encryption of the entire hard drive.

PGP Setup Assistant

Congratulations!

P8R Desktop

PGP Deskbop is mow ready For use,

Launch and contral PGP Deskbop From the Windows system tray

New User ~/
Key Setup
Key Generation
Virtual Disk
whole Disk ~
Additional Featur

Done ~

Erase sensitive documents by dragging them to the PGP shredder icon now located on
your desktop

%

~

Figure 67: Congratulations

12. On the bottom right of your screen you will see the PGP lock in the

taskbar showing encryption like so. 2

13. Below you can see the screen you will be greeted with on reboot of your
machine. After putting your password you would be logged into Windows.
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Figure 68: PGP Boot Guard

EHER
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Using the Whole Disk Recovery Token (WDRT)
Purpose: To view and use the PGP Whole Disk Recovery Token (WDRT)

1. Access the Universal™ Server The Universal™ Server System Overview screen
displays as shown below.

P& P Universal

[Wedl [ Message Activity | Whole Disk Encryption |

@ Stopped

@ Stopped
@ Stopped

E é Certificate Revocation @ Stopped

@L Universal Services Protocol (@ Running
.

30.0Build (2881) | | Messages
150,20n,39m | | Size
371

2. Click the Consumers tab. A screen similar shown below appears.



F & * Universal

Allconsumers managed by PGP Universal

[ Ex ‘Consumers you do not want to trest as part of any group. No.

‘consumer policy appies to these consumers.

@ Exccutives
& GWEmail

@ HelpDesk SSO (Can Decrypt)

& HR

@ HRManagement

& MNetshare

& PGP Portable

'@ Stamped-WDE-Stand-Alone
@ Testian

'@ WDE Admin

'@ WDE Mac Users

& WDE SSO Slient Auto-Encrypt

'@ Whole Disk Encryption

[cNcNcNoNoNoNoNoNoNoNoN NN oINONEN -

'§ XVzcom

Then Click the Users tab.

F & Universal

Email Address

O

 aiice_000581 [ alice_000581@papaisk net Internal User Everyone 1 05(27/2009 2:37 PN

ction
(S]
8 aice 000508 [ alice_000598@pgpaisknet Internal User Everyone 1 060s20001231PN @
8 aiice_000643 [ alice_000643@pgpdisknet Interal User Everyone. 1 08120098 18AM @
& bob_000s81 L bob_000581@pgpdisknet Internal User Everyone 1 oszimooazaTRM @
& bob_oo0see [ bob_000598@pgpdisknet Internal User Everyone 1 0600520091256 PN @
& Cindy Green [ cinay@pgpdisknet Internal User HR Management 1 oanzoniozzan ©
8 popuser_oooase [ Whole Di 1 oa7Ro101t21A @
8 popuser 000712 | pgpuser_000712@pgpdisknet  Intemal User Everyone 0 ott2z010423PH @
8 popuser 000721 [ pgpuser_000721@pgpdisknel  Intemal User Everyons. 0 omszot03TEN  ©
8 popuser 000726 | pgpuser_000726@pgpdisknet  Intemal User Everyons 1 03022000731PH @
$ popuser 000728 [ popuser Whole Di 1 03007201010:04PN @
# popuser_000736 [ pgpuser_ 0 7 @
£ popuser 000738 | popuser ( Whole Di 0 @
8 sso L sso@pgpdisknet Internal User WDE SSO SientAuto-Encrypt 1 031172010 10040 ©
8 sso 000728 [ sso_000726@pgpdisknet Internal User Everyone 1 oImzeo0s30AM @
i1 000728 [ sso WDE 1 oa0ezo1013zPM I

You will see a list of users displayed, including the user you just enrolled, displayed
under Internal Users (by default the Users Tab defaults to the Internal Users
Subtab). You may notice that under the Recovery Column there is an icon of
a vault with a combination lock and a red cross on it.

This indicates the presence of a Whole Disk Recovery Token (WDRT) for that user.
In our example, each user displayed has a WDRT.

3. Click on the name of your user or the icon next to it; in our case, we'll select the
user pgpuser by clicking on his name ( ).

In the Figure below note how the window splits into an upper and lower section
divided by the characteristics that may be accessed for that user (email address,
PGP Keys and Whole Disk Recovery Tokens).

48



The upper section provides detail about the user. The lower half of the window
reveals different data depending upon which of the three characteristics are being

shown. As you can see, the Email Addresses variable is the default characteristic
displayed.

PP Universal — Reporting L]

Devices Consumer Policy Managed Domains Directory Synchronization f
# | hternalUsers | Internal User Information

pgpuser_000456

Username: pgpuser_000456, pgpuser_000456@pgpdisiknet
Display Name: pgpuser_000456

UUID: 08426780-80ef-4ea7-8ea5-2c43e2163635
Created: 03/17/2010 11:06 AM Last Use: 03/17i2010 11:21 AW
Status: Published
Policy Group: Whole Disk Encryption
WDE Status: Unknown

Edit Names... View Log Entries
— — )

e ———————————

R sssssssssss—

[

4. Click |WWhole Disk Encryption | ¢\ ool the Whole Disk Recovery Tokens (WDRTS)
available for the user.

Note how the lower half of the screen changes to display the machines that have
available WDRTSs for the selected user as shown below.
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Display Name: pgpuser_000456 UUID: 08466780-80ef-4ea7-80a5-2c43e8163635
Created: 03M17/2010 11:06 AM Last Use: 03/17i2010 11:21 AM
Status: Published
Policy Group: Whole Disk Encryption
WDE Status: Unknown

Edit Names... 4MLngEJ|I.I"I!5 |

P Authentication

» Groups

M —
l——————————
M ——————
e ————————
e TTTTT—————trt-———
e ———————

» Permissions

» Managed Keys

P Email Addresses

¥ Whole Disk Encryption

Computer Disk ID Common Name Partition Size Type Last Seen

(A client AS gl bc23ad65-b420-4596-a71a-c... C: Viware Virtual disk SC... 1 2GB Fixed 03/17/201011:22 Al Unencrypted (Since 0317/2010) 100.1.4020 €

» WDE Login Failures

In this case, we have a single WDRT for the machine. To the right of the WDRT

located under the Options Column is a magnifying glass @ . Thisicon is used to
view the WDRT.

5. Click the magnifying glass Q

Universal™ Server will display a dialogue box like the one shown below.

Revealing a Whole Disk Recovery Token is a one-time event and this event will be logged. Click OK
to proceed.

| ok || concel

6. Click to view the WDRT.

Universal™ Server will display a new window with the Whole Disk Recovery Token as
shown.
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@ PGP Uni

0@ §ol i [ al=q https://keys.pgpdisk.net:0000/emc/DeviceWdrtlnspectDialog.event?showScrollbars=trueBiwdrtU {\j‘| ‘

Computer: Client_ AS
Computer ID: bc23ad65-b420-4596-a71a-cd03bb0e89fo
Token: K7FES0-TDQZX-BRDYE-YWMD4-BVU1G-AMD

Last Accessed: Mever

Delete WDRT

Done

This Token acts as an additional Passphrase to access the encrypted disk. Note that
your actual Token will be different than the one shown in this example.

Now let’s simulate the situation in which a user has forgotten his Passphrase and will
need to use the WDRT to allow access to the contents of their encrypted computer.

Note: If you are viewing the PGP Universal™ Server Administration console using
your encrypted PC you will need to write down the Token portion of the WDRT prior
to rebooting — that way you will have it for the next step.

7. Reboot your Whole Disk Encrypted PC.

You will be challenged for the Passphrase after the BIOS screen displays, as shown
below.

|G| P Sligskiop

Whele Disk Encryption

i ol s real P EERE HEIES DiEks B Ry EET

NWEE yENEEAEE e ES el e R EHlirEEE aol [ ERNER

=Er ESE e LEFR G NEER T cHEm

Copyright @ 1991-2007 PGP Corporation. All rights reserved.
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8. When prompted by PGP for your Passphrase (which you have now forgotten)
press the key — this allows you to see your keystrokes onscreen as you
type. Enter the Token from the WDRT as shown above, then press the
key.

Your PC will boot normally.

Congratulations! You have successfully used the Whole Disk Recovery Token and
created a new Passphrase.

II. Decrypting an Encrypted Drive

Like encrypting, decrypting is a very easy process with PGP. Simply open PGP Desktop,
navigate to PGP Disk, select the drive that you want to decrypt, click the decrypt button,
enter the passphrase and the decryption will begin.

In the example below we have two encrypted disks on the system, a Fixed Disk Drive
and a USB Disk Drive. Both are protected with PGP Whole Disk Encryption.

The detailed steps below walk you through the decryption of the USB Disk. Decrypting
the Fixed Disk is an identical process, differing only in that for Step 3 of the process you
would select the Fixed Disk instead of the USB Disk.

1. Click the PGPTray icon v and from the pop-up menu that displays like the
one below select Open PGP Desktop.

Skop PGP Services

Abaout PGP Desktop

Help

Open PGP Desktop

Clear Caches
Inmount PGF Virkual Disks

Current window 4
Clipboard 3

2. The PGP Desktop displays. Since the last time we used PGP Desktop we were in
the PGP Disk Control Box we will return to that location when we restart PGP
Desktop.

NOTE: If PGP Desktop does not display the PGP Disk controls in the Work

Area, select the PGP Disk Control Box, Click on Encrypt Whole Disk or
Partition and your screen will look like the one shown below.
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# PGP Desktop - Encrypt Whole Disk or, Partition ‘:”E”z|

File  Edit als  Disk  Help
- _ .
&1 Encrypt Whole Disk or Partition Decrypt

Select disk or partition to encrypt Encryption Options

- |C:{Boot) 2.9 GB Fixed Disk
%40 |5051 Bus: WMware Wirtual disk SCST Disk ..

PGP Disk

19 |

User Access

N ADK itional Encrs
& CLIENT_AS|John
£ WDE Administrator

3. Click C: Boot Fixed Disk and Click Decrypt.

4. A window will display like the one shown below prompting for the Passphrase to
unlock the disk.

Unlock disk C: (Boot) 2.9 GB Fixed Disk

Show Keystrokes [

Enker passphrase to unlock disk;

L OK J [ Cancel ]

Enter the Passphrase and Click to decrypt the disk.

5. If you entered the correct Passphrase the decryption process will begin. PGP
informs you of this in a few ways. First, the Notifier will display in the lower right
corner of your screen as shown below.

BE@E PGP Whole Disk Encryption '!'W x

@ Whole Disk Operation has started, Computer is on AC power.
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Additionally, PGP Desktop will change to show the decryption status and an
estimated completion time. In the screen shot below we can see the decryption
has begun with approximately 6 minutes remaining until completion.

# PGP Desktop - Encrypt Whole Disk or Partition |z”§”2|

File  Edk  ¥iew Tools Disk  Help

+
s‘n_‘-' Encrypt ¥hole Disk or Partition

Select disk or partition to encrypt Encryption Options

. [C:(Boot) 2.9 GB Fixed Disk | |
e |51 Bus: Yhware Yirtual disk SCS1 Disk ...

PGP Disk
=

& |

g

X Encrypt whiole Disk.

Decryption Progress

Finally, the PGP Tray icon will change to the Lock with a Spinning Disk
indicating an active Whole Disk Operation, in this case decryption.

NOTE: The duration of the decryption process is directly related to the size and
speed of the drive. For reference, decrypting a Dell X200 Laptop equipped
with a PIII-M @ 800Mhz and a 30GB 4200 RPM HDD completed in just over 2
hours.

6. When decryption completes the Notifier will display again. The message will look
like the one shown.

EEE PGP Whole Disk Encryption 'l"!'l X

@ Whole Disk Operation has stopped

The PGP Tray icon will also change back to the standard Lock icon when the
decryption completes. If you are viewing PGP Desktop, the PGP Disk Work Area
will now show the fixed boot drive as being unencrypted.
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# PGP Desktop - Encrypt Whole Disk or Partition

File  Edit Help

&Y Encrypt whole Disk or Partition

Select disk or partition to encrypt Encryption Options

C:{Boot) GB Fixed

SCSI Bus: Wiy
PGP Disk S0

Click MNew Passphrase Userto add users

You have successfully decrypted your Fixed Disk.

Encrypt
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III. Uninstalling PGP Desktop Software

1. Navigate to Start = All Programs - PGP - Uninstall PGP Desktop as
shown below.

Recycle Bin

‘ ‘ Default Programs ‘ [
[& Desktop Gadget Gallery
@ Internet Explorer

& Windows DVD Maker
2 Windows Fax and Scan o]
@ Windows Media Center
@ Windows Media Player Heemes
‘.‘; Windows Update
~# XPS Viewer

. Accessories

Pictures

Music
Games

Maintenance Games

b
']
| Morzilla Firefox
.. PGP

[ PGP Desktop

Bl PGP Viewer Control Panel
15 Uninstall PGP Desktop

.. Documentation Devices and Printers

| Startup

Computer

Default Programs

4 Back Help and Support

| IS:*ar:r'* programs and files hut
== A S41AM ||
= O] S a0

2. Click when challenged to uninstall the product and follow the
onscreen prompts to continue the uninstalling the product.




‘—_— >
=

Recycle Bin

=
&

Mozilla Firefox

Are you sure you want to uninstall this product?

82AM | |

o [my W
B S em0 |

Recycle Bin

%)
u - ll,

Mozilla Firefox

 Windows Installer

_Ad] Preparing to remove...
=

U&7

g42aM |

o [my
Bt 00|

When PGP uninstalls it will notify you to remove your encryption keys as shown
below. Click OK to continue.
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PGP Global Directory Unenrollment |

Gl Keys that were submitted to the PGP Global Directory can be removed

WY by going to http://keyserver.pgp.com, entering your ernail address, and
following the instructions there. It is recommended that you remove
your key from the PGP Global Directery if you no longer want to receive

any encrypted email.

PGP Desktop will continue uninstalling and will prompt you to reboot when finished,
as shown below.

PGP D{ pGP Deskt top

‘You must restart your system for the configuration
changes made to PGP Desktop to take effect. Click
Yes to restart now or No if you plan to restart manually
later.

845AM | |

. [my W
P a0 |

4. Once your computer has rebooted log into Windows and Navigate to Start >

Run and in the pop-up window provided type %appdata®o and press .

A sample screen capture is shown below.
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2 See more results

x| | Shutdown | » |

l %appdata%]

e . O

5. The execution of the command will display a new window that will look similar to
the one shown below. Note the PGP Corporation Folder.

o | jutm]
%v| .« Local Disk (C:) » Users » sso » AppData » Roaming » - |4¢H Search Roaming P|
Organize = Include in library = Share with = Mew folder ==« [l @
S Favorites Name Date modified Type Size
Bl Desktop .. Identities 3/17/2010 7:55 AM File folder
& Downloads .. Media Center Programs 7/14/20091:48 AM  File folder
=l Recent Places . Microsoft 3/17/2010 801 AM  File folder
.. Mozilla 3/17/2010 830 AM  File folder
4 Libraries .. PGP Corporation 3/17/2010 8:38 AM  File folder
@ Documents
‘Js Music
[E=] Pictures
B# Videos

% Com puter

“j Network

’ 5 items

e . 8:47 AM
ol L
m = = b 300

6. Delete the PGP Corporation Folder and close the window.

7. Navigate to My Documents as shown below.
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[
@(?)v‘@ + Libraries » Documents »

- |""f| | Search Documents yel |

Organize » Share with » MNew folder E= | @
i Favorites Document:_s library Arange by: Folder ~

Bl Desktop Includes: 2 locations

& Downloads MNarne . Date modified Type Size

=] Recent Places

j PGP 3/17/2010 8:38 AM File folder
4 Libraries

@ Docurments

J? Music

[E5] Pictures

E Videos

™ Com puter

“j MNetwork

== 1 item

E(e \i} @ﬂ L g BBAM l

317/2010 |

8. Locate the PGP Folder and Delete it.
9. Navigate to your Windows Desktop and Empty the trash.

You have now completely uninstalled the PGP Desktop software.
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