SAML Assertion plugin – Moving CA SSO protect application in the Cloud

Summary

The specific issue for the customer occurs when he tried to move some applications, historically managed on premise, on the cloud.
The applications were managed inside a portal, protected by CA SSO, and the authorization process is mainly managed by header variables provided by CA SSO. The header variable are retrieved by CA SSO from a dedicate Authorization user store, which does not contain credentials but just the user properties containing roles and groups.  
CA SSO retrieves this information using the Identity Mapping feature.
The easiest approach used by the developers for moving the applications on the cloud, was:
· The authentication is executed on premise using CA SSO as IdP
· The applications are stored in cloud as SP
· The SAML token used for authentication should contain, as attributes, the same parameters passed in the past as header variables
· The applications get the attributes from SAML and manage the authorization process

For the developers’ point of view, the flow is correct but CA SSO does not support Identity mapping in the IdP authentication side. 
Logically the CA SSO approach is correct, the IdP has the duty of authenticating the users and NOT getting the authorization attributes.

Possible solutions

We analyzed different solution for managing this issue:
· Virtual directory -  Implementing a virtual directory able to reproduce the Identity mapping feature and acting as a unique LDAP server, solve the problem defining a unique authentication (and authorization) user store
· Session store – Another option is to store the authorization attributes in the session store, using a preceding authorization process. Unfortunately, it requires a store which should be accessible by all the Policy Server and continuously in synch.
· SAML Assertion plugin – develop an assertion plugin class able to add the SAML attributes and retrieving these attributes from other stores.   

[bookmark: _GoBack]The last approach was accepted and to provide a more standard interface the authorization attributes should be retrieved calling an external service (using REST/JSON interface) in our case published on the CA API Gateway.
    

Description

The SAML assertion plugin is used to enrich the SAML attributes within the assertion using attributes that are not contained within the authentication User Store.
To make the solution as flexible as possible, the fields are called by a call to an external web service that returns all the required user attributes.
The scheme is basically this:
[image: ]


While generating the SAML token, the plugin invokes an external service and obtains the attributes that must be inserted into the assertion before it is signed and sent to the server application.
By convention, the service being invoked uses this format:
Input Call:
	{"username":"<utente>"}



Chiamata di output:
	{"returnCode":"<return code>",
 "errorMessage":"<optionally the error message>",
 "parameters":
	{"<attribute name>":"<value for attribute",
	{"<attribute name>":"<value for attribute",
                ……
	{"<attribute name>":"<value for attribute"
	}
}




Installation
To install the SAML Assertion plugin, follow these steps:
Copy the following files:
- AddSAMLProperties.jar
- org.json-20120521.jar
In the <siteminder home> \ bin \ jars folder
Copy the file:
- addSAML2Properties.properties
In the <siteminder home> \ config folder
Edit the file and enter the addSAML.ExternalUrl field in the service URL that provides the additional fields in the expected format.
	# pool.maxActive : 
# The maximum number of connections allowed in the pool from the SDK to a given server
#-------------------------------------------------------------------------------------------
addSAML.ExternalUrl=http://gateway:8080/getAttributes




Modify file:
· JVMOption.txt
In the folder <siteminder home>\config
Inserting in the field -Djava.class.path the copied jar files:
	-Djava.class.path=….;<siteminder home>/bin/jars/AddSAMLProperties.jar; <siteminder home>/bin/jars/org.json-20120521.jar



Restart Siteminder Policy server.
For sunig the plugin in the federation it is required to change the partnership definition as described in the picture below.
In the “Assertion Configuration” window define the fields:
	Plug-in Class
	Com.CA.Services.addSAML2Properties

	Plug-in Parameters
	Attributo1:Variabile SAML1 …. AttributoN:Variabile SAMLN



The parameter string contains the list of attributes separated by space, in the format:
<LDAP attribute name >:<SAML field name>
[image: ]

API Gateway configuration
The service on the gateway could be implemented using the provided policy. After that you should modify the following parameters:
A. In the LDAP query definition defined below use all and only the LDAP server created.
[image: ]
B. Inside the LDAP query it is required to define the attributes to read. In the example below, the  LDAP user’s attributes are: displayName, department e company and they are respectively mapped with Nome, Dipartimento Azienda.
[image: ]
The variable are then passed in the response with the following definition.
[image: ]
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