BROADCOM CONFIDENTIAL INFORMATION

Dealing with SSL Exceptions while connecting to TIBCO
EMS Over SSL

Every messaging system has its own way of implementing SSL. The best part of DevTest is that the product architecture is extensible and inclusive. An
example of the extensibility is its ability to support new versions of J2EE server just with configuration change. In the context of this post, | better talk about

the inclusive nature of the product.

The product extensively supports the features of messaging systems. For example, TIBCO EMS supports SSL using various parameters using the JNDI
Context. You can add these using the PRO option for Queue connection factory object.
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& TibcoSSL
Name: | TibcoSSL v |
Description:
Scope: B | Step ot |

Class:  Direct IMS 1.0 Queue Connection Factory for TIBCO EMS

Server URL: | ssl://10.74.121.42:7243 v |
Default User Name: |admir1 " |
Default Password: | |-ﬂ

Context Properties: = | Open Editar. .. |

.
© O © show: @Al O

ok || cancel |
€7 Context Properties
S5 Debug Trace: = &
S5 Trace: = &
SSL Enable Verify Host Name: = [] &
Advanced * |
S5L : Security Protocol
Add All S5L Auth Only
S5L Cipher Suites
55L Enable Verify Host
55 Expected Host Mame
551 Host Marme Verifier
S5L |dentity
55L Identity Enceding
S5L Password
| ok || cancel 3
S5L Trusted Certificates

Now, lets talk about the various SSL issues one may come across trying to connect to TIBCO EMS Over SSL.
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Error Message

exception: java.lang.
RuntimeException:
Unexpected error: java.
security.
InvalidAlgorithmParamete
rException: the
trustAnchors parameter
must be non-empty

What is
means ?

The SSL
Server
Certificate
could not
be trusted
by the
Tibco JMS
Client
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How to solve ?

Add a context property called "SSL Trusted Certificates”. This property should point to a .cer file that
contains issuing CA certificates. In my case, | had the SSL Server cert issued by digicert. Hence, | placed
the issuing intermediate CA and root CA certs in a .cer file like it is shown below and this file is passed as

property value.
Property: SSL Trusted Certificates

Value:{{LISA_HOME}}\certs\trusted.cer

-BEGIN CERTIFICATE-
MITE1DCCASygAWIBAQTQAL2)62THdciIQ4ty5E+3kTANBgkghki GEwOBAQSFADEh
MOsWCOYDVOQGEWIVUZEVMBMGALUEChMMRG1naUN1cnQgSWS JMREWFwY DVOOLEXE3
d3cuZGlnaWN1lcnQuY29tMSAwHgYDVOODEXAEaNdpO2VydCBHbGY 1 YWwoUmawdCED
QTAeFw0xMzAzMDgxM3 AwMDBaFw0 yMzAzMDgxM) AWMDBaMEOxCzAJEGNVEAYTALVT
MRUWEWYDVOOKEWRXEaWdpQ2VydCBJbmMx J2 A1 BgNVBAMTHKRpZ 21 DZXJOIFNIQTIg
U2VidXJ1IFN1cnZ 1ciBDQTCCASIWDQY JKo ZIhveHAQEEBQADggE PADCCAQoCOgER
ANyuWIBNweQWFZAIW248ghX1LFyS49v/ cUPEZCWALO4Yok3wZ tAKC2 4RnDYXZEES
nf36QYSvrE+M/hpzTc8z15CilodTgyuSpnVILRIWNSvaMT Ial 6yrBvSgXUu3Robd
KpPDEC55gIDVEWRGFDulmSE+wgdlTvza/P96rtxcf1UxDOgSBETXvi/TC2rSadof
/1d0Uzs1gN2ujk5Ys58009rgl/RrKatEp0tYhG2554HD2n0LEpdIkARFARTdNZGX
ka3 NVAQTSME/OV4uuPNeEnCONKER  UVIMRTChZcEgqi kI TvOX 6 +gugqweypzA0+sE0
/RR3WERDKFCs/mC/bdFWIsCAWEARACCAVOwggFWMBIGRA1UEWE B/ wQIMAYBALEC
AQAwDgYDVROPAQH/BAQDAGGGHDQGCCSGAQUFBWEBBCowI j AkBggrBgEFBQoWAYYY
aHROCDOVL293c3AuZGlnaWNlonQuyY2 9tMEsGAl UdBwROMHIWN 6210 DOGHWNOdHAS
Ly9jcmwzLmRpZ213j ZXJ0LmNvbS9EaWdpl2VydEdsb2 ThbFIJvb3RDOS S cwwNEAL
oDOGMWhOdHAGLY S o0 LmRpZ2 13 ZXJ 0 LnNvhS EaWdpQ2VydEdsb2 ThbFIvh 3RD
0553 cmwwPQYDVRO gBDYwNDAYBGRVHSAAMCowKAY TKWYBBQUHAGEWHGhOdHBZ018v
d3d3LmRpZ213 ZXJ0LeNvbS9DUFMwHOYDVROOBBYEFA+AYRYCMWHVLYIniUY4tCzh
XtniMBEGAIUAIWQYMBaAFAPeUDVWOUYT ZvC] 4hsbwSeyPAFVMAOGCSGSIb3DOED
CwUAR4TBAQAIPTILOIFCPbZ+01waRMxpOWi0XUvgBCFsS+ItzLHgl4+mUwnNgipl
5T1PHoOlblyYoiOmSvuh7ZPHLGLGTUg/ sSELfeNgzqPlt/ yGFUzZgTHLOTDI c11GA
EMXWSARNI2SrmEc+cftI17gzbekTB+6WohsYFEZcTEDt s8Ls/ 3HB40£/ 1LkALDAC
2iDJEmEKThQGrn2 iWZiIgBevLETyyRRETsBsIX7tNECP1TnSgrEZD000rwhhaPit
c+LJME04JQEV050d8G1GT S5BNO98pVAdvZ rS08EIDCbtHopYJeS4d60tbvVS3bRO
36tJLp07kzQoH3j010rHvdPIbRzeXDle

END CERTIFICATE-
BEGIN CERTIFICATE-
MIIDrzCCApeghwlBAgIQCDVGVPBCRIGhdWr JWZEHS ] ANBgkghkiGEwOBAQUFADSR
MQswCQYDVOQGEWIVUZEVMBMGA1UECKMMRG1naUN1cnQgSWS I MREWFwY DVQQLEXE3
d3cuzGlnaWN1cnQuY29tMSAwHgYDVQQDExdEaNdpQ2VydCBHbGY 1 YWwgUmSwdCBD
QTAeFwOwN3 EXMTAWMDAWMDBaFW0 zMTEXMT AwMDAWMDBaMGE xCzAJBgNVBAYTALVT
MRUWEWYDVOOKEWREaWdpQ2VydCBIbmMxGTAXBGNVBASTEHA3dy S kaWdpY2VydC5]
b20xIDA=BgNVBAMTFORPZ21DZXJ0IEdsb2 ThbCBSb290IENBMITBIjANBgkahkiG
9w0BROEFAAOCAQS AMI IBCORCAQER4I VhEXLeqKT To1eqUKKPC3e0yaK17ThLO11sB
CSDMAZONT3C3U/dDXGKAVS31i3 SLdhwZAATETzs4bg7/f2TtxRuLWZscFs3YnFo97
nhEVEeE3SEMIZ tavegwSBmV/ S10L£vBI4q7 TuKNAOE 3p4mVnFaG5scIzJLv0TAEFpT
43C/dxC//AH2hdmoRBEYMgl1GNXRor 5H41dq9J0z+EKIYIvUX TQ6hL+hgkpMET TP
T19sdlégSzeRntwiSm30FBgOasv+zbMUZBEHWymeMr /v 7w TCOLUg7dBMEoM10/ 4
gdW73Vg/ tRvo351iicNoxBN33shbyTApOBE ] t5] letX+] kMOvIwIDAQABoZHWYTAO
BgNVHQSBAFEEBAMCAYYWDWYDVROTAQH/ BAUWAWES/ zAdBgNVHQ4EFgQUASSQNVER
TLtmE8KPiGxvD17I90VUwHwYDVROIBBgwFoAUA9SONVERTLEmEKPiGxvD17IS0VUW
DQYJKoZ IhvcNAQEFBQADGgEBAMUcNEpIEXIK+t 1ENESSsPTErgT 1eXkIoyQY/EsT
hMAtudXH/vTBH1jLuG2cenTnmCmr EbXj cKChzUyImZOMKXDiqws cvpCp/ 2BVSAdg
06C/nVsJ8dW04 1P0IMPEPEfbtGhEYMbWOWSE] £1ttep3Sp+dWCIrWcBAT+0LKIJF
PnlUkiaY4IBIgDfveNZ5¥BberOg0zNEsRBCALONa4UU+Krk2U88 6UAL3LuIEVOls
YSEY1QSteDwsOoBrp+uvFRTp2InBuThs4pFsivokuXclVzDAGYS] 4dzp30dethbQk
CAUWTCZ9CT9FvIC5gEPrmAESTciIxpg0X4 0KPMbp1ZWVhde=
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2020-03-27 07:06:30,707
Z (12:36) [SwingWorker-
pool-7-thread-1]

INFO System.

out -
SwingWorker-pool-7-
thread-1, WRITE: TLSv1
Handshake, length = 118
2020-03-27 07:06:30,758
Z (12:36) [SwingWorker-
pool-7-thread-1]

INFO System.

out

SwingWorker- pool -7-
thread-1, READ: TLSv1
Alert, length =2
2020-03-27 07:06:30,759
Z (12:36) [SwingWorker-
pool-7-thread-1]

INFO System.

out -
SwingWorker-pool-7-
thread-1, RECV TLSv1.
2 ALERT: fatal,
handshake_failure
2020-03-27 07:06:30,760
Z (12:36) [SwingWorker-
pool-7-thread-1]

INFO System.

out -
SwingWorker-pool-7-
thread-1, called
closeSocket()
2020-03-27 07:06:30,760
Z (12:36) [SwingWorker-
pool-7-thread-1]

INFO System.

out -
SwingWorker-pool-7-
thread-1, handling
exception: javax.net.ssl.

SSLHandshakeException:

Received fatal alert:
handshake_failure

The Tibco
JMS Client
has picked
up TLSv1
instead of
TLSv1.2.
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Check the version of JRE being used. It has been thoroughly validated that TLSv1.2 will be used as default
protocol with JRE 1.8. This has been verified with both 10.5 and 10.6

See the successful message with TLSv1.2 picked by default.

Note that, you dont have to make unnecessary changes to java.security file in order for TLSv1.2 to be
picked up. Certain websites suggest to have the following configuration and add TLSV1 to it, but this is
unnecessary if you use the JRE that comes with the product.

jdk.tls.disabledAlgorithms=SSLv3, RC4, DES, MD5withRSA, DH keySize < 1024, \
EC keySize < 224, 3DES_EDE_CBC, anon, NULL

trigger seeding of SecureRandom

[ 3] done seeding SecureRandom

[ 3] Allow unsafe renegotiation: false

[ 3] Allow legacy hello messages: true

[ 3] Is initial handshake: true

[ 3] Is secure renegotiation: false

[ 3] Allow unsafe renegotiation: false

[ 3] Allow legacy hello messages: true

[ 3] Is initial handshake: true

[ 3] Is secure renegotiation: false

[ 3] %% No cached client session

[ 3] update handshake state: client_hello[1]

[ 3] upcoming handshake states: server_hello[2]

[ 3] *** ClientHello, TLSv1.2

[ 3] RandomCookie: GMT: 1569317124 bytes = { 183, 2, 118, 254, 171, 54, 187, 238, 156, 154, 50, 75, 88,
68, 204, 93, 56, 239, 34, 79, 2, 128, 20, 81, 151, 150, 128, 29 }

[ 3] Session ID: {}

[ 3] Cipher Suites: [TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384, TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256, TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256, TLS_RSA_WITH_AES_128 CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256, TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384, TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128 GCM_SHA256, TLS_DHE_RSA_WITH_AES_128_GCM_SHA256]

[ 3] Compression Methods: { 0 }

[ 3] Extension elliptic_curves, curve names: {secp256r1, secp384rl, secp521rl}

[ 3] Extension ec_point_formats, formats: [uncompressed]

[ 3] Extension signature_algorithms, signature_algorithms: SHA512withECDSA, SHA512withRSA,
SHA384withECDSA, SHA384withRSA, SHA256withECDSA, SHA256withRSA, SHA256withDSA,
SHA1withECDSA, SHA1withRSA, SHA1withDSA

[ 3] Extension extended_master_secret

[ 3] Extension renegotiation_info, renegotiated_connection: <empty>
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http://javax.net

| Message: Error creating
queue connection with
factory TibcoSSL and
username admin: Failed
to connect via SSL to [ssl:
1/10.74.121.42:7243]:
Failed to connect via SSL
to [ssl://10.74.121.42:
7243]

| Trapped Exception:
Failed to connect via SSL
to [ssl://10.74.121.42:
7243): Failed to connect
via SSL to [ssl://10.
74.121.42:7243]

| Trapped Message:
javax.jms.JMSException:
Failed to connect via SSL
to [ssl://10.74.121.42:
7243]: Failed to connect
via SSL to [ssl://10.
74.121.42:7243]

STACK TRACE
javax.jms.JMSException:

Failed to connect via SSL

to [ssl://10.74.121.42:
7243): Failed to connect
via SSL to [ssl://10.
74.121.42:7243)

at com.tibco.tibjms.
TibjmsxLinkSSL.connect

(TibjmsxLinkSSL.java:
799)
BROA :

-

This error
typically
happens if
you dont
add the
property
"SSL
Enable
Verify Host"
even if you
don't seta
value for
this
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— -
(j Channel 16
(2§ Channel 20
- Channel 4
(°§ Channel 11

W TibcoJMSSession SSI

€D Context Properties

& TibcoJMSConns|

S5 Trusted Certificates: = {{LI5A_HOME}}/certs/trusted.cer

551 Enable Verify Host: = [] &

W TibcoSsL

dass:

Hame: | TibcoSSL “
Description:
Scope: @ [5tep ~

Direct JMS 1.0 Queue Connection Factory for TIECO EMS a

e
f Server URL: | ssl://10.74.121.42:7243 ~ L]
3| Default User Hame: | admin ~
™ Default Password: o
1 A
H =
[ context Properties:
d
s Cancel
v]
== T -
Cancal
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