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Challenge:  Three (3)  References for setting up the IP/IG Database for MS-SQL exist.

1. vApp Readme file for External Database
a) Outlines suggestive DB names for IP and IG

2. IG manual installation readme file “Manual_DB_installation.txt” 
a) Defines the need for Case-Sensitive Collation for the DBs.
b) Other Collation Notes: https://support.ca.com/cadocs/0/g016411e.pdf

3. IG/IP Bookshelf
a) Defines the XA requirement for both MS-SQL & Oracle (but only MS-SQL needs additional steps) for WPDS DB
b) https://docops.ca.com/ca-identity-governance/14-1/EN/release-notes/release-notes-14-1/installation-and-upgrade-considerations
c) https://docops.ca.com/ca-identity-suite/14-1/EN/upgrading/upgrading-ca-identity-suite-virtual-appliance
d) https://support.ca.com/cadocs/0/CA%20Identity%20Suite%2012%206%205-ENU/Bookshelf_Files/PDF/SIGMA_Installation_Guide.pdf
e) J2EE Datasource for IG demonstrates need for XA-datasource (see example) for WPDS DB.      XA not required for IP due to no WPDS DB
f) WPDS Database tables/stored procedures will NOT deploy to MS-SQL Database if XA Driver & Configuration is NOT enabled.   Review requirement if Workflow is required for IG use-cases.

Goal:  Clarify the external DB requirements & execution steps

https://support.ca.com/cadocs/0/g016411e.pdf
https://docops.ca.com/ca-identity-governance/14-1/EN/release-notes/release-notes-14-1/installation-and-upgrade-considerations
https://docops.ca.com/ca-identity-suite/14-1/EN/upgrading/upgrading-ca-identity-suite-virtual-appliance
https://support.ca.com/cadocs/0/CA Identity Suite 12 6 5-ENU/Bookshelf_Files/PDF/SIGMA_Installation_Guide.pdf
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Pre-Task(s):
1. Manually create IG DBs (as case-sensitive per IG notes; except WPDS DB)
2. Install MS-SQL XA Driver on MS-SQL Servers (per IG wiki) for WPDS DB 
3. Validate XA is working with sample java program “testXA.java” or view Component 

Services DTC or MS-SQL ERRORLOG file.

Post-Task(s):   
1. Create the IG Connector in IP (If missing)
2. Create User property for UserID with the new IG Connector in IP (If missing)
3. Add Modules for use in IP

Scenario:  vApp Prod/Non-Prod deployment with external 
MS SQL DB 2014
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Content/Sections:

• Pre-Tasks:   
• Create MS-SQL Databases for IP (1) and IG (4)

• Use existing MS-SQL Database Server(s)
• Optional: Test process/steps with free MS-SQL 2014/2017 Express Edition

• Create a new DB login ID with Server Role = public (least privileged model)
• Create new Databases

• Assign ownership to the new db login ID
• Update the collation to case-sensitivity for 3 of the 4 IG databases (per readme)
• Optional:  Tune EUREKIFY_DB with the following MISC options:

Allow Snapshot Isolatation = True  & Is Read Committed Snapshot On = True

• Enable MS-SQL XA Configuration/Driver for IG Workflow (WPDS) DB.
• Step 1: What is XA?
• Step 2: How to download the XA Driver & SQL Script.
• Step 3: Enable MS-SQL XA Configuration for DTC
• Step 4: Copy the XA DLL File to all MS-SQL Servers
• Step 5: Execute pre-built XA DB SQL Script
• Step 6:  Add the IG db login user to new Database Role under ‘master’ db
• Step 7:  Restart the MS-SQL Server’s Services
• Step 8:  Validate XA driver is working

• Deploy vApp with IG/IP Configuration
• Update IP Modules as needed
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Step 1a:  Ensure that MS-SQL Database Server is TCP Enabled & 
Check Port is Listening (Default TCP 1433)

BEFORE TCP LISTEN MODEL ENABLED

For testing, suggest 
downloading MS-SQL 2014 Express DB

https://www.microsoft.com/en-US/download/details.aspx?id=42299

Or MS SQL 2017 Express DB
https://www.microsoft.com/en-us/sql-server/sql-server-editions-express

https://www.microsoft.com/en-US/download/details.aspx?id=42299
https://www.microsoft.com/en-us/sql-server/sql-server-editions-express
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ENABLE TCP/IP and Ensure IPAll is set to TCP Port 1433

Step 1b: Update SQL Server TCP/IP Configuration
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Step 1c: Restart MS-SQL & Check TCP Port is available
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Avoid this error message:  Open the F/W port for the MS-SQL TCP Port 1433 on the database server
- Open the MS Windows F/W Wizard & create a new F/W Rule for TCP Port 1433

Step 1d: Ensure MS-SQL OS F/W has rule for TCP 1433
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Step 1e: Before State View Prior to adding a new login 
ID or IG/IP Databases



10 © 2017 CA. ALL RIGHTS RESERVED.

Create a new Login ID with Database Server Role = public
- Least Privileged Model: This will allow authentication but not expose the other databases

Step 2: Create new Login ID
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Note 1:   Case- Sensitivity Collation Note for EUREKIFY_SDB, TICKET_DB, & REPORT_DB within IG readme file under 
CA-IdentityGovernance-14.0.1-Core\Utils&Conf\SQL Scripts\mssql\ Manual_DB_Installation.txt

Note 2:   XA Transactions Configuration Notes for MS-SQL Server (for IG WPDS DB) under
https://docops.ca.com/ca-identity-governance/14-1/EN/release-notes/release-notes-14-1/installation-and-upgrade-considerations

SQL_Latin1_General_CP1_CS_AS

vApp Readme note describes the naming convention used for the databases for IG and IP
-Pay Attention to the additional notes pulled from addition readme/wiki.

Step 3a: View vApp Readme for external Database setup
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Create the “Case-Sensitive” Databases for IG for Eurekify_SDB & Ticket_DB & Report_DB
- Ensure Owner is the new DB Login ID  (This ownership will allow the ID to 

manage all create/mod/del functionality of the DBs

Step 3b: Create IG Databases
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Create the Case-Sensitive Databases for IG for Report_DB but NOT WPDS DB
- Leave WPDS as “default” or SQL_Latin1_General_CP1_CI_AS

Step 3c: Create IG Databases
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Step 3d: Supporting / Additional Notes:

Validate & Review Manual Creation of DB per IG readme
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SQL_Latin1_General_CP1_CS_AS

EUREKIFY_SDB   Collation: SQL_Latin1_General_CP1_CS_AS Owner:  igdba
Options/Misc: 

Allow Snapshot Isolatation = True
Is Read Committed Snapshot On = True

REPORT_DB Collation: SQL_Latin1_General_CP1_CS_AS Owner:  igdba
TICKET_DBCollation: SQL_Latin1_General_CP1_CS_AS Owner:  igdba
WPDS Collation:  Default or SQL_Latin1_General_CP1_CI_AS     Owner:  igdba

XA Driver/Configuration on MS-SQL Server required to build tables.

IDENTITY_PORTAL_DB Collation:  Default or SQL_Latin1_General_CP1_CI_AS     Owner:  igdba
XA Driver/Configuration on MS-SQL Server required to optimize tables.

Step 3e: Supporting / Additional Notes
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Step 3f: Set Collation before starting IG 

Will not be able to change after data is loaded.
Otherwise, the DB will need to be dropped and rebuilt.

Per IG Readme.txt for manual installations of db
Only update: eurekify_sdb, report_db, ticket_db
Do NOT update: WPDS  (workflow) db
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Step 4: Supporting / Additional Notes:
Tune EUREKIFY_SDB

USE [EUREKIFY_SDB]
GO

ALTER DATABASE EUREKIFY_SDB
SET READ_COMMITTED_SNAPSHOT ON;
GO

ALTER DATABASE EUREKIFY_SDB
SET ALLOW_SNAPSHOT_ISOLATION ON;
GO
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Four (4) new IG Databases & one (1) new IP Database

All databases are “owned” by the new login ID of “igdba”

& “igdba” only has the Database server Role of “public”

Step 5: Final View of IG four (4) Databases in MS-SQL 
Management Studio GUI
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Pre-Task:   Enable MS-SQL XA Configuration for IG 
WPDS aka Workpoint Workflow Engine (IG/IM) 
Databases

Required if planning on using any workflows in current or future state
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Step 1a:  Review what is XA?

https://en.wikipedia.org/wiki/X/Open_XA
https://en.wikipedia.org/wiki/Two-phase_commit_protocol

Image Ref: https://dzone.com/articles/xa-transactions-2-phase-commit
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https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions

Step 1b: Review XA and MS-SQL Implementation Notes
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https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions

Step 1c: Review XA & MS-SQL Server OS’s DTC Service 
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Step 1d: Review MS-SQL XA DLL in MS-SQL Server’s 
Binn Folder & Execution of MS-SQL XA SQL Script to 
create a new DB Role on “master” db
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https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions

Step 1e: Review assignment of the new DB Role 
“SqlJDBCXAUser” on “master” db to the new IG login ID
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https://blogs.msdn.microsoft.com/dataaccesstechnologies/2011/10/26/how-a-dba-can-confirm-if-microsoft-jdbc-xa-transactions-are-set/

Step 1f: Review how to validate XA is working



26 © 2017 CA. ALL RIGHTS RESERVED.

https://blogs.msdn.microsoft.com/dataaccesstechnologies/2011/10/26/how-a-dba-can-confirm-if-microsoft-jdbc-xa-transactions-are-set/
https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions

Step 1f: Review how to update XA validation Java script
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import java.net.Inet4Address;  
import java.sql.*;  
import java.util.Random;  
import javax.transaction.xa.*;  
import javax.sql.*;  
import com.microsoft.sqlserver.jdbc.*;  

public class testXA {  
public static void main(String[] args) throws Exception {  

// Create variables for the connection string.  
String prefix = "jdbc:sqlserver://";  
String serverName = "localhost";  
int portNumber = 1433;  
String databaseName = "AdventureWorks";   
String user = "UserName";   
String password = "*****";  
String connectionUrl = prefix + serverName + ":" + portNumber

+ ";databaseName=" + databaseName + ";user=" + user + ";password=" + password;  

try {  
// Establish the connection.  
Class.forName("com.microsoft.sqlserver.jdbc.SQLServerDriver");  
Connection con = DriverManager.getConnection(connectionUrl);  

// Create a test table.  
Statement stmt = con.createStatement();  
try {  

stmt.executeUpdate("DROP TABLE XAMin");   
}  
catch (Exception e) {  
}  
stmt.executeUpdate("CREATE TABLE XAMin (f1 int, f2 varchar(max))");  
stmt.close();  
con.close();  

// Create the XA data source and XA ready connection.  
SQLServerXADataSource ds = new SQLServerXADataSource();  
ds.setUser(user);  
ds.setPassword(password);  
ds.setServerName(serverName);  
ds.setPortNumber(portNumber);  
ds.setDatabaseName(databaseName);  
XAConnection xaCon = ds.getXAConnection();  
con = xaCon.getConnection();  

// Get a unique Xid object for testing.  
XAResource xaRes = null;  
Xid xid = null;  
xid = XidImpl.getUniqueXid(1);  

// Get the XAResource object and set the timeout value.  
xaRes = xaCon.getXAResource();  
xaRes.setTransactionTimeout(0);  

// Perform the XA transaction.  
System.out.println("Write -> xid = " + xid.toString());  
xaRes.start(xid,XAResource.TMNOFLAGS);  
PreparedStatement pstmt =   
con.prepareStatement("INSERT INTO XAMin (f1,f2) VALUES (?, ?)");  
pstmt.setInt(1,1);  
pstmt.setString(2,xid.toString());  
pstmt.executeUpdate();  

// Commit the transaction.  
xaRes.end(xid,XAResource.TMSUCCESS);  
xaRes.commit(xid,true);  

// Cleanup.  
con.close();  
xaCon.close();  

// Open a new connection and read back the record to verify that it worked.  
con = DriverManager.getConnection(connectionUrl);  
ResultSet rs = con.createStatement().executeQuery("SELECT * FROM XAMin");  
rs.next();  
System.out.println("Read -> xid = " + rs.getString(2));  
rs.close();  
con.close();  

}   

// Handle any errors that may have occurred.  
catch (Exception e) {  

e.printStackTrace();  
}  

}  
}  

class XidImpl implements Xid {  

public int formatId;  
public byte[] gtrid;  
public byte[] bqual;  
public byte[] getGlobalTransactionId() {return gtrid;}  
public byte[] getBranchQualifier() {return bqual;}  
public int getFormatId() {return formatId;}  

XidImpl(int formatId, byte[] gtrid, byte[] bqual) {  
this.formatId = formatId;  
this.gtrid = gtrid;  
this.bqual = bqual;  

}  

public String toString() {  
int hexVal;  
StringBuffer sb = new StringBuffer(512);  
sb.append("formatId=" + formatId);  
sb.append(" gtrid(" + gtrid.length + ")={0x");  
for (int i=0; i<gtrid.length; i++) {  

hexVal = gtrid[i]&0xFF;  
if ( hexVal < 0x10 )  

sb.append("0" + Integer.toHexString(gtrid[i]&0xFF));  
else  

sb.append(Integer.toHexString(gtrid[i]&0xFF));  
}  
sb.append("} bqual(" + bqual.length + ")={0x");  
for (int i=0; i<bqual.length; i++) {  

hexVal = bqual[i]&0xFF;  
if ( hexVal < 0x10 )  

sb.append("0" + Integer.toHexString(bqual[i]&0xFF));  
else  

sb.append(Integer.toHexString(bqual[i]&0xFF));  
}  
sb.append("}");  
return sb.toString();  

}  

// Returns a globally unique transaction id.  
static byte [] localIP = null;  
static int txnUniqueID = 0;  
static Xid getUniqueXid(int tid) {  

Random rnd = new Random(System.currentTimeMillis());  
txnUniqueID++;  
int txnUID = txnUniqueID;  
int tidID = tid;  
int randID = rnd.nextInt();  
byte[] gtrid = new byte[64];  
byte[] bqual = new byte[64];  
if ( null == localIP) {  

try {  
localIP = Inet4Address.getLocalHost().getAddress();  

}  
catch ( Exception ex ) {  

localIP =  new byte[] { 0x01,0x02,0x03,0x04 };  
}  

}  
System.arraycopy(localIP,0,gtrid,0,4);  
System.arraycopy(localIP,0,bqual,0,4);  

// Bytes 4 -> 7 - unique transaction id.  
// Bytes 8 ->11 - thread id.  
// Bytes 12->15 - random number generated by using seed from current time in milliseconds.  
for (int i=0; i<=3; i++) {  

gtrid[i+4] = (byte)(txnUID%0x100);  
bqual[i+4] = (byte)(txnUID%0x100);  
txnUID >>= 8;  
gtrid[i+8] = (byte)(tidID%0x100);  
bqual[i+8] = (byte)(tidID%0x100);  
tidID >>= 8;  
gtrid[i+12] = (byte)(randID%0x100);  
bqual[i+12] = (byte)(randID%0x100);  
randID >>= 8;  

}  
return new XidImpl(0x1234, gtrid, bqual);  

}  
}

Step 1g: Review XA validation Java script
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Step 2a: Download latest MS-SQL XA Driver

https://go.microsoft.com/fwlink/?linkid=852460https://www.microsoft.com/en-us/download/details.aspx?id=55539
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https://www.microsoft.com/en-us/download/confirmation.aspx?id=55539&6B49FDFB-8E5B-4B07-BC31-15695C5A2143=1

Step 2b: MS-SQL XA Driver is included in XA sub-folder
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Step 2c: Review Installation Notes for MS-SQL XA Driver
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Step 3a: Enable MS-SQL XA Configuration for DTC

https://support.ca.com/us/knowledge-base-articles.TEC573182.html

Get-ItemProperty "HKLM:\\SOFTWARE\\Microsoft\\MSDTC\\Security\\" -Name "XaTransactions"
Set-ItemProperty "HKLM:\\SOFTWARE\\Microsoft\\MSDTC\\Security\\" -Name "XaTransactions" -Value "1"

net stop msdtc
net start msdtc

Below are examples scripted steps:

Next page displays GUI method
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Step 3b: Enable MS-SQL XA Configuration for DTC via GUI
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Step 3c: View MS-SQL XA Configuration for DTC via PS
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Step 3d: View MS-SQL XA Configuration for DTC via PS
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Step 3e: Set MS-SQL XA Configuration for DTC via PS
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net stop msdtc

net start msdtc

Step 3f: Restart MS SQL Server OS’s DTC Service



37 © 2017 CA. ALL RIGHTS RESERVED.

Step 4a: Copy the XA DLL File to all MS-SQL Servers’ BINN 
Folder(s)



38 © 2017 CA. ALL RIGHTS RESERVED.

Step 4b: Copy file to MS-SQL Servers’ BINN Folder(s)
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Step 5a: Copy MS SQL’s pre-built XA DB SQL Script to 
MS SQL Server to prepare to execute
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Step 5b: View MS SQL’s pre-built XA DB SQL Script
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Step 5c: Copy XA DB SQL Script to “New Query”
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Step 5d: Execute XA DB SQL Script
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Step 6:  Add the IG db login user to new Database Role 
under ‘master’ db
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Step 6b:  Add the IG db login user to Database Role 
“SqlJDBCXAUser”
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Step 7:  Restart the MS-SQL Server’s Services
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Step 8a:  Validate XA driver is working for MS-SQL

▪ Testing process may be executed on the MS SQL Server or 
from remote workstation

▪ Ensure Java JDK is installed or available to compile the sample 
validation java code.

▪ Copy sample validation java code from Microsoft Web Site

https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions
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Step 8b: Update testXA.java file with DB hostname & 
credentials

https://docs.microsoft.com/en-us/sql/connect/jdbc/understanding-xa-transactions
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"C:\Program Files\Java\jdk1.8.0_152\bin\javac.exe" -cp "$CLASSPATH;sqljdbc4.jar" testXA.java

Step 8c: Compile testXA.java with JDK javac command

Ensure that sqljdbc4.jar file exist in the same folder as the testXA.java script
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java -classpath ".;sqljdbc4.jar" testXA

XA is working if we can see the xid values being returned.

Step 8d: Execute testXA java program
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XA is working if we see the DTC 
aggregate Total # increase every time 
we use the java “testXA” testing 
program or if IG is updating the DB

Step 8e: Validate XA via DTC Transaction Stats
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MS-SQL ERRORLOG shows us that the library file sqljdbc_XA.dll is loading into memory with no issues.

Step 8f: Validate XA via MS-SQL ERRORLOG
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Step 1: Select either the Non-Prod or Prod Deployment
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Step 2: Set vApp master Password (used for all components)
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Step 3a: Add in required Oracle JCE Extension
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Step 3b: Add in required Oracle JDK8 JCE Extension
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
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Step 3c: Confirm Success for Oracle JDK8 JCE Extension
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Step 4a: View Configure JDBC Connections to Databases
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Step 4b: View Configure JDBC Connections to Databases
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Step 4c: Set MS-SQL for JDBC Connection Type
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Step 4d: View common error messages for DB connections

Example: TCP Port 1433 not open on MS-SQL Server or OS/Network Firewall is blocking the TCP Port

Example: JDBC Connection Information incorrect.   Below error was due to incorrect database name
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Step 4e: Update JDBC Connection Info for Databases

Recommendation:  Use notepad or Notepad++ ; with 
JDBC Connection info available to copy-n-paste the same information five (5) times
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Step 4f: Update JDBC Connection Info for Databases

Recommendation:  Use notepad or Notepad++ ; with 
JDBC Connection info available to copy-n-paste the same information five (5) times
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Recommendation:  Use notepad or Notepad++ ; with 
JDBC Connection info available to copy-n-paste the same information five (5) times

Step 4g: Update JDBC Connection Info for Databases
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Step 4h: Update JDBC Connection Info for Databases

Recommendation:  Use notepad or Notepad++ ; with 
JDBC Connection info available to copy-n-paste the same information five (5) times
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Step 4i:  Test All Connections before proceeding
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Step 4j:  Successful JDBC configuration will be GREEN
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Step 4k:  Successful JDBC configuration will be GREEN
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Step 4l:  Successful JDBC configuration will be GREEN
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Step 4m:  Successful JDBC configuration will be GREEN
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Step 4n:  Successful JDBC configuration will be GREEN



71 © 2017 CA. ALL RIGHTS RESERVED.

Step 5a:  Configure IP Database in MS-SQL with same 
login ID

May be done earlier with IG configurations in MS-SQL
- Default collation

- Ownership:  login ID
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Step 5b:  Configure IP Database in vApp JDBC
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Step 5c:  Validate IP Database in vApp JDBC
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Step 6:  Validate IG & IP Configuration is Supported in vApp

Note:  The vApp HELP Guide will not list external databases.  
Focus on the CA Solution components for validation
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Step 7a:  Deploy IG and IP

REMOVE ANY OTHER SERVICES
- Other services may initially populate.

ENSURE THE EXTERNAL DATABASE
SECTION IS DEFINED HERE
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Step 7b:  Monitor IG and IP Deployment
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Step 7b:  Note DB Tables for IG and IP Deployment

Ignore part of message that mention “embedded”.
The external database is being populated.

Note:  The following database will auto-create tables upon restart of the J2EE services
IG WPDS, IP DB, IM (all)

The following databases if dropped, will need this re-deployment process to rebuild the tables
IG (Eurekify_db, report_db, ticket_db)
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Step 7c:  Starting of IG and IP Services
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This screen will/may NOT advance.

The post-creation task to define an IG connector in IP, 
does not seem to complete for earlier releases of vApp
- Resolved in r14-1cr04

Step 7d:  Optional: Address this issue if it occurs

https://docops.ca.com/ca-identity-suite/14-1/EN/release-notes/ca-identity-suite-virtual-appliance-release-notes/virtual-appliance-service-
packs-and-cumulative-patches-14-1/latest-cumulative-patches-14-1/cp-va-140100-0004-release-notes

https://support.ca.com/us/knowledge-base-articles.TEC1907759.html
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IP management console is available, but the IP user console needs 
additional post-install configuration steps completed.
- Resolved in r14-1cr04

Step 7e:  Optional: Address this issue if it occurs

https://docops.ca.com/ca-identity-suite/14-1/EN/release-notes/ca-identity-suite-virtual-appliance-release-notes/virtual-appliance-service-
packs-and-cumulative-patches-14-1/latest-cumulative-patches-14-1/cp-va-140100-0004-release-notes

https://support.ca.com/us/knowledge-base-articles.TEC1907759.html
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IP management console is available, but the IP user console 
needs additional post-install configuration steps completed.
- Resolved in r14-1cr04

Step 7f:  Optional: Address this issue if it occurs

https://docops.ca.com/ca-identity-suite/14-1/EN/release-notes/ca-identity-suite-virtual-appliance-release-notes/virtual-appliance-service-
packs-and-cumulative-patches-14-1/latest-cumulative-patches-14-1/cp-va-140100-0004-release-notes

https://support.ca.com/us/knowledge-base-articles.TEC1907759.html
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Step 7g:  Optional: Login to IP Admin Management Console
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Create a NEW IG connector (if missing)

Step 7h:  Optional: Setup/Connectors – Create IG Connector
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Step 7h:  Optional: Create IG Connector as Main Connector
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Step 7i:  Optional: Update Credentials & SSL Port
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Step 7j:  Optional: Select All; Then Click Create

No data will display for All, but is required to advance and allow the Create Button to be used.
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Step 7k:  Optional: Restart the new IG Connector to validate
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Add the mandatory required attribute of USERID. 
- Mark as Searchable
- Use the IG Connector & Backend Name = UserName
- Add in other attribute if you wish

Step 7l:  Optional: Add missing primary UserID attribute
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Refresh the IG Connector; to allow IP User Console to be aware of the change

Step 7m:  Optional: Restart IG Connector
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Authenticate with an ID from the userstore.   
Note:  Since IG only has the current single userID in its IG objectstore of AD1\Eadmin, log in with this ID.

IP User Console now loads

Step 7m:  Launch IP User Console
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Add in extra modules to see more options

Step 7n:  View default IP modules
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Add in all modules to view possible screens to use

Step 7o:  Optional:  Add in all predefined IP Modules
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All pre-defined modules loaded in the IP User Console

Step 7p:  Optional:  View all predefined IP Modules
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Step 8a:  Confirm no startup issues for IG/IP services
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Step 8b:  Confirm no startup issues for IG/IP services
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Advance Topic:  How to force Re-Deployment/Rebuild 
of IG/IP Database Tables

EUREKIFY_SDB
REPORT_DB
TICKET_DB
WPDS

IDENTITY_PORTAL_DB
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Step 1: Shutdown active connections
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Delete all prior Database Instances
- Right click in SQL Management Studio 
- Select Delete
- Select the bottom two (2) checkboxes as well.

Step 2: Delete all prior DB & their associated info

No IP nor IG Databases.
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Step 3: Start up vApp & view/run Status Message “s”

Note that vApp IG & IP DB definitions still exist, but the IP & IG DB do not
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Step 4a: Rebuild IG / IP Databases
EUREKIFY_SDB   Collation: SQL_Latin1_General_CP1_CS_AS Owner:  igdba

Options/Misc: 
Allow Snapshot Isolatation = True
Is Read Committed Snapshot On = True

REPORT_DB Collation: SQL_Latin1_General_CP1_CS_AS Owner:  igdba
TICKET_DBCollation: SQL_Latin1_General_CP1_CS_AS Owner:  igdba
WPDS Collation:  Default or SQL_Latin1_General_CP1_CI_AS Owner:  igdba

XA Driver/Configuration on MS-SQL Server required to build tables.

IDENTITY_PORTAL_DB Collation:  Default or SQL_Latin1_General_CP1_CI_AS Owner:  igdba
XA Driver/Configuration on MS-SQL Server required to optimize tables.
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Step 4b: View of IG/IP Databases prior to re-population
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Step 5a: Reboot Server to identify which DB are NOT 
Populated by “reboot action”
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NO AUTO-REBUILD OF DB:
IG EUREKIFY_SDB
IG REPORT_DB
IG TICKET_DB

AUTO-REBUILD OF DB:
IG WPDS
IP IDENTITY_PORTAL_DB

Step 5b: IG WPDS & IP DB Auto rebuild Tables
*** WPDS will ONLY auto-rebuild if XA Driver & Configuration is deployed to MS-SQL Server(s)
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Step 6: View IG & IP base J2EE Services only available
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Step 7a: Click Setup/Deploy to force IG Database Refresh
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Step 7b: View message for rebuild of DB tables
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Step 7c: View all IG DB tables populated
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Step 8a: Deployment Status Message should advance 
to the below messages
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Step 8b: Expect IG to start, but IP may not

▪ IG should restart.  If not stop it via putty session and alias:  restart_ig

▪ IP will not start if vApp r14.1 cr03 or earlier due to missing two (2) configurations in IP:   The IG Connector 

& primary identifier from IG

▪ If vApp screen does NOT advance, issue:  restart_ip or stop_ip
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Step 8c: Error due to missing IG Connector in IP
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Step 8d: Optional Steps:  Resolve IG / IP Configuration
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Step 8e: Optional Steps:  Resolve IG / IP Configuration
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Step 8f: Optional Steps:  Resolve IG / IP Configuration
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Step 8g: Optional Steps:  Resolve IG / IP Configuration
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Step 8h: Optional Steps:  Resolve IG / IP Configuration
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RESTART the IG Connector

Step 8i: Optional Steps:  Resolve IG / IP Configuration
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Portal User Console will now be available.
Give this < 1 min to refresh, or you can click on “User Console” link

Step 9: IG / IP Services Available
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Step 10a: IP User Console - Authentication
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BASE MODULE “HOME” WILL LOAD.
- Add in other modules as desired

Step 10b: IP User Console – Default Module


