Baltimore CyberTrust Root Certificate Updating on Altiris Servers
Solution

Microsoft is changing from the GTE CyberTrust Global Root to the Baltimore CyberTrust Root for all public-facing HTTPs services. We are making this change to stay current with industry-wide security best practices for trusted root certificates. The new root certificate uses a stronger key length and hashing algorithm.

Reference

https://support.microsoft.com/en-us/kb/2842146
Certificate Installation
Go to Internet Explorer > Tools > Internet Options
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Explore to Content > Certificates
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Import the new certificate from the Trusted Root Certification Authorities
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Certificate Store

Certficate stores are system areas where certficates are kept.

Windows can autamatically select a certficate store, or you can specfy a location for
the certficate

 Automaticaly select the certficate store based on the type of certficate
 Place sl certficates in the following store
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Confirm the Installtion

[image: image6.png]) The import was successful.




[image: image7.png]Certificates. [x]

Itendedpurposes  [<Al> =
Intemedite Corfication Athores Trsted oot Certicaton Authrties | rsted bl 4|
T Tt o Emmies E

ks Saftiare Lice... Ak Software Lens. . L1/1/2009  <fone>
medlirs Software Lice... Altirs Software Licens...  2/12/2006  <Hone>

el Class 3 Public Prima... Class 3 Public Primary ... 8/2/2028  Verfsign Class 3
\medClass 3 Public Prima... Class 3 Public Primary ... 1/8{2004  VeriSign
‘el Computing Edge So... Computing Edge Soft...  2/9/2005  <None>
el Copyright (c) 1997 ... Copyright (c) 1997 Mi...  12/31/1999  Microsoft Timest,

=

S || ]

Centficate ntended purposes

=l

=
Ve

Ce=

Learn more about certficates Close.





- 5 -



