Implementing the Zero Day Patch Template

Introduction

The following document will walk though the steps required to implement the Zero Day
Patch Workflow template. The document is also intended to serve as an example of
how you can utilize Workflow to automate backend Altiris proceses.

The Zero Day Patch template will run on a schedule to automatically download and
stage applicable bulletins based on configuratble criteria, create a policy for each bulletin
and apply the policy to a pre-defined set of targets. The template also creates an audit
trail of all activities and sends a summary email of all policies, bulletins, and targets.

This template requires Workflow 7.5 (or ServiceDesk 7.5) and ITMS 7.5 or later.

Step 1: Creating a Target in Symantec Mangement Platform
Console

The process for creating a Target based on a Filter (or set of Filters) and locating the
Guid for that Target requires a few unconventional steps. Filters can only be created
inside and existing policy, they do not have their own stand alone UlI.

1. Open the Symantec Management Platform Console
2. Navigate to Manage>Policies in the menu bar

3. Select an existing policy, for example Software>Application Metering>Blacklisted
Applications from the left side of the console
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4. Once the sample policy opens in the main window, click the Apply to button and select
Computers to open the form to create a new target utilizing existing Filters.

5. Inthe popup window click on the Add Rule button



9.

~_Symantec Management Console

au

Select computers

2 Open | |JSaveas

Filtering Rules 0 filters applied

Start with all computers:

Add rule

€Il | computers currently matching rules: ~ Update results

In the first dropdown box select exclude computers not in.

computers in the subsequent filter as part of this Target

Clear

This will include all

—

~ Symantec Management Console ﬁ
Select computers
2 open | |JSave as
Filtering Rules 1 filters applied Clear A

Start with all computers:
THEN: [exclude computersin___~| @D [Fiter =l =
exclude computers in
i Addrule | [
- Computers currently matching rules: Update results

In the middle dropdown leave Filter selected

In the last box select Windows 2000/2003/2008 you can start typing and the dropdown

list will be automatically filtered

Symantec Management Console

Select computers

2 open | |JSave as

Filtering Rules 1 filters applied
Start with all computers:
THEN: Iexclude computers notin ¥ | @lFilter =] windows 2000/2003/2008 hé

Add rule

Computers currently matching rules: Update results

Clear )

Note: If you plan to implement Zero Day Patch in your environment, we recommend
that you create a custom filter excluding any high risk computers or servers which

should not be a candidate for zero day patches

Again click the Add rule button to refine the target with an additional filter

10. This time select All computers with installed Software Management Agent

Sy Console

2[4

Select computers

2 open | |JSave as

Filtering Rules 2 filters applied
Start with all computers:
THEN: |exclude computers not '“LI @lFiner Ll Windows 2000/2003/2008

Add rule

Computers currently matching rules:

11. Click the Update results button to test your target

THEN: |exc|ude computers not '“LI @lFiner Ll All computers with installed Software Managemer

o

Clear &
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Symantec Management Console

Select computers

2 open |

Filtering Rules 2 filters applied

Start with all computers:

THEN: Iexclude computers not in ;I CD | Fitter

>] Wwindows 2000/2003/2008

THEN: |exclude computers not "‘LI @ | Fitter

Add rule

Computers currently matching rules:

Name

Sales-53
Dev-114
Sales-57
SD7
QA-47
HR-39
Dev-116
Sales-516
HR-319
Dev-18
Fin-25
Fin-215

;I All computers with installed Software Managemer

¥, applied

applied

31 computers selected 0K Cancel

o 4

Clear &

v

12. Click on the Save As button on the upper left to save the Target for use in the Zero Day
Patch process

13.

On the pop up save window type “Zero Day Patch — Safe Servers” in the Name field
then click the OK button to save the Target and close form
7 Sy tec M g t C I E
§| Save As
I FPTUg=1r mswdanduor =
i Plug-in upgr —I
Iu
id
E
equw"u*;j Tas _I
Zero Day Patch - Safe Servers ;]
Name: Zero Day Patch - Safe Servers| -
OK | Cancel |

14. Once the new Target has been saved, click the Cancel button to close the pop up
window. Note: clicking the Cancel button will not effect the exiting policy .

Step 2: Locating the Guid for an existing Target

Target properties are not available in the Console U], therefor locating the Guid for an
exitsing Target requires SQL

1.

Open SQL Server Management Studio
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2. After the application opens, connect to the SQL Server instance containing your
Symantec_CMDB

x
Microsoft*
2 SQLServer2008r2
Server type: [Database Engine j
Server name: NS 7" j
Authentication: [Windows Authentication j
User name: |SYMPLIFIED\Administrator |
Password I
I= | Remember.password
Connect I Cancel | Help | Options >> I

3. Inthe left hand side select Symanetc_CMDB then click the New Query button in the
menu bar

l\;. Microsoft SQL Server Management Studio

File Edit View Debug Tools Window Community Help

[lNewouery] O |5 5B B0 S H & &

=2 us NS75 (SQL Server 10.50.2550 - SYMPLIFIED \Administrator)

[ (3 Databases
[_3 System Databases
[l Database Snapshots
LJ ReportServer
|J ReportServerTempDB
¥/

[ Security

[ Server Objects

[# [ Replication

[ Management

(3 sQL server Agent

4. Arecord for the previously created Target exists in the Item table, to quicly fine the
record type the following query into the the query window:

Select *
From Item
Where Item.Name like ‘%zero day%’

Then click the Execute button to run the query
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SQLQuery1.sql ...istrator (80))* |
select *
from Item
Where Item.Name like '3zero days'

(LS

’LIFIED\Administrator)

-
«| | »

:RNURSIU__; Musagec]

oductUninstalled | Attributes | Alias | State | Name | Description | CreatedBy
1 0 NULL  Zero Day Patch - Win 7 SYMPLIFIED\Admin
2 0 NULL  Zero Day Patch - Safe Servers SYMPLIFIED\Admin

5. Inthe results area locate the target you created, then scroll left to the beginning of the
record and copy the Guid field and paste the Guid into Notepad. We will use this guid
as part of the configuration of the Zero Day Patch Workflow template.

. File Edit Format View Help
+[D27E6007-9A73-4E22-92AE-95BA7AAIA4 OF|

1>

:Ime like '$zero davs'
A

K 27 | ,|‘|

(3 Resuls | 13 Messages |

Guid | OwnerNSGuid | ProductGuid
1| FGODCFDS-1079-4765-966E-6C69EA48A63A  (4ADAF15-853F-4F01-SCTC-C410B360DDID | DOE33520-C160-1°
2 | D27E6007-9A73-4E22-92AE-G5BATAASALDE | 04ADAF15-853F-4F01-9C7CC410B360DDSD  DOE32520-C160-1°

Step 3: Unpackaging the Zero Day Patch template

1. Switch to your Workflow Server.

2. Download and open Symanect.Patch.Zero_Day.package and double click to open.

3. Click the OK button to unpackage the project.
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:-’ Unpackage Project

Name: IESymantec.Patm.Zero_Day

Directory: IC:\Drogram Files\Symantec\Workflow\WorkflowProjects\

™ Generate new service ID

4. Click the OK button to unpackage the project, this will also open Workflow in the
background and may take a couple of minutes.

5. The opened package should look like this:

¢ Symantec.Patch.Zero_Day [Symantec Workflow Designer] =& x|
Fie Edt View Algnment Plugins Help
g | = a0 0 2@ @ Q. | 7T =n Ni=Nsy
H SIS EE & 50N e [fe AR Q@@ QB Q a | | - | = Q
Model: Prinary ML
Find Components. | = (2 J 5
-1 Symantec.Patch.Zero_Day Conprians |'-‘"'Y] Images | SymanteC~ ‘ Zero Day Patch ‘
11 Modek: Primary [search
B 1nput Data . 2
D tati Advanced Components D
- T a—P—ae— &
ES 1nput Data Auto Start  ExposeWorkflow  Setup Process Filter GUD
£ Output Data @ Colecton Handing TrackingD dere
[ Documentation inis|
+ Ce ti =
=1 ff] Model: Stage Bulletins ? ommunications ¥ > i
Input Data @ Date Handing
E3
Output Data ‘i Google Maps Setup. JID: i AddNewBulletins ~ Get Bulletins
[ Documentation
i Model: Critical Errors e Infrastructure
)
;s :;vputData ‘) Input Output
utput Data
[) Documentation [+ ‘) Math '
@ Networking ilable Bull
cquals
@ Process Components notequals :—»‘Eo—» i)|—
@ process Manager =l Stage Bulletins Bulletins Staged fEoc Each Bulleiy
finished
Import Components '
New Integration Library j)] j/]
i L2 NoEBylletirs All Policigs Creid
(C «—a| J]e—
SengEmail-o SendEmail-Complete  Policy Collecion  Policy Creatsd Create Update Policy
ullefins
End End Global Logging Capture =
(2] petais |(€) zoom [E] Thumbnail l >
53 Diagram | % Browser "% Q@ f ®
E ¥ R 7:22PM
[start, %5 | | PL03-Resources |:‘Swnmm:wmdbw... |:‘Symamec.l7ahm.2em... |@ [l RN Ny

Step 4: Importing and Configuring the Application Profile

The Zero Day Patch template includes an Application Profile to store all environmental and
template configuration variables. This will allow administrators to configure and edit many
of the template options without needing to open and republish the Workflow project.

1. Open the Process Manager by clicking on the Process Manager icon on the desktop
2. Login with admin credentials:
E-mail Address or Username:Iadmin@symantec.cam I
Password:|uuuu. I
¥ Remember for Autologin
Forgot your password?
3. Navigate to Admin>Data>Application Properties
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Application Prope
Lists and Profiles
Document Type pg Settings

Document Category Type
:122:53 PM. Total: 2 record

Hierarchy Data Service
Age
102 day(s)
102 day(s)

User Relationship Type
Profile Reference Type [ynonyms

Process Type Actions {mation

Business Hours

4. Click on the Import Profile Defeinition Icon (Document with a green +)

Gl s

Reference Type [Import Profile Defir
* Application Properties 4

5. Inthe pop up box click the Browse button

@ Import Profile Definition

Select File | Browse... |

Import | Cancel |

O LX)

A 7

6. Navigate to c:\Program Files\Symantec\Workflow\WorkflowProjects\
Symantec.Patch.Zero_Day and choose Zero_Day_Patch_Settings.pfl. Then click the

Open button. (Note: if you changed your default drive or directory, this path may
be different)

{2 Choose File to Upload x|
.
e\ )\7 | .~ WorkflowProjects v Symantec.Patch.Zero_Day ~ resource v lﬁ_}] I Search resource @‘
Organize ¥  New folder = ~ 0 @
¢ Favorites Name “ | Date modified | Type | Size
Bl Desktop . Zero_Day_Patch_Settings.pfi 3/26/2013 6:52PM PFL File

& Downloads
] Recent Places

- Libraries
%) Documents
(JV Music
=/ Pictures

B Videos
1% Computer

Gﬁ Network

< | i

File name: |Zero_Day_Patch_Settings.pfl x| [anFites ¢ |

Open | Cancel I
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7. Click the Import button to import the Zero Day Patch Application Profile.

|——]

@ Import Profile Definition

Select File |C:\Program Files\Symante Browse... |
Cancel |

\, %

8. Click on the Zero Day Patch Settings link to access the Application Profile.

Name Description Reference Type
Zero Day Patch Settings * Application Properties ﬁ
ServiceDeskSettings * Application Properties ﬁ

9. Click on the Lighting Bolt and then Edit Values to make changes ot the Zero Day
Patch Settings

© Horizontal View © vartical vie

lcategorv: Not Set |
IsDefault True Wsdn Values
InstanceName Default xDelete Values

‘Czlegnry: Configuration
10. Definition of Values:
“Edtinstance

[category: Not set

Instancellame [Default

IsDefault 12

[category: configuration

Enable_New_Policy_After_Creation 12

R T ts_To_Apply_To_Poli D27E6007-9A73-4E22-92AE-95BATAATA4DE
esource_Targets_To_Apply_To_Policy
Edit

[category: connection

(3 _CMDB_C i ing [Data Source=NS75;Initial Catalog=Symantec_CMDB;1|

PatchWorkflowSvcURL [https://ns75/ altiris/patchmanagementcore/patchwork]

[category: Email

Email_Server [ns7s |
Email_To_Address [administrator@symplified. org |
Email_From_Address adrninistrator@syrnplified. org |
Category: Filter Settings
Platform_Filter [any |
Ignore_Staged_Bulletins -
lgnore_Bulletins_With_Policies v
Severity_Levels_To_Analyze C'it,ical
Age _Filter |15

00000000-0000-0000-0000-000000000000

Vendor _Filter
-

Variables for all Application Profiles:

Instance Name: In Application Properties you can have multiple instances of values for
the same profile. You can use multiple instances for several scenerios, for example an
instance for your Dev, QA and Production environment. For the Zero Day Patch process
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you might also create separate instances for different vendors with different filter or
target values.

Is Default: One instance must be marked as the default instance

Zero Day Patch Setting Specific Variables:

Enable_New_Policy_After_Creation: This is a check mark to enable or not enable the
policy on creation. By default this is set to false (unchecked). For this lab please check
this box

Resource_Targets_To_Apply_To_Policy: This is an array of Guids that represent the
pre-defined targets for the policies. You will edit these values in step 12

Symantec_CMDB_ConnectionString: This variable is the connection string your Altiris
Database, for this lab, this variable was preset, in your environment you will need to
change the connection string to your database.

PatchWorkfklowSvcURL: This variable is the URL of the Patch API. For this lab you do
not need to make any changes, in your environment you will need to change the server
name (NS75) in the string to your SMP Server Name

Email Server: Your SMTP email server
Email_To_Address: The address all summary and error messages will be sent to

Email_From_Address: The email address that will be used as the from address for all
summary and error message emails

Platform_Filter: A variable to limit the platforms that are apart of this process. Any = All
Platforms, other choices are Windows, Novell, Red Hat

Ignore_Staged_Bulletins: When checked, this variable is cause the process to filter out
any pre-staged bulletin. For this lab, this field needs to remain uncheck as we have pre-
staged any applicable patches for bandwidth and time.

Ignore_Bulletins_With_Policies: When checked, this variable will cause the process to
filter out any bulletins that already have an associated policy so that you do not end up
with duplicate policies.

Severity_Levels_To_Analyze: This is an array of severity levels you would like to include
as part of the process. You may add as many values (eg Critical, Important, etc) as you
feel are applicable to your organization. For the lab, please contain this to only Critical
patches as we have pre-staged them.

Vendor_Filter: This is an array of vendors guids to include in the Zero Day process.
Adding a guid of only 0’s will include all vendors, otherwise you will need to find and
enter the guid for the desired vendors. The easiest way to find a guid for a patch vendor
is Right Click on a bulletin for that vendor and choose Resource Manager then inside
the resource manager click the vendors name link which will open the Resource
Manager for that vendor, where you will find the Guid in the header section.

11. Check the box for Enable_Policy_After_Creation
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12. Click the Edit button next to Resource_Targets_To_Apply_To_Policy to modify the
target list

R T ts_To_Apply_To_Poli D27E6A007-9AT73-4E22-92AE-95BATAASA40E
esource_Targets_To_Apply_To_Policy

13. Click on the red X button to remove the existing target guid

Yalues:

D27E6007-9A73-4E22-92AE- x
9ISBATAAIALOE

[ Add

14. Paste in the guid you created and saved in your notepad then click the Add button
first then the Save button after your value was added to the array to close the pop
up window. In your own environment you can apply several targets

Yalues:

[2-92AE-95BA7 AAAL0E| Add |

15. Click the Save button to save your changes and close the Application Profile Editor
B EEE——————

[category: Not set |

Instancellame [Default |

IsDefault ~

[category: configuration ]

Enable_llew_Policy_After_Creation ~

D Targets_To_Apply_To_Pol D27E6007-9A73-4E22-92AE-9SBATAAIAGOE
esource_Targets_To_Apply_To_Policy

[category: connection |

_CMDB_C: i i [Data 75;Initial Catal tec_CMDE;1|

PatchWorkflowSveURL [https://ns75/altiris/patchmanagementcore/patchwork]

[camgary: Email \
Email_Server [ns7s |

Email_To_Address

|
]

Email_From_Address

Category: Filter Settings
Platform_Filter

T
3
=z

]

Ignore_Staged_Bulletins -
Ignore_Bulletins_With_Policies 2
ol oy Critical
everity_Levels_To_Analyze

fyevels To Ambyz

Age _Fitter

=1
o

000-0000-0000-000000000000
Vendor _Filter

=
&

e

Step 5: Editing the Zero Day Patch Workflow Template

The Zero Day Patch template is just a template, you are welcome to edit and change the
template to fit the needs of your organization. The template was designed to work “out of
the box” utilizing the configuration properties in the Application Profile. There are two
changes that must be made to the process to work out of the box, first to associate this
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project with the Application Profile we just imported to the Process Manager, and second to
set the schedule

1.

Switch to the Workflow Deisgner and open the Zero Day Patch workflow in the

Designer. This should already be open if you have not closed it.

Navigate to the top level of the Project Tree Symantec_Patch_Zero-Day

Click on the Application Properties Tab

Wait a few seconds for the tab to update with the latest Application Profile data and

when it appears check the box next to Zero Day Patch Settings to assocate the
newly imported Application Profile to this process.

;1' Symantec.Patch.Zero_Day [Symantec Workflow Designer]

HE b E e & & &0 e

File  View Plugins Help

Find Components

5.
6.

E|~[3> Symantec.Patch.Zero_Day

Elm Model: Primary

[} Documentation
=) Model: Stage Bulletins
=5 Input Data

55 output Data

') Documentation
(=1 Model: Critical Errors
=2 Input Data

£ output Data

[') Documentation

Model: Pr‘mly/VProject: Symantec.Patch.Zero_Day ]

Name: ISymantec.Patch.Zero_Day

B mmputData Dbt
-] Documentation
(=17 Model: Get Bulletins Author mail: Iname@email.com
Input Data
& output Data Service ID: I4m254—0ﬁ3—11e2-85c7-005056327acc Edit... |

Translation ID: I433GCZS4-0f43-11e2-85c7-00505632760c

Edit... |
I Show component numbers
I™ Edit publishing info when publishing
"Resources | Libraries | Models | Publishing | Properties | Storage Preferences | Reporting | Global Data Application Properties
V' Use Application Properties

Selected Profile Name Selected Instance
v Zero Day Patch Settings Default v
i ServiceDeskSettings Default v

Next, select the Publishing Tab to modify the run schedule

Find and click on the elipsis next to Schedule to open the schedule editor

"Resources | Libraries | Models Publishing | properties | Storage Preferences | Reporting | Global Data | Application Propertes |

Workfiow Type " Webservice

& Auto Start

¢ Fomm Start
Redirect To Page At End IEnd Dialog.aspx
Redirect To Page At End Parameter  [Redirect ToPageAtEndURL
Center Forms On Page v 7]
Default Theme | :]
Form Dialog Type IWeb ﬂ

Auto Start Settings
Start With Primary Model v
Run Auto Start Until Does Not Start [~

Schedule |LogicBase.Cove.Data.DataTypa.Sd|eddeDataType
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7. The defult schedule is set to run once a day at 5am. You can modify this schedule to
run at the interval that meets the needs of your organization. A schedule is
separated into two pieces, one to configure the day and another to configure the
time or times in that day for the process to execute. By clicking the Add button you
can see the list of options for daily schedule.

Schedule Editor 5]

. | April 2013 | May 2013 d
S M TWTEFS S M T WT F 5 | 1200am
1:00 AM

7 8 9 10 11 12 13 5 6 7 8 9 10 11
14 15 16 17 18 19 20 12 13 14 15 16 17 18 20008
21 22 23 24 25 26 27 19 20 21 22 23 24 25 [REERT

4:00 AM
5:00 AM
6:00 AM

Day Patterns ﬂEvery Day Pattern | Add I 7:00 AM

QNN AM
LastDayOfMonth
FirstDayOfMonth
DayOfMonthPattern
DayOf\WeekPattern
DayOfYearPattern
EveryDayPattern
DatePattern

3:00PM

8. Instead of adding a new day pattern, highlight the existing Every Day Pattern and
click the Edit button to access the time of day pattern options

9. Highlight the Time of Day time pattern and click the Edit button

Edit Object x|

e —
Configuration

Indude In Run Instructions [Include [

|

imes

Time Patterns I8[rme of Day (5:0:0) Add |

Kl
K1

10. The current run at time is set to 5:00 AM to run two hours after the standard patch
meta data jobs at 3:00 AM. You can change the run time here. When you are
finished click the OK button to close
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x
] E—

Run AtTime | [:00:00 AM — |

11. You can also see additional run options by clicking the Add button

P
e

— | .

Indude In Run Instructions [Include [~

=

Time Patterns » | Time Of Day (5:0:0) Add I L

TimeOfDayPattern
TimeOfDayIntervalPattern
IntervalPattern

= T | E—

12. Click the OK button on this window and its parent form to close the schedule editor

Step 6: Test the project in Debug mode

The project is now ready to test in the debug mode.
1. Inthe menu bar click on the Run Project icon to open the debugger

2 Symantec.Patch.Zero_Day [Symantec Workflow Des
File Edit View Alignment Plugins Help

YEIEYSE - Pk
Project |

Run Project fel: Prim:

2. The debugger will automatically execute itself as this is a autostart workflow, you
will only need to wait and watch the process execute:
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Debugging Form -8 x|
[} ZeroDayPatch.asmx

Current debugging session start time: =
ExecuteZeroDayPatch

WorkfowManagementService.asmx | Model | Execution Log (grid) | Execution Log | Workfow Statstics |

Al
v Symantec. Zero Day Patch

o—> ¢ o—»

LPEILL L

For Each Vendor
AutoStan  ExposeWorkfow  Setup Process ierGUID
TrackingID

next element
finished
h \

o DA
Setup ProsessuletinsGUIDStrinulstinsNameString AddNewBulstins  Get Bulistins

« 2] C g

Component Settings. I Settings | ¢ equats

& ot equats o> i)|o—

-4 Primary J

For Each Buiker
A8 Critical Errors Stage Bulletins Bulletins Staged Dt Bach Bl
483 Stage Buletins Fiohed

i GetBulletins
5 )
No Bflews a1 Pa\cv? Created Pelv:?%ame

«—o| f—o0 &

Send Email-No SendEmail.Complete  Policy Collection  Policy Created Create Update Poiicy
Buligtins.
B B Giobal Logging Capture =
< [
Model Name: Primary

Execution Point Tracker | ({41 < »

Clear Breapaints | _ o |

Ready

3. Once the process is complete and the yellow line as made it to the end component.
Close the debugger by clicking the Close button to prevent subsequent sessions
form executing. Then click Yes in the pop up window.
Current debugging session start tme: [7:26:90PM  ¥]

Model | Execution Log (grid) | Execution Log | Workfiow Statistics |

@ J 2
Q Symantec. | Zero Day Patchl
Eﬂ o o>
For Each Vendor
AutoStart  ExposeWorkflow  Setup Process iterGUID
% racking|D rext slement
finished
— O
Setup JIDStringBulleti -] AddNew Bulletins  Get Bulletins
L
d = Debugger Closing
[ _rotequss @ Do you want to dose the debugger? Your debugging information will be lost.
s
I™ Don't ask this question next time No |
i 5Y| =8
No Beleurs Al Foln:r? Created Foll:?lame
= = o
SendEmai-No ‘NT Complete  Policy Collection  Policy Created Create Update Policy

mfn-s

O O )

End End Global Logging Capture =

4| InC
Model Name: Primary
ExecutionPointTracker | 4 4 4 » w0l
[ooe |

4. Open your email client

14 of 19



& GetMail - # wiite Wchat & Address Book ‘ ® Tag -~ | @Q Quick Filter Search

48 ocal Folders
%] Trash
L Outbox
4 servicedesk@symplified.org
L Inbox
(M Sent
%] Trash
4[| administrator@symplified.org
i‘ Inbox
M Sent
& Trash

® QuickFiter: *» * & ® @

From Me <administrator @symplified.org>
Subject Zero Day Patch - Daily Policy Summary
To Me <administrator @symplified.org>

Policies Created:

Zero Day Patch - Daily Policy Summary administrator @symplifie... *

7:27PM

4 Reply| = Forward| & Ard'ivel © Junkl (] Delehel

[ PolicyList

[zero Day Policy - MSAF-009

[zero Day Policy - M513-024

[zero Day Policy - MS13-023

[zero Day Policy - MS13-022

[zero Day Policy - MS13-021

|zero Day Policy - APSB13-09

Summary of Bulletins:

7:27PM
Other Actions ~

-

-

= |

| Unread: 0 | Total:1

The process also created an audit trail in Workflow. You can take the time to create
a report in the Process Mananger. For this lab we will quickly pull up the process
view page by first opening the Process Manger

Navigate the the Tickets Tab

Enter “Patch” in the ID field for the Find Ticket webpart. Then click the Open

button.
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No items found [P Report Settings ]

Show Options Generated by 'admin@symantec.com' at 3/26/2013 €

Report is Empty

I
v

Report is Empty

1D: l patch| I [open |

[H ] Administrative Services
[ (7] Default

[ 7] 1T Services

[ ] office and File Workflow

8. The resulting pop up window should be the process view page for the instance we
just ran in the debugger including a audit history of actions.
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/- [Patch-0Day-000001] Zero Day Patch - Windows Internet Explorer

D\ MR\
@ @ < lg http: //localhost/ProcessManager /Portal/Template66_33.aspx?PagelD=add0e337-2b839-4d5a-b2a5-142eddfe4873&ReportSessionID=b396cf43-9685-11e!

5.7 Favorites (@ [Patch-0Day-000001] Zero Day Patch

_m Normal 2= LY Symantec.Patch.Zero_Day J

Refresh Add Comment

2 Primary Contacts - (0

2 Description

Bulletins: MSAF-009, MS13-024, MS13-023, MS13-022, MS13-021, APSB13-09

Targets: Zero Day Patch - Safe Servers

apate [[FFiter)

€1 Status Change: Complete nla  3/26/2013 8:27 PM
‘ S:t]atus Changed to: Complete from: Bulletins Staged. ‘
ES

W)

P

Process Message: Policy Created n/a  3/26/2013 8:27 PM
‘ Zero Day Policy - APSB13-09 ‘
=

'& Process Message: Policy Created n/a  2/26/2012 6:27 PM
‘ Zero Day Policy - MS13-021 ‘
2l

5 Process Message: Policy Created n/a  3/28/2013 8:27 PM
‘ Zero Day Policy - MS13-022 ‘
2

(=) Process Message: Policy Created nia  2/26/2012 6:27 PM
‘ Zero Day Policy - MS13-023 ‘
=

') Process Message: Policy Created nia  2/26/2012 6:27 PM
‘ Zero Day Policy - MS13-024 ‘
2

'& Process Message: Policy Created n/a  2/26/2012 6:27 PM
‘ Zero Day Policy - MSAF-009 ‘
2l

Fg Status Change: Bulletins Staged n/a  3/28/2013 8:27 PM
‘ S:t:;«lltus Changed to: Bulletins Staged from: In process.
=

[l ol el
9. Verify the policies in the SMP

10. Switch to your SMP Console

11. Navigate to Manage>Policies from the menu bar. Then in the folder structure on
the left select Software>Patch Management>Software Update Policies>Windows
to view the newly created Zero Day Patch policies
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£ NS75.symplified.org Symantec Management Console - Windows Internet Explorer

G@\ hd IE https://ns75/Altiris/Console/
:

an; ) g )
Con.golo Home ana Actions Reports Settings Help

0 Policies

Name Description

@ Zero Day Policy - APSB13-09 Security updates available for Adobe Flash Player

> ). Discovery and Inventory
>} Monitoring and Alerting @ Zero Day Policy - M513-022 Vulnerability in Silverlight Could Allow Remote Code Execution (2814124)
> ). Pluggable Protocols @ Zero Day Policy - M513-023 Vulnerability in Microsoft Visio Viewer 2010 Could Allow Remote Code Execution (2801261)
4 ). Software @ Zero Day Policy - M513-024 Vulnerabilities in SharePoint Could Allow Elevation of Privilege (2780176)
4 ). Application Metering @ Zero Day Policy - MSAF-009 Microsoft Security Advisory: Update for Vulnerabilities in Adobe Flash Player in Internet Explon
> ), Samples

¢ Blacklisted Applications
). Legacy Software Delivery
). Legacy Software Delivery fi
) Managed Software Delivery
4 ) Patch Management
4 ) Software Update Policie:

). Novell
) Red Hat
\ |} . Windows
I Patch Remediation Cent | |
& Automation Policies |
<, J »

12. Click on any policy and verify that the correct target was set and that the policy is
enabled.

¢\ Zero Day Policy - M513-022
Policies + ~ Patch - Update Policies v Windows v Zero Day Policy - MS13-022

a Zero Day Policy - MS13-022

Vulnerability in Silverlight Could Allow Remote Code Execution (2814124)

Software Update Policy for Zero Day Policy - MS13-022 on @
General | Advanced |
ity and Upd (Bulletins: 1, Upd; 2) )
Software Bulletins: |M513-022 |
Software Update: |Silverlight5120125.exe, Silverlight5120125_x64.exe |
Package Options @
I Use multicast when the Symantec Mar 1t Agent's multi option is enabled
™ Allow immediate restart if required
- Run (other than agent default)
c As soon as possible
= Power on computer (Wake on LAN)
© on schedule:
Warning: If maintenance windows are defined the Software Update Installation schedule will be ignored and updates will install during the first available
maintenance window. Restart of business critical resources may happen if you choose to override maintenance window settings.
= Override Maintenance Windows settings
Apply to computers ®
WBlappiytor 2 X wiews[Taroets =1L sz
Name Owner Apply date
Zero Day Patch - Safe Servers SYMPLIFIED\Administrator 31
Save Changes I CGance| I
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Step 7: Deploy the Template

The project is now ready to test in the debug mode.

1. Inthe menu bar click on the Run Project icon to open the debugger
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