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Disclaimer

Certain information in this presentation may outline CA’s general product direction.  This presentation shall not serve to (i) affect the 
rights and/or obligations of CA or its licensees under any existing or future license agreement or services agreement relating to any 
CA software product; or (ii) amend any product documentation or specifications for any CA software product. This presentation is
based on current information and resource allocations as of June 1, 2018 and is subject to change or withdrawal by CA at any 
time without notice.  The development, release and timing of any features or functionality described in this presentation 
remain at CA’s sole discretion. 

Notwithstanding anything in this presentation to the contrary, upon the general availability of any future CA product release 
referenced in this presentation, CA may make such release available to new licensees in the form of a regularly scheduled major 
product release. Such release may be made available to licensees of the product who are active subscribers to CA maintenance 
and support, on a when and if-available basis. The information in this presentation is not deemed to be incorporated into any 
contract.

Copyright © 2018 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their
respective companies.

THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. CA assumes no responsibility for the accuracy or 
completeness of the information. TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENT “AS 
IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT.  In no event will CA be liable for any 
loss or damage, direct or indirect, in connection with this presentation, including, without limitation, lost profits, lost investment, 
business interruption, goodwill, or lost data, even if CA is expressly advised in advance of the possibility of such damages.
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Flexibility to Meet Evolving Needs

Open 
Standards

SOAP and 
REST APIs

Policy 
Enforcement 
Gateway 
(Access 
Gateway)

Open Format Token

Policy Enforcement
Connectors 

(Agents)

CA 

Single

Sign-On
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Application Integration Options Deployment Options

On-premises

In the cloud

Hybrid
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CA Single Sign-On

Vision Statement

A market-leading access 
management solution, within a 
broader CA IAM solution, that is 
designed for easy adoption, rapid 
time-to-value, modern security 
standards, cloud-native deployment 
and DevOps practices to enable the 
Modern Software Factory. 
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© 2017 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their respective companies. No unauthorized use, copying or 
distribution permitted. Please note that this presentation is for your informational purposes only does not serve as any technical user guides or documentation. There is no direct 

or indirect warranty provided pertaining the products and actual use may vary from the illustrations provided.

VALUE DRIVERS

Securely Enable Business

Comprehensive Access Mgmt.

Improve ROI
App Experience with Lower TCO

Flexible Deployment

Cloud Ready & On-Premises

Broad Authn & Federation 
Social Auth, Bio, Multi-factor, OIDC, SAML

Scalability
Performance to meet service demand

Flexible Deployment Options
IaaS, SaaS,On-Premises

Comprehensive App Support
SaaS App, Web Svr, App Svr, ERP, Collaboration

Partner Eco System
Robust partner system to extend the solution

Common Access Enforcement Layer
Efficient access control across app infrastructure

Strategic Investment ThemesStrategic Themes
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12.7 (May 2017)

Feature Benefit Feature Detail

REST interface 

for Policy 

Objects

▪ Accelerated method for access policy creation & 

update

▪ Easier to incorporate into a Dev Ops process

▪ REST interface for Policy Objects

▪ Complete Swagger documentation with examples

OpenID 

Connect OP 

▪ Lightweight federation protocol to achieve single 

sign on to COTS and Custom applications

▪ Authorization Code flow

▪ Simple management in Admin UI

IWA Fall back to 

forms

▪ Simplify configuration and authentication for 

users that are frequently off the corporate 

network

▪ Offered as an out of the box authentication 

chaining method 

▪ Top voted customer item from the community site

Improved 

authorization for 

JavaScript client 

apps

▪ Extending and simplifying the access policy 

administration for JavaScript clients 

▪ Configuration of the response format for requests 

from Web 2.0 resources at global level

▪ Response in XML or JSON format

7

See the 12.7 Release Notes for information about other features in 12.7
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Improved Security – IP Whitelisting
CA SSO 12.8

WHAT

Ability to define an IP whitelist for a 

trust-based authentication scheme

Improve Security – ensures user 

authentication only accepted from 

whitelisted CA SSO agents

WHY

CA SSO 

Policy Server

ON Whitelist

Not 

ON Whitelist

Supported Authentication Schemes:

- X.509 schemes

- Windows

- Custom 
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Improved Authentication – JWT Authentication
CA SSO 12.8

WHAT

JSON Web Token (JWT) 

authentication scheme

Enables CA SSO to:

▪ Better integrate 

with CA APIM

▪ Accept OIDC 

Tokens generated 

by an OIDC 

provider for user 

authentication

WHY

CA SSO 

Policy Server
CA APIM 

MAG GW

JWT

Mobile App

With MAG SDK

API

CA SSO 

Access Gateway

Apache

Server

JWT

CA SSO 

Policy Server

Backend

Application

OIDC 

ID_Token
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Additional Application Support – JSON/REST
CA SSO 12.8

WHAT

JSON Request & Response 

for CA SSO to AuthN & 

AuthZ service interface

▪ Expands application types CA SSO can support 

▪ Dynamic applications can directly call CA SSO for 

authentication and authorization via JSON 

(preferred data format for dynamic applications)

WHY

“Validate an authentication” 

“Valid” or “Invalid”

CA SSO 

Access Gateway

Application 

“Authorize this action” 

Use for authentication 
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OIDC - Refresh Token
CA SSO 12.8

Generate and support use of 

Refresh Token

▪ Simplifies end user experience

▪ Able to refresh access token 

with no additional 

authentications for the 

duration of the Refresh token

WHAT

WHY

OIDC Client CA SSO

Situation: Access Token Times Out

“Send Refresh Token”

“New Access Token”

“Send Refresh Token”

“New Access Token”
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OIDC - Proof Key Code Exchange
CA SSO 12.8

In line method to securely identify 

public OIDC clients

▪ Blocks possible intercept of 

authorization code

▪ Used with Authorization code 

flow  

WHAT

WHY

OIDC Client CA SSO

“Authz request with code challenge”

“Authorization code”

“Access Token Request with code verifier”

“Access Token”



Copyright © 2018 CA. All rights reserved.

OIDC - Implicit Flow
CA SSO 12.8

A lighter OIDC flow

▪ Fewer redirects, 

which can be 

important for 

performance with 

single page apps

▪ Single page apps can 

store Access and ID 

token in browser

WHAT

WHY

OIDC Client CA SSO

“Authentication request”

“User Authenticates”

“Redirect to client with OIDC tokens”

“User Info Request”

“User Info Response”



Copyright © 2018 CA. All rights reserved.

OIDC - Step Up Authentication with ACR
CA SSO 12.8

Support for both step up 

authentication and authentication 

context request (ACR)

▪ Improved security 

controls

▪ Dynamic ability to 

respond to RP’s 

authentication 

requirement  

WHAT

WHY

OIDC Client CA SSO

“Authentication request with ACR”

“User Authenticates at required level”

“Redirect to client with OIDC tokens”

“User Info Request”

“User Info Response”
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Additional OIDC Support
CA SSO 12.8 

WHAT

WHY

Additional OIDC 

enhancements

Enable CA SSO to 

support more of the 

applications and 

use cases for 

applications using 

OIDC

Feature Value

User Attribute Mapping Adds flexibility for integration and access mgmt.

Custom URI as Redirect URI Adds flexibility for integration and access mgmt.

Custom OIDC Client IDs Simplify administration

User Info Request in Query Format Adds flexibility for integration and access mgmt.

Response to redirect_URI in 

encoded HTML form values

Adds flexibility for integration and access mgmt.

SSO as OIDC Resource Server Adds flexibility for integration and access mgmt.
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OIDC Use Case – Amazon Alexa 

CA SSO

Echo 

Device

Alexa 

Service

End 

User
Alexa Skill

Link 

Accoun

t

User 

Authentication
OIDC

Account Linking

“Hey Alexa, what is my financial organization xyz account balance?”

“Your balance with financial organization xyz is $4,500.”

Finance 

App

Integration 

instructions

posted in the 

“Documents”

section of the 

CA SSO

Community

site 
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Important Reminder

• Approaching EOS dates

– CA SSO 12.52’s EOS date Feb. 28, 2019

– EOS does NOT include agents

• Please plan your path to upgrade to 12.8

– 4 year mainstream life – longest of all GA’d versions

– Defect fixes in all previously released CR’s & SP’s of all previous versions are in 

12.8

– CA is ready to assist you

• For more specific information about available help please

– See the EOS announcements on CA SSO’ s “Release and Support Lifecycle” page 

Or

– Contact CA Support 

18

CA SSO 

VERSION 2016 2017 2018 2019 2020 2021 2022

12.6

12.7

12.8

3.5 years

4 years

3.5 years
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Timeline as of June 2018

Roadmap: CA Single Sign-On
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• Enhanced OIDC federated single sign-on 

improving user experience, security, and 

single page application support. 

• Agentless access control for JSON-based 

applications. 

• JWT Authentication scheme supports 

lightweight token and simplified integration 

for API gateway solutions 

• Improved security for trust-based 

authentication methods via IP Whitelisting

• Platform updates including Windows 2016 

support and internal library updates

Marquee 
Features/
Business 

Value

DELIVERED UNDER CONSIDERATION

Product/
Releases CA SSO 12.8 

▪ Authentication and Authorization Improvements 

o Enhanced standards-based SSO through expanded 

support of federation standards and adjacent regulatory 

guidelines/requirements

o Improved advanced authentication support with out of 

the box support for CA MFA as a Service

o Behavioral Access Control, ranging from insight to 

dynamic control based on user behavior, with out of the 

box support for CA Threat Analytics as a Service

▪ Architecture and Componentry

o Simplify installation and deployment via embedded 

installation of administration application and policy store

o Improved fit for Cloud deployment and auto-scaling 

by delivering a Docker Container formatted CA SSO 

components

▪ Improved security via HSM support 

▪ Platform Updates

CA SSO 
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Authentication and Authorization
Under Consideration
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GOAL: Address additional use cases, improve ROI

• Expanding OIDC Support
– Discovery - How clients discover information about OpenID Providers

– Dynamic - How clients dynamically register with OpenID Providers

– Session Management
– Certified RP support

• Authentication Improvements
– Additional authentication chaining options 
– Out of the box support for multi-factor authentication via CA IDaaS

• Enhanced support for identity regulations 
– GDPR – expanding flexibility of user consent for their attributes
– eIDAS - ensuring support for federation specification requirements 
– NIST 800-63C – Federation and Assertions
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OIDC Provider: Discovery Profile

21

• CA SSO OpenID Provider publishes its metadata at a 

well-known URL

• Well-known URL returns a JSON listing of OpenID 

endpoints, supported scopes and claims, public keys 

used to sign the tokens, and other details

FEATURE

✓ Simplifies application integration to CA SSO -

Client or Relying Party can use this information to 

construct a request dynamically to the OpenID 

Provider 

VALUE
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OIDC Provider: Generate ID Token in 
Refresh Token Flow

22

• Refresh token flow generates new ID token along with 

Access token

• New ID token will be generated with modified value for 

‘iat’ i.e current time 

• Generation of ID token is optional configuration in the 

Refresh token flow

FEATURE

✓ Expands integration use cases: If any Relying Party 

validates the ID token, then client expects the ID token 

to be generated in the refresh token flow along with 

the access token

VALUE
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OIDC Provider: Custom ID Token 
Generator Plugin

23

• Allows to generate custom claims in both ID Token 

and User Info response using ID Token Generate 

Plugin

• Provide an option in Authorization Provider to 

configure fully qualified class name and parameter 

for ID Token Plugin

FEATURE

✓ Simplifies and enables more application 

integration - If Relying Party expects the claims in a 

format or specific values for the claims in the ID Token, 

in such cases CA SSO OIDC Provider allows to 

customize the id token before generating to RP 

VALUE
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SAML 2.0 IDP – Identity Mapping 

24

• Identity Mapping capability in SAML 2.0 allows to 

authenticate user from one directory and use another 

directory for authorization

TARGET FEATURE

✓ Simplifies cost of managing federation - It allows to 

keep the separate directories, one for authentication 

and other for authorization for external applications 

(Federations) to avoid the replication user details into 

a single directory. 

✓ Highly voted item in the Community site

VALUE
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SAML 2.0 IDP – Identity Mapping 

25

• Configurable option to enable/disable ‘Identity 

Mapping’ 

• In Runtime, validation of user happens with one 

directory and authorization of user happens with 

other user directory, assertion attributes are 

retrieved from authorization user store i.e., 

second user store

FEATURE BEHAVIOR 
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eIDAS (electronic IDentification, Authentication and trust Services)

26

• eIDAS is an EU regulation on / a set of standards 

for electronic identification and trust services 

for electronic transactions in the European Single 

Market.

• CA SSO SAML 2.0 federation partnerships supports 

exchange messages including personal and technical 

attributes to support cross-border identification and 

authentication processes in compatible with eIDAS 

framework 

TARGET FEATURE

✓ Make cross-border electronic transactions more 

secure and trustworthy - Clients will be allowed to 

use CA SSO SAML 2.0 Federation partnerships to 

authenticate the users across borders as defined by 

eIDAS framework

VALUE
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eIDAS (electronic IDentification, Authentication and 
trust Services)

27

Capabilities targeted for SAML 2.0 IDP to support 

eIDAS framework 

• Support for ECDSA certificates and private keys

• New Signing Algorithms.  

• Support Organization and Contact tags in IDP 

Metadata 

• Support Friendlyname in the attributes

• Honor requested claims in Authentication Request

• Support for Extensions tag in IDP Metadata

TARGETED CAPABILITIES

Note: SAML 2.0 Service Provider specific 

capabilities for eIDAS conformance not covered in 

this document
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Recording User Consent

• Ability to record user consent in audit logs, in the case 

of OIDC and SAML2 flows, when user consent is 

configured 

FEATURE

✓ Improve compliance with GDPR Article 7  

VALUE

28
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SAML2 Consent Form Snapshot

SAML2 CONSENT CONFIGURATION (AS IT EXISTS TODAY) 

29
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OIDC Consent Form Snapshot

OIDC CLIENT CONFIGURATION PAGE (AS IT EXISTS TODAY)

30
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SAMPLE LOG FORMAT ENHANCEMENT

AUDIT LOG ENHANCEMENT (OIDC EXAMPLE REFERRED HERE) 

31

What other support for GDPR do you need 

or expect from CA SSO?
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Under Consideration 
Authentication and Authorization

32

GOAL: Address additional use cases, improve ROI

• Threat Analytics for CA SSO 
– Identify threats

o based on authentication and access patterns

o enhanced via resource sensitivity categorization

– Enforcement options driven by the threat assessment

o Log the risk assessment

o Force a reauthentication

o Force a step up authentication

o Revoke a session

o Turn on session monitoring 

(via CA PAM)
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Architecture and Componentry

Under Consideration 

33

GOAL: Cloud Ready, Lower Cost of Ownership

• Embedded policy store for simpler deployment and upgrade 
• Improving fit of CA SSO in auto-scaling environments
• Docker container form factor with support for Kubernetes orchestration for 

on-premises or I/PaaS 
o Worker Policy Server
o Access Gateway 

CA SSO
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Container Form Factor For Policy Server

• Provide the below Docker Images 

➢ Separate Docker Image consisting of WAM UI 

& Policy Server Functions Combined

➢ Separate Docker Image for Policy Server 

Functions

• Provide **Kubernetes Manifest files for a Sample 

Deployment. 

FEATURE

✓ Improved TCO by supporting the deployment of policy 

servers and WAM UI in the container ecosystem and 

therefore leverage the inherent abilities of container 

ecosystem

• Auto-scaling 

• Accelerated Upgrades

• Portability 

VALUE

34

**Knowledge of Dockers and Kubernetes will be 

essential to setup these container images in the 

Kubernetes environment
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Other Capabilites Under Consideration 

• Support for Deployment Using HELM.

• Sample Configurations for Rolling Upgrades

• Sample Configurations for Patch Management

• Sidecar Container Implementation to Support Custom 

Add-ons and Integrations 

• Certification on RedHat OpenShift and AWS EKS 

platforms

FUTURE WORK – OTHER TARGETED CAPABILITIES 

35
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Architecture and Componentry

Under Consideration 

36

GOAL: Cloud Ready, Lower Cost of Ownership

• Install of Admin App & UI in base Policy Server install process 
• Expansion of REST interface to additional administrative functions 

o Console
o Registry Settings

CA SSO 

Clients

REST

Service
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Enhance Security 
Under Consideration

37

CA SSO Hardware Security Module

“Please sign and/or encrypt

this content”

“Signed and/or encrypted

content”



Copyright © 2018 CA. All rights reserved.

Influencing our Roadmap

3838

• Submit your ideas on communities.ca.com

• Vote and comment on ideas that are 

important to you

• CA Product Management reviews ideas and 

updates status 

• “Currently Planned” idea status indicates 

inclusion in Agile Backlog or Product 

Roadmap

• Register to participate in private:

o Use case forums

o Design review webinars

o Pre-Release versions with 

development team support for 

download and testing (Beta)

• Enroll at: validate.ca.com

CA Communities Ideation Customer Validation
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Thank You.



Sr. Director, Product Management

Herbert.Mehlhorn@ca.com

Herb Mehlhorn

@cainc

slideshare.net/CAinc

linkedin.com/company/ca-technologies

ca.com


