@ Symantec.

Diagnosing and Troubleshooting
IT Management Suite

Brian Sheedy

Sr. Principal TEC, Endpoint Management




Agenda v Symantec.

Troubleshooting Aids and Tools
Resolving Common SMP Issues
Resolving Common Site Issues

Resolving Common Solution Issues

Copyright © 2018 Symantec Corporation 2




@ Symantec.

Troubleshooting Aids and Tools




Altiris Log Viewer v/ Symantec.

* Tool Installed by default on the Notification Server

Displays a runtime view of errors, warning, information, and
trace messages

* Standalone tool that is SMP Version agnostic

* Logs generated by the Notification Server, Solutions, or . ——
. tiris Log Viewer (Altiris Logs, og
Agents can be viewed

\Program Files\Altiris\Diagnostics\LogViewer2.exe

Alfiris Lt

Logging Options Bookmarks Feeds Help
» @ a8 [Llale At ¥ | zp
Date ~ | Description ISourcE IModuIe
. 4/5/2018 9:2... CTaskExecutionEngineBase::_onProcessExecuteTask(): CAtrsException exception, error: Failed to... CAtrsException dient task agent.dll ~
O l I l p e e re CO r O W a a p p e n S W e n yo u p e r O rl I I 4/5/2018 9:2... CClientTaskInstance::Execute(): CAtrsException exception, error: COM object InvAgent'is not fo... CAtrsException dient task agent.dl
1322018 Exeqiting. stom Inventary -Processor on Schedule’ (442849952021 4232 niTa woAENSVCee

. . 4/2/2018 12:... Executing task instance 'Run Custom Inventory - Processor on Schedule’ (edbdc305-2c7c-4eel-89,., ClientTaskExecutionl.., AeXSVC.exe =
a a rt I C u | a r a Ct I O n 4/2/2018 10:... Executing task instance 'Run Custom Inventory - Processor on Schedule' (0a04430d-283d-4e7e-5... ClientTaskExecutionl... AeXSVC.exe
4/2/2018 8:0... Executing task instance 'Run Custom Inventory - Processor on Schedule' (b0c26442-2d3e-437b-ae... ClientTaskExecutionl... AeXSVC.exe
4/2{2018 7:5... CTaskExecutionEngineBase::_onProcessExecuteTask(): CAtrsException exception, error: Failed to... CAtrsException dient task agent.dll
° b . h d . h . f I . . f, 4/2/2018 7:5... CClientTaskInstance::Execute(): CAtrsException exception, error: COM object 'InvAgent' is not fo... CAtrsException dient task agent.dll
D t t t t t - 4/2/2018 6:0... Executing task instance 'Run Custom Inventory - Processor on Schedule' {35550454-17c7-4dcb-8a... ClientTaskExecutionl... AeXSV(C.exe
e u gS I s s u e S a O CC u r u rl n g e exe C u I O n O S O u l O n S p e C I I C 4/2/2018 4:0... Executing task instance 'Run Custom Inventory - Processor on Schedule’ (10ad2f83-bd16-4fce-97...  ClientTaskExecutionl... AeXSVC.exe
. 4/2/2018 2:0... Executing task instance 'Run Custom Inventory - Processor on Schedule' (f3c5a5d8-4540-42e2-b0... ClientTaskExecutionl... AeXSVC.exe
ta S ks O r to C h e C k t h e a CC u ra Cy Of ta S k exe C u tl O n . 4/2/2018 12:... Executing task instance 'Run Custom Inventory - Processor on Schedule' (99f45636-b180-4753-8c... ClientTaskExecutionl... AeXSVC.exe
4/1/2018 10:... Executing task instance 'Run Custom Inventory - Processor on Schedule’ (f44735bb-e95b-4c6c-a7...  ClientTaskExecutionl... AeXSVC.exe
4/1/2018 8:0... Executing task instance 'Run Custom Inventory - Processor on Schedule’ (e3c82fof-6fc0-48b%-aag... ClientTaskExecutionl.., AsXSVC.exe e

v

* Finds items that fail to execute, areas to debug, and the changes that ‘
are made in your endpoints

[[21 4/2/2018 2:00:01 PM (AeXSvo) ClientTaskExecutioninstance Filter & Jump

Help

Executing task instance 'Run Custom Inventory - Processor on Schedule' (4d28d999-eb21-4e32-blel- ~ -
05375087572, 45432511-1f0b-469d-b544-32a09f052e96) for unknown resources (not in task target device €
cache), count=13:

880a008c-603a-4290-815-0b428283567h; 4 Informational
2da24804-a29c-4cbb-aeal-1bdSbedl6ded;
25339b47-7e31-438e-bc35-21c10769302d; €
5378e4cl-bdbf4£71-9388-40d733bce70d; .
61113265-1563-4702-8761-571a903c14b8;

7fafafel-1f49-46ef-217e-65089b3884ee; &
398116f3-59ca-42%e-9da2-a8cd57belf2b;

35dc6368-181d-46f2-0a1d-bde326ea674e;

®* Use it to determine the problems and their cause.
®* Copy and paste errors to find solutions in KB Articles

* User Guide: DOC8560

Trace
Verbose

Debug

D A

@ Find: [CTask v]€ # [Aa i) v

[CPU: 0%, RAM: 55.00 MB | No filters. [ Limit: 1.8M [ 10.0K / 10.0K [32/8,369 [M

Auto-updating...

Copyright © 2018 Symantec Corporation 4



http://www.symantec.com/docs/DOC8560

SMP Log Files v/ Symantec.

* Should be your first step in diagnosing SMP Server problems.

* Contains valuable information (and a lot of extraneous
information)

* Below are a few details that you should become familiar with:

* By default only Error, Warning and Information level events are
captured.

* Use the following switches with AeXNSAgent.exe command.
* /nologging Disables the logging
* /enablelogging:error Enables the error logging
/enablelogging:warning Enables the error and warning logging

/enablelogging:info Enables the error, warning and informational events
logging

/enablelogging:debug Enables the error, warning, informational events and
debug events logging

/enablelogging Enables the default logging

* NOTE: Verbose logging generates a lot of traffic, adding to the
noise so remember to disable it when done

Copyright © 2018 Symantec Corporation




SMP Log File Locations v/ Symantec.

%B Altiris Log Viewer (Altiris Logs, SIM Logs, Logs, Logs)

* Open with the Altiris Log Viewer for easy viewing
®* Drag and drop to the Log Viewer LdadGmeas” T ves | @sessas

4/5/2018 9:4... Updating Membership for 0 Collections Altiris. PatchManagem...  Altiris.PatchManagements -
4/5/2018 9:4... Updating Membership for 0 Collections Altirie, PatchManagem... Altiris.PatchManagement
4/5/2018 10:... Unable to find value for property ‘SharedScheduleGuid Altiris. AssetContract...  Altiris.AssetContractCom|
. L A I 4/5/2018 10:... Unable to find value for property ‘Schedulexm! Altiris. AssetContract...  Altiis.AssetCantractCom
L] 4/5/2018 10:... Unable to find value for property 'ScheduleEnabled Altiris. AssetContract...  Altiris. AssetContractCom
e rve r o g S [ ° o g 4/5/2013 10:... Unable to find value for property RestrictsItemReferenceDeletion’ Altiris. AssetContract...  Altiris. AssetContractCom
4/5/2018 10:... Unable to find value for property Name' Altirie, AssetContract...  Altiris.AssetContractCom
4/5/2018 10:... Unable to find value for property ‘TtemAttributes' Altiris. AssetContract...  Altiris.AssetContractCom|

4/5/2018 10:... Unable to find value for property ‘IsSpecificSecurity Altiris, AssetContract...  Altiris.AssetContractCom

[ ] 4/5/2018 10:... Unable to find value for property Description’ Altiris, AssetContract...  Altris.AssetContractCom
cee ro ra l I l a a I I l a I l e C O S 4/5/2018 10:.... Unable to find value for property 'Alias’ Altris.AssetContract...  Altiris. AssetContractCom
hasnciiagh  aleric T P

4/5/2018 12:,., Taskinstance Run Custom Inventory - Processor on Schedule! f=snsaza
4/5/2018 10z, Tasiinstance Run Custom Inventory - Processor on Scheduiel | [ || = | Logs = -
4/5/2018 12:... Taskinstance is completed: 'Run Power On for Managed Deliv
< m Home Share View v @
* Agent Logs: Agent.lo | © -t e [t A
L] L] 141 4/5/2018 4 AM (AtrsHost) Alfiris. TaskManagement.ClientTask. B =
- ; - . A1 Mame Date modified A
Task instance 'Run Custom Inventory - Processor on Schedule’ (817 W Favorites
"Custom Inventory - Processor’ (66fa3e96-d816-4e5e-97b7-83ad962 B Deskiop J SIM 2018-03-26 11-28-18 3/26/2018 11:28 AM  Fil
. (4/5/2018 10:00:06 AM) - has met the minimum number of child ins{ ‘ 2750 A
ProgramData\Symantec\Symantec Agent\Logs e
o g y y g g g S e o | Recent places [ aliog 3/ EYRT
Fier o i . 18 This PC [ alleg 3/3/2016 Z10PM  T¢
’ - | a3log T¢
1 1% This PC B /3/2016219PM e
* Symantec Installation Manager (SIM) Logs: A.lo Romer || Do s
° ® ¥| Documents || ablog Te
@, Find: [Patch 4% Downloads || aTlog T
i Music L atlog Te
° \Users\<user>\AppData\Local\Temp\SIM Logs\ c [t e b
." B Videos L elblog 2016 1:50PM Te
&, Windows (C:) | alllog /2016 209PM T ™

v|[< n

* ..\ProgramData\Symantec\SMP\Logs\SIM yyyy-mm-dd hh-mm-ss\
* ..\ProgramData\Symantec\SMP\Logs\Install yyyy-mm-dd hh-mm-ss\
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Altiris Profiler v/ Symantec.

* Simple yet powerful tool for analyzing SQL queries and
code executing on the NS and its associated processes.

* See the .NET stack trace associated with database queries

[ \Program Files\Altiris\Diagnostics\Profiler.exe

* Filter collected data based on timing constraints, or substring @ Altiris Profiler
or regular expression matches 1G@1) - HI A4 Y @n D .

e Copy and paste logged SQL straight into the Microsoft Query B s -

3P 43 Targe: ipCac.. Refz hip  20-10-2012 18:05:24.. 0005.2

) :
Analyzer, complete with pre-substituted command N T s
’ wawp 461 SecurityContextMana.. SetContextData 20-10-2012 18:05:26.. 0003.5 [Altiris NS.ItemManagement.Collectic
|Altiris NS.IterManagement Collectir
p a ra m ete rS AellSve kL] Collection nMembershi  RefreshMembership 20-10-2012 18:05:25_ 1111.8 A1
wawp 503 Imperscnate CheckCurrentUserIsS.. 20-10-2012 18:06:2€.. 0003.2 ' S
s
. . . . Profiler 3z SecurityContextMana  SetContextData 20-10-2012 18:05:25_ 20357 :|system. Threading.ExecusionContext
* Track database errors as they occur with a live profile session = |mue ¢ oo oimin, s s o e e D v

w3wp 81 Impersonate CheckCurrentUserIsS . 20-10-2012 18:05:27. 000Z.8

wawp 418 Imperscnate CheckCurrentUserIsS.. 20-10-2012 18:06:28.. 0001.3

* Set up a zero impact trace from Profiler to run on a schedule | . — e

Profiler €2 SecurityContextMana.. SetContextData 20-10-2012 18:05:28.. 0002.7

rIsS.. 20-10-2012 18:05:25.. 0001.3

* Search your data with regular expressions and watch the =2 — ——

AeXSve €0 DEConnec tion Open 20-10-2012 18:05:31.. 0001.4 j

results appear on your screen in real time ol cprlte] — o

1117.4141 ms (10/20/2012 6:05:22 PM)

* Profile executing queries without access to the SQL database [ g s

ﬂ InternalOverhead : 2222.3 f 11

* User Guide: http://www.symantec.com/docs/DOC8979 . T
Ready. [cPu: 0%, RAM: 112.91 MB s [ ¢ [ [o/1,447/0 .

Copyright © 2018 Symantec Corporation



http://www.symantec.com/docs/DOC8979

Agent Health Status in the Console v/ Symantec.

. . . 1 WINS-1 Domain: EXAMPLE MAC: 00-0C-29-7D-19-AB
* Overall health indicator is on the top center © 192.168.64.143 User: end userl _O5: Windows 8.1 Pro
. . R (€ [General Agent Health Plug-in Versions 3 |
* |If the agent health is needing attention: : /
. L @ Needs attention £ & e
* C(lick on the health indicator ) ) 3) @ |

. . . Agent C ication: [ Last received: 4/11/2018 7:08:13 AM '
* See more detailed information about agent health T %a
Configuration Requests: @ Last request: 4/11/2018 7:07:56 aM &%

®* See Problems and what actions to take

Basic Inventory: B Last received: 4/11/2018 7:07:55 AM ‘{.B
* Agent Health flipbook is categorized by: Agent Version: @ Not up-to-date

1. Agent health category status name

2. Category agent health indicator

3. Agent health category information message
4

Action buttons to help to resolve the problem

Copyright © 2018 Symantec Corporation




Agent Health Status in the Console

Overall health indicator is on the top center

If the agent health is needing attention:
* Click on the health indicator
* See more detailed information about agent health
* See Problems and what actions to take
Agent Health flipbook is categorized by:
1. Agent health category status name
2. Category agent health indicator
3. Agent health category information message

4. Action buttons to help to resolve the problem
Plug-in Versions flipbook shows:

* Name, version and status of the Agent or Plug-in

* Links to the All Agents Plug Ins or Targeted Agent
Settings pages

< WINS-1
= 192.168.564.143 User: end_userl

Domain: EXAMPLE MAC: 00-0C-29-7D-19-A5

0S: Windows 8.1 Pro

v Symantec.

I/( General

Agent Health

Plug-in Versions )}

Basic Inventory:

Agent Version:

Agent Communication: Last received: 4/11/2018 7:08:13 AM ﬁ ﬂ

Configuration Requests: Last request: 4/11/2018 7:07:56 AM &

@ Needs attention ﬁ‘h a¥

Last received: 4/11/2018 7:07:55 AM ﬂ%

& Not up-to-date

o) WINS-1 Domain: EmMH<I Izc: 00-0C-29-7D-19-AB

= 192.168.64.143  User: end_userl : Windows 8.1 Pro /N
\ / /

| 4 Agent Health Plug-in Versions Haﬂé}
® Not up-to-date v & ©

Symantec Management Agent
Altiris Software Update Agent
Altiris Application Metering Agent
Altiris Client Task Agent

Deployment Solution Plug-in
Altiris Inventory Agent
Inventory Rule Agent

Altiris Client Task Scheduling Agent

Software Management Framework Agent
Software Management Solution Agent

8.1.5844
@ 8.0.3323
& 8.0.3338
8.1.5844
8.1.5844
> 8.0.3369
b 8.0.3338
8.1.5844
8.1.5844
«-8.0.2225

(Expected: 8.1.5620)
(Expected: 8.1.5636)

(Expected: 8.1.5845)
(Expected: 8.1.5832)

(Expected: 8.1.5889)
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Agent Diagnostic Mode

v Symantec.

ar) -

[ﬁﬁ Diagnostics * Viw - Q Help =

Agent Settings

* Allows you to work with the tools that help

you troubleshoot the Symantec °o | = fiseron
I\/I a n a ge m e nt Age nt Logs Software Delivery tory ﬁ H Diagnostics + View v & Help ~
L]
m Software Updates Logoff
H H H Stop Symantec Management Agent
®* Login as an Administrator © agen s s 7
le.com/Altiris | v,r| Di i ALET R
o . B re—— iagnostics Mode | Schedules
* Run Aexnsagent.exe /diags on the endpoint e | =
Date Source Module Text Server Profiles
° e e M @4;’5;‘2[)13 12:07:57 PM HttpRequest AeXNetComms.dll ASP maxi
o U N d er Vl ew > D | ag n OSt ICS yO u wi | | see. (3)4/5/2013 120753 PM  CoreUtil AeXNSAgent.exe Module* Blockouts
(3)4/5/201212:0215PM  SWDAgent:Run smfagent.dll Main loo Metwork Connections
. @4;’5;‘2[)13 12:02:13 PM CDeliveryPolicy:GetMNex..  smfagent.dll Policy {FE Peer Downloadi
o LogOff an d S h utd own S M A Se rvice contro I S (3)4/5/201212:02:15PM  CDeliveryPolicy:GetNex... smfagent.dll Policy {7 ce:f. m:n P
(3)4/5/2018 1202:15PM  CDeliveryPolicy:GetNex... smfagent.dil Policy {61 srieates
° o e @4;’53’2013 12:02:15 PM CDeliveryPolicy:GetMex... smfagent.dll Policy {14 User Sessions
PO I ICles an d SC h e d u | es @) 4/5/2013 120008 PM  SWDAgent:Run smfagent.dl Main log Registered Plugins
@4;’5;‘2[)13 12:00:08 PM ProgramExec smfagent.dll Program
° . (3)4/5/20181200:08 PM  BaseApplication:Run AexPatchAssessmen...  Deinitializ Proxy Performance Counters
N etWO r k’ Se rve r’ B | a C ko u ts a n d CO n n e Ct I 0 n S @4;'53’2013 12:00:08 PM BaseApplication:Run AexPatchAssessmen...  Patch assessment done.
@4;’53’2013 12:00:08 PM Basefpplication:Run AexPatchAssessmen...  Sending assessment inventory...
Y | d H @4;’53’2013 12:00:08 PM Basefpplication:Run AexPatchAssessmen...  Filtering assessment results..,
Pe e r DOW n 0 a I n g @4;’5;‘2[)13 12:00:08 PM BaseApplication:Run AexPatchAssessmen..  Parsing assessment results...
@4_.-’5;‘2[)18 12:00:08 PM BaseApplication:Run AexPatchAssessmen...  Loading Patch catalog file...
[ H f' @4;’5;‘2[)13 12:00:08 PM Application:runAssess.,..  AexPatchAssessmen...  Finished assessment engine...
Ce rtl I Cate S @4;’53’2013 12:00:06 PM Client Task Agent client task agent.dll Task finished. Instance: [1e264ac3-000f-4929-bdbc:
@4;’53’2013 12:00:05 PM Client Task Agent client task agent.dll Task started. Instance: [1e264ac3-000f-4929-bdbc-¢
[ ] 1 @4;’5;‘2[)13 12:00:02 PM MDPEventAggregator smfagent.dll Mew MOP policy event state received {1AAA1522-E
U Se r SeSS I 0 n S @4_.-’5;‘2[)18 12:00:02 PM MDPEventAggregator smfagent.dll Mew event received 1
@4;‘5;‘2018 12:00:02 PM CDeliveryPolicy:GetMNex...  smfagent.dll Policy {1AAA1522-EFBE-4449-BOBB-E7C163F67CDY
* Registered Plugins QUi 1200020 Coumpolc e gl oy IAMAISR R0 48 OO TCISHTCOS
< m >

10
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SSE Tools

* ITMS SSE Team at Symantec developed this as an aid

Symantec.
[ INFO25685

T\ m

SSE Tools v3.0.0.2
in troubleshooting the SMP ‘ General .Health ‘ Advanced ‘ Shortcuts Settings About ‘
. . . f Usefulr‘f’ugr;:a.::l:ing,hgent,Serverand SIM event log files.
. The SSE TOOIS prlmary ObJECtIves are: ‘E ::iee::eifnw:;tabase information. Includes GUID Search tool.
* Save time and efforts in identifying common issues. i — = S — ‘ B
* Reduce the time required to troubleshoot issues \[_ Vi and s e B S ocniness
* C(Create a platform for tool development and re-use ‘k Sl | ([ R——
* Improve both the quality and quantity of diagnostic 2 i S T e
information ‘ Run statistics on replicatior .
" ﬁer:’i::::: General Health Advanced sShS ErtToc:I“lo-o;tt' About
* Very useful in identifying common areas that R | | |

View responses to Agent Service requests,

Status: | Checking for updat

Network Diagnostics

Symantec Support requires
* SMP logs, IIS Logs, SQL Performance, Process Manager,
Database and IIS Health, capture memory dumps.
* Provides Links commonly used Microsoft Tools:

* |IS Manager, Services Console, Windbg, and additional
tools from Sysinternals.

View network configuration, connections and resol

ver caches. Scan for open ports.

SQL Viewer

Run queries against SQL databases.

Process Manager

View and end currently runn

ing processes. Create memory dump of running proces:

s or configure to capture crash dumps.

1IS Viewer
View IIS Metabase data.

Drive Viewer

Browse directories and files

on local drives. Caclulate directory/subdirectory sizes.

File Version Scanner

Scan binary files for versions.

. Can be used to compare file versions between folders

or after updates,

File Download
Download a single file.

Status:  [Checking for updates su:

cceeded. No update found

11
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SSE Reports

Report Name
Daily Event Report

Event History

Event Queue Statistics

Event Trends Report
Filter Update Duration

Package Server Account Creation Failure

Package Server Account Locked

Package Server DC Account Creation Failure
Package Server Password Expiry

Resource Target Updates

Scheduled Events

Scheduled Events Detail

Site Report

Site Servers in Subnet Report

Sites and Package Servers Report

[ HOWTO5298¢

Description

This report provides a summary of event processing per day.

This report lists event succeed/fail statistics over a given time period.

This report displays statistics for each event queue and the failed backup folder over the
specified from-to range (last 7 days by default)

This report shows trends for the selected event.

Lists the time taken for reports to update their membership, both by full update and delta
update.

Lists package servers which have failed to create ACC local accounts

Lists package servers which have ACC local accounts that have been locked out

Lists package servers which are installed on a DC and cannot create ACC local accounts because
the option is disabled

Lists package servers with ACC local accounts that will expire within N days (14 days by
default).

Shows how long resource target updates are taking. Includes average, fastest and slowest
times.

Lists the Scheduled Events run over a given period.

Details instances of a Scheduled Event executed over a given period.
This report lists configured site details.

This report lists the configured site servers in the selected subnet.

Shows Sites with or without a particular type of Package Server.

v Symantec.

Useful For...

Server Performance

Server Performance

Server Performance

Server Performance
Server Performance

Site Server TS, SWM TS, PMS TS, DS TS

Site Server TS, SWM TS, PMS TS, DS TS

Site Server TS, SWM TS, PMS TS, DS TS
Site Server TS, SWM TS, PMS TS, DS TS

Server Performance

Server Performance
Server Performance
Site Server TS, SWM TS, PMS TS, DS TS
Site Server TS, SWM TS, PMS TS, DS TS
Site Server TS, SWM TS, PMS TS, DS TS

12
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SMP Scheduled Tasks (Windows Task Scheduler) v/ Symantec.

* Automates various activities within the
Notification Server.

* Filter and Target updating.

* Distribution point updating.
. ) Task Scheduler - o[
* General schedules for Hourly, Daily, Weekly... e acer e 0t

L4

@ Task Scheduler (Local)

g

° ° ¥  MName S Triggers ~
o IVI a n a e d b t h e W I n d OWS | a S k S C h e d u I e r & Beshie=kSchedulsRbrary (% NS.Agent Health Recalculation {106205h2-b2da-4bfh-83ee-25555bf7522f} Ready At 2:40 AM every day - After trigger
. 5. Application Metering Settings.[e87cdbf1-5612-438a-85¢f-4019a0e2b67e} Ready At 2:30 AM every day

5. Assets {9e273cce-d7b6-45d0-a51f-db1felfde5e0} Ready At 10:42 PM every day

5.Business Hours.{77b1616a-9ce7-415e-8ba3-7Th78%ecbed5f} Ready At 8:10 AM every Monday, Tuesday|
5.Cell Phone 1baTb872-1244-4350-b39-228a 7 0faldff} Ready At 3:38 PM on 12/2/2008

5.CEM Certificate Synchronization Schedule{14a2f14d-22bd-4ed3-bbdf-eaaalfi6chag] Ready At 5:00 AM every Sunday of every w
5.Cent0S Patch Remediation Settings.{c88a8405-c513-4f4f-0c36-02f500fc 260} Ready At 12:10 AM every day - After trigge
5.Clean Ownership Schedule{dddb51%e-bfa2-48dd-a122-bfe36d196ed3} Ready At 10:00 AM every day - After trigge
5.Cleanup Task Data Daily.[f52abe94-ba22-4fal-b021-78ccafdaaac)} Ready At 1:10 AM every day

5.Cleanup Task Versions Data Weekly.{8e85a3db-78b7-4a7a-a6da-e4582c854373} Ready At 1:10 AM every Saturday of every
5.Company Import.{8179cbbf-cd06-461a-b03b-43e679b36032} Ready At 3:38 PM on 12/2/2008
5.Complete Resource Membership Update{bce0ab81-47d2-4702-acch-6c248940639a} Ready At 2:05 AM every day

5.Computer Associations Import{6a33cf74-2f4b-4171-8e58-ca772fc3a571} Ready At 3:58 PMon 12/2/2008

S.Cost Center Import.{f741a%c5-0b91-49e0-ad9f-773bd 763589} Ready At 3:38 PM on 12/2/2008

5. Daily {8e6c708e-18bc-4ef9-acea-2ded26c4f3ba)} Ready At 2:10 AM every day

5.Default Processing Task{3235ec0d-423a-4739-834f-eeddadaadal0} Ready At 10:42 PM every day

5.Delta Resource Membership Update {67431011-3dc3-457c-bdff-fa7ce7812260} Ready At 2:14 AM every day - After trigger
5.Department Impert.{7d21006a-902c-4bde-9218-b8al1c13ddf e} Ready At 3:38 PM on 12/2/2008
5.Depreciation Schedule{bc02b398-fc15-48bd-43e-f56c064c8dba} Ready At 3:58 PM on 12/2/2008

S.Desk Phone{fbc22179-6836-4107-a2de-87dbc3efed 7c} Ready At 3:38 PM on 12/2/2008

5.D5M Schedule ltem Config.[008bc438-2099-4fa3-baca-9011e2820dfd} Ready At 4:00 PM every Monday of every v

* May need to be adjusted to size of environment

* |f constantly in the ‘Running’ state reduce the
repetition rate.

* Hierarchy tasks can take considerable time to
complete due to complexity and may appear as
*always™* running.

>
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Other Important SMP Troubleshooting Tools v/ Symantec.

*  Wireshark =
e oBx%aRe*eF 2 EE .
[ ) - [Feer: [ v b Yo o wor
A free and open-source packet analyzer _ I ——
* Used for network troubleshooting, analysis, software and communications B2 a NG e nE e 8
protocol development, and education sl § |EewE0EE 0o B A
= ﬁommand ﬂ
* WinDbg lodiond 00007ELC DLO00D So0TEIe Lare o C ot ST
_ _ _ e e e
* A multipurpose debugger for Microsoft Windows g

ntdll!TdrInitShinEng)

00007££c°0201d108 o
°

P

Can be used to debug user mode applications, drivers, and the OS itself in kernel
mode to Inspect running processes.

<
ERCEN]

Ln0,Col 0 Sys

* Windows Performance Monitor

* Installed with the operating system.

Very useful in determining benchmarks for server performance
* Monitors performance counters.

* Remote Symantec Management Agent Diagnostics (RAAD)

* Lets you remotely perform diagnostics of client computers, that have the SMA
(Symantec Management Agent) installed.

AT(WM Syintemals: wam.sysinternalz.com |ﬂl§_
* See HOWT09637 and HOWT021449 ——
®* Microsoft Sysinternals Suite HaEE o
* Process Explorer shows you information about which handles and DLLs o —-
processes have opened or loaded. : E‘E&?ﬁﬁ’:ﬁ@;;:& EEL
* TCPView shows you detailed listings of all TCP and UDP endpoints on your e SR “3333????@3
system, including the local and remote addresses and state of TCP connections. '
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@ Symantec.

Common ITMS Troubleshooting Steps




ITMS Troubleshooting Overview v/ Symantec.

Identify the problem
®* You are noticing slow console performance
®* (Queries are taking too long to process
* Agents are not responding to policies or tasks

Identify the cause
* |s it environmental? (firewalls, file system lockdown etc.)
* Where is it failing? (w3wp.exe, sqglservr.exe, AeXSvc.exe etc.)
* Which product is failing? (Core, Patch, Inventory etc.)

Remediation
* What can be done to get the system running again? (process restart, system reboot?)
* |s this a short-term fix or can it be applied indefinitely?

Support Case
* What data needs to be gathered? (SMP version, Operating System info, stack traces, etc.)

16
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ITMS Troubleshooting Overview v/ Symantec.

* Non-invasive troubleshooting
* |nspecting aspects of the system without affecting it.
* Reviewing log files.
®* Running various traces. (Altiris Profiler, SQL Server Profiler, Debug View)
* Monitoring communications. (Web debugging proxies like Fiddler)
* Running SQL Queries. (nolock hint, execution plans)

* Invasive troubleshooting

* Diagnosing problems that may adversely affect the running system.
* Attaching a debugger. (Visual Studio, WinDbg, MDbg, MSE)
* Modifying the CMDB. (UPDATE/DELETE statements, altering stored procedures, views etc..)
* Making changes to CoreSettings.config
* Making changes to registry keys

* Resources:
* The Symantec Connect Community ( https://www.symantec.com/connect/)

* The Symantec Support Site (https://support.symantec.com )

* Symantec Management Console Help
17
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ITMS Troubleshooting Overview v/ Symantec.

* If you have resolved the issue:
* Communicate the result back to the impacted people

* Add to the knowledge of problems and solutions
* Internal Knowledgebase, support communities, forums.

* If you have not resolved the issue:
®* Record and contact Symantec Support if needed

* Send pertinent information to help in resolving the problem
* Definition of the problem
* Diagnosis of the problem
* Steps taken to solve the problem
* Support may ask for log files, an Altiris Profiler trace or specific file dumps.

18
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@ Symantec.

Resolving Common SMP Issues

19



Reduced Responsiveness in the Console v/ Symantec.

* Symptoms:
* Pages are taking too long to display (minutes instead of seconds)
* Switching between views is slow and sometimes displays an error
* Seeing Item Exception Errors, popups, blank screens

* Testing Approach:
* Ensure that the SMP environment is sound
* Properly sized, configured and current health is good
Check relevant Logs for errors or warnings
* Notification Server Logs with Altiris Log Viewer
Check Processes and Scheduled items
®* Check NS Services running, memory and resources used by them
®* Check MS Task Scheduler for long running processes
* Altiris Profiler for long running processes
Check IIS Web Services for optimal operation
®* Check IIS Consistency and Performance
Adjust depending on results

20
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Reduced Responsiveness in the Console v/ Symantec.

* Ensure that the SMP environment is sound

* If the SMP and MS SQL environment is not sound
* Not Properly Sized — adjust resources (RAM, CPU, Disk)

Not Properly Configured — adjust configuration to meet or exceed recommendations as indicated below to improve
responsiveness:

Setting <1000 |1000-5000 5000-10,000( 10,000 -20,000 | 20,000 to 35,000
Agent Configuration Interval Every 1 hour| Every 1 hour | Every 2 hours Every 3 hours Every 4 hours
Complete Resource Membership Update Daily Daily Daily Daily Daily
Delta Resource Membership schedule 15 min 20 min 30 min 45 min 1hr
Task Service task update interval 5 min 5 min 15 min 15 min 15 min
Policy Refresh schedule 5 min 10 min 15 min 15-20 min 15-20 min

* Current Server Health Report indicates performance warnings — follow advice from report

* Know:
®* Current Environment, Installed Products, versions, license state.
* Location of Log Files, reports or applicable utilities
* Historical operation, current state, recent changes.
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Reduced Responsiveness in the Console v/ Symantec.

l

* Check relevant Logs and Events for errors or warnings | .
* Use the Altiris Log Viewer or SSE Tools Log Viewer for NS Logs T

EEEE [ [v]a] 0 e I —rr

Date ~ Description Source Module Process (FID)  Threac ~

* Use the Windows Event Viewer for Application, System and Em P e e b n

3/26/2018 1Z.... | Updating Membership for 0 Cal... | Afiis PatchMan... | AeXSVCexe | AeXSve (2688) |48

3/26/2018 1Z.... | Patch(CentOS Linux) -» Updaii. | Aliis.FatchMan... | AeXSVC.axe AeXSvo (2688) |48
e Altiris Log Viewer (Al | 22572012 12... [ Ptch(Red Hat Liuz) > Updat...| At Pechban,..| AeXSVC exe AeXSve (2688) |78
e r ro r S 3/26/2018 12..._| Updating Membership for 0 Col... | Aliis Patchblan... | AeXSVC.exe | AeXSve (2688) |78

File Leogging Options  Bookmarks  Feeds 3/26/2018 12 Finished Package Distribution P... | Altiis NS.Standa... | AeXSVC exe AeXSvc (2688)

50
A 3/26/2018 12:... | Patch(Red Hat Linu) > Updati... | Afiris PatchMan... | ASXSVC exe AeXSve (2688) |78
d 3/26/2018 12:... | Mo packages found that needs ... | DistrbutionPoint... | ASXSVC axe AeXSve (2688) |50

50

* Look for errors that mention timeouts, item exceptions or T R TR

3/22/201... Connection failed. Connection timed out.  [Syst {Severty: 4
3/23f201... Errar initializing database connection Failed to cof {Date: 3/26/2018 12:10:20 PM
{ 4 3/26/201... CT. {onEngineBase::_onProcessExecLt Eg;i‘:ﬁ_ﬁﬁ?“
u n a e O cee 3/26/201... CClientTaskInstance::Execute(): CAtrsException||Process: AtrsHost (1900)
323/201... ClaskExecutionEngineBase:: orfrocessErecutefTwead 21
/23 &+ 0: o
. . S35 T et oot e Sy Al S I oy Pt S TStz
[ ] E rro rS/Wa rn | ngs rega rd | n g AeXSVC. exe i:i:isi xe web site could not be found: :Symanlet Ager| |3d337e55274d), 3/26/2018 12:00:06 PM
/23/201... The web site could not be found: 'Symantec Ager
3/23/201... The web site could not be found: 'Symantec Ager
3/22/201... The web site couid not be found: 'Symantec Age

®* Errors/warnings w3wp.exe vt [F][A] 1@ 2@ 4@ 5 0 % 0 [4]
e |

@

3/23/201... Unhanded exceotion in Supoert Service Service.

* Errors/warnings Altiris.NS.dll MR e e e [ ¢ (e

Exception occured while detecting Desktop Experience feature on windows 2012 » %

R2 _| % Wamings L4

[ ] S h f d H t H t I t H t h Sp[z;’fsisgmi;tﬁwggats;gant\on @ symantecinstalationManager] . € Informational %
earcn 10r and investigate reievant errors or warnings on tne 5 ontc o st Ui sDeskcopbperenceaniedorzniz | ¢ Trce .

. . 20rIsMustRebootRequired() 4 Verbose *
appropriate vendor sites. oot dleome

Q Fne: | Vi€ Aty

) Ap p Iy a ny S uggested fixes tO p rove SOI UtiO n S Auto-updating... [CPU: 0%, RAM: 52.00 MB | Nofiters. | Limit: 1.8M [10.0K/10.0K [100 /5,163 [M .5
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Reduced Responsiveness in the Console

* Check Processes and Scheduled items

Use Windows Services.msc or SSE Tools to validate SMP Services
* SSE Tools will filter the SMP Services

Look for NS Services are using high memory and resources
* Use is dependent on environment size — but 100% CPU is not normal
* |nvestigate behavior on support pages or KB’s

Look at NS Task Schedules that seem to be stalled, have errors or
run too often

* Duration of some schedules are dependent on environment size
®* Running > 12 hours is not normal

* |nvestigate behavior on support pages or KB’s and apply solutions
Use Altiris Profiler to investigate long running processes found
* Apply any recommendations from the Altiris Profiler output

v Symantec.

Process Manager

% | Dump... Configure,

... P

repare...

[ |-|| System info | Copy

Name

Id

CPU

. Private KB

Working KB

Virtual KB

Threads

AeXSMLogUpload 5588 |0 1256 5336 51,204 1 ]
AeXAgertUlHost 7504 |0 4140 13512 120,520 4 1
ssetools 8876 (0 37,564 47,304 671,772 15 1
ssetools 7436 |0 27,35 43648 652,660 6 1
Altiis Support Service 65652 (0 48,752 55,504 657304 34 ]
w3wp 10748 |0 320,164 142,724 1832765 |51 o
w3wp 12976 |0 704,628 569,696 18938560 | 197 o
AtrsHost 1500 |0 363160 216316 18564384 |97 o
CTDataload 8924 |0 43288 63224 663,832 35 o
inetirfo 11684 |0 36,764 43,352 118.304 5 0
ScheduleProcessor 11600 |0 20468 18.248 550.548 6 0
AeXMetricProv 9880 |0 63.736 83.808 723704 41 0
Aktiris ServicasFr 1gac In E01E3 220240 14 42 £ o
xS = Service Controller =T
nt
Age > 0P |>» [m|smps [ > [ cooy @

w3np Dispi Al E2 Start Mode
AeXSve ITMS
salservr A a

A I

Al

A

A

A

Al

A

A

Al

A

A

AN

Sy
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Reduced Responsiveness in the Console v/ Symantec.

* Check IIS Web Services for optimal operation
* Use Microsoft LogParser or SSE Tools
* For lIS Logs %SystemDrive%\inetpub\logs\LogFiles
* |In SSE Tools, use IS Log File Statistics feature or IS Viewer
* Review IIS Logs for heavy load or traffic

* |P’s Accessing a page more than 100 times in 8 hours indicates issues
®* Can be helpful in finding broken web services or misconfiguration of NS

24
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@ Symantec.

Database Performance

25



Database Related Performance Issues v/ Symantec.

* Symptoms:
* Sluggish response to many processes in console, web, tasks and other operations
* MS SQL Server Performance degraded with high use of resources, paging and other issues
* Reports/Queries failing to display with timeout errors

* Testing Approach:

* Ensure that the MS SQL and SMP environment is sound
®* Properly sized, configured and current health is good
* MS SQL Server Considerations are observed
* Eliminate Common MS SQL Server Misconfigurations
* MS SQL Settings: Memory, Growth, Permissions
®* SMP related CMDB Settings
* Perform Database Health and Performance Tests
* Index Fragmentation, Table Sizes, Network Performance
* Reduce CMDB Activity and Impact
* Examine SMP Configuration for opportunities to optimize performance
* Adjust depending on results

26
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Database Related Performance Issues v/ Symantec.

* Ensure that the MS SQL Server or SMP environment is sound

* Compare current implementation to Symantec and Microsoft SQL Server recommendations.
* Improperly sized MS SQL Server

* Upgrade the hardware associated with the bottleneck, e.g. adding more RAM, faster CPUs, more or
faster Disks, etc..

* Improperly implemented SQL Server

®* Observe and adjust configuration to adhere to recommended settings and considerations from
Symantec and Microsoft.

27
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Database Related Performance Issues v/ Symantec.

* Eliminate Common MS SQL Server Misconfigurations - N e
{J=| €l « Windows .. » View update history = | %4 ||| Search Controt Panel P
* MS SQL and OS Updates
* Update to Highest level supported by your ITMS Implementation e T

Review your update history

. . Name Status Importance Date Installed il
* Usuall lud f f - -
S u a y | n C u e pe r 0 rm a n Ce |Xes Security Update for Windows (KB4092046) Successful  Important  4/23/2018
Security Update for Windows (KB4093108) Successful  Important  4/23/2018
Security Update for Windows (KB4096040) Successful  Important  4/3/2018
110na0) P 4200

* Memory Configuration et i s =

S e e s G - Qi
* Enable the Optimize for Ad hoc Workloads setting e
* Set avalue in the Maximum server memory option Z e —
e et Measimum server memary in MB)

* Reserve at least 4.5GB for OS/Apps sty Upt for s

2 Disk Defragmenter =8 EcR ===

5 Disk D i files on your computer's hard disk to improve system
@‘ e. Jell me more abeut Disk D

* |f SQL on-box, start out by setting SQL to a fixed memory value

® i 1 Gon Schedule:
e rragmentation
SMPE Scheduled defragmentation is turned on
Cornection Run at 1:00 AM every Wednesday

Next scheduled run: 5/2/2018 2:35 AM

* Check and resolve with standard Defragmentation Tools s B

Disk Last Run Pragress

. &L, 5ymSOE (C:) Running... 37% analyzed
* Defragment affected drives as needed s e
ol GSPIRMCULXF (F:) 4/25/2018 2:44 AM (0% fragmented)
(s System Reserved Never run
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Database Related Performance Issues v/ Symantec.

* Eliminate Common MS SQL Server Misconfigurations

* MS SQL Server Maintenance Plans not configured

*  Will Most likely fix many SMP Performance issues

* Creates backups of databases

®* Reorganizes data and indexes

* Checks database integrity

* Resets statistics on the database
®* (Can be created manually or from a Wizard

* Wizard ensures that common features are taken care of
* Not supported if using SQL Server Express

* Follow the Guide @ http://www.symantec.com/docs/HOWTO8589

* |f a Maintenance Plan resolves the performance issues, continue to Results phase

29
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http://www.symantec.com/docs/HOWTO8589

Database Related Performance Issues v/ Symantec.

* Perform Database Health and Performance Tests

* Tests that will likely uncover performance issues:
e Measure Table Sizes
e Check Index Fragmentation
e Measure Stored Procedure Duration
e Perform a CMDB + Network Ping Test
e Evaluate Basic SQL Performance Counters

30
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Database Related Performance Issues v/ Symantec.

* Perform Database Health and Performance Tests

e Measuring Table Sizes
®* Use the Database Health function found in SSE Tools
* From the “Performance” tab click the “Table Sizes” tab. QL patabese Heaih (S B

\Connectm Symantec_CMDB + | b | [ Eport.. || Dive Fragnentation... || Parttion Offsets.. | | SQLTest. |
* PASS: All tables should be < 2GB and No table should be two J‘“’Tm:mﬂm‘l.m I
digits greater than any other table TR SRR

i Failure Remediation Steps: o 14113 228720 219952 |5392

String 338475 144848 81792 62808

pewsys_dna_object 614741 11224 120856 304

* Creating a SQL Maintenance Plan is the easiest way (HOWTO e e e —

Settings ~  Notification Server ~ Resource and Data Class Settings ~ Resource History

ResourceUpdate Summary|
Resource History
8589 ResourceAsseciation 3 Configure resource data class and association history.
RM_ResourceFile
Prf_CodeTrace

* Configure Purging Maintenance to reduce specific table sizes e |

Pf_CodeDurationTrace

Resource Data History | Resource Associstion History ~

* Check tables that relate to items in your console for unusually large sizes. l.e, e —
N Inv_Audit Altiris CMDB Solution (26, 1 MB
Software view = Aex_SW... : Ge 1m

RM_Resource Software_Cj
Evt_NS_ltem_Managemey

Go to Settings>Notification Server > Purging Maintenance and e
Settings>Notification Server > Resource History

» Set reasonable purging periods and row counts for events and
resources.

Check that “NS.Purging Maintenance....” task is running on a regular basis —
once per Day

Altiris Solution 8.1 (10)

Altiris Directory Services 8.1 RUS (8)

<
i
H

nnnnnnn

nnnnnnn

ooooooo

HIBEIEIBE
<[ <]|<
5
g

nnnnnnn

HIE
<] ]|

nnnnnnn

ooooooo

I

<

nnnnnnn

LLLLLLE

HIEE

<

nnnnnnn

Copyright © 2018 Symantec Corporation 3 1




Database Related Performance Issues v/ Symantec.

* Perform Database Health and Performance Tests

* Index Fragmentation
®* Run the SSE Tools Database Health function

®* From the “Performance” tab click the “Index
Fragmentation” tab

ad Database Hea\l}b/\MPB) == -
® PASS: If e nt ri es are < 9 5% Connect... | Symaniec_CMDB - Export.. || D\ \gopiion... || Parttion Offsets... || SQLTes... |
Configuration | Performance ‘ Processes ‘ \
® Fa I I u re Re m ed I at I O n Ste ps : ‘ Table Sizes | ltem Version Counts I ltem Size and Counts by Class I Resource Courts byTypeT\indEX Fragmentation | Membership Container Sizes I Mem € | *
name avg_fragmentation_in_percent page_count + -~
* Check that “NS.SQL defragmentation schedule...” is pm——r——— prees
running on a regular basis — once per Week oo & et . il
* OR make sure you have a MS SQL Maintenance plan in ——— e Tt
place that will automatically defragment the indexes. e v it i

®* Run an Altiris Profiler SQL Trace to pinpoint issues if the
above items do not improve performance.

32
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Database Related Performance Issues v/ Symantec.

* Perform Database Health and Performance Tests

. a2 Database Health (SMP8) </\\ = ':'-
® Stored Procedure Duration: F——— - [» ][ bpone | [coverapurnen M P | 07
®* Run the SSE Tools Database Health function contauration "l""”“‘a""‘*\ "ml | | | ‘ |
Index Fragmentation | Membership Container Sizes | Membership Update Duration | Replication Rules | Stored Procedurs Stats | Potential New Indexes | [ < | 2
* Click the “Membership Update Duration” tab and the green arrow et L O
spDeftaCollection Update 7
to start the test e 1 " % 0
® PASS: No values returned or Avg. Duration (sec.) < 30s DM St | LN - '
. . . spPMWin_GetListDfFiterCollections ToUpdate 1 0 N 55 55 0
* Failure Remediation Steps: Ml S s i I o o :
e Record the stored procedures taking longer than 30 seconds to run S — i : > E .
AND have an execution count greater than 40 S : : - E :
spDeftaTablesPopulate 2 0 7 28 0
e Determine what part of the platform or solution they are associated ep_inv_Cle_Taok_Servere_d . 0 % ® 0
with (The name provides a clue PM = Patch Management, SW = SW s - - 2 2 3
M a n a ge m e nt ) sp_lnv_AeX_AC_Client_Status_dl 1 0 2 21 o
5<D||:(M Fle Loskus ResourcsBulfiers 2 i ‘ 21 15 0 . v

e Investigate the configuration of the associated platform or solution.

Status: ‘Dune loading health data.

e Research the problem on support resources.

¢ Run the Symantec Installation Manager and determine if hotfixes,
service packs or even license upgrades are required and apply if
needed.

33
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Database Related Performance Issues ¥ Ssymantec.

* Perform Database Health and Performance Tests
e Perform a CMDB + Network Ping Test

Run the SSE Tools Database Health function
Click the “SQL Test” button, then Connect

Select “Symantec_CMDB” and change the “Test” option to
CMDB + Network

Press Start

e PASS: Target Average < 20ms

Ignore the 1" Value in the test

e Failure Remediation Steps:

Verify a minimum 1GB connection from SMP to SQL Server.

May require network troubleshooting with utilities such as
Wireshark to pinpoint latency issues.

Resolve Networking or Latency issues with the team
responsible for network, security or server maintenance.

Symantec_CMDB -
s [ 5] et [ 05] T e

fteration Elapsed ms

W oo |~ oW R =

=

Status: |T&d completed.

Copyright © 2018 Symantec Corporation
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Database Related Performance Issues v/ Symantec.

* Perform Database Health and Performance Tests
SSE Tg#\y3.0.0.2 [=]
e Evaluate Basic SQL Performance Counters [ o | it | Aama | “<\”f“

SMP Log Viewer
Useful for searching Agg

e Run the SSE Tools Performance Viewer from the “General” tab

.. Export.. | Copy [a

@ | Load Counters

SOL Server -

Item Viewer

View ltem database infof  Computer: |SMPE Sy e ()

SQLServer:Resource Fool Stats | ~ | | counter & cument min avg max

e Select “SQL Server” and click “Load Counters” .

Bytes 915.00 90200 352016 392500
Calculate statistics on IS|| - SQLServer:SQL Statistics
- SQLServer:S515 Pipeline 11.0 Memery.Pages/sec 060 0.40 106 1017

. o
. PASS ) b Text File Viewer SQLServer:SSIS Service 11.0 Process; % Processor Time:sglservr 0.00 0.00 431 7289
Dl

SQLServer:User Settable

1. QL Server Viat Statistics SQLServerBuffer Manager Fres list stalls/ssc 0.00 000 000 000

Performance Viewer - Sl Server Worklosd Group Stat| || SQLServer:Buffer Manager Page lfe expectancy 22654.00 22,654.00 |22,654.00 |22.654.00
Sample local or remaote

NSE Diagnostics
Run statistics on m,
Context Switches/sec

Replication Di Exception Dispatches/sec
Run statistics on repucat File Cortrol Eytes/sec

® Current Physical Disk Queue Length < =1 over sample duration

chronization SGLServer:Memory Manager; Target Server Memory (KE) 2097.152.00 |2.097.15... | 2.097.15... 2097.15...

jer. Total Server Memory (KE) 2097.144.00 (2,097.06... |2.09713... | 2.097.14...

ystem
% Registry Quota In Lse System Frocess Lengih 000
Alignment Fiaups/sec

0.00 000 a0

® Current Logical Disk Queue Length < =1 over sample duration

®* % Processor Time < 50% over duration or consistent 90% spike

File Corttrol Operations/sec

Service Controller File Data Operations/see
File Read Bytes/sec

* Memory Available Mbytes 30% available as a % of total B | e e

Files Wiite Bytes/sec
File Wite Operations/ssc
Floating Emulations/sec

e Failure Remediation Steps: [N

System Calls/sec
System Up Time

e Disk Queue Length Fail, Add I0PS, check disk I/O configuration 5
Status: [Sampling
e % Processor Fail, Add virtual/physical cores

e Memory Available Mbytes Fail, Add physical Virtual memory

e Note: Excessive CPU, Memory and Disk utilization may or may not
be the result of hardware configuration. Misconfigured SMP, SQL,
network configuration may be the root cause.

35
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Database Related Performance Issues

* Reduce CMDB Activity and Impact

®* Reduce the amount of load on SQL, where appropriate, by decreasing the frequency of the following

Notification Server settings:

. 1000 - 5000 - 10,000 - 20,000 to
<

Setting 1000 1 5500 | 10,000 | 20,000 35,000

Agent Configuration Interval Every 1 hour Every 1 Every 2 Every 3 hours| Every 4 hours
hour hours

Full inventory collection schedule Monthly | Monthly | Monthly Monthly Monthly
Delta inventory collection schedule Weekly Weekly Weekly Weekly Weekly
Complete Resource Membership Update Daily Daily Daily Daily Daily
Delta Resource Membership schedule 15 min 20 min 30 min 45 min 1hr
Task Service task update interval 5 min 5 min 15 min 15 min 15 min
Policy Refresh schedule 5 min 10 min 15 min 15-20 min 15-20 min

v Symantec.
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@ Symantec.

Symantec Management Agent




SMA Installation Issues




Symantec Management Agent Installation Issues v/ Symantec.

* Symptoms:

* Determine if the problem is a result of an unsuccessful push, pull
or direct execution of the agent installation.

* Determine the state that the problem occurs — before, during or
after an attempted agent installation

2
= sjm ¥ symantec.

WINIOL  Coman: DUIRE_WAG: 00IC3380-055%
19216850150 sar: and_user]  O5: Widows 10 Enterrie

* Testing Approach:
* Ensure that the Target Meets Prerequisites

* Does the Notification Server have a direct connection to
target machine?

* Isthe target endpoint 'hostname pingable’?

* |sthe credential used part of the target’s "Administrators" -
group?

* Isthe credential used a valid account on the domain (or
domains for cross-domain push)?

* |sthe target’s Operating System supported by the Agent?
* |s a proxy server being used to access the network?

* Isthe target machine's firewall turned off or configured
properly for Agent install?

* Are there errors when a Pull install is attempted?

[ T = N R O
‘Welcome to the Symantec Management Console

s 28F2frcs

39
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SMA Installation Issues

* Ensure that the Target Meets Prerequisites

* The current NS must have a direct connection to the target endpoint

* |nfile explorer, browse to \\TargetName\cS or other shares to determine
if the NS has connectivity to the Target.

®* The target machine can be on the same or different domain than the NS.

* The target machine must be 'hostname pingable’
®* Perform a simple Ping of the Target hostname, FQDN or IP

* |f this fails, move on to other solutions that refer to account or firewall
issues

i | = | Network - o]
“ Network View 0
\(—:‘ - 1 |€Il » Metwork » W (‘;| | Search Network p |
ah Music ~a Computer ()
=| Pictures
3 Videos A OAN N AN OAN
& Windows (C:) = = T = =S
WOB45860N  DC2012 SMPS W2K12-2 WIN10-1
~ MaYP
EI_l Metwork
% pcaoi2 . L
% sMpg b
NI
o B Administrator: Command Prompt
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file://TargetName/c$

SMA Installation Issues

* Ensure that the Target Meets Prerequisites

* The credential used must be in the target’s "Administrators" group.

* Ifit does not exist, either add the account or seek support from
your network group to add it.

* Thisis a very common solution to push/pull installation issues

®* The credential used, must be valid on the domain

* Loginto an endpoint that is a domain member or investigate the
account

* |fit does not, use an appropriate account that was created for this
purpose

* The target machine's OS) must be supported
* Check the Platform Support Matrix ( HOWT09965 - 8.1)

* |f not supported, notations in the matrix might guide you to
limitations or workarounds for the endpoint.

v Symantec.

Administrators Properties ?
General
,i Administrators
Description: Administrators have complete and unrestricted access
to the computer/domain
Members
k‘ﬂdministmtor
2, Example’\Domain Admins
“. 4 Example’\SMAService (SMAService @Bample com)
AisEs
= Active Directory Users and Computers = | [xT
File Action View Help
— = 2 [ = R gy = [
e nE 48| XECR Ha 27T 3%
Active Directory Users and Com|| N T ~
Changes :l | Saved Q ry am.e ype
Add... Remove arenot efl| P J aved Luenies 6 Richard Bennett User
userlogs || 4 fﬂ E’fﬂmph-mm & Robert Henderson User
3 J Builtin 6 Roger Purewal User
_OK Cancel 9 Comp.uters &, sarah Reilly User
ﬂ_ Domain Controllers 2, 5chema Admins Security’
|| ForeignSecurityPrincipals & ServiceDesk User
] Menaged senice Accou| 8 B
i & Stephen Porter User
6 Thomas Alcott User
& Trevor Reece User
6 Victoria Richardson User
52, WinRMRemoteWMIUsers_ Security
v

Matrix
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http://www.symantec.com/docs/HOWTO9965

SMA Installation Issues v/ Symantec.

Settings - Agents/Plug-ins - Symantec Manag... ~ Symantec Mana... = SMPB.Exam...

* Ensure that the Target Meets Prerequisites o S o

Notification Server Communication Profile to be used for agent instzllations and server swit...

DH:”P. N pmm;;ttingshr s Agent G a5
* Check that the proxy settings for the Server e

© specify proxy to be used

Communication Profile is valid . o

Password:

S5L certificates are defined for current profile. Edit

Confirm password

* Incorrect Proxy settings can cause the console to reflect
unsuccessful download or install errors

No proxy settings are specified for this communication p

The Agent Connectivity Credentials that are defined on tl
page are selected. Edit

This communication profile is linked to 'SMPB.Example.com’ server. Unlink

. Windows Firewall with Advanced Security
None of the Targeted Agent Settings

P
Management Agents can use it if it is g File Action View Help

e 2E B HE

This profile is selected to use for push

* The target machine's firewall should be configured

B mag B a

Management Agent. If the communica P Windons Firewsll with Advanced
packages are re-generated. ; Name Group. Protocol  LocalPort  Action ~
By, Connection Security Rules || (Remote Assistance (DCOM-In) Remote Assistance Tcp 135 Allow
p ro p e r I y > &, Monitoring D TPM Virtusl Smart Card Management (D... TPM Virtual Smart Card Ma...  TCP 135 Allow
) TPM Virtuel Smart Card Management (D... TPM Virtual Smart Card Me..  TCP 135 Alow
) Virtual Machine Monitoring (DCOM-In)  Virtual Machine Monitering ~ TCP 135 Allow
° . . D Windows . Wind TCP 135 Allow
) windows e Wind Tcp 135 Alow
Configure the Firewall Rules to reflect these ports for
File and Printer Sharing (NE-Neme-In)  File and Printer Sharing upe 137 Allow
. b . . . . . @ Network Discovery (NB-Name-n) Network Discovery upP 137 Allow
initial installation and disable them after installation et R o A S
@ Network Discovery (NB-Name-In) Network Discovery uop 17 Allow
) File and Printer Sharing (N-Datagram-In) File and Printer Sharing uoe 138 Allow
° F.I d P . t S . t . TCP 139 TCP 445 h Id k File and Printer Sharing (N-Datagram-In)  File and Printer Sharing uop 138 Allow
@ Network Discovery (NB-Datagram-In)  Network Discovery. uop 138 Allow
I e a n rl n e rVI Ces po r S * ’ S O u WO r @ Network Discovery (NE-Datagram-In) Network Discovery uop 138 Allow
. @ Network Discovery (NB-Datagram-In)  Network Discovery upp 128 Alow
but UDP 137, UDP 138 may also be required et e g e Hemimme g 66 he e
Eile and Pinter Sharing (NR: o) file and Printer Sh 1ce 9 Allow
e o X [|# Allow
52 Allow
e ,@ https://ns.example.com/Altrs/) O ~ § Certficatee.. & | @ symantec Management Ag.. % N oe @l Allow
=3 Allow
=3 Allow
Al Alow
Y M . M 723 Allow ¥
If all methods have failed at this point, you can attempt Symantec Management Agent Download ’

This page allowis you to install the Symantec Management Agent onto your machine. You can visit the Symantec web site to find out about the Symantec

a ‘Pull’ installation of the Agent i

Click on the link below to download the package. When prompted to Save as or Run the package select Run.
The program will install the Symantec Management Agent with predefined parameters.

1f you are not a Local Administator of your machine then you will be unable to install the Symantec Management Agent and this page is of no use.

Click here to begin download of the package with HTTPs agent installation.
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SMA Installation Issues v’ Symantec.

* Ensure that the Target Meets Prerequisites ¢ o [T T [T B
* If a push installation fails, attempt a ‘Pull’ installation of the Agent

File Edit View Favorites Tools Help

Symantec Management Agent Download “
1. Login to the target machine as an Administrator of the machine. “E:Mmimﬁm;”;i mﬁ*"""‘”““““
2 Browse to the Agent Push URL e o oo e e e e oo 1517t oot g 2 18 50 .
3. Follow the instructions on the page to download and install the T mm———
agent Consale v

Proxy settings for Symantec Management Agent Connection

(J use the proxy that is configured on the agent
® Specify proxy to be used
Proxy server:

* Troubleshooting Failed Pull Installations: I °

* Itisimportant to note that the proxy settings inside the agent push
"Installation Settings" is also being used by the pull install.

* Incorrect Proxy settings can cause the console to reflect unsuccessful ==
download or install errors.

Copyright © 2018 Symantec Corporation
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SMA Communication Issues




Symantec Management Agent Communication Issues v/ Symantec.

* Symptoms:
* Determine if the problem is related to the agent:
* Not communicating with Notification Server
* Not able to Download packages
* Not able to receive or execute tasks

* Testing Approach:
* Determine if Post-installation steps were successful
* Determine if the Agent is ‘Healthy’

* Are there warnings in the Agent Health/Plugin-Health panes?
* Are there errors/warnings in the logs?

* Adjust depending on results

45
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SMA Communication Issues

* Determine if Post-installation actions were successful

®* Check that the endpoint is present in the console
®* Open the Computer View and search for it

* |f present, go into the Resource Manager and ensure that it

has a Resource GUID assigned
* If the endpoint is not present in the console

* From the NS - perform a simple Ping test of the Target
hostname, FQDN or IP
*  From the endpoint
®* Perform a simple Ping test of the NS hostname, FQDN or IP
®* Check the agent logs for severity 1 errors & research
®* Check the Windows Event Viewer for errors

® Perform standard network connection and account
troubleshooting to resolve the communication issues

v Symantec.

WIN10-1
A‘I No description ~
General A
o Resource name: WIN10-1
Domain: EXAMPLE
.d Server: SMP8.Example.com
Fully qualified name: WIN10-1.Example.com
Primary account: EXAMPLE\AdmIn
Logged on account: EXAMPLE\Admin
Operating system: Windows 10 Enterprise / 10.0 / Enterprise
05 language: English (United States)
Time zone: Pacific Standard Time
Identification A

WMware-56 4d ef 51 df d4 26 9b-b4 10 28 90 f2

W Internal serial number: &d 02 98
= —I-—.-—l— Device ID: S1EF4D55-D4DF-SB26-B410-2890F28D0298
Computer ID: {46992a04-5cdb-4ae3-a452-63103cofab237}

o[5Sl

Symantec Management Agent B Administrator: Chwindows\system32\cmd.exe

EIEEMEAYEC - >PING NS . EXAMPLE . COM

g ? Bl © o ing NS .EXAMPLE.COM [198.105.254.171 with 32 butes of data:
E: (TSl e quest timed out.

Request timed out.

Last Event S Request timed out.

[Nt il Re quest timed out.

Agents: Ping statistics for 198.185.254.17:
Packets: Sent = 4, Received = B. Lost = 4 {188z loss>,

HEA

46
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SMA Communication Issues

* Determine if the Agent is ‘Healthy’

* |In the Computer View, Select the Agent Health Pane to
begin troubleshooting

Overall Status: Indicates if the Agent is Healthy or Needs
Attention

Agent Communication: The time of the last communication
between the Agent and the server.

Configuration Requests: The time of the last configuration
request received by Notification Server from the client
computer.

Basic Inventory: The time of the last basic inventory
received by Notification Server from the client computer.

Agent Version: The status of the current version of the
Symantec Management Agent and plug-ins: up-to-date or
not.

* For this section, we will assume that the above Health
Evaluation periods are set to one day.

v Symantec.

(PE WIN10-1 Domain: EXAMPLE MAC: 00-0C-29-8D-02-08
192.168.64.150 User: end_userl  05: Windows 10 Enterprise

I,( General Agent Health Plug-in Versions )}

@ Needs attention & ©

Agent Communication: < Last received: 4/5/2018 12:58:16 PM & 'y

Configuration Requests: @ Last request: 4/5/2018 12:57:48 PM

Basic Inventory: \I) Last received: 4/5/2018 10:27:35 AM %
Agent Version: & Not up-to-date

+ @ All Desktop computers (excluding 'Site Servers')
Symantec Management Agent Settings for 'All Windows Desktops® (excluding 'Site Servers')

Modify agent settings for computers in this group.
General || UNDULinwx/Mac | Downloads | Blockouts | userControl | Advanced | Health Evaluation |
Configure the Agent health evaluation settings for the Computers view.
Network Connectivity
The Agent is healthy if the last connection test was successful within |1 days.
Ceonfiguration
The Agent is healthy if the last configuration request was received within |1 days.
Basic I
The Agent is healthy if the last basic inventory was received within |1 days.

Agent and plug-in versions

|+ Evaluate Agent and plug-in versions

The Agent and plug-ins are up-to-date if their versions are the same as the |latest versions available on the Notification Server

Copyright © 2018 Symantec Corporation
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SMA Communication Issues v/ Symantec.

* Agent Communication ——— e
* IfRed, it is indicating that there has been no communication in | G e ==t =l Lmtee @
the last n days. e —— e
* The lcons next to the alert allow you to ping or traceroute the I -
endpoint from the computer you are on. ——— L —
* |f ping or trace route are unsuccessful R 0>
* Check the state of the client computer (power, network, etc..,) ()it B G
* Perform standard network communication troubleshooting @A Do DAL LT
®* Check the Targeted Agent Settings to ensure that the policy is (< General Agent Health NI versions 3), [ |

enabled and that the endpoint is part of the Target (1, & 2)
®* Resolve any discrepancies and test

®* Check that the Endpoint has only one Targeted Agent Settings
PO“CY assigned (3) Configuration Requests: ¢ Last request: 4/5/2018 12:57:48 PM C{;_l:‘\\~

3
@ Needs attention @6? At

Agent Communication: < Last received: 4/5/2018 12:58:16 PM & 'Y

. . . Basic Inventory: @ Last received: 4/5/2018 10:27:35 AM
* If the Open Targeted Agent Settings icon has an exclamation mark . N . / %
on it, hover over the icon and you can see which policies are in i ¥ Bina-ig
conflict. .
®* Resolve the conflict and test i e N8
s :  Refresh PR BCeny Vo |os
* Check the Agent Logs and/or Notification Server Logs for errors, | [oucime P = s
research and resolve ——_
In Progress: 1 (100%)
Queued: 1 (100%)

48
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SMA Communication Issues v/ Symantec.

* Configuration Requests

g All Desktop computers (excluding 'Site Servers')
Symantec Management Agent Settings for "All Windows Desktops® [excluding "Site Servers']]
* If Red, it is indicating that there has not been a configuration | | s | e
request from the Agent in the last n days. Ry oo (@
®* The Icon next to the alert allows you to send a task that will SR
. . . Download new configuration every: 10 _
execute the “Configuration Request” on the target endpoint.
This date/time will change if the task is successful. st 2| 2 i ]
Name | Owner Coun |Apply date
[ If the date/tlme does not change @u Desktop Computers (excluding 'Site Serve Example\Administr 8 3/22/2018 11:08:4¢
* Check the state of the client computer (power, network, etc..,) ) WINIO-T  Domain: EXAVPLE HAG: 00-00:28-80-02
= 192.168.64.150 User: end_userl  0S: Windows 10 Enten
®* Check Targeted Agent Settings to ensure that the policy is (< General Agent Health U versions 3)
enabled, the endpoint is part of the target and that configuration @ eods attonion P &
interval is correct for this implementation (1, 2 & 3).

Agent Communication: ’\f> Last received: 4/5/2018 12:58:16 PM & {_-1

®* Check that the Endpoint has only one Targeted Agent Settings
Policy assigned (3)

Configuration Requests: ’\f)' Last request: 4/5/2018 12:57:48 PM |:\

Basic Inventory: g{) Last received: 4/5/2018 10:27:35 AM %
* If the Open Targeted Agent Settings icon has an exclamation mark, Agent Vension: & Mot up-to-dte
resolve the conflict and test
. . . ‘- 7
* Check the Agent Logs and/or Notification Server Logs for errors, S serssmen Sonct N
research and resolve 5 - e e e
In Progress: 1 (100%)
.-» Queued: 1 (100%)
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SMA Communication Issues v/ Symantec.

( * WIN10-1 Domain: EXAMPLE MAC: 00-0C-29-8D-02-98
'¥5 192.168.64.150 User: end_userl  OS: Windows 10 Enterprise
o Age nt Ve rSion | € General Agent Health Plug-in Versions )) G
3
ey o e . . . Needs attention S
* If Red, it is indicating that there are agent plug-ins that are out ¢ ‘ i
Of date and need to be updated. Agent Communication: Last received: 4/9/2018 8:21:08 AM {}. 3
Configuration Requests: Last request: 4/9/2018 8:20:53 AM @,‘__
* The Link of the alert allows you to go to the Plug-In Version R Last received: 492018 75305 A @)
flipbook to see the items needing an update e Q) ¢ it m—
* Most likely cause: A recent SMP update has disabled the @ 157 160.64.150 sers end_ user 75: Windows 10 Enteprise
‘upgrade’ policies of certain agents/plug-ins to reduce load on (€ Agent Healt Plug-in Versions Hardware 3), [ |
the notification server @ rocow vnis @ﬂ_—_\\ P
®* Once you review the plug-ins that need updating, press the I pe—— SEITH Tmmate sl
. . Altiris Software Update Agent @38.0.3323 (Expected: 8.1.562(
Open AII AgentS/PIug-lns ICON (2) Altiris Application Metering Agent @8.0.3338  (Expected: 8.1.5634
Altiris Base Task Handlers @8.0.3769 (Expected: 8.1.5844
* Update the affected Agent or Plug-in by enabling it (3) A Ch Tk fomt GIATNG/ it L9
Altiris Client Task Scheduling Agent @8.0.3769 (Expected: 8.1.5849
* |f the Agent/Plug in does not update el A o g v | =3
®* Check the state of the client computer (power, network, etc..,) 533«3:: T3 nvemony g in porade “"““’”““"“;“" ; n—
= (2 Discovery and Laventory 4
* Check the Agent Logs and/or Notification Server Logs for errors ] Sy e
related to agent or plug-in policies or communications, research §§§E‘;§EMM m———————
and resolve @ ittt sttt || [ s o e gy
© Inventoey Plugein lastal Package Multicast: | Disaple download via multicast
®* Check Notification Server task and package server state to ensure R e e —
that actions and packages are able to be executed and distributed ij%@ﬂxmww*w‘”"‘ =
;l]:« R
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SMA Communication Issues

* Agent Command Line Options (AeXNSAgent.exe)

Parameter Description /
/21 /h] /help Shows this help \
/start OR /stop Starts OR Stops the Agent \

[restart

Stops and starts the Agent

v Symantec.

Several SMA command line options that can be run on the endpoint to diagnose and resolve issues

HOWTO
101012

[recover

Stops the Agent and restarts it only if it stopped without crashing

/sendbasicinventory

Forces the Agent to send basic inventory

/updateconfiguration

Forces the Agent to update configuration

[resetguid[:<delay sec>]

Resets the Agent ID and forces the Agent to register on Notification Server after the optional delay

[registerguid[:<delay sec>]

Forces the Agent to register on Notification Server after the optional delay

/diags /nodiags

Enables or Disables the Agent diagnostics

[uninstall | /clean

Uninstalls the Agent

/uninstallagents

Uninstalls all the installed plug-ins

[registerclient

Registers all COM objects of all *.dll files for Agent installation

/nologging

Disables the error logging

/enablelogging

Enables the default logging (Use /enablelogging:error, warning, info or diags for additional information)

/server:<server> | /ns:<server>

Switches the Agent to the new Notification Server specified by the host name <server>

/web:<web> | /nsweb:<web>

Switches the Agent to the new Notification Server specified by the URL <web>

Copyright © 2018 Symantec Corporation
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@ Symantec.

Resolving Common Site Infrastructure Issues
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@ Symantec.

Resolving issues in Task Services
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Task Service Registration and Execution Issues v/ Symantec.

* Symptoms:
* Notification Server has been slow recently so Site Servers were implemented
* Task Services have been installed on Site Server(s)
* Some Agents cannot register with the Task Server
* Tasks are not running on some of the endpoints

* Testing Approach:
* Ensure that the SMP environment is sound
* Properly sized, configured and current health is good
* Check Task Service Installation
* Are Site Server Logs, Task Services, 1S and other components problem free?
* Check Agent State on the Endpoint
* |sthe Agent registered with a Task Server?
* Are there task related errors in the Agent Logs?

54
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Task Service Registration and Execution Issues

®* Check Task Service Installation

* On the Notification Server, Open the Site
Management View in the console.

Check the status of the Site Server and Task Service

Site Management » Site Servers » W2K12-Z -

W2K12-2
A

v Symantec.

OK ©

Network Boot Service

OK ©

Package Service 150 ready packages, 0 pending packages, 0 invalid packages

oK o/"

Task Service 8.1 build 5860, 1 assigned devices (0 active), 42 processed tasks
Service status: =2 Active
Version: 8.1 build 5860

ok &

Last check-in: 5/3/2018 7:01:22 AM
Last registered: 4/30/2018 8:37:05 AM Assigned devices: 1
Active: 0 Inactive: 1
Unmanaged: o Tasks Processed: 42
& =3 v|searc
Name Registered @~ | SMA version ks Run IP Address
Q‘ WINS-1 5/3/2018 6:57:53 AM 8.1.5844 866

192.168.64.143
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Task Service Registration and Execution Issues

®* Check Task Service Installation

* On the Notification Server, Open the Site Management
View in the console.

®* Check the status of the Site Server and Task Service

* Check the Global or Custom Task Server Settings:
®* Check it has not exceeded its maximum connection count
* Take note of the maximum count and network ports

®* Ensure there are proper firewall rules in place to account
for the Network Ports settings (50124 and 50123) within
the network

v Symantec.

Site Management + Site Servers + W2K12-2
al W2K12-2
Site Services A
Monitor Service oK © -
Network Boot Service OK © x
Package Service 150 ready packages, 0 pending packages, 0 invalid packages oK © x
Task Service 8.1 build 5860, 1 assigned devices (0 active), 42 processed tasks oK © 2
Service status: =9 Active
Wersion: 8.1 build 5860 Last check-in: 5/3/2018 7:01:22 AM
Last registered: 4/30/2 LG [l Sasionad.dai 1
Active: ] 1
Unmanaged: ] asks Proces: 42
i Bl foupby  v|search -
| Name | Registered | SM]| rsion | Tasks Run |IP Address
@‘ WINS-1 5/3/2018 £:57:59 AM s.1) | 866 152.168.54.143

Settings ~  Neotification Server ~  Site Server 5... ~ Task Se

i Task Service Settings

Modify task service settings

- Settings ~ Task Service 5...

Task Service Configuration

Task Server

[Jsend detailed task events (requires more bandwidth)

Publishing)} when configuration changes

Task update interval: 60 econds

Minimum time between tickle attempts: 300 seconds

Maximum computers to manage per Task Server: 5000

W allow maximum computers to be exceeded if a computer cannot connect te any other server

EAutomatically restart services (Altiris Object Host Service, Client Task Data Loader, WWW

Copyright © 2018 Symantec Corporation

Network ports —\

Client to Task Server tickle: [50124

Server to NS tickle: 50123

Applied To -
Favplytor 2 | K View [Torgets V]

Mame | Owmer Count |Apply date

All Site Servers With Task Services Example\Administrator 2 5/3/2016 7:01:45 AM

Save changes Cancel
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Task Service Registration and Execution Issues

®* Check Task Service Installation

* On the Notification Server, Open the Site Management
View in the console.

®* Check the status of the Site Server and Task Service

* Check the Global or Custom Task Server Settings:
®* Check it has not exceeded its maximum connection count
* Take note of the maximum count and network ports

®* Ensure there are proper firewall rules in place to account
for the Network Ports settings (50124 and 50123) within
the network

* Check the NS logs for named Task Service entries
* Can indicate the source of the issue (i.e., DNS, Services...)

®* Research these items by using the support resources and
resolve by following the guidance that is found.

v Symantec.

BE |

8 Altiris Log Viewer (Altiris Logs, SIM Logs, Logs, Logs)
Eile Logging Options Bookmarks Fgeds Help
» @ i 2tfed]-[E]alw A% ¥ |gze O =% am
Date Description Source ~ |Module
SF14J30T8 1., Unable to refiesh Eask Servers, An error was reburmned from the server: <response resuii="Faire, .. AHS, TaskManageme. .  ALHs, TaskManagement.¢ ~
5f15/2018 8:... Taskinstance Run Custom Inventory - Processor on Schedule’ (205218b8-a54e-433f-9c3b-216ac...  Altiris. TaskManageme. .. Altiris. TaskMan ent.c
5/15/2018 8:... Taskinstance 'Run Custom Inventory - Processor on Schedule’ (2052138b8-a54e-433f-9c3b-216ac...  Altiris. TaskManageme. .. nt.¢
5/14/2018 9:... Unable to process request from: 192.168.64. 110/GET/<no wersion> (server is busy or paused, 0x... Altiris TaskManageme. .
5/14/2018 1... Failed report task data, There was an error writing to the pipe: The pipe is being desed, (232, Ox...  Altiris, TaskManageme' skManagement. ¢
5/16/2018 1... Taskinstance 'Run Custom Inventory - Processor on Schedule' (bc4d1099-5378-44b4-8133-10ac8...  Altiris, TaskManageme... Altiris. TaskManagement. ¢
5/16/2018 1... Taskinstance 'Run Custom Inventory - Processor on Schedule’ (bc4d1093-5378-44b4-8133-10ac8...  Altiris, TaskManageme... Altiris. TaskManagement. ¢
5/17/2018 7:... Taskinstance Run Custom Inventory - Processor on Schedule’ (92686650-dc51-444e-b12d-2fchb...  Altiris TaskManageme... Altiris. TaskManagement.c
5/17/2018 7:... Taskinstance Run Custom Inventory - Processor on Schedule' (92666650-dc51-444e-b12d-2fchb...  Altiris TaskManageme... Altiris. TaskManagement.c
5/14/2018 4:... Executing task instance 'Run Custom Inventory - Processor on Schedule' (309a1f0b-ed28-4382-8e... ClientTaskExecutionl,., AeXSVC.exe
5/14/2018 é:... Executing task instance 'Run Custom Inventory - Processor on Schedule’ (3038d37b-f79c-4562-8e... ClienfTaskExecution]... AeXSVC.exe
5/14/2018 8:... Executing task instance 'Run Custom Inventory - Processor on Schedule' (fad34f0d-a793-4c3a-a9...  ClientTaskExecutionl... AeXSVC.exe
5/14/2018 1... Executing task instance 'Run Custom Inventory - Processor on Schedule' (326a4e4e-0b3a-4bb1-8... ClientTaskExecutionl... AeXSVC.exe

5/14/2018 1...
<

Executing task instance 'Run Custom Inventory
m

- Processor an Schedule' (2775d7b4-6dee-4ded-8...

ClientTaskExecutionL. ..

|[2] 5/14/2018 10:00:02 AM (AeXSvc] Alliwﬁ.CﬁeanEl(.BaseCﬁel\tTasl(x.:Ctol>b_22 Help
Unable to refresh task servers. ~
\An error was returned from the server: <response resuft="failure" code="6" description="The handler =
‘Refresh TaskServers' is failed to process request. There was an error writing to the pipe: The pipe is being closed.
(232, Oxe8).">The handler 'RefreshTaskServers' is falled to process request.
System.ServiceModel.CommunicationException: There was an error writing to the pipe: The pipe is being dosed.
(232, 0xe8). —&gt; System.]0.IOException: The write operation falled, see inner exception. —&at;
System.ServiceModel.CommunicationException: There was an errar writing to the pipe: The pipe is being dosed.
(232, 0xe8). —&gt; System.]0.PipeException: There was an error writing to the pipe: The pipe is being closed.
(232, Oxe8).

at 'System.ServiceMUde\.Channels.PipeCunnectiun.SGrtSynante(Eyte[] buffer, Int32 offset, Int32 size,
Object&amp; holder) -

sirabndal Phonnale Rinafonnackion Wibal Lok e Rabal] b e Taban afoab Tab20 cmn Aaalaae

ASKEVC, exe

Filter & Jump

¢

+

€ Informational
4 Trace
4 Verbose
4 Debug

R O A

@, Find: |

V¢ % fafd v

Auto-updating...

[cPU: 0%, RAM: 53.00 MB [No filters. [ Limit: 1.8M [10.0K/ 10.0K [187 /5,043 [M
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Task Service Registration and Execution Issues v Symantec.

* Check Task Service Installation ol LI
* On the Site Server: '
* Check that Task Services are running
* Altiris Object Host Service (AtrsHost.exe)
®* Check IIS by browsing to the Client Task Server website

* https://SiteServer_FQDN/Altiris/ClientTaskServer/
* Will indicate IIS misconfiguration or web service issues

aaaaa

;;;;;;;;;;;

V
w2k12-2 - /Altiris/ClientTaskServer/

[To Parent Directory]
4/30/2018 8:12 AM <dir>» Bin
3/24/2016 9: i

* May need to grant additional permissions to viereors + T = h ®
“Authenticated Users” in the \Program Files\Altiris folder — - - =)
e-H |28 u; _;’—IA\t\rls/C\lentTaskSewer B bplore
- - - -4 Start Page ~ ome Edit Permissions...
* Check Firewall for exceptions to the Task Service Ports S i e |
. S B -
* Check the taskmanagement.log file and Agent Logs: E v & d et
s Cortan P e
* Task Service configuration or connection issues Pk edi T Tt Tttt T i e B B o
* Indicating that it has exceeded its maximum allowed Y " e
CO n n eCtiO n CO U nt &) Agent Settings | {1 Task Status | % Software Delivery | 1 Software Updates 28 Logs | @l Package Server |

oy @ . . . . Log File: [CAProgramData\Symantecisymantec Agentilogr\Ag v] .| _ Refresh Clear
* Thatitis rejecting further registration attempts. , -
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Task Service Registration and Execution Issues v Symantec.

- a -
Q@K@ hitps://w2k12-2/Altii O ~ & C H 2 wak12-2 - /Attiris/ClientT.. ‘ | & H

* Check Agent State on the Endpoint | w122 /Ateris/Cllent TaskServer!
* Check that the endpoint can resolve to the Site Server A

®* By using Ping, NSLookup, etc.,
®* Browse to the Site Server task website O som s [ 28 | ,ﬂw]@m&wm

* Ensure that the Client Task Plug-in is the latest version et G, :
* Mismatches cause loss of connection or registration. l»en::vn:m /v{)| ;
* Check Firewall for exceptions to the Task Service Ports ms;hm; _ e ———— :
* Reset the Task Server registration on the Endpoint i ke B
* Reset Agent in Agent Ul can return it to a stable state m %‘ ggggggggggg =
* Check the Agent Logs for Client Task related errors g
* Provides insight into configuration or registration issues s | = =
* Pay particular attention registration attempt and tasks . B
* Research these items by using the support resources I e

* Resolve by following the guidance that is found.
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@ Symantec.

Resolving issues in Package Services
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Package Service Operation & Distribution Issues v/ Symantec.

* Symptoms:
* Bandwidth usage has increased so Site Servers were implemented
* Package Services have been installed on Site Server(s)
* Package Servers not populating or updating properly
* Endpoints are not receiving packages

* Testing Approach:
* Ensure that the Site Server environment is sound
* Properly sized, configured and current health is good
* Validate Site Server Configuration
* Are Package Service Policies, IIS and other components problem free?
* Validate Package Services Operation
* Are the Package Statuses, Codebases, Synchronization and Share Permissions correct?
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Package Service Operation & Distribution Issues

* Validate Site Server Configuration

* On the Notification Server, Check the status of the Site
Server and Package Service

* |f Download Pending Packages are indicated:
* Refresh the view and observe over time for a decrease
* Continue to the steps in “On the Site Server” in this lesson

* |f Invalid Packages are indicated:
* Check for sufficient storage space on the Site Server

®* Check the Global or Custom Package Service Settings:

* Anonymous access to package codebases disabled OR the
specified ACC cannot be applied to the downloaded file.

®* Check the SWD Package or Policy for improper settings

Site Managament ~  Site Servers -  W2K12-2 -
al W2K12-2

v Symantec.

Site Services

Monitor Service

Network Boot Service

Tedera Forie 150 ready packages, 0 pending packages, 0 invalid

packages
Package statistics
Downloaded packages: 150
Download pending packages: 0
Invalid packages: [1]

Custom Settings

\‘) This Package Server is controlled by custom settings. Change custom settings.

Change global Package Service settings

Site Management -  Site Server Settings ~ Package Service +  Package Service Settings

T Package Service Settings

View and edit global package service settings.

Global Package Service Settings

Package Assignment to Package Servers

[[Jremove automatic site assignments if they are unused for |1 Month

Package Storage Settings

[ Delete package files if they are unused for [1 Week 1

M sttow usage of all the fixed drives when the primary file storage location r
space
Ml Exclude the system drive

Primary file storage location on Windows 0S:
® Default: <Symantec Agent Installation Directory=\Package Delivery
© custom:

Primary file storage location on Linux 05:
® Default: ~Symantec Agent Installation Directory=/var/packages

stom:

-\

Published Codebase Types p
¥l publish UNC codebase
[¥1 Publish web server hosted codebases (provided web server is installed)

[J publish HTTP codebase
[l Publish HTTPS codebase (provided an SSL certificate is installed)

Security Settings

M sttow anonymous access to package codebases

~
oK © 2
0K © 3
—~

OK © s

Site Managemant ~
W2K12-2

-l
Custom Package Service Settings on ©

Package Storage Settings

Delete package files if they are unused for

¥l Allow usage of all the fixed drives when the primary file storage location runs
out of disk space
I Exclude the system drive

Primary file storage location:
®) Default: <Symantec Agent Installation Directory=\Package Delivery
O custom:

Published Codebase Types Z ;‘
[Jeublish UNC codebase

Publish web server hosted codebases (provided web server is installed)
[ publish HTTP codebase
] publish HTTPS codebase (provided an SSL certificate is installed)

Security Settings

[ Allow anonymous access to package codebases
When this option is selected, the Package Server will set anonymous authentication
for package shares on the Web server. UNC package shares will have 'Everyone’ read
acesss,

When this option is selected, the Package Server will set 2nonymous zuthentication for package

shares on the Web ssrvar. UNC package shares will have ‘Everyone’ raad access.
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Package Service Operation & Distribution Issues

* Validate Site Server Configuration

* On the Notification Server, Check the status of the Site
Server and Package Service

* |f Download Pending Packages are indicated:
* Refresh the view and observe over time for a decrease
Continue to the steps in “On the Site Server” in this lesson

* |f Invalid Packages are indicated:

* Check for sufficient storage space on the Site Server
®* Check the Global or Custom Package Service Settings:
* Anonymous access to package codebases disabled OR the
specified ACC cannot be applied to the downloaded file.
[ J

Check the SWD Package or Policy for improper settings
* Verify that the Resultant Policy matches the Site Server

Site Management » Site Servers »  WIK12-2 =

W2K12-2
Al

v Symantec.

Site Services

Monitor Service

Network Boot Service

package Servi({ 150 ready packages, 0 pending packages, 0 |rwa||d]
packages

0K © £
OK © X
OK © &

Package statistics N

Downloaded packages: 150 \ @ Agent Settings | % Software Deivery | ] Task Status |
Download pending packages: 0

Invalid packages: 1] Server Tasks

efresh all packages
% Wiggd all statuses.

Custom Settings

\‘) This Package Server is controlled by custom se|

A " Displayed packages 150

Softwars Updates Q) Package Server | 2 Logs | T Centificates |

Q [Fctmgetlome

[ status [si~

Ready [t

% Adobe Acrobst X Pro - English, Frangais, Deutsch Resty P

=| | Adobe Acrobat X Professional Update 10.1 Ready 1
% Adobe Reades X 1000 - Mac Resdy o

% Adabe Reader X Ready P

% Adobe Reader X1 110,00 - English (United States) Resty i

>

Package T
Change global Package Service settings o pockere =4
‘View Options

7 lghow available

Site Management =  Site Server Settings = Package Service = ¥ Show pending

i Package Service Settings e

View and edit global package service settings.

% Resty: 150 ) Retrying: 0
% Pending 0 g Inalid 0

£ Total Size: 1451 68
@ Codebases: HTTFs

iy e g AP Paciage Duvap JL 8 cces Type Anonymens

A

Global Package Service Settings

Package Assignment to Package Servers

[ remove automatic site assignments if they are unused for 1 Month W

Package Storage Settings

M pelete package files if they are unused for |1 Week 1

] allow usage of all the fixed drives when the primary file storage location 1
space

¥ Exclude the system drive

Primary file storage lacation on Windows 0S:

(® Default: <Symantec Agent Installation Directory=\Package Delivery
O custom:

Primary file storage location on Linux 05:
® pefault: <Symantec Agent Installation Directory=/var/packages
) custom:

Published Codebase Types )

Site Managemant

W2K12-2
Al

Custom Package Service Settings

Package Storage Settings

Delete package files if they are unused for [1 eek

¥l Allow usage of all the fixed drives when the prithary file storage location runs

out of disk space
Ml Exclude the system drive

Primary file storage location:

(®) Default: <Symantec Agent Installation Difictory=\Package Delivery
O custom:

Published Codebase Types
[ publish UNC codebase

publish web server hosted codebases (provided web server is installed)

[ publish HTTP codebase

Ml publish HTTPS codebase (provided an S5L certificate is installed)

] publish UNC codebase

[¥] Publish web server hosted cod @By aed web server is installed)

[ publish HTTP codebase
[Vl publish HTTPS codebase (frovided an S5L certificate is installed)

Security Settings

] allow anonymous access to pal
When this option is selected, the
shares on the Web server. UNC

kage codebases

ickage shares will have ‘Evaryone' read access.

Security Settings

[¥] Allow anonymous access to package codebases

access,

When this option is selected, the Package Server will set anonymous authentication
for package shares on the Web server. UNC package shares will have 'Everyone’

j2ckage Server will sst anonymous authentication for package
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Package Service Operation & Distribution Issues v Symantec.

* Validate Site Server Configuration

* On the Notification Server, Check the status of the Site
Server and Package Service

8 Altiris Log Viewer (Altiris Logs, SIM Logs, Logs, Logs) - [o
. 1 1 1 . Eile  Loggin: Options  Bookmarks  Feeds  Hel
If Download Pending Packages are indicated: R i) e e - -
* Refresh the view and observe over time for a decrease e T
: . . . . SO, Comon srid Desoverion e — e
* Continue to the steps in “On the Site Server” in this lesson e e e S ey e
5/14/2018 3:... Operation completed: Processing invalid codebases, total time=00:00:00.0817301 PkgSwrEventPolicy AEXSVC.exe
° . . 5/14/2018 3:... Operation started: Synchronizing all package servers ... PkgSwrEventPolicy AeXSVC.exe
* |f Invalid Packages are indicated: PN T e P T
* Check for sufficient storage space on the Site Server e E— ‘ ’”
* Check the Global or Custom Package Service Settings: ST T ¢ Warnge|
+ __Informational *
* Anonymous access to package codebases disabled OR the S e Sl 2
specified ACC cannot be applied to the downloaded file. + Debug ’
®* Check the SWD Package or Policy for improper settings - |
Q, Find: [T v € % Aa )
[ ] Verlfy that the Resulta nt POIICy matCheS the Slte Se rver Auto-updating... [CPU: 0%, RAM: 64.00 MB [ No filters. | Limit: 1.8M [10.0K/ 10.0 [5,501/5,501 [M :

* Check the NS logs for named Package Service entries

* Confirm Issues then Research & Resolve using support
resources
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Package Service Operation & Distribution Issues v Symantec.

* Validate Site Server Configuration R ——————
* On the Site Server AltrisPackogeShare!
®* Check that the endpoint can resolve to the Site Server ——
* By using Ping, NSLookup, etc., | Friday, May 04, 201
* Browse to the NS Package website ‘ May, 2018 g
* Ensure that the Client Task Plug-in is the latest version %% 102 30 s

6 7 & 9 10 11 12

* Mismatches cause validation and distribution issues. 20 nn NS

* Ensure date/time are correct on the NS and Site Server. SESET s 112805 AM

* Ensure that the IS configuration is sound for HTTP(S) st s e s L= o
* SEE: http://www.symantec.com/docs/TECH240152 Sefzet szaalis

Check the Agent Logs for Package related errors
* Provides insight into package distribution issues
* Pay particular attention to Package Refresh/Status errors
®* Research these items by using the support resources

* Resolve by following the guidance that is found.
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Package Service Operation & Distribution Issues v Symantec.

* Validate Package Services Operation

* Check the status of the Site Server and Package Service
* Open the Symantec Management Agent > Package Server tab.

* If there are Packages in the Pending, Invalid or Retrying status
then typical symptoms could include the following:

Stale Codebases

Invalid Packages

Packages won't download to clients

Packages Not Ready

Error while downloading package: Server is busy.

* Perform the following steps in order and test at each stage:

1.

2.
3.
4

Verify Package Status

Recreate Codebases

Perform a Manual Synchronization
Check Share Permissions

Package Server

}Qsmusox

4., Update Configurati 'ﬂ v |jg |View v @ Help ~

@ Agent Settings | @) Task Status | % Software Delivery | ¢ Software Updates' 28 Logs W@ Package Server l

Server Tasks %

7% Refreshall ...
"4 Resendall ...

Package Tas... 2

@ Open prop...
£ Checkinte...

‘3 Resend sta...

View Options 2
V¥ Show available
V¥ Show pending
4 Show retrying
V' Show invalid

I Show Package

- Displayed packages: 150 Q ] Package Name

Package name Status  © Size Last updated A
L2 AcrobatUpd10116.msp Ready 106.19MB  4/24/2018 8:16:59
% Adobe Acrobat X Pro - English, Frangais, Deutsch Ready 938.67 MB 4/24/2018 8:17:19
@ Adobe Acrobat X Professional Update 10.1 Ready 106.19 MB 4/24/2018 8:16:58
@ Adobe Reader X 10.0.0 - Mac Ready 68.96 MB 4/24/2018 8:16:53
@ Adobe Reader XI Ready 2.28M8B 4/24/2018 8:16:40
%@ Adobe Reader XI 11.0.00 - English (United States) Ready 125.94 MB 4/24/2018 8:17:01
@ AdobeAlRInstaller.exe Ready 17.80 MB 4/24/2018 8:16:44
% Application Management Agent (32-bit) Ready 9.37MB 4/24/2018 8:16:43
@ Application Metering Plug-in for Mac Package Ready 221.23KB 4/24/2018 8:16:39
@ Application Metering Plug-in for Windows Package Ready 724,00 KB 4/24/2018 8:16:39

%@ Application Metering Plug-in for Windows Package (x64 Ready 900.00 KB 4/24/2018 8:16:40
%8BDC Ready 1.99 GB 4/24/2018 8:17:40 v
< it >

% Ready: 150 © Retrying: 1 & Total Size: 14.81 GB
% Pending: 0 % Invalid: 5 & Codebases: HTTPs

J

[ __] Primary File Storage: C:\Program Files\AN\\'Qe/nt\Package Delivery 8 Access Type: Anonymous
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Package Service Operation & Distribution Issues v Symantec.

Step 1: Verify Package Status

PY . <] Symantec Management Agent (Administrator) == &
L]
On the Site Server: P ———

‘Qsmsox o 10 @0 @

@ Agent Settings | ) Tesk Status | % Software Delivery | 3 Software Updates | 3 Logs Wi Package Server |

* Gather the GUID of one or more affected packages on the Package Server P — |

Server Tasks E3 - Disployed packages: 150 ﬁ Package properties ==
®* Double Click the affected package and review the Details Tab of the Properties T T 9; :
— Detais | & Download history | -
p a ge . e 715 2 Adobe Reader XI DM
[®] Open properties 2 {760ESFAS-E156-4B2DM357-040A
£ Check integrity a ator NS

(4, Resend status i

228MBytes
Default ocation
Package is ready

®* On the Notification Server: [rmm—

¥ Show available

 smpEioemplecom

¥ Show pending

* QOpen the Snapshots folder: C:\ProgramData\Symantec\SMP\Snapshots\ e : ]

¥ Show invalid @ Ready: 150 ) Retrying: 0 2 Total Size: 1481 GB

I Show Package D @ Pending: 0 g Invalid: 0 & Codebases HTTPs

* |fthe {GUID}.xml file(s) exists, move on to the next step in the process, as b o e | 8 s e
the Notification Server is properly creating the snapshot for the package.

* |If there is no snapshot.xml for a specific package found in the “\Snapshots” — — o
folder then it means that the NS has not built or maintains the package. -0

. . © = 1 [ c\ProgramData\Symantec\SMP\Snapshots v] & | [ search snapshots o]
* The path to the package could not be verified. correct the problem by editing mrsre [ e . i T [ &
the package and pointing it to the Correct path' 8 This pC . PackageShareVirtualDirectoryHome 3/3/: 0:4 File folder

o . Soons [ e s SER
* The origination server of the package may be different than that of the local B Do P e s
. . . . . . # lownlaads = al edlee- - - - el xm XML File 3K
NS. In this case you would have to investigate the origin of the package file and b Msi o o . I
. .. . =| Pictures P . . =

its Notification Server. T iy mrooa

309 items =
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Package Service Operation & Distribution Issues v Symantec.

Step 2: Recreate Codebases

© Task Scheduler - | = [

File Action View Help

* On the Notification Server: e3aEin 5

() Task Scheduler (Local)
b [y Task Scheduler Library

s Triggers

At 12:30 AM every day
Ready At 4:30 AM every day

At 9:00 AM every day [l

®* Run the following Windows Scheduled Tasks manually or wait for them to
run on schedule overnight.

®* NS.Package Distribution Point Update Schedule
* NS.Package Refresh
* The Package Codebases are now rebuilt on the Notification Server.
®* NOTE: See article TECH26028 for more information if the tasks don’t run

pture ltem {f857e5d0-005a-... Ready At 305 AM every day
ce Replication Rule{4%ad6... Ready At 200 PM every day
>

(<] Agent (Admini ) [= [ = ]

Package Server 44, Update Configuration Basic Inventory .vreu + @ nelp -
- % Status: OK €0 10 @o
o 0 n t h e S I te Se rve r e D Agent Settings | @@ Tesk Status | % Delivery | £ Software Updates | 2@ Logs Wil Package Server |
°
played packages: 150 Q [Package Name

Server Tasks A

* Open the SMA and click on the “Refresh All Packages” and "Resend Package e

(& Resend all statuses
Ready 12584MB 4724721

Status" tasks in order to refresh and update all package information. - oo o

Package Tasks 2

Status

@ Application Management Agent (32-bit) Ready 937MB 4724721

° . . [®@] Open properties % Application Metering Plug-in for Mac Package Ready 213k8 242
Once this completes, the SWDPackageCodebase table on the NS will be £ Chekmesrt 4 plcton Miting g i o Widows Faciage fanty T v

(@ Resend status % Application Metering Plug-in for Windows Package (64) Ready 90000KB  4/24/21

.
% BDC Read; 1.99GB 42472
completely rebuilt. e e IR @ ooy
dy
cady

¥ Show available ‘?;Credentla\ Manager x86 Package 618 MB 4724720
% Deployment Automation Folder

* Review the status of the Package Server to see if it resolves the issues, if it  Showpendng ey e

25548MB 472472~
¥ Show retrying / >

doesn’t, move on to the next troubleshooting step. © it A a e

g Pending 0 % Invalict 0 i
I Show Package ID 2 E b S Codebases: HTTPs

& Access Type: Anonymous
y
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Package Service Operation & Distribution Issues v Symantec.

. . CAUTION: There are implications when taking this S —
Step 3: Ma nual Synchron|zat|on approach as all clients will download the new version. This Bl o -

will potentially generate a lot of 1IS and Network traffic. © © 1 [B < Prgmmbs e » P » St

% This PC Al Name

* On the Notification Server:

|| {0a775bcT-0ea0-1649-8750-03F00cc068a5 . sig

» Wl Desktop mj{03775b(7'9239'f549'3759'03f9ﬂC(OBEES).)(M\
E n;:::"::; . | pRectice o8- stzb-02a0- 2 lebOtpamsia 22012 Go0 el <Gy g —
1. Take note of the GUIDs of the affected packages from Step 1. e e — ==

b 3 vasos = 2o />
2. Delete the affected snapshot(s) that are in the form {GUID}.xml found here: R e

Status  Triggers
b [ Task Scheduler Library

0items  2iteme selected €componenttosoft... Ready At 12:30 AM every day

- 7" Ko 2fbf7b-bb55-4dae-a9.. Ready At 4:30 AM every day

.
C:\ProgramData\Symantec\SMP\Snapshots e e
X At 3:05 AM every day

3. Run the Windows Scheduled task called NS.Package Refresh.{GUID}. A1

Genera! | Triggers | Actions | Conditions | Settings | History |

*  This will re-create the package snapshots on the server. e ‘ e
4. Make sure that the scheduled task does in fact start. If not see: TECH26028 ( -5

®* On the Site Server: E T Crem|

Package Server §4; Update Configuration Basic Inventory wew - @ velp ~

|Qsm0|( B30 10 G0 &
1. Delete the affected snapshot(s): Y T TP v— - — T ——

%ProgramFiles%\Altiris\Altiris Agent\Package Delivery\{GUID}\snapshot.xml el
2. Delete the .xml file here: %ProgramFiles%\Altiris\Altiris Agent\Client Policies\<NS name>.xml — ?»ggp:iRXwgmw;glh(::;sn) Egz i}ﬁ:ﬁf EEE
3. Open the SMA and click on Update Configuration. | S
4. Open the Package Server tab and click on the Resend Package Status button. = e — Ay e
5. Review the status of the Package Server to see if it resolves the issues, if it S T oo e st
doesn’t, move on to the next troubleshooting step. S [ il 0 | ===
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Step 4: Check Share Permissions on the Site Server

* Look for ‘locked’ folder icons under
...\Program Files\Altiris\Altiris Agent\Package Delivery I Nare = ato modfed | e

4 Open  Includeinlibrary =  Share with v Burn  Mew Folder

R | {000AEAC1-0CAS-AEFF-AEET-358E45CF1511}  B/4/2015 3118 AM File: Falder

[ ) If t h h I k o pads | {000EAE3D-79EF-1B21-COS4-184DED2ZBOGE}F  6/4/2015 3:35 AM File Folder
ey a ve a o c . k Places ’

. {00A5A296-9549-43EF-9B22-9DCE1E494091}  11/4/2015 9:50 AM File: Falder

1 H o" ” | 100A35562-FOCS-0CFC-72E8-DFILCA19E70L}  B/4/2015 3:20 AM File: Folder

* CheCk the regISt ry for the Ena bl e DACLM a nagement key u nder Ien | {004540586-B298-D586-4952-226404555A51 10/17(2015 3:14 AM File: Falder

File Folder

5-30B0-5064 1C0F0S5C)H

6/4/2015 3:17 &M

HKLM\SOFTWARE\AIltiris\Altiris Agent\Package Server

5 av {00A96744-FEF2-0C44-AEF7-2957 75387566} 6/4/2015 3:21 AM File Folder
2. Stop the Symantec Management Agent and World Wide Web Publishing
SerVices' f}e Edit View Favorites Help e ==
. 4 HKEY_LOCAL_MACHINE ~ || Name Type Data
3. Setthe “EnableDACLManagement” DWORD registry key to ‘0’ O o, D) e s et
i A . b :‘:g‘mm 4] AgentPolicyProcessed REG_DWORD  0x00000001 (1)
4. Run the following command against the affected directory: 138 sormware oot FEGLOWORD 00001 ()
4-d0 Atz 4] CresteWebForPackageF fefParent  REGDWORD  0x00000001 (1)
icacls "<Package GUID>" /t /reset I e, | | CEENREEER  obion  oommn0
. . . o B:nga";:'azta #]EnableHTTPS REG_DWORD 000000001 (1)
5. Start the Symantec Management Agent and World Wide Web Publishing L gy |z | MmN REG DWORD. 00010000 0
| Inventory @Ex(ludeiy;temDnve REG_DWORD 000000001 (1)
Services. L e | i RESDWORD 0000300 (140
Pl | Package Server Jj'ﬁ]llSMatabasaSavalnterval (min) REG_DWORD 0:0000000a (10)
bl Patch Managemen QJLaMppwleuAcc REG_SZ §-1-5-21-1957749252-47)

This Package Server will now function as normal by applying and resetting
permissions on package directories per Package Server Settings on the
Notification Server.
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Cloud Enabled Management Issues v/ Symantec.

* Symptoms:
* Organization wished to extend management reach so CeM infrastructure implemented

* CeM Site, Internet Gateways, Internet Site Servers and CeM Agents deployed
* CeM Infrastructure is 