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Disclaimer

Certain information in this presentation may outline the general product direction of CA Technologies, a Broadcom Company (CA). This presentation shall not
serve to (i) affect the rights and/or obligations of CA or its licensees under any existing or future license agreement or services agreement relating to any CA
software product; or (ii) amend any product documentation or specifications for any CA software product. This presentation is based on current information and
resource allocations as of December 2019 and is subject to change or withdrawal by CA at any time without notice. The development, release and
timing of any features or functionality described in this presentation remain at Broadcom’s sole discretion.

Notwithstanding anything in this presentation to the contrary, upon the general availability of any future Broadcom product release referenced in this
presentation, Broadcom may make such release available to new licensees in the form of a regularly scheduled major product release. Such release may be
made available to licensees of the product who are active subscribers to Broadcom maintenance and support, on a when and if-available basis. The information
in this presentation is not deemed to be incorporated into any contract.

Copyright © 2021 CA Technologies, a Broadcom Company. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong
to their respective companies.

THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. Broadcom assumes no responsibility for the accuracy or completeness of the
information. TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENT “AS IS” WITHOUT WARRANTY OF ANY KIND,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR
NONINFRINGEMENT. In no event will CA be liable for any loss or damage, direct or indirect, in connection with this presentation, including, without limitation,
lost profits, lost investment, business interruption, goodwill, or lost data, even if CA is expressly advised in advance of the possibility of such damages.
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April Office Hours

- Layer7 Community GitHub
- https://github.com/Layer7-Community/Mobile

- Building Mobile App without using the MAG SDK

- We have already published sample native apps for Android
and |0OS using separate code bases — Java versus Swift

- But can | use a single codebase for all my apps on 10S,
Android, MacQOS, etc?

© BROADCOM



O Product Team Enterprise Explore Marketplace Pricing

Layer7-Community / Mobile

<> Code Pull requests Projects Security Insights

main - 1 >0 Go to file

. gmthomps Merge pull request #3 from seanbocfmain - O

MAG_SDK_Mobile_Apps

Non_MAG_SDK_Sample_Apps
gitignore

LICENMSE.md

README.md

README.md

ﬂ seanboc Merge branch 'Layer7-Community:main’ into main

Mobile -

This repository contains Android

Gateway.
magflutter_sample_app

Here is a list of a|
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N
Yes You Can ....
- Using VS Code, Google Flutter Frameworks and Dart
- Single codebase App for Android, 10S, MacOS, Chrome, etc.

- Advantage: easier to code for MTLS, and API invocation as well as
agnostic access to specific device properties.

- Limitations: Need access to secure storage on device, location
details can be limited.

- The full MAG protocol is provided as a sample App.

© BROADCOM

5 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



MAG Protocol — A brief Re-Cap

« Stage 1: Retrieve a Client ID and Secret for your app ‘instance’

MAG User Interaction Cycle

MobileApp ~ MagServer
Stage 1. Mobile App Initiaksation:

Send POST to connect/clientiinitialise MagServer endpoint

Header: [device-id], Body: [master_client_id, nonce] >

ResponseBody: [client_id, client_secret, client_expiration]

-+
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MAG Protocol ......

« Stage 2: Register Mobile App using CSR and retrieve Id-token, magldentifier
using client and user credentials

-

Stage 2: Mobile App Registration:
Generate an RSA Key pair and CSR
Collect the user login details

Issue POST request to connect/device/register MagServer endpoint

Header: [device-id, device-name, Authorization, client-authorzation], Body: [PEM Encoded App CSR]

>

g eader: [device-status, id-token, id-token-type, mag-ientiier] ResponseBody [PEM Encoded App Certificate]

© BROADCOM
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MAG Protocol ......

- Stage 3: Using Id Token, magldentifier, retrieve Access Token, Scope and
Refresh Token

otage 3. Access Token Retrieval using |d Token:

Issue POST request to /auth/oauth/v2/token MagServer endpoint

Header: [mag-identifier], Body: [client_id, client_secret, scope, assertion, grant_type]

2

< ResponseBody:[access_token, token_type, refresh_token, access_token_scope, expires_in]
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8 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



MAG Protocol ......

- Stage 4: Access a Protected API

Stage 4: Access Protected EndPoint with Access Token and Mutual SSL

Issue GET request to /protected/resource/products using mutal SSL

Header:[mag-identifier, Authorization (access token),x-cert, geo-location(optional)]

>
ResponseBody. [Protected Product Price List (Json)]

+
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MAG Protocol ......

« Stage 5: Refresh the Access Token

Stage : Refresh Access Token with MagServer

|ssue POST Request o /authioauth/v2/token MagServer endpoint

Header;[mag-identffier, Authorization (access token)), Body: [client_id, client_secret, grant-type, refresh-token] >

ResponseBody [access _{oken, token type, refresh token, access token scope, expires in]

4

© BROADCOM
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MAG User Interaction Cycle
MobileApp MagServer
Stage 1- Moble App Intsisation:

Send POST to connecticlentinialise MagServer endpont

Header: jdevice-id]. Body: [masier_clent_id. nonce] <

-4 ResponseBody: [clent_id, clent _secret, clent expiration]

Stage 2: Mobie App Registration:
Generato an RSA Key par and CSR
Coflect the user login detals

e Complete Layer7

Header jdevice-id, device-name, Authorization, clent-authorzation], Body - [PEM Encoded App CSR]

oo s MAG Client Flow

Stage 3: Access Token Retrievad using id Token

Issue POST request 1o /fauthvoauth/v 2token MagServer endpornt

Header: mag-identifier]. Body: ichent i, chent_secrel, scope. assertion, grant_type] o

ResponseBody [access loken, token type. refresh token, access loken scope. expires in]

oy
-

Stage 4. Access Protectod EndPoint with Access Token and Mutual SSL

Issue GET request 10 /proteciediresourceproducts using mutal SSL

Haader mag-identilier, Authorizaion (access token) x.cer. geo-location| optional] ol

ResponseBody - [Protected Product Price List (Json)]

-
-

Stage 5 Refresh Access Token with MagServer
Issue POST Request 10 /authioauthv 2token MagServer endpont

Header mag-identiier, Authorization (access token)l Body: [chent id, clent secret, grant-type, refresh-foken]
>

ResponseBody:[access token, token type. refresh token, access token scope, expres nj

-
-

Stage 6: User Logout from MagServer
lssue POST Reguest lo jconnect'sessioniogout MagServer endpoint

Header [mag-dentiier] Body: [clent i, clent_secret, id_token, i _loken type. logout apps(true)]

v

Stage 7. App DeRegistarwith MagServer
Isswe DELETE request 10 ‘connectidevicelramove MagSarver andpornt

Header mag-identiier, Authorization, x-cert]
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Can | still use the SDK?

Absolutely....
« MAG SDK Docs

- This field initiative is simply offering freedom, to bring your own
dev. language or IDE Framework to API Integration.

- Often this makes it easier to align with the latest 10S, MacOS and
Android versions.
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https://techdocs.broadcom.com/us/en/ca-enterprise-software/layer7-api-management/mobile-sdk-for-ca-mobile-api-gateway/2-2.html

Quick Demo
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