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This document was developed for configuring LDAP
 and troubleshooting LDAP support issues when configured for Niku 6 or Clarity applications.
Microsoft Active Directory

LDAP Users Overview

Log into your MS Active Directory Server directly or through a Remote Desktop Connection.

Launch the MS Active Directory Application

Start > Programs > Administrative Tools > Active Directory Users and Computers

Set up a user account that is used for the LDAP Search User XE "LDAP Search User"   (or LDAP Bind User XE "LDAP Bind User" ) for the Clarity application.
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Sample MS Active Directory Users
* Note: this user does not have to exist in the Clarity application.  This user is only used to configure LDAP in the Niku/Clarity NSA and is used for connecting to LDAP for authenticating users and authenticating for the LDAP sync jobs.  Do not modify or remove this account.  The password properties should already be set so that the password never expires and cannot be changed.  We have created a sample LDAP Search User XE "LDAP Search User"   XE "LDAP Bind User" for identification within this document as ‘Niku Ldap Bind User’.  This can be any User you specify for your implementation.
Using LDIFDE to find LDAP Distinguished Names

The Clarity application requires that all references to the LDAP Bind User XE "LDAP Bind User"  and Group Names are specified in the LDAP fully-qualified distinguished name format.  The “ldifde XE "ldifde" 
” command is helpful for generating the complete distinguished names for users and groups.  The output can be redirected to an output file and the customer can provide to NSS for troubleshooting.  Below is a screenshot of the options that are available for the LDIFDE command that can be used on a Microsoft LDAP server.
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MS Active Directory LDIFDE Command Options

The –s command is necessary if you are running the command from anywhere other than the ldap server itself.  The –a command ensures that you are using the same username/password that is specified in the NSA.

Example #1:  Generate a Group Listing (-d option)
This command will generate a list of the group members for the group specified in the NSA.  This command will generate an output file that contains all the users defined in the Group.  It will show the distinguished name, and all the values for the attribute mapping fields that are used in the LDAP.

ldifde XE "ldifde"  –a “cn=Ldap_Bind_User,OU=Users,dc=mydomain,dc=com” “bind_user_pw” –s 999.999.999.999:389 –d “cn=My_Group,OU=Groups,dc=mydomain,dc=com” –f output.txt
NOTE:  
the –d option specifies the fully-qualified group name specified in the NSA
the –a option specifies the Bind User fully-qualified domain name and password

the –s option is important to ensure that you connect to your LDAP server

the –f option sends the information out to a text file

Example #2:  Generate a Listing based on the Clarity Search Filter (-r option)
This command uses the Root Context defined in the NSA and the value of ‘employeetype=niku’ that is specified for the Search Filter and all the parameters from the NSA.  ‘employeetype=niku’ can be any value that you have defined for your Search Filter on the NSA Security Configuration page.

ldifde XE "ldifde"  –a “cn=Ldap_Bind_User,OU=Users,dc=mydomain,dc=com” “bind_user_pw” –s 999.999.999.999:389 –d “cn=My_Group,OU=Groups,dc=mydomain,dc=com”,  -r "(employeetype=niku)"
NOTE:  
the –r option specifies the ‘Search Filter’ criteria as you have in your NSA
Example #3:  Generate a Single User Listing (-l option)

This command returns the details for a single LDAP user.

ldifde XE "ldifde"  –a “cn=Ldap_Bind_User,OU=Users,dc=mydomain,dc=com” “bind_user_pw” –s 999.999.999.999:389 –d “cn=My_User,CN=Users,dc=mydomain,dc=com” -l samaccountname,givenName,sn,displayName,mail

NOTE:  
the –l option specifies the attribute values defined on the LDAP profile 
Clarity (NIKU) System Administration (NSA) Enable LDAP Configuration
First, ensure that you can log into the Clarity application without enabling LDAP.  Use an existing user or create a new user that exists both in Niku/Clarity as well as LDAP.  Give the user rights to run the Clarity LDAP sync jobs.
Ensure that you can log into the application using the Clarity password for this user.
Configure and Enable LDAP through NSA.  Restart both Application and Background Services.  Log into the Clarity application for the user that exists also in LDAP using the LDAP password.  Run the LDAP sync job.  All new users will get added to the Clarity application.

NSA > Properties > Security > Configuration Values

Configure the Directory Services correctly based on the Directory Service you are using.  There are defaults associated with Active Directory that are different than the defaults associated for Novell and iPlanet.  The Installation Guide provides details regarding the use of each field that appears on this page.  
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NSA > Properties > Security Configuration Page
This is where most people have issues in configuring the correct values for the LDAP Server Section and the LDAP Attribute Mapping Section.  Please be sure that you have talked with the customer’s LDAP administrator to obtain the correct and fully-qualified distinguished names for the Search User Field and the Group Name Field.  The Clarity Installation Guide has specific information on how to configure each field on this page.  You can also reference Appendix B – Security Properties (within this document) for more information on specific field values.   

Section A contains the parameters that are used to connect to the LDAP server for authentication purposes, except for the Batch Size XE "Batch Size" .  The Batch Size is used by the sync jobs.  The Batch Size value must match the value that is defined on your LDAP Server.
Section B contains the parameters that are used by the Clarity LDAP sync jobs, except for the ‘Allow non-LDAP users’.  The ‘Allow non-LDAP users’ is used for authentication purposes.  Be sure to read more about this option in the Section “Clarity Application : Managing Users when LDAP is Enabled”
Section C contains the attributes that are mapped from the LDAP server to the Clarity fields on the Resource record when the LDAP sync job executes.

The data shown in the fields above are the default values.  You must specify the values exactly as prescribed in the Clarity Installation Guide to ensure that the LDAP configuration is correct.  You can also reference Appendix B – Security Properties contained within this document for quick reference.

NSA Enable the Application to Use LDAP 

Simply updating the configuration for the Security settings in step #1 will not enable the LDAP for login to the Clarity application.
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NSA > Properties > Application Configuration Page
NSA Restart Application and Background Services

After saving the configuration changes and ensuring that the option to “Use LDAP” has been selected and saved, then restart the App and BG services from NSA > Services
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Clarity Application : Managing Users When LDAP is Enabled
Overview
For the first time, after enabling LDAP, log into the application using the LDAP id and password for a user id that already exists in the Clarity application.  Enabling LDAP for use with the Clarity application allows users to sign on the application with an LDAP user name and password.
Once LDAP has been enabled within the Clarity application all Resource name, password and email address will be managed through the LDAP Directory Services.  Clarity has two jobs that will allow the administrator to synchronize the users from the LDAP Directory Services.  The jobs will only work if LDAP has been enabled and the Clarity user executing the job is an LDAP authenticated user.
Allow Non-LDAP XE "Allow Non-LDAP"  Users & External Authentication XE "External Authentication"  Options
The Clarity application allows an optional configuration whereas users that are defined within the Clarity application, but not defined within the LDAP Server can log into the application.  If this option has been configured in the NSA, active pre-existing Clarity users can continue to log into the application using their Clarity password.  If the configuration allows Non-LDAP users to log in, the Clarity Admin Tool > Resources Properties page shows an additional field on the page to declare the resource as a non-LDAP user or an LDAP user.
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Allow Non-LDAP XE "Allow Non-LDAP"  provides for External Authentication XE "External Authentication"  Option on Resource Properties

As you can see in the screenshots, when “Allow Non-LDAP XE "Allow Non-LDAP" ” option is configured, the “External Authentication XE "External Authentication" ” option appears on the Resource Properties page.

If you have a pre-existing, active Clarity User AND the ‘Allow Non-LDAP XE "Allow Non-LDAP" ’ option has been configured and “Use LDAP” has been enabled, the “External Authentication XE "External Authentication" ” option will NOT be checked.  The Clarity User will only be able to log into Clarity using the password that is defined here on the Resource Properties page.  

If the pre-existing, active Clarity User is also defined in LDAP and you want the user to authenticate, using the LDAP password, then select the “External Authentication XE "External Authentication" ” option.  Once you save this change, you will notice that the fields on the Resource Properties for the Last Name, First Name, and password are disabled for editing.  This is because the Clarity User is now defined as using external authentication and these user properties will be maintained in the LDAP server using the Clarity LDAP sync jobs.  The password field is the only field that is not updated from the LDAP server to the Clarity database.  When the user logs into the Clarity application, the authentication is done directly against the LDAP server to ensure that the user is providing the password that is currently defined on the LDAP server.  The Clarity password field is only used when Non-LDAP users log in.
If the “Allow Non-LDAP XE "Allow Non-LDAP" ” option is not configured, you will not see the “External Authentication XE "External Authentication" ” option and all users within Clarity will have to authenticate their login with the LDAP server.
Clarity “LDAP - Synchronize New and Changed Users XE "LDAP - Synchronize New and Changed Users" ” Job 

This job synchronizes users that have been added or modified in the LDAP server with the Clarity User table since the last synchronized date.
Ensure that the NSA configuration has been set up properly to enable LDAP and services have been restarted.  Log into the Clarity application as an LDAP authenticated user.  Run the “LDAP – Synchronize New and Changed Users” job to bring in the users.

After running the “LDAP Synchronize New and Changed Users” job, 2 xml files will be generated and stored in the $NIKU_HOME/logs/ldapsync directory.  

· ldapsync_nm_xxxxx.xml file will contain the statistics of the job.  This file will indicate how many records were processed and if the records are new or updated.
· ldapusers_nm_xxxx.xml file will contain the information for each new or changed user profile synchronized.

If the xml files are not generated, or the job only processes for a few seconds, there may have not been any new or modified users in the LDAP system.  Reference the Troubleshooting section in this document for tips.

If you have configured “Allow Non-LDAP” option, this job will only synchronize the users that are using the “External Authentication”.

The Clarity LDAP sync jobs generate the necessary XOG input file and perform the XOG write action to add, modify and inactivate users when LDAP is enabled.  Some customers elect not to use the standard Clarity jobs and perform the XOG actions separately.  If the customer elects not to use the standard Clarity LDAP sync job, the job can be deactivated and not used in their implementation.

Clarity “LDAP - Synchronize Obsolete Users XE "LDAP - Synchronize Obsolete Users" ” Job

This job inactivates users in the Clarity application that have been removed from the group in the LDAP server or users who no longer have the LDAP attribute specified that will meet the specified LDAP search filter criteria.  Once an LDAP user has been inactivated in the Clarity application, the account can be reactivated by adding the user to the LDAP group or specifying the appropriate LDAP attribute that will meet the specified LDAP Search Filter criteria. 
Note:  The Clarity LDAP sync job does not ‘inactivate’ a resource when the resource has been marked as ‘deactivated’ or ‘inactivated’ on the LDAP server; the resource must be removed from the group or search filter criteria as described above.
Ensure that the NSA configuration has been set up properly to enable LDAP and services have been restarted.  Log into the Clarity application as an LDAP authenticated user.  Run the “LDAP – Synchronize Obsolete Users” job to inactive the Clarity users.  
· ldapsync_ia_xxxxx.xml file will contain the statistics of the job.  This file will indicate how many records were processed and if the records are new or updated.

· ldapusers_ia_xxxx.xml file will contain the information for each new or changed user profile synchronized.

If the xml files are not generated, or the job only processes for a few seconds, there may have not been any new or modified users in the LDAP system.  Reference the Troubleshooting section in this document for tips.

If you have configured “Allow Non-LDAP” option, this job will only synchronize the users that are using the “External Authentication”.

The Clarity LDAP sync jobs generate the necessary XOG input file and perform the XOG write action to add, modify and inactivate users when LDAP is enabled.  Some customers elect not to use the standard Clarity jobs and perform the XOG actions separately.  If the customer elects not to use the standard Clarity LDAP sync job, the job can be deactivated and not used in their implementation.

Troubleshooting Tips
#1 - Debugging XE "Debugging" 
If the security component debugging is turned on, then you can examine both the $NIKU_HOME/logs/app-niku.log file and the $NIKU_HOME/logs/bg-niku.log file for specific error messages
To Turn on Debugging for the Security Component:

Log into NSA

Go to Server > Logs > Edit Configuration

Click the “Add” button

If the “com.niku.security” component is not listed in the pull-down menu, then type “com.niku.security” in the text field for the new line entry in the column with the heading “Other Name”

Select “Debug” from the Priority drop-down list
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Click the “Save” button.
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If the “Detect Log Configuration Changes Automatically” option is NOT selected, then you must stop and restart the Application and Background Services.
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Check-marking the ‘Detect Log Configuration Changes Automatically’ box will allow you to make Log Configuration changes that will take effect immediately without restarting the services.

#2 - LDAP-specific Error Codes XE "LDAP-specific Error Codes" 
When reviewing the Clarity logs for error messages, sometimes you will get LDAP-specific error codes.  
The contents of this website address page is included in this document in Appendix A - Directory Server Log Error Codes
Check the internet for other resources that can assist you in identifying LDAP-specific error codes.  The most common error messages generated are related to authentication.  Check the NSA configuration again to ensure that you have the correct LDAP Search User XE "LDAP Search User"  ID and password, etc.
#3 - Cannot Log on Clarity using an LDAP user name and LDAP password

(1) Are you using an active LDAP account that also exists as an active account in the Clarity Application?
(2) Have you enabled the LDAP configuration by selecting “Use LDAP” in the NSA Application Properties?

(3) Is the LDAP Search User XE "LDAP Search User"  and LDAP Password entered in the NSA correct?
(4) Do you have “Allow Non-LDAP XE "Allow Non-LDAP" ” enabled?  If so, try to log in using the Clarity password.  Refer to the Section “Clarity Application : Managing Users when LDAP is enabled”

(5) Refer to the $CLARITY_HOME/log/app-niku.log file for specific error messages.
#4 - LDAP Sync Job does not generate any LDAPsync.xml files
(1) Check the $CLARITY_HOME/log/bg-niku.log file for specific error messages. Use Debugging if needed. (See #1-Debugging in this Section)
(2) Use the LDAP “ldifde XE "ldifde" ” command-line tool to check modified dates of users to ensure that there are users that have been modified

(3) Are you logged into the application as an LDAP user?  The LDAP Sync Jobs should only be executed by a user that uses the LDAP authentication to log into the Clarity application.  

	Use LDAP
	Allow Non-LDAP XE "Allow Non-LDAP" 
	Run Sync Jobs
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#5 - Examining the “ldapsync_xxxx.xml” file

The $CLARITY_HOME/logs/ldapsync/ldapsync_xxxx.xml file will the statistics of the job.  This file will indicate how many records were processed and if the records are new or updated.  This file must be examined to ensure that all LDAP users have been updated in the Clarity application.

#5a - Successful LDAP sync Results
Here is an example of the output of the “ldapsync_nm_xxxx.xml” file showing that there were records inserted and updated.  Note:  When new users are added, a default password is created in the Clarity Resource Properties but it is not used for authentication purposes.  Clarity will check the password on the LDAP server.
<XOGOutput xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="../xsd/status.xsd">
    <Object type="user"/>
    <Status state="SUCCESS"/>
    <Statistics failureRecords="0" insertedRecords="1"
        totalNumberOfRecords="4" updatedRecords="3"/>
    <Records>
        <Record>
            <KeyInformation>
                <column name="ALL">ALL RECORDS</column>
            </KeyInformation>
            <ErrorInformation>
                <Severity>WARNING</Severity>
                <Description>New Users Password will be Defaulted to

                    Value niku2000</Description>
            </ErrorInformation>
        </Record>
    </Records>
</XOGOutput>
#5b - FATAL Error : Cannot insert NULL

Here is an example of one error message that may appear in the “ldapsync_nm_xxxx.xml” file for a new user record:
<Record>
- <KeyInformation>
  <column name="externalSource">NIKU</column> 
  <column name="externalId">1234</column> 
  <column name="userName">swithin</column> 
  </KeyInformation>
- <ErrorInformation>
  <Severity>FATAL</Severity> 
  <Description>This record has not been inserted</Description> 
  <Exception type="java.sql.SQLException">ORA-01400: cannot insert NULL into ("NIKU"."CMN_SEC_USERS"."EMAIL_ADDRESS")</Exception> 
  </ErrorInformation>
  </Record>
Cause

The email address is marked as a required field in the XOG “users.xsd” file.  If the email address is blank in the LDAP profile, the Clarity application will not accept the profile and generate this fatal error message.  Ensure that all LDAP Attribute mapping fields have data for importing into the Clarity application.  The job will stop at this point.  Correct this by entering in an email address in the LDAP server for the specified user and execute the LDAP sync job again.
#6 – Database LDAP Table Info XE "Database LDAP Table Info" 
When LDAP is enabled, a record is entered into the CMN_DIRECTORY_SERVERS XE "Database LDAP Table Info:CMN_DIRECTORY_SERVERS"  table.  This record also contains the latest date/timestamp when the LDAP sync job successfully completed.

#7 – Number of users in the Directory Service
Take the number of users into consideration that are to be loaded from the directory service into the Clarity application.  This will impact processing times for the LDAP sync jobs.  The Batch Size XE "Batch Size"  field in the NSA > Security properties will help you to manage the number of resources that will be processed at a time using the Clarity LDAP sync jobs.  Be sure to specify the same number in the NSA that you have defined in your LDAP server.  See Appendix B for more specific information on this configuration option.
#8 – LDAP Configuration: Group Name XE "Group Name"  and Search Filter XE "Search Filter" 
In the NSA, you can configure different combinations of Group Name and Search Filter in order for your LDAP Sync Job to add the desired users to your Clarity Application.

1. You can configure a Group Name only.  If you define a Group Name, you must also have the appropriate value in the “Group Identifier” field.  You must enter “member” for MS Active Directory or “uniquemember” for Novell eDirectory.  Note:  nested groups configured within LDAP are not supported by the Clarity application.  Specify a Group Name that is not a ‘nested’ group name.  
2. You can configure a Search Filter only.  If you have a set of users that do not belong to a single group you can define a search filter for a particular attribute.  If you configure a Search Filter only, you do not need to enter values for the “Group Name” or “Group Identifier” fields.
3. You can configure a Group Name and a Search Filter.  If you have a set of users that belong to a single group (nested groups within LDAP are not supported), AND you want to include additional users that may not be part of the group, but meet the criteria of a Search Filter, you can specify both a Group Name and a Search Filter.  When the LDAP sync jobs are executed, all users that match either the Group Name criteria OR the Search Filter criteria will be added, modified, or inactivated.  If you specify both criteria be sure to configure the options according to the prescribed recommendations in the Clarity installation guide or reference Appendix B within this document.
Appendix A – Directory Server Log Error Codes
Source: http://help.netscape.com/kb/corporate/19970303-9.html 
(this hyperlink is no longer available, however the information below is still valid)
	Issue:
	19970303-9
	Product:
	Directory Server

	Created:
	02/18/1997
	Version:
	1.x, 3.x, 4.x

	Last Updated:
	06/13/2001
	OS:
	All


Topic: 

Short definitions of LDAP error Codes XE "LDAP error Codes"  as defined in the error logs (which uses decimal error no.), or returned by the server. 

Discussion: 

Message:                        Hex:    Dec:


LDAP CONNECTION SUCCESSFUL      0x00    0

LDAP OPERATIONS ERROR           0x01    1

LDAP PROTOCOL ERROR             0x02    2

LDAP TIMELIMIT EXCEEDED         0x03    3

LDAP SIZELIMIT EXCEEDED         0x04    4

LDAP COMPARE FALSE              0x05    5

LDAP COMPARE TRUE               0x06    6

LDAP STRONG AUTH NOT SUPPORTED  0x07    7

LDAP STRONG AUTH REQUIRED       0x08    8

LDAP PARTIAL RESULTS            0x09    9

LDAP REFERRAL RECEIVED          0x0a    10

LDAP ADMINLIMIT EXCEEDED        0x0b    11

LDAP NO SUCH ATTRIBUTE          0x10   16

LDAP UNDEFINED TYPE             0x11   17

LDAP INAPPROPRIATE MATCHING     0x12   18

LDAP CONSTRAINT VIOLATION       0x13   19

LDAP TYPE OR VALUE EXISTS       0x14   20

LDAP INVALID SYNTAX             0x15   21

LDAP NO SUCH OBJECT             0x20   32

LDAP ALIAS PROBLEM              0x21   33

LDAP INVALID DN SYNTAX          0x22   34

LDAP IS LEAF                    0x23   35

LDAP ALIAS DEREF PROBLEM        0x24   36

NAME ERROR(n)   ((n & 0xf0) == 0x20)   37

LDAP INAPPROPRIATE AUTH         0x30   48

LDAP INVALID CREDENTIALS XE "LDAP error Codes:LDAP INVALID CREDENTIALS"         0x31   49

LDAP INSUFFICIENT ACCESS        0x32   50

LDAP BUSY                       0x33   51

LDAP UNAVAILABLE                0x34   52

LDAP UNWILLING TO PERFORM       0x35   53

LDAP LOOP DETECT                0x36   54

LDAP NAMING VIOLATION           0x40   64

LDAP OBJECT CLASS VIOLATION     0x41   65

LDAP NOT ALLOWED ON NONLEAF     0x42   66

LDAP NOT ALLOWED ON RDN         0x43   67

LDAP ALREADY EXISTS             0x44   68

LDAP NO OBJECT CLASS MODS       0x45   69

LDAP RESULTS TOO LARGE          0x46   70

LDAP OTHER                      0x50   80

LDAP SERVER DOWN                0x51   81

LDAP LOCAL ERROR                0x52   82

LDAP ENCODING ERROR             0x53   83

LDAP DECODING ERROR             0x54   84

LDAP TIMEOUT                    0x55   85

LDAP AUTH UNKNOWN               0x56   86

LDAP FILTER ERROR               0x57   87

LDAP USER CANCELLED             0x58   88

LDAP PARAM ERROR                0x59   89

LDAP NO MEMORY                  0x5a   90

LDAP CONNECT ERROR              0x5b   91

Here are some common error codes and some possible solutions or things to check for: 

	Message
	Hex
	Dec
	Possible Cause
	Solution

	Connection Succesful
	0x00
	0
	· The operation was successful  
· The BIND or connection was succesful
	N/A

	Partial Results & Referral Received
	0x09
	9
	· The Search BASE DN specified on the client is incorrectly specified.  
· The Search BASE DN as specified does not exist or has not been set on the   directory server.  
· A referral was received from the server. 
	· Make sure that the client doing the request has the proper BASE DN specified.  
· Make sure that the proper suffix has been configured for your database. (example Base/suffix: o=Ace industry,c=US).  
· The client received a referral (for another server) which could not be followed.

	No such Attribute
	0x10
	16
	· The attribute specified is not defined in the server’s schema
	· Make sure that the correct attribute is specified (no typos).  
·If the attribute is correct, make sure to add it to the server’s slapd.at.conf file. 

	No such Object
	0x20
	32
	· The entry or attribute requested does not exist on the directory server.
	· Make sure the Directory Server has the data you expected it to have. Import Database etc.


	Message
	Hex
	Dec
	Possible Cause
	Solution

	Invalid Credentials
	0x31
	49
	· The password given is incorrect for the entry one is BINDing as. 
	· Enter the correct password. 
· Give the entry a new password, and reconnect with the correct password.

	Insufficient Access
	0x32
	50
	· You are denied to perform the operation requested (Add, Delete, Modify etc).
	· Give the user the proper privileges. 
· Check the ACL rules to make sure they are correct.

	Unwilling To Perform
	0x35
	53
	· The database is in READ-ONLY mode. 
· The database connect perform operation due to other problems
	· Make sure the database is NOT in read-only mode. 
· Check to see if there are any errors on the Directory Servers.

	Object Class Violation
	0x41
	65
	· The objectclass being created is unknown to the directory server. 
· An attribute in the new objectclass is unrecognized by the directory server.
	· update the slapd.oc.conf/slapd.at.conf to recognize the new objectclass/attributes (see manual). 
· Make sure that you are running the latest Directory Server.

	Already Exists
	0x44
	68
	· The entry/value you are creating, already exists in the directory server.
	· No need to update the directory server, since it already has this value/entry.

	Server Down
	0x51
	81
	· The directory server is down. 
· The client cannot reach the directory server. 
· The directory server is not responding.
	· Start the directory server. 
· Make sure that the client can connect to the directory server. 
· The directory server is not working properly, and needs to be diagnosed. (On NETRA see technote 970923-1).


Appendix B – NSA > Security Properties
	LDAP Server Settings
	Description
	Synchronized in Cluster
	Services to Restart

	URL
	URL of the LDAP server. For example:
	Yes
	app and bg

	
	“ldap://localhost:389”
	
	

	
	“ldaps://localhost:489”
	
	

	Root Context
	Root LDAP context. For example,
	Yes
	app and bg

	
	“ou=People,dc=niku,dc=com”
	
	

	Search User
	User that performs any of the directory searches (bind operations). Must be a fully qualified distinguished name of the LDAP user with read rights. For example:
	Yes
	app and bg

	
	uid=nikusearch,dc=niku,dc=com
	
	

	
	
	
	

	Password 
	Search User’s Password.
	
	

	Confirm Password 
	Only use this field when updating the password field.
	
	

	Batch Size XE "Batch Size" 
(PageSize)
	The total number of results that Clarity limits for every search call it makes with a directory server. Set PageSize less than or equal to the same number that is set for your directory server. For example, by default, the Active Directory restricts the total number of results that are returned from an LDAP search to 1000. In this situation, you should set PageSize to any number less than 1000 and greater than 0. 
	Yes
	app and bg

	Search Filter
	Optional LDAP search filter.
	Yes
	app and bg

	
	Default value: “(employeetype=niku)”
	
	

	
	Specifying a value in this field enables you to define search criteria and to provide more efficient and effective searches. Niku supports the LDAP search filters as defined in RFC 2254. These search filters are represented by Unicode strings. The following URL describes RFC 2254 in detail:
	
	

	
	http://www.faqs.org/rfcs/rfc2254.html
	
	

	
	Section 5 in this document contains several examples. For convenience, some are provided below:
	
	

	
	To select a user whose first name is “Babs Jensen”:  (cn=Babs Jensen)
	
	

	
	To select a user whose first name is not “Tim Howes”:  (!(cn(=Tim Howes))
	
	

	
	To select entries from LDAP of type Person and whose last name is “Jensen” or first name is like “Ben J*”:
	
	

	
	(&(objectClass=Person)
	
	

	
	(|sn=Jensen) (cn=Ben J*)))
	
	


	LDAP Server Settings
	Description
	Synchronized in Cluster
	Services to Restart

	Date/Time Format
	The Date/Time format of the vendor’s directory server. For example, if using Novell eDirectory, use:  yyyyMMddHHmmss'Z'
	Yes
	App and bg

	
	MS Active Directory : yyyyMMddHHmmss'.0Z'
	
	

	Group Name
	Group Name If specified, authentication and synchronization of users will be done against all the users that are found in this group. It must be a fully qualified distinguished name of the group. (Nested Groups are not supported.)
	Yes
	app and bg

	
	For example: cn=QA,ou=Engineering,dc=niku,dc=com
	
	

	Group Identifier
	The name of the attribute that if present signifies that an entity is a group. Different LDAP servers use different attribute names.
	Yes
	app and bg

	
	For example, Novell eDirectory uses the name “uniquemember”. MS Active Directory uses the name “member”.
	
	

	
	Default value: “uniquemember“.
	
	

	Allow Non-LDAP Users
	When checked, both types of users can log into the application : LDAP authenticated users and Clarity authenticated users.
	
	

	LDAP Attribute Mapping
	
	

	
	*Note: all attributes are required.
	
	

	Username
	User attribute mapping.
	
	

	
	Different LDAP servers use different attribute names.  MS Active directory uses the name "sAMAccountName".  Novell eDirectory uses the name "uid".
	
	

	
	Default value: “uid”
	
	

	First Name
	First Name attribute mapping.
	
	

	
	Default value: “givenName”
	
	

	Last Name 
	Last Name attribute mapping.
	
	

	
	Default value: “sn”
	
	

	Full Name 
	Full Name attribute mapping.
	
	

	
	Default value: “cn”
	
	

	Email Address 
	Email Address attribute mapping.
	
	

	
	Default value: “mail”
	
	

	Modify Time Stamp 
	Modify Time Stamp attribute mapping.
	
	

	
	Default value: "modifyTimeStamp"
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