TECH TIP:  Configuring LDAP+Radius Authentication
Overview
[bookmark: _GoBack]In order to use LDAP+Radius authentication with PAM it is necessary that the contents of a field in LDAP match the user in Radius.  The way to do this is to configure Unique Attribute field for the LDAP server, on the 3rd Party page, so that it references the field in LDAP that contains the value that is the same as the user configured on the Radius server.  Typically, this field should be samaccountname= or userprincipalname=, but it will depend on the configuration of your LDAP server.
Identify the user in Radius
The file where your Radius users are configured will depend on your Radius implementation.  In this example the user, and group, is specified in a file named /etc/freeradius/users.
Active Directory Config
You now need to determine which field you will be using to uniquely identify the user.  You can login to the AD and check the Attributes of the AD user(s) in question.  
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LDAP Browser
After configuring  LDAP in PAM, on the 3rd Party page, you can browse the LDAP server when you add an LDAP group.  This will also enable you to see how the various fields are populated.  In this example the user evogel has voged01rad in the samaccountname field and voged01@hilltop.lab in the userprincipal name field.  If you have not configured the Unique Attribute field to  specify the field that matches the Radius server you will have to change it.

Unique Attribute field
In this case we specify samaccountname=.  




Authentication method
LDAP+Radius authentication must be specified for the user, or the group the user is in, so that LDAP+Radius can successfully be used to authenticate into PAM.
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