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[bookmark: _Toc503450045]Purpose of the document
The purpose of this document is to describe the operational steps necessary for the definition of an Identity Federation in order to allow access to the application in question, referring in this specific case to the use of the Web Access Management platform based on CA SiteMinder and to the federation services offered by the same.
[bookmark: _Toc503450046]Analysis
The analysis phase was carried out based on the documentation provided by the application provider and on a series of joint meetings in which the main technical choices for implementing the Federation integration solution were identified.

	

	Standard
	SAML 2 .0

	Access point
	IdP Initiated SSO
the users open the application URL using the browser and click on the button “Accedi con SSO”: 
https://xxxxx-dev.facebook.com


This button executes an http POST to the following URL:
https://XXXXX-dev.facebook.com/work/saml/begin_login/
which starts the Idp federazione authentication in the format “IdP initiated SSO”

	Federated users
	All the users managed by the Idp platform and defined in the SP

	Binding
	SSO Binding: POST, the SAML assertion, generated by the IdP, is returned to the browser (user-agent) inside an HTLM form and the selected page executes an “autopost” mechanism to the Assertion Consumer Service (ACS) of the SP 
Authentication Request Binding: HTTP REDIRECT

	SAML Assertion
	The SAML Assertion should contain the following information:
NameID (email address): user’s email address
No other attributes are required

	Firma/Crittografia
	During the analysis, we verified that because of the type of the exchanged information in the SAML assertion the encryption of the data is not required, it is sufficient protect the web channel using SSL.
Instead it is required the assertion should be signed using a RSAwithSHA256 algorithm to grant the data integrity.



[bookmark: _Toc503450047]Setup Process: Federation IdP (DEV) <-> SP (TEST)
The partnership setup process involves more macro-phases, specifically it refers to the configuration in which the local entity participates with the role of Identity Provider (IdP), while the remote entity is the application and participates with the role of Service Provider (SP).
For each of the following phases, the configuration detail that motivates the choices made is subsequently reported:
· Step 1: creation of local entity of Identity Provider type
· Step 2: export metadata and send the XML file to the Service Provider (if supported)
· Step 3: create remote entity (by importing metadata, if supported)
· Step 4: setup of the federation partnership



[bookmark: _Toc503450048]CA SiteMinder Federation Services side

[bookmark: _Toc503450049]Step 1: Local entity creation
1. Access the CA SSO administrative console. I.e:
https://auth-siteminder:8443/iam/siteminder/console/ui7/index.jsp

2. On the left menu, select “Partnership Federation > Entities” and click on button “Create Entity”:

[image: ]

3. Insert the following parameters: and click “Next”:
	Entity Location
	Local

	New Entity Type
	SAML2 IDP



[image: ]


4. Insert the following parameters and click “Next”:

	Entity ID
	idpWORKPLACE-DEV

	Entity Name
	idpWORKPLACE-DEV

	Base URL
	https://sd-fed.xxx.it
(is the URL used by the CA SSO federation services, also named affwebservices. Based on this Url all the other URLs are then created)

	Signing Private Key Alias
	defaultenterpriseprivatekey
(this is the alias of the private key used  for signing the SAML assertion. The SP will use the related public key contained in a provided certificate for verifying the signature. The key is stored in the CA SSO Certificate Data Store)

	Signed Authentication Requests Required
	No
(this field specifies if the SAML Authentication request sent by the SP to IdP in case of “SP initiated SSO” should be signed). This feature is not used for this integration.



[image: ]

5. Control the defined data and click “Finish”:



[bookmark: _Toc503450050]Step 2: Export metadata
Facebook Workplace does not support an import procedure of the identity Provider definition by metadata.
The Idp data should be then manually inserted.

[bookmark: _Toc503450051]Step 3: Remote entity Creation
6. Access the CA SSO Administrative console. I.e.:
https://auth-siteminder:8443/iam/siteminder/console/ui7/index.jsp

7. On the left menu, select “Partnership Federation > Entities” and click the button “Create Entity”:

[image: ]


8. Verify the used parameters and click “Next”:
	Entity Location
	Remote

	New Entity Type
	SAML2 SP



[image: ]
9. Insert the folowing fields and click “Next”:

	Entity ID
	https://www.facebook.com/company/147845029169714

	Entity Name
	spWORKPLACE-DEV

	Base URL
	https://xxxxx-dev.facebook.com/work/saml.php



[image: ]

10. Check the data and click “Finish”:


[bookmark: _Toc503450052]Step 4: Partnership Setup
It is now necessary to create a partnership based on the created entities.
11. Access the CA SSO Amministrative console. i.e.:
https://auth-siteminder:8443/iam/siteminder/console/ui7/index.jsp

12. From the left menu, select “Partnership Federation > Partnerships” and click the button “Create Partnership selecting “SAML2 IDP -> SP” :
[image: ]
13. Set the fields are defined in the following tables and click “Next”:
	Partnership Name
	WORKPLACE-DEV

	Local IDP
	idpWORKPLACE-DEV

	Remote SP
	spWORKPLACE-DEV

	User Directories and Search order
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14. Click on “Next”:
[image: ]




15. Insert the fields as reported below and click “Next”:
	Name ID Format
	Email Address

	Name ID Type
	User Attribute

	Value
	Mail



[image: ]



16. Insert the fields as reported below and click “Next”:
	Authentication URL
	https://sd-basic.xxx.it/Login?TARGET2=https://sd-fed.xxx.it/affwebservices/public/saml2sso?SPID=https://www.facebook.com/company/147845029169714

	SSO Binding
	HTTP-POST

	Remote Assertion Consumer Service URLs
	https://xxxxx-dev.facebook.com/work/saml.php



[image: ]
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17. Insert the fields as reported below and click “Next”:
	Signing Algorithm
	RSAwithSHA256



[image: ]
18. Verify the data and click on “Finish”:



[bookmark: _Toc503450053]Facebook Workplace side
On the SP side, accessing the Administrative panel of Facebook Workplace with the administrative rights, it is possible to define the authentication methods. One of the allowed methods is SSO. Select this option and fill the following SAML information:
.

[image: ]


[bookmark: _Toc503450054]URL SAML
[bookmark: _Toc503450055]Description

	the configured federation expects an Idp-Initiated authentication and the initla request  is managed directly by an Url managed by the identity provider. 
Siteminder defines this url as:
http(s)://<CA SSO fed service host>/affwebservices/public/saml2sso?SPID=<service provider ID>



Using the configuration defined above the url is the following:
https://sd-fed.xxx.it/affwebservices/public/saml2sso?SPID=https://www.facebook.com/company/147845029169714
[bookmark: _Toc503450056]URI Di Emissione del SAML
[bookmark: _Toc503450057]Description
	The identity provider will authenticate the users by a specific configuration defined in the CA SSO local entity. this entity is identified by a specific entity ID. This ID will be inserted in the SAML assertions so that the Service Provider, facebook Workplace, will verify that the authentication process is executed by the correct entity ID.




Using the previous defined CA SSO configuration the expected entity ID is:
idpWORKPLACE-DEV

[bookmark: _Toc503450058]Reindirizza disconnessione del SAML
[bookmark: _Toc503450059]Description

	In order to execute a single logout, for invalidating both the facebook workplace session and CA SSO session, it is required that during the facebook workplace logout process, a specific federation Url will be called on the IdP side. CA SSO defines this Url as:
http(s)://<CA SSO fed service host>/affwebservices/public/saml2slo



Activating this option and using the previous defined CA SSO configuration the expected value is:

https://sd-fed.xxx.it/affwebservices/public/saml2slo

[bookmark: _Toc503450060]Certificato SAML
[bookmark: _Toc503450061]Description

	The SAML assertion sent to the Service Provider, is signed with a private key by the Identity provider. The signature validation requires that facebook workplace can access the related public key. For this reason it is required to copy the required certificate in PEM format inside this box.



The configuration defined above uses the key with alias “defaultenterpriseprivatekey”. The certificate is reported below.

[bookmark: _Toc503450062]Chiave pubblica certificato X.509 “defaultenterpriseprivatekey”
	-----BEGIN CERTIFICATE----------END CERTIFICATE-----



Selecting the “Test SSO” button it is possible to execute a federated authentication and checlk of the generated SAML assertion.
If the operation succeeds, the administrator is allowed to save the configuration.
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