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Summary:
The purpose of this technical document is to illustrate how Active Directory Extended Schema attribute values can be maintained on an endpoint with the use of the CA Identity Manager’s Policy Xpress framework.  In particular, the instruction found below will exemplify the setting of an Extended Schema attribute value on the Active Directory endpoint.  

It is important to understand that this procedure is not designed update Provisioning Directory related objects such as Global Users or Pointer Objects; however, if desired, these operations can be invoked during the task lifecycle.

Assumptions:
· Active Directory endpoint is managed by CA Identity Manager
· Extended Schema configurations exist
· Extended Schema attributes are utilized on Account Template
· CA Identity Manager r12.5.1+, r12.6.x
Instructions:
Define the following within a PX Policy:

Data Elements:
· Create a data element to return a list of the user’s accounts on the Active Directory endpoint
· Example:
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· Create a data element to return the value that is to be set on the Active Directory Extended Schema attribute.
· Example: 
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· Create an additional Data Element to determine variable length; this Data Element will be used as part of the payload content. 
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Action Rule:
· Create an action rule along with an action element that will perform the update (Set) of the Extended Schema attribute value.
· Configure the following fields as specified:
· Category: Accounts
· Type: Set Account Data by Identifier
· Function: Set
· Endpoint Type: ActiveDirectory
· Account Identifier: {‘Get User’s AD Account’}
· Attribute Name: Extended attributes (payload)
· Value: exampleAttrAD:01:{‘Get exampleAttr – Length’}={‘Get exampleAttr’}
· Example:
 [image: cid:image010.png@01D16509.2847A4F0]


Playload Value Rule Expression:
<extendedAttributeName1>:<reservedValue>:<valueLength>=<value>;<extendedAttributeName2>:<reservedValue>:<valueLength>=<value>

Payload Value Examples:
	Add/Replace: exampleAttrAD:01:4=TEST
	Remove: exampleAttrAD:01:0=

By using both the attribute value length and attribute value as variables within the concatenation of the payload string, the policy is able to construct dynamic payload which is consumed and interpreted by the Connector as either an add/replace or a remove operation of a subjected endpoint attribute value.

These particular value expression can be acquired from the Provisioning Server’s etatrans log during any provisioning activity that utilizes the Active Directory Extended Schema attributes.  Refer to example etatrans log snippet below:

External Modify (eTADSAccountName=lastName, firstName) Requested by User admin - TenantNotSet
dn: eTADSAccountName=lastName, firstName,eTADSContainerName=Users,eTADSDirectoryName=AD,eTNamespaceName=ActiveDirectory,dc=IM
                eTADSpayload:  exampleAttrAD:01:4=TEST [REPLACE]
                eTUseOperationID:  IM-c7c70c99-53e25f8c-0fb70fb7-e79940df-807-0-1 [REPLACE]
                modifiersName:  ETGLOBALUSERNAME=ADMIN,ETGLOBALUSERCONTAINERNAME=GLOBAL 	USERS,ETNAMESPACENAME=COMMONOBJECTS,DC=IM,DC=ETA [REPLACE]
                modifyTimestamp:  20160209204421Z [REPLACE]
                SUCCESS: External Modify (eTADSAccountName=lastName, firstName)
                msg: :ETA_S_0006<MAC>, Active Dir. Account 'lastName, firstName' on 'ActiveDirectory' modified successfully

Additional information regarding this expression rule can be located at https://support.ca.com/cadocs/0/CA%20Secure%20Cloud%20%20CA%20CloudMinder%20%20for%20Service%20Providers%201%2052-ENU/Bookshelf_Files/HTML/idocs/index.htm?toc.htm?2316826.html?intcmp=searchresultclick&resultnum=1107

Closing Remarks:
As many of us already know, there are various workaround approaches that can be built outside of CA Identity Manager’s framework to handle such scenarios; however, these said workarounds are typically identified as custom code and tend to lack the expected level of transparency. 

The approach illustrated here provides a simple and manageable solution to solving this problem while remaining within the boundaries of the CA Identity Manager application without compromising on auditability and traceability.
image4.png
*Name [Send Payload ]

category
~Type ‘Set Account Data by Identifier v

Function Des

Removes all current values from an account attribute and sets the new v
parameter, and then assigns a value to one of its attributes. The account
(endpoint:[container path:]account name), as returned by the data elem:
optional.

ActiveDirectory v

Endpoint
Type O
Account

Tdentifier [{Get User's AD Accounty

Attribute | £y tanded attributes (payload)
Name

Value  [exampleAttrAD:01:{'Get exampleAttr - Length’}={'Get exar,

Add Parameter





image1.png
Edit Data Element: Get User’s AD Account

« = Required

Name Get User's AD Account
Type

“Function

Function Description

Returns a list of the user's accounts on the given Endp
returned as account identifiers (endpoint: [cantainer pz
Localunix: top,child: joe44). Note that the "container pa
identifiers are separated by "A"

® [ activeDirectory 2

Endpoint
Type





image2.png
Edit Data Element: Get exampleattr

Required

eName  [Get exampleattr
Function [Get 7]

Function Description

|Returms a list of values for the selected attribute. Multi-va

[}
ute |ACcess Role Members (userAccessRoleMembe
exampleAttr

]

Aty
Name





image3.png
Add Data Element

“Name  [Get exampleAttr - Length

«Category [General v
“Type String Searcher v

eFunction | Get Length ¥

Function Description

|Returns the length of the given string.

. [{'Get examplettr
String





