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Glossary

AC Access Control

ACNT Account

ACWS Access Control Web Service

APM Advanced Policy Management

APMS Advanced Policy Management Server

CA formerly Computer Associates — now CA Technologies
C™m ControlMinder (formerly Access Control)
CMPE ControlMinder Premium Edition

CMVE ControlMinder for Virtual Environments

(& Connector Server

DH Distribution Host

DMS Distribution Management Server

DN Distinguished Name

DR Disaster Recovery

DS Distribution Server

ELM Enterprise Log Manager

ENTM Enterprise Manager

EP Endpoint (server)

GECOS GE Comprehensive Operating System (finger field in passwd file)
GID Group ID

HA High Availability

IAM Identity and Access Manager

JDK Java Development Kit

MS Microsoft Corporation

MSADS Microsoft Active Directory Server / Services
MSSQL Microsoft SQL/Server

MQ Message Queue

NSS Network System Services

(0N Operating System

PAM Pluggable Authentication Module

PCI Payment Card Industry

PR Production

PUPM Privileged User Password Management

RIA Rapid Implementation Architecture

RIG Rapid Implementation Guide

RS Report Server

RSS Resident Security System

SAM Security Account Manager (formerly PUPM)
Se0S Security for Open Systems

UARM User Access Reporting Module (formerly ELM)
UAT User Acceptance Test

uiD User ID

UNAB UNIX Authentication Broker

W2K3 Windows 2003

W2K8 Windows 2008

WAS Web Application Server
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Executive summary

The purpose of the CA ControlMinder SAM Rapid Implementation Guide is to demonstrate a way to
recognize value from Shared Accounts Management (SAM) in a timely manner. A reasonable
expectation is to be managing up to 500 privileged accounts across 100 endpoints in 3 weeks or less. Up
to 20 users can be using Shared Accounts Management concurrently during this initial implementation.
The implementation can readily be expanded as the value becomes apparent, and it is easy to see how
this guide also lends itself to proof of concept deployments.

Introduction

This guide provides step-by-step instructions for a successful installation. Tried and true choices like
user and object stores have been made. Repeated customer successes drove these choices. Key
success factors owned by the customer include:

e Having required hardware and software readily available (described in the Preparing the
Environment section below).

o Identifying the privileged accounts of interest, as well as, the respective endpoints and endpoint
types.

e Ensuring the Shared Accounts Management infrastructure can access the endpoints, for
example, firewalls are not blocking required ports.

Team members contributing to your rapid implementation need familiarity with:
e Basic SAM functionality and terminology
e Basic Microsoft Windows Server Administration
e  Microsoft Active Directory
e Microsoft SQL Server

e Basis Linux Administration.

To demonstrate a quick success, CA Technologies suggests limiting managed endpoints to:
e MS Windows Server 2008 (Local Accounts)
e MS Active Directory 2008 (Domain Accounts)
e MS SQL Server 2008
e Red Hat Linux

These endpoint types are frequently managed by many customers, but this is by no means an all-
inclusive list of supported endpoint types. Once the initial bang for the buck has been felt, other

CA Technologies, 2013 7
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endpoint types can be added. You can view the complete list of managed endpoint types at
https://support.ca.com .

Some advanced topics of frequent interest to customers covered by this guide include:

e Tagging endpoints and privileged accounts to simplify the process of identifying authorized
users.

e Bulk loading endpoints and privileged accounts. This reinforces the need to identify the
privileged accounts of interest ahead of time. The accounts used to connect to the endpoints
and their respective passwords must also be identified.

e Providing ideas describing how to use roles to enforce separation of duties. After the initial
implementation, some customers may choose to tailor the way roles are used.

e Leveraging simple updates to the out-of-the-box workflow configuration that often satisfy
customer requirements.

e Using email to provide notifications.

As the success of your initial implementation sinks in, you are likely to want to invest in other advanced
features like high availability. We highly recommend becoming familiar with the Enterprise
Administration Guide and the Implementation Guide so you can make informed decisions on expanding
your Shared Accounts Management implementation. The product Release Notes provide a handy
resource for identifying any limitations.

CA Technologies, 2013 8
CA ControlMinder Rapid Implementation Guide - SAM — 3.0docx
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CA ControlMinder Components

The current CA ControlMinder Premium Edition suite version is release 12.7 for the server components
and 12.6 SP2 for endpoints. The suite consists of core ControlMinder, Advanced Policy Management,
Shared Accounts Management and UNIX Authentication Broker. These components are anchored
through a common interface that is known as Enterprise Management.

ControlMinder (CM) is the component that is typically referred to as a server-centric security offering.
The intention of CM is to enhance the Resident Security System (RSS) found on all modern operating
systems (0S). CM adds a layer of security over and above the RSS that enables the security
administrator to effectively define security that is not available with the core OS security.

Advanced Policy Management (APM) is an enterprise security POLICY distribution layer that serves to
deliver CM protection to the endpoint using a secure and tamper-proof model. Effectively, it is a
management overlay for the enterprise that serves to reduce distribution overhead and enable the
security set for the various endpoints to effectively be in place.

Shared Accounts Management (SAM) is a function that provides password management functions for
privileged accounts. In the simplest form, SAM is a password vaulting facility that securely manages
highly encoded endpoint passwords, and provides various methods of securely delivering those
passwords to the user for direct input or through an automatic connection model whereby the user
never has direct access to the password. SAM also provides a means to automatically change
application passwords for password consumers like ODBC, JDBC, Scheduled Tasks and command line
enabled applications. Finally, SAM supports an integration point with Observe IT to provide video-like
recording and replay of endpoint activities through either Microsoft RDP, web interfaces for ORACLE or
Microsoft SQL/Server or the PuTTY SSH application.

UNIX Authentication Broker (UNAB) provides UNIX endpoint authentication services through Microsoft
Active Directory (MSAD).

Enterprise Management (ENTM) is the overarching component that ties the other components together
through a unified management portal.

CA Technologies, 2013 9
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SAM User and Component Interaction

This section presents a high-level overview of the basic dataflow between users and SAM components.
The direction of the arrows indicates the overall direction of data flow and the identifiers in each arrow
indicate the types of data exchanged. The top-down nature of the arrows indicates that the top arrow is
the first data exchange and the bottom arrow is the last data exchange.

Initial Logon

A user starts a browser session with the SAM portal hosted on the ENTM server. Using Active Directory
credentials is a supported method of authenticating a user to ENTM. The following example relies on
this method.

This interaction is through a web browser interface so the initial portal contact is to reference the ENTM
URL. This URL is typically defined as https://<ENTMServer>:18443/iam/ac, where ENTM_server
represents the actual hostname or IP address of the ENTM server.

\ ENTM URL >
ENTM User \ Username / Password >

< Username / Password \
ENTM
= \ NT SID >

MS Domain

CA Technologies, 2013 10
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Endpoint Creation

SAM requires two fundamental configuration items to support endpoint access. The first is the
definition of the endpoint and the second is the definition of the privileged account. Both of these
activities are performed by an ENTM administrator.

The endpoint definition consists of completing a connection form and submitting it to ENTM task
processing. If the connection data is correct then ENTM stores the connection data in the RDBMS.

Endpoint Definition >

\ Endpoint Connection Attempt
ENTM Administrator

< Endpoint Connection Validation \

Endpoint

ENTM

< Endpoint Definition \

mssaL

Privileged Account Creation

After an endpoint has been defined, the ENTM administrator uses the SAM Account Discovery Wizard to
retrieve a list of accounts from the endpoint. The administrator selects a privileged account of interest,
and ENTM stores the information in the RDBMS.

Endpoint Account Discovery >
\ Endpoint Account Lookup >
< Endpoint Account List ‘ < Endpoint Account List |

ENTM Administrator Endpoint
Endpoint Account Selection
P ENTM
@ < Endpoint Account Definition
mssaL

Defining the endpoint and privileged account provides sufficient information to manage the account for
SAM users.

CA Technologies, 2013 11
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Endpoint Logon

When a SAM user wants to check out an account and log into an endpoint, the user requests a checkout
through the SAM interface. ENTM then processes the request, retrieves the current password for the
account from the RDBMS and either displays the password for manual use or executes an automatic
logon sequence to the endpoint.

SAM User

\ Endpoint Account Checkout Request>
Session Request

< Endpoint Account Lookup |
ENTM

MSssaL Endpoint Account Connection Data Endpoint Logon

Endpoint
< Endpoint Session Presentation

SAM User
Session Interaction

The SAM user then interacts with the endpoint as required. This endpoint interaction is independent of
SAM.

Endpoint Logoff

When a SAM user completes endpoint interaction, the privileged account’s password is typically
changed on the endpoint and stored in the RDBMS for use during the next endpoint logon event.

CA Technologies, 2013 12
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Endpoint Session Termination >

SAM User
Session Interaction Session Termination Detection

Password Change Initiated

ENTM
< Password Change Stored \ < Password Change Confirmed

NS

Endpoint

MSsQL

CA Technologies, 2013 13
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Architecture

The base architecture supported in this RIA guide consists of a Microsoft Active Directory Server
(MSADS), Microsoft SQL Server (MSSQL), and CA ControlMinder Enterprise Management (ENTM) as
shown in Figure 1. Each of these components is hosted on separate servers; although, for
demonstration purposes, all three can be hosted on the same server.

/
@ ‘h henticati EP/ACNT Definition i
uthentication
ACNT Credentials
MS ADS / MS sQL

Login Sequence Login Sequence

Endpoint 1 Endpoint n

Figure 1 — Rapid Implementation Guide Reference Architecture

MSADS is used for ENTM login authentication and as a user datastore repository to support SAM service

accounts.

MSSQL is used to store user/group/task/role assighments, endpoint connection definitions, and
endpoint account credentials.

CA Technologies, 2013
CA ControlMinder Rapid Implementation Guide - SAM — 3.0docx
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Preparing the Environment

Suggested Hardware and Software Components

The following HW and SW configuration was used for the purpose of this document.

Component HW Specification SW Specification

CA ControlMinder ENTM 4x Intel Xeon 2,93 GHz CPU MS Windows 2008 Enterprise
4 GB RAM Edition SP2 x64
HDD1 - 36 GB
HDD2 - 72 GB

Directory Server — Uses Store 4x Intel Xeon 2,93 GHz CPU MS Windows 2008 Enterprise
8 GB RAM Edition SP2 x64
HDD1 - 36 GB MS Active Directory Domain
HDD2 -72 GB Controller

Database Server 4x Intel Xeon 2,93 GHz CPU MS Windows 2008 Enterprise
8 GB RAM Edition SP2 x64
HDD1 - 36 GB MS SQL Server 2008
HDD2 - 72 GB
HDD3 - 128 GB

The above HW and SW configuration is sufficient to handle a small scale CA ControlMinder SAM
implementation (up to 100 Endpoints and 500 privileged accounts).

CA Technologies, 2013 15
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Preparing the Database

STEP ONE in deploying SAM is to create an empty MSSQL database using Microsoft SQL Server
Management Studio, which is typically available from the server where you installed Microsoft SQL

Server.

Create MSSQL User

As shown below, an ENTM database user is created using SQL Server authentication. The user in this
example is cmdbuser. Also note that it is recommended not to enforce password policy for this

database user.

=l B3
6 Seript + | Help
& General
% Server Roles )
& User Mapping Login name: Icmdbuser Search... |
_'%:" Securables " Windows authentication
#0 Status -
- ' SQL Server authentication
Password: sessnene
Confim p i |
I~ Speci
Old password:
r Enforce password policy
" Mappedto cetificate I j
" Mapped to asymmetric key I j
[ Map to Credential I j
m Mapped Credentials Credential Provider |
Server:
DB1
Connection:
sa
3¢ Miew connection properties
Ready Default database: Imaster j
Default language: I <default> j
[ ok | cancel |

Create MSSQL Database

technologies

When creating the actual database, define it as a case-insensitive database with the item sort order set

to SQL_Latinl_General_CP1_CI_AS. Failure to configure the correct settings may cause lookup

problems later.

When creating the database, set the database owner to the user previously created. If that user is set as
the owner (dbo) then no other access rights are required.

CA Technologies, 2013
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[
B New Database [_To[x]
Seipt = [} Help
20 Fiegores Collation [SQL_Latin1_General_CP1_CI_AS =
- Recovery moddl [Fun |
Compatbilty level [SaL server 2008 (100) 2|
Cther options:
False -
Auto Create Statistics True
Auto Shrink False
Auto Update Statistics True
Auto Update Statistics Asynchronously False
E Cursor
Close Cursor on Commit Enabled False
Defautt Cursor GLOBAL
E Miscellaneous
ANSI NULL Default False
ANS| NULLS Enabled False =
ANS| Padding Enabled False
Server ANS| Wamings Enabled False
DB1 Arithmetic Abort Enabled False
Connection Concatenate Null Yields Mul False
53 5 3 mership Chaining Enabled False
y Date Comelation Optimization Enabled False
3¢ Mew comnection propetties Numerc Round-2bort False
Parameterization Simple =
ANSI NULL Default

As shown, the database name is cmdb.

E New Database

L8 Serpt ~ |74 Help
A General
A (g
A Opions Database name: In:mdh
2 Filegroups =
QOwner: |cmdbuser
¥ Use fulltext indexing
Database files
Logical Name | File Type | Filegroup Initial Size (MB) I Autogrowth Path File Name
cmdb Rows PRIMARY 20,430 By 500 MB, unrestricted growth FAMSSQLSERVERND... . | emdb01
cmdb_log Log Mot Applica... 12,288 By 10 percent, unrestricted gro... =i FAMSSQLSERVERMD... cmdb01...

Server:
DB1

Connection:
sa

4 View connection properties

Add | Bemave |

CA Technologies, 2013 17
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Set the newly created database as the default database of cmdbuser.

Sel ; % Serpt + |4 Help
2 General
% Server Roles
E} User Mapping Login name: |cmdbuser Search... |
f Securables " Windows authentication
f Status ¢ SAL Senver authentication
Password: Iuooooouoooooo
Confirm password: Iuooooouoooooo
r Specify old password
Old password: I
- Enforce password policy
EXpiration
password &t next login
I -
" Mapped to asymmetric key I j
r Map to Credential I j Add
m Mapped Credentials Credential | Provider |
Server:
DB1
Connection:
sa
3¢ View connection properties
Ready Default database:
Default language: IEninsh ﬂ
,TI Cancel I

Table Sizing

It is important to pre allocate sufficient database space to hold configuration information and snapshot
data.

In the example above we pre-allocated 20 GB of data space and 12 GB of log space. This size is sufficient
to hold CM SAM data and reporting data for most environments.

If you do not intend to use the reporting functionality 5 GB of data space and 1 GB of log space will be
sufficient.

Please refer to the “Sizing the Implementation” section of the CA ControlMinder Premium Edition
Implementation Guide for more details.

CA Technologies, 2013 18
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Creating Users in Microsoft Active Directory

STEP TWO in deploying SAM is to create at least 2 Standard Microsoft user accounts in Active Directory
before the installation of ENTM.

The first user will be used by CA ControlMinder Enterprise Management to connect to Active Directory.
User 1: CM ADlink

The best practice is to use a standard user with read-only access to MS Active Directory. Members of the
Domain Users group have the necessary privileges by default.

Note: The following Enterprise Management tasks will not work if you use a read-only user (as they
require write access to AD):

- modify user.
- create/modify/delete group.
- modify admin roles members.

However, this is not a limitation as you can assign users to roles by using the Modify Role task and
specifying users and groups as members of a role in the members tab. This information is stored in the
policy store (MSSQL).

The second account will be the super user of ENTM.

User 2: CM Admin

Collect Account DN

For both of the accounts created above you will need to know the Distinguished Name in the following
format:

CN=<username>, CN=users, DC=<domain>, DC=<com>

However, if the account was created in another location in the AD tree then the DN may not be obvious.
In that case you may use adsiedit.exe to obtain the DN as shown below.

Note that adsiedit.exe is available on all Microsoft domain controllers so there should be no need to find
and download the utility.

After selecting the account, right-click the account and select properties to select the DN.

CA Technologies, 2013 19
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File Action VYiew Help

WaosiEGE  HEE

e HnXE = H

= E] Default naming context [adds . formardine.ca]
= | D=forwardine,DC=ca
| Ch=Builtin
CH=Computers
Ol=Domain Contrallers
Ol=DomainAccess
~| CN=ForeignSecurityPrincipals
| QU=Groups{120K)
| CW=LostAndFound
| CN=NTDS Quotas
QU=011
OlU=people
CN=Program Data
= [ OU=3ervice Accounts
| Ol=Ca Access Control
=[] OU=CA ControlMinder
| Ch=CmM ADlink.
rnin

o] ompuker
CMN=operakor0l
| ou=Shared Accounts
| Ch=vasuser0l
| CN=5ystem
| CN=Users
| OlU=Users(250K)
E] CM=acadmin [adds forwardine.ca]

2 ADSI Edit Name [ Class Actions

There are no items to show in this view, CN=CM Admin

More Actions

Select distinguishedName as shown.

CN=CM Admin Properties

Attribute Editor | Securityl

Altributes:

Attribute

| Walug ;l

dBCSPuwd
defaultClassStare
department
departmentNurmber
description
desktopProfile
destinationlndicatar
dizplayM ame
displayM amePFrintable
I dMame

<not zet>

<not set> -
<not zety

<nat sety

Thiz use is a Super User of CA ControlMinde:
<nat zetr

<ot ety

cmadmin

<nat sety

division <hat get:
dS5ASignature <nat zet>
dSCorePropagationD . O =1 ]
dynamicLDAPServer  <not zets -

Wigw |

Filter

Ok I Cancel | Aol | Help

G

technologies

If the DN is too large to see in the Properties display then select View and a separate pop-up will show

the full name.
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String Attribute Editor
Attribute: diztinguishedt ame
Walue:

=Ch Adrnin, 01=CA ContralMinder DL =5 ervi counts, D C=forwardine, DC=cs

Clear | ok I Cancel

Save the DN to the clipboard for later use during ENTM installation.
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ENTM Installation

ENTM installation consists of three steps followed by a SERVER REBOOT after the last step. The steps
are simply to mount the distribution media, install the pre-requisite components and install the ENTM
server software.

The entire installation process may take as little as 15 minutes or as long as 60 minutes, depending on
the speed of the selected server.

In all cases, be sure to run the installation utilities as administrator. On Windows 2008 servers, this
means to right-click on the installation binary and select Run as administrator from the pop-up menu as
shown below.

Open

Run as administrator
README_DEl  Troubleshoot compatibility £
README Eni ' Select Left File for Compare £
" [ Edit with Notepad++

ProductExplg
README_CH [

README Tg  =endto e

README_IJPT Copy £

H [i."e'. [l"é [l"b? [Pb? [i'b? [h&n

2
1
2
i
]
4l

Create shortcut

dified: 6/8/2012 &: Properties

In this RIG, the product media for the pre-requisite and ENTM software is loaded on drive E. The target
disk drive for the installation is not important. What is important is to ensure that sufficient disk space
is available. The minimum space required for each component after installation is listed below:

- JDK 200 MB
= JBoss 850 MB
= ENTM 1.10 GB

Load the Media Containing Required Third-Party Products

Log in to the server where ENTM will be installed as a user that is a member of the local Administrators
group.
Mount the DVD or ISO containing CA ControlMinder Third-Party Components for Windows.

Important: Do not use a UNC path or remote share to specify the software location.

CA Technologies, 2013 22
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Install Pre-Requisite Software

Start the installation of the pre-requisite components by launching Install_PRK.exe from the
Prereqlnstaller directory on the ISO.

Right click and choose “Run as administrator”.

This will install the Java Development Kit and JBoss.

JDK Installation

Click OK

IEninsh - I

i Pre-Requisite Kit

Click Next

InstallAmywhere will guide you through the installation of
Pre-Requisite Kit.

Itis strangly recommended thatyou quit all programs before
cantinuing with this installation.

Click the Wesxt' button to proceed to the next screen. Ifyou want to
change something on a previous screen, click the ‘Previous' buttan

“fou may cancel this installation at any time hy clicking the 'Cancel’
huttan.

Erevious

CA Technologies, 2013 23
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DK Installation

Scroll down on right side of License

. % ” Installing and Using the Java Development Kit (JDK) Requires
Agreement and C“Ck ! accept"' That You Accept the License Agreement:

Sun understand and cptimize them. Sun does not ;I

asscciate the data with perscnally identifiable
information. You can find more information about

Click Next the data Sun collects at http://java.com/data/.

For inguiries please contact: Sun Microsystems,
Inc., 4150 Wetwork Circle, Santa Clara,
California 95054, U.5.A.

{0 | do NOT acoept the tems of the License Agreement

L, JDK Installation

Select destination folder

Please choose a destination folder for this installation.

Click Next

|c:‘udk1.s.o

Restore Default Folder Choose...

Cancel Previous

CA Technologies, 2013
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Click Next

«& JDK Installation

Cancel

Please Review the Following Before Continuing:

Product Name:
JDK Installation

Disk Space Information (for Installation
Target):

Required: 324,050,362 Bytes

Available: 76,327 653,376 Bytes

JBoss Installation

Scroll down on right side of License
Agreement and click “I accept...”

Click Next

L, JBoss Installation

Cancel

Installing and Using the JBoss Application Server Requires That
You Accept the Fi ing License Agr

without regard to any conflict of laws provisions, ;I

except that the United Naticns Convention on the
International Sale of Goods shall not apply.

Copyright 2006-2007 Red Hat, Inc. A1l rights
reserved.

"JBoss™ and the JBoss logo are registered
trademarks of Red Hat, Inc.

R11l other trademarks are the property of their
respective owners.

5

(% [ zecept the Terme of the Ticenss Agresment

{™ | do NOT scoept the terms of the License Agreement

Previous

CA Technologies, 2013
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Select destination folder

L, JBoss Installation

Flease choose a destination folder for this installation.

Cancel

Click Next
D:\Program Files'jboss-4.2.3.GA
Restore Default Folder Choose...
L JBoss Installation
Click Next

Specify the communication ports that the JBoss Application Server
willuse.

HTTP Port| 18080

HTTPS Port| 18443

[™ Advanced Configuration

Previous

CA Technologies, 2013
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Click Install

4, JBoss Installation

Cancel

Please Review the Following Before Continuing:

Product Name:
JBoss

Install Folder:
DoProgram Files\jboss-4.2.3.GA

HTTP Port
18080

HTTPS Port
18443

AJP Port
18009

Previous

Wait for installation to complete

Pre-Requisite Kit

Installing Merge Module

CA Technologies, 2013
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Install ENTM

You can start the installation of ENTM by launching ProductExplorer from the 1SO or directly from the

Prerequisite installer.

The steps below are for the installation started from the prerequisite installer.

Change the DVD and insert CA
ControlMinder Server Components DVD
and Click Done.

Alternatively, start the installation
manually using ProductExplorer.

s Pre-Requisite Kit

If you want the Prerequisite Kit to launch another installer,insert a
media containing the installer into your DVD drive E;,

or, specify a folder containing the installer and click Done.

Ifnot, click Done and then Finish.

IE:‘\

Restore Default Folder Choose...

Brevious

If ProductExplorer is started manually,
select Enterprise Management from the
available choices.

Click OK

[ (O] %]

CA ControlMinder

Copyright @ 2013 CA, Al rights reserved,

IEninsh - l

CA Technologies, 2013
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Click Next

Introduction

Install&mpwhere will guide you through the installation of CA Controliinder
Enterprise Management

Itis strongly recornrmended that you quit all programs befare continuing with
this installation

Click the Nexd' button to proceed to the next screen. fyou wantto change
something on a previous screen, click the Previous' button.

“fou may cancel this installation at any time by clicking the ‘Cancel’ button

Install&nywhere

Cancel Erevious |

Scroll down on right side of License
Agreement and click “I accept...”

Click Next

inder Enterprise Management !E B

License Agreement

Installation and Use of CA ControlMi Enterprise Requires
Acceptance of the Following License Agreement:

the following argument to the installation command:
-DLICENSE_KEYWORD=Froceed
Example: inatall XXX rl25.xxx -DLICENSE_KEYWORD=Proceed

WIZERD

If you proceed with this installation, you accept the
terms of this license agreement. To proceed, select I
accept the terms of the License Agreement and click
Next. To cancel, select I do NOT accept the terms of the
License Agreement and click Cancel.

CONSOLE

If you proceed with this installation, you accept the
terms of this license agreement. To proceed, press Y. To
cancel, press N.

5

% [ ECCEpt the terms of the Licenss Agreement

™ | do NOT accapt the tarms of the License Agreement

InstallAnywhere

Cancel Previous Next

CA Technologies, 2013
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Select Primary Enterprise Management
Server

Click Next

<, CA ControlMinder Enterprise Management [_ ]

Enterprise Management installation type

Select Enterprise Management installation type

= Primary Enterprise Management Server

" Load Balancing Enterprise Management Server

InstallAnywhere

Cancel Previous

Select destination folder

Click Next

«L CA ControlMinder Enterprise Management M= B3

Choose Install Folder

Please choose a destination falder for this installation

D:\Program Flles\CA\AccessConh'DIServed

Restore Default Folder Chgose...

InstallAnywhere

Cancel | Previous Next

CA Technologies, 2013
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«L CA ControlMinder Enterprise Management

technologies

Click Next

JBoss Application Server Settings

Please enterthe application server settings

JBoss Folder (no spaces): ID:\Frogram Files\jboss-4. 2.3.GA

Restore Default

Choose...
App Server Port: | 18080
App Server HTTPS Port: [ 18443
App Server Naming Port: | 11099
InstallAmyehere
ﬂl Previous | N

Enter communication password — this

password Is used by all infrastructure
components.

Click Next

«& CA ControlMinder Enterprise Management [_ [

Communication Password

Fasswaord:

Confirm Password:

Define the password that the product components use for communication

=

Mote: You must specify this password when installing endpoaint
cofnponents. We recomrmend that you change the default key store after
installation. For maore information, see the Implementation Guide.

InstallAnywhere

Cancel |

Previous
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Select the database type that will be
used to store the configuration
information of CA ControlMinder
Enterprise Management and data for
the reports. You will be using MS SQL
Server.

«& CA ControlMinder Enterprise Management M= E3

Database Type

Specify the database type used for storing information

¢ QOracle Database 10g/11g
@ Wicrosoft SOL Server 2005/20028

Installsnyeehere

Cancel |

Previous | H ] :

Enter the connection data for the
MSSQL database connection

Click Next

& CA ControlMinder Enterprise Management [ _ |}

Database Connection Information

Define the database connection:

Host Mame: Idhl.fnr'.«'ardlnc.ca
Port Number: | 1433

Database Name: Icmdb
Username: Icmdbuser
Password: | ““““

Installamawhere

Cancel | Previous Next

CA Technologies, 2013
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Select Active Directory for the user
store

Click Next

<, CA ControlMinder Enterprise Management

S E3
User Store Type

Specify the user store you want to use for this product:

" Embedded User Store
 Other User Store

InstallAmyihers

Cancel

Enter the AD connection information. —
Enter the DN you obtained from
adsiedit for the user you created earlier
as the connection account.

The User DN for this example is:

CN=CM ADlIink,OU=CA
ControlMinder,OU=Service
Accounts,DC=forwardinc,DC=ca

Click Next

Previous | Next |
&, CA ControlMinder Enterprise Management [_ O]

Active Directory Information

Host:

Port:

Search Root

User DN:

Passwaord:

beﬁne the Active Directory connection seftings:

I adds. forwardinc.ca

S

IDC=f0rward|nc,DC=ca

IL‘N:CM ADlink,0U=CA ControlMinder, OU =Service A

InstallAnywhere

Cancel |

Previous Next
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Enter the System Manager DN as noted
above. This is the DN of the user you
created earlier to be the super user.

Click Next

«i CA ControlMinder Enterprise Management

(=[]
Administration Information

Define the information you will use to log in to this product using an existing
Active Directory administrator account:

System Manager DN: It:N=CM Admin,OU=CA ContrelMinder,OU=Service Accou

Mote: Use this account, which receives the Systern Manager role, to log
into CA ControlMinder Enferprise Management for the firsttime. You can
then configure the application for use by other users.

Installdmanihere

Cancel |

Previous | Mext |

Click Install

«i CA ControlMinder Enterprise Management

M B3
Pre-Installation Summary

Please Review the ing before

El
Database Type:
Active Directory

Host:
adds.forwardinc.ca

Port:
389

Search Root:
DC=forwardinc.DC=ca

User DN:
CN=CM ADlink, OU=CA ControlMinder,OU=Service Accounts,
DC=forwardinc.DC=ca

System User:
CN=CM Admin,OU=CA ControlMinder OU=Service Accounts,
DC=forwardinc.DC=ca -

InstallArywhere

Cancel |

Previous Install

CA Technologies, 2013
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Wait for installation to complete

Important: If the installation does not
appear to start then an installation
confirmation window may be under the
current window. Move the top window
and check for an underlying window.

1HIE E3
Installing CA ControlMinder Enterprise Management

i, CA ControlMinder Enterprise Management

Installing... Execute Script/Batch file: Installing EndPointManagement - Win

InstallAmpahere

Cancel |

The installation may take from 15 to 60
minutes to complete

“, CA ControlMinder Enterprise Management

O

Installing Merge Module

m

Click Done to reboot the server

N [E] E3
Installation Complete

«, CA ControlMinder Enterprise Management

Congratulations! CA ControlMinder Enterprise Management has been
successfully installed to:

D:\Program Files\CAVAccessControlServer
Press "Done” to quit the installer.

Legal Notice: CA ControlMinder Enterprise Management may use JBoss
Application Server v.4.2.3 and JBoss Native v.2.0.6, which are licensed
under the Lesser General Public License (LGPL). Copies of JBoss
Application Serverv.4.2.3, JBoss Native v.2.0.6 and the LGPL are provided
by a separate installation. Use of JBoss Application Serverv.4.2.3 and
JBoss MNative v.2.0.6 is subject to the terms of the LGPL as setforth in such
installation.

You need to restart the system to complete the installation

¥ Yes, restart my system

" Mo, I will restart my system myself

InstallArnywhere

Cancel |

)
@

revious.
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Installation Validation

After the server has been rebooted, the ENTM components will be automatically started. During the
first startup, a few configuration steps are performed to deploy the ENTM components in JBoss and
build the required schema in the RDBMS. These activities may take about 5 minutes to fully complete so
do not try to log onto the ENTM interface until the post-installation configuration steps have completed.
If the server is dedicated to ControlMinder server components, use Task Manager to watch for CPU
utilization to drop below 5%.

To test the validity of the ENTM installation, use a web browser (Microsoft Internet Explorer, Google
Chrome, or Mozilla Firefox) to access the web-based user interface (WebUI).

To access the ENTM interface, use the following URL:

https://<ENTM_server>:18443/iam/ac

The login page shown below should be displayed. Enter the account name of the super user that you
specified during the installation.

Note: This is the account name for the respective DN.

CA ControlMinder Enterprise
Management

User Name: Skl
Password:

DL BT FORVYARDING . CA

Forgot your password?

Q.

Copyright @ 2013 CA. All Rights Reserved.

After a successful logon, note the following dashboard as a simple validation:

Gm CA ControlMinder Enterprise Management Help

Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)
Home World View Policy Management Privileged Accounts Reports Users and Groups System

Welcome to CA ControlMinder Enterprise Management

Copyright © 2012 CA. All rights reserved. About

Review server.log located under JBoss_home/server/default/log for errors if the simple validation failed.
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SAM Endpoint Creation

The installation and configuration flow of SAM is to create an endpoint definition first and then select
privileged accounts of interest from that endpoint to be managed by SAM.

When you create an endpoint, you must define an account used by SAM to connect to the endpoint.
This account must have sufficient privilege to list endpoint accounts and change endpoint account
passwords. NOTE: The connection account itself can be managed by SAM as a privileged account.

Important: If the password of a connection account expires, SAM cannot manage accounts for this
endpoint until the password for the connection account is updated. In support of this rapid
implementation we recommend using connection accounts whose passwords do not expire.

Each of the endpoint and account creation methods presented below all use the same starting points.

In order to prevent repetition of those items, they are covered once in this section.

Endpoint Creation

Log into the ENTM WebUI as an administrator that has permission to create endpoint definitions and
discover endpoint accounts. At this point, your System Manager user is the only user who can perform
these tasks.

From the interface, select the Privileged Accounts tab.
From the Privileged Accounts tab, select the Endpoints menu item.
Click on Create Endpoint from the Endpoints menu. Click the OK button to create a new endpoint.

mm CA ControlMinder Enterprise Management Help

I Home l World View I Policy Management l Privileged Accounts ] Reports I Users and Groups ] System

Accounts = Endpoints | Login Application » Password Consumers } Password Policy » Audit

Create Endpoint: Select Endpoint
Create Endpoint

Modify Endpoint @ Create a new object of type Endpoint

Delete Endpoint p

View Endpoint “| @ create a copy of an object of type Endpoint

View Endpoint Type

Endpoint Password Restore oK Cancel
Point 4
Copyright @ 2012 CA. All rights reserved. About

Provide the name for the endpoint. This name must be unique within an endpoint type.

This field defines how the name of the endpoint appears in CA ControlMinder Enterprise Management.
A suggested best practice is to use endpointtype@hostname as the endpoint name. This allows you to
distinguish between different endpoint types on the same host (e.g. OS accounts and DB accounts)
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mw CA ControlMinder Enterprise Management Help
Logged in as: cmadmin_to localhost(DMS @ localhost) (Logout)

Home | World View | Policy Management | Privileged Accounts | Reports | Usersand Groups | System

»

- i + Login i » dc » d Policy  Audit

Create Endpoint:

General ] Login Applications ] Information

EJFill in the general endpoint form:
- = Required

'Nﬂm‘ﬂi ir in2ksprodo1.forwardinc.ca
Description:
4
=Endpoint Type: | windows Agentless El

Do Not Validate: | Select the endpoint type

Disconnected

ACF2

Access Control for PUPM
Dummy Server

MS SQL Server
Network Device

Submit| Cancel

Copyright € 2013 CA. All rights reserved

05400

Oracle Server
RACF

SSH Device

Sybase Server
Windows Agentless

About

Select a type from the list of available endpoint types.

You will be presented with the list of options specific to the selected endpoint type.

CA Technologies, 2013
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Windows Endpoint

This topic pertains to Windows endpoints that are not Active Directory domain controllers. Some
customers may choose to use a local account to manage these endpoints; whereas, other customers
may choose to use a domain account.

The connection model uses the Microsoft Windows Management Instrumentation (WMI) functionality
to connect to and manage the endpoint’s local privileged account(s).

You need to have the following ports open on a Windows endpoint to successfully manage privileged

accounts:
e Port 445
e Port135

Select Windows Agentless from the list of available endpoint type.

You will be presented with a list of fields for the selected endpoint type.

Following is a description of the fields available for the Windows Agentless endpoint type.

Field name

Description

Additional information

User Login Defines the name of an Specify the user name in this field.
administrative user who manages Do not use the computer name\user
the endpoint. SAM uses this account name format or the domain
to perform administrative tasks on name\user name format.
the endpoint, for exar.nple,.to Note: If you specify the Advanced
connect to the endpoint, discover . .
accounts, and change passwords. option, PUPM ignores the User

! Login field. Instead, PUPM uses the
account that is specified under the
Advanced option to perform
administrative tasks on the
endpoint.

Password Defines the password of the Note: If you use the Advanced
administrative user of the endpoint.  option, this field is ignored.

Host This option defines the DNS host

name of the Windows endpoint
Note: You can also use an IP address
as a host name.

Host Domain

Provide the NETBIOS name of the
endpoint

Note: Do not use the DNS name
(computerl.ca.com), use the
NETBIOS name (computerl).

Is Active Directory

Do not select this option. This
option is valid when managing
Active Directory accounts only.
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The NETBIOS name of the Active
Directory domain of which the
administrative privileged account is
a member.

User Domain

Required when:

LOGIN_USER defines an Active
Directory account instead of a local
account.

The Advanced option is selected and
the administrative privileged
account is an Active Directory
domain user.

Not required when:

LOGIN_USER defines a local
account.

Specifies whether to use a
previously defined administrative
account to perform administrative
tasks on the endpoint. For example,
SAM uses the account defined in the
Advanced field to manage this
endpoint instead of using the
account specified in the User Login
field. This option is useful when
using the same privilege account to
manage multiple endpoints.

Advanced

Note: If you specify this option, SAM
ignores the User Login field.

CA Technologies, 2013
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The following screenshot shows an example of Windows Agentless endpoint definition when a local
account is used.

mm CA ControlMinder Enterprise Management Help
Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)

Home World View Policy Management Privileged Accounts Reports Users and Groups System

Accounts - Endpoints ! Login Application » Password Consumers » Password Policy » Audit

Create Endpoint: Windows@db1.forwardinc.ca

General l Login Applications l Information I

E|Fill in the general endpoint form:

«= Required

*Name: |Wmdow5@dbl.forwardmc.ca

Description:

4
*Endpoint Type: | yindows Agentless =]

Do Not Validate: [ | Select to proceed if the target system is unavailable

Connection Attributes

EFill in the following connection attributes:

«User Login: cmsam
«Password: CETTTTTTy
4 *Host: dbi.forwardinc.ca
+*Host Domain: DB1
Is Active Directory: F

User Domain:

Administrative account details

Advanced: [] use the following privileged account:

Account Name: None [

Checkout and Check-in Operations

Disable Exclusive Sessions: []

Deny Exclusive Break- [ | Deny break-glass operation on exclusive accounts in use
glass:

Submit| Cancel

Use the local Administrator account or create a new account that is a member of the Administrators
group.

If you create a new account as was done in the above example you need to modify the Admin Approval
Mode.

This is valid on Windows Server 2008 and Windows 7.

SAM endpoint administration tasks run in the background and require access privileges of a native
administrator account. If the SAM endpoint administrators do not have access to this native
administrator account, you must allow all endpoint administrators to run in Admin Approval Mode.

Members of the Administrators group run in Admin Approval Mode, which (by default) prompts
administrators to confirm actions that require more than Standard privileges.

This would block SAM agentless requests if the user is not the Administrator.

Important: If the policy setting is disabled, the Security Center notifies you that the overall security of
the operating system has been reduced.
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Follow these steps:

Select Control Panel, Administrative Tools, Local Security Policy

The Local Security window opens

Browse to Local Policies, Security Options

The Policy Pane opens

technologies

Right-click User Account Control: Run all administrators in Admin Approval Mode and select

Properties

The Properties dialog appears

Change the operation mode to Disable and click OK

The Properties dialog closes

Reboot your computer to apply the change

i‘l Local Security Policy

File Action View Help

h Security Settings
i & Account Policies
4 4 Local Policies
- [4 Audit Policy
&> 4 User Rights Assignment
"4 Security Options
i+ [ Windows Firewall with Advang
1 Network List Manager Policies
1> [ Public Key Policies
1 [Z] Software Restriction Policies
1+ 21 Application Control Policies
- &, 1P Security Policies on Local Ci
1+ [ Advanced Audit Policy Config

-

Policy

1% Shutdown: Clear virtual memory pagefile

\w System cryptography: Force strong key protecti...
[ System cryptography: Use FIPS compliant algori...
lw System objects: Require case insensitivity for no...
[ System objects: Strengthen default permissions ...
1) System settings: Optional subsystems

[ System settings: Use Certificate Rules on Windo...

User Account Control: Admin Approval Mode fo.. Disabled

1 User Account Control: Allow UlAccess applicati...
i User Account Control: Behavior of the elevation ...
1 User Account Control: Behavior of the elevation ..
1% User Account Control: Detect application install...
1) User Account Control: Only elevate executables ...
1% User Account Control: Only elevate UlAccess ap...
1 User Account Control: Run all administrators in ...
1 User Account Control: Switch to the secure desk...
1 User Account Control: Virtualize file and registry...

Security Setting
Disabled

Mot Defined
Disabled
Enabled
Enabled

Posix

Disabled

Disabled
Elevate without pro...
Prompt for credent...
Enabled
Disabled
Enabled
Disabled
Disabled
Enabled
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.
User Account Cantrol: Admin Approval Made for the Built-in ‘Admini.. Cha

Local Security Setiing | Explain

;1. User Account Contral- Admin Approval Mode forthe Builtin
’

Administrator account

() Enabled

(@ Disabled

Your background endpoint administration tasks now run successfully.
You can also use a domain account if this endpoint is a member of a MS AD domain.
This account needs to be a member of the local Administrators group.

To use an existing MS AD user select the “Advanced” checkbox.

m‘, CA ControlMinder Enterprise Management Help
Home | World View | Policy Privileged Reports | Users and Groups | System
» - i } Login icati } Password C s Password Policy » Audit

Create Endpoint: Windows@win2k8prod.forwardinc.ca

General | Login Applications | Information |

EJFill in the general endpoint form:
= Required

*Name: yindows @winzksprod.forwardinc.ca

Description:

g
“Endpoint Type: [ windows Agentless [=]
Do Not Validate: [] Select to proceed if the target system is unavailable

Connection Attributes
EJFill in the following connection attributes:

« User Login:

+ Password:
L + Host:
* Host Domain:

Is Active Directory:
User Domain:

Administrative account details

Advanced: [7] Use the following privileged account:

Account Name: None [

Checkout and Check-in Operations

Disable Exclusive Sessions: ]

Deny Exclusive Break- [] Deny break-glass operation on exclusive accounts in use
glass:

Submit| Cancel

Click the ellipsis button to select the account name to use.

Account Name: None [
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Search for the available accounts.

m‘, CA ControlMinder Enterprise Management

Logged in as: cmadmin_to localhost{DMS @ localhost) (Logout)

Home | World View | Policy

Privileged

3 - i » Login

» Password C.

Reports | Usersand Groups | System

Help

s Password Policy » Audit

Create Endpoil

Search Criteria for Privileged Account
¥ | & search for an object using the form. You can add or remove search criteria using the add/subtract icons.

Search Privileged | Account Name [*] | =[¥][* Search

Account:

od.forwardinc.ca

Search Criteria for Privileged Account

“ok| cancel

Select an existing account that was already defined to SAM.

technologies

A best practice is to use a MS Active Directory account to manage privileged accounts on endpoints that

are members of the domain.

w CA ControlMinder Enterprise Management

Logged inas: cmadmin_te localhost(DMS @ localhost) (Logout)

Reports | Usersand Groups | System

Home | world view | Policy

Privileged

» - ints » Login

» Password C.

Help

s » Password Policy » Audit

od.forwardinc.ca

Create Endpoint:

Search Criteria for Privileged Account

Account:

&) search for an object using the form. You can add or remeve search criteria using the add/subtract icons.

search Privileged (5| Account Name [¥] | =[*][* Search

Search Criteria for Privileged Account

(5] Select the object/s from the results set:

[l Resuits of Privileged Account

Select and: Add 1-20f2[7]
Select 2 Name 2 Description SType
msam Endpoint Name: Shared
Windows@db1 forwardinc.ca(Windows Agentless)
Endpoint Name:
@  |cmsam Windows @adds. forwardine. ca(Windows Agentless) |°"2¢d

k| cancel
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As shown below, set the “User Domain” field to the NETBIOS name of the Active Directory domain of the
user defined by the “Account Name” field associated with the “Advanced” option.

‘, CA ControlMinder Enterprise Management

Help

Logged in as:_cmadmin_to localhost{DMS @ localhost) (Logout)

Home | world view | Policy Management

privileged Accounts | Reports | Usersand Groups | System

»

- i » Login ication » Password C s ) Policy * Audit

Create Endpoint: Windows@win2k8prod01.forwardinc.ca

General | Login Applications | Information |

GFill in the general endpoint form:
= Required

“Name: \yindows@winzksprodo1. forwardine.ca

Description:
g

*Endpoint TYPe: | windows Agentless =

Do Not Validate: [] Select to proceed if the target system is unavailable

Connection Attributes

GJFill in the following connection attributes:

« User Login:

« Password:
« Host: win2k8prodo1.forwardinc.ca
+ Host Domain: WIN2KSPRODO1

Is Active Directory:
User Domain: FORWARDINC

Administrative account details

Advanced: Use the following privileged account:

Account Name: cmsam [
wardinc.ca

int Name: WIr

Endpoint Type: Windows Agentless

Container: ASCoUNts

Checkout and Check-in Operations
Disable Exclusive Sessions: ||
Deny Exclusive Break- [] Deny break-glass operation on exclusive accounts in use

glass:

Submit| Cancel
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Click Submit

You will see the following screen if the endpoint creation is successful.

Help

., CA ControlMinder Enterprise Management

Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)

Home World View Policy Management Privileged Accounts Reports Users and Groups System

» Accounts ~ Endpoints » Login Application  Password Consumers » Password Policy } Audit

Create Endpoint: Windows@adds1.forwardinc.ca

Create Endpoint
Modify Endpoint
Delete Endpoint
View Endpoint

Task completed.

View Endpoint Type OKI
Endpoint Password Restore
Point
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Windows Endpoint — MS Active Directory Domain

SAM can be used to manage domain users in Active Directory.

You need to have the following ports open to manage MS Active Directory account passwords:

e Port 389
e Portd45

To manage the Active Directory accounts, define a Windows Agentless Endpoint.

You will be presented with the list of options for the selected endpoint type. These options are the
same as those described above for Windows endpoints that are not domain controllers.

However, as the managed target is a domain you need to select the “Is Active Directory” option.

The below options are filled in differently in case of MS Active Directory endpoint.

Field name Description Additional information
Host Defines the Active Directory DC Note: SAM attempts to resolve the
name or IP address or DNS domain Active Directory domain controller
name. from the domain name. If SAM fails
to resolve this name, specify the
Active Directory Domain Controller
(DC) DNS name or IP address.
Host Domain Specifies the domain name Example: domainl Note: Do not use

(NETBIOS name).

the DNS name (domainl.ca.com),
use the NETBIOS name (domainl).

In the screenshot below we used a domain controller name.

Select a member of the “Domain Admins” group since such an account can manage the password of any

domain user.
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CA ControlMinder Enterprise Management Help

n as: cmad

to_localhost(DMS @ localhost) (Logout)

g Reports | Users and Groups | System

Home | Wworld view

» - i » Login ication » Password Ci s ) Password Policy » Audit

Create Endpoint: Windows@adds.forwardinc.ca

General | Login Applications | Information |

EJFill in the general endpoint form:

= Required

Name: fyindows@adds.forwardine.ca

Description:

A
*Endpoint Type: | yindows Agentless
Do Not Validate: [ ] Sslect to proceed if the target system is unavailable

Connection Attributes

EFill in the following connection attributes:

+User Login: cmsam
+Password: sesesnne
» “Host: adds. forwardinc.ca
+Host Domain: FORWARDINC
Is Active Directory:

User Domain:

Administrative account details

Advanced: [ Use the following privileged account:

Account Name: None [

Checkout and Check-in Operations

Disable Exclusive Sessions: []

Deny Exclusive Break- [] Deny break-glass operation on exclusive accounts in use
glass:

Submit| Cancel

Click “Submit”
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UNIX SSH Endpoint

You can manage privileged accounts on UNIX and Linux over ssh or telnet protocols.

You must have the ssh or telnet port to manage SSH Device endpoints.

Field name

Description

Additional information

User Login Defines the name of an Note the following points: If you
administrative user of the endpoint.  specify the Advanced option, SAM
SAM uses this account to perform does not use the User Login account
administrative tasks on the to perform administrative tasks.
endpoint, for example, to connect Instead, SAM uses the specified
to the endpoint, discover accounts, privileged account to perform
and change passwords. administrative tasks on the
endpoint. If you specify an
operation administrator account,
SAM uses that account to perform
administrative tasks on the
endpoint, but the account specified
by User Login is still used as the
connection account unless the
“Advanced” option was specified.
Password Defines the password of the user
defined by the above User Login
field.
Host Defines the host name of the
endpoint.
Use Telnet Specifies to use Telnet rather than Note: The communication to the

SSH to connect to the SSH device.

endpoint is not encrypted in this
case.

Operation Administrator User
Login

(Optional) Defines the name of an
operation administrator user of the
endpoint. SAM uses this account to
perform administrative tasks on the
endpoint, for example, discovering
and changing the password of
privileged accounts. If you do not
specify an operation administrator
user, SAM uses the User Login
account to perform administrative
tasks on the endpoint.

Operation Administrator
Password

(Optional) Defines the password of
the operation administrator user.
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Field name

Description

Additional information

Configuration File

Specifies the name of the SSH
Device XML configuration file. You
can customize the XML files
according to your needs.

Note: If you do not specify a value
for this field, CA ControlMinder
Enterprise Management uses the
ssh_connector_conf.xml file.

Advanced

Specifies whether you want to use a
privileged administrative account to
perform administrative tasks on the

If you specify this option, SAM does
not use the User Login account to
perform administrative tasks.

endpoint, for example, to connect
to the endpoint, discover accounts,
and change passwords. For
example, you can specify a
privileged domain account that can
perform administrative tasks on
multiple endpoints.

When you create an endpoint, you specify the administrator account that SAM uses to connect to the
endpoint and perform administrative tasks, such as discovering and changing the password of privileged
accounts. For UNIX accounts, the most suitable administrator account is often root. However, SAM uses
SSH to connect to UNIX endpoints, and some organizations prohibit users and applications from making
SSH connections as the root user.

To overcome this problem, you can specify both a connection account and an operation administrator
account when you create an SSH Device endpoint. (SAM uses SSH Device as the endpoint type for UNIX
endpoints.) Using two accounts also lets you use a connection account that has fewer privileges than the
operation administrator account.

The following process explains how SAM uses these accounts to connect to an SSH Device endpoint:

SAM uses the credentials of the connection account to connect to the endpoint. This is defined by “User
Login” field or “Account Name” if “Advanced” option is used.

Using the credentials of the operation administrator account, the connection account connects to the
endpoint and switches (su) to the operation administrator account.

Administrative tasks such as getting a list of accounts and changing passwords are performed by the
operation administrator.

For example, if the operation administrator account is root, SAM performs administrative tasks as root.

When you view the privileged accounts on an SSH Device endpoint, both the connection and the
operation administrator account are listed as endpoint administrator accounts.
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The first screenshot shows an example where you use the root user account to login directly.

Help

mw CA ControlMinder Enterprise Management
Logged in as: _cmadmin_to localhost{DMS @ localhost) (Logout)
Management rivileged Accounts | Reports | Usersand Groups | System

cy
» < i » Login ication » Password C: s » Password Policy » Audit

Create Endpoint: Linux@acrh55_x64_01.forward.ca

General l Login Applications [ Information }

EIFill in the general endpoint form:

+= Required

“Name: |\ oy @acrhss_x64_01.forward.ca

Description:
2

“Endpoint Type: | 554 pevice [
Do Not Validate: [] select to proceed if the target system is unavailable

Connection Attributes

EIFill in the following connection attributes:

sUser Login: root

*Password: [sresanee

*Host: acrhss_xe4_01.forward.ca
> Use Telnet: ]

Configuration File:
Operation Administrator
User Login:

Operation Administrator
Password:

Administrative account details
Advanced: [] Use the following privileged account:

Account Name: None [

Checkout and Check-in Operations
Disable Exclusive Sessions: [ |

Deny Exclusive Break- [] Deny break-glass operation on exclusive accounts in use
glass:

Submit| Cancel
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The second screenshot shows the use of an operation administrator account.

CA ControlMinder Enterprise Management
Ihost(DMS @ loc:
w | Policy Management

Help

)

leged Accounts | Reports | Users and Groups
» Login ication » Password G
Create Endpoint: acrh55_x64_01.forwardinc.ca

System

s+ Password Policy » Audit

General I Login Applications ] Information ]

E|Fillin the general endpoint form:
«= Required

*Name: |\ inx@acrhss_x64_01.forwardinc.ca

Description:

4

5]

Do Not Validate: [] Select to proceed if the target system is unavailable

+Endpoint Type: | g5y poyice

Connection Attributes
EJFillin the following connection attributes:

“User Login:

|cmsam ]
*Password: [seneeres
*Host: acrhss_xe4_01.forwardinc.ca
b Use Telnet: ]

Configuration File:

Operation Administrator oo+
User Login:

Operation Administrator [,,u.vees
Password:

Administrative account details

Advanced: [] use the following privileged account:

Account Name: None =]

Checkout and Check-in Operations

Disable Exclusive Sessions: [ |

Deny Exclusive Break- [ ] Deny break-glass operation on exclusive accounts in use
glass:

Submit| Cancel

CA Technologies, 2013
CA ControlMinder Rapid Implementation Guide - SAM — 3.0docx

technologies

52



G

technologies

CA ControlMinder Rapid Implementation Guide — Shared Account Management

MS SQL Endpoint
The MS SQL Server endpoint type lets you manage privileged Microsoft SQL Server accounts.

The administrative user that you specify for an MS SQL Server endpoint must have the securityadmin
server role. Use MS SQL Server Management Studio to create the user as shown below.

E Login - New =] B3
S Secript - m Help

B Server Roles X

E} User Mapping Login name: Icmsam Sgarch... |

2 Securables 7 windows authertication

127 Status

& S0L Server authentication

Password: |ououu

LConfirm pazsword: |ououu

[ Speciiy old password

Old pazsword: I
r Enforce password policy
| Enfarce password expiration

) Wzer must change password at next login

" Mapped to certificate I

" Mapped to aspmmetric key I

r Map to Credential I

Mapped Credentialz

Credential Frovider

Server
DBl

Connection:
za

¢ View connection properties

Femoye |

Default databaze:

< default: j

Default language:

Cancel |

4
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From the Server roles definition, select securityadmin.

E' Login - New
Select apage
A General
44 Server Foles
& User Mapping
2 Securables
A Satus

Connection

Server:
DE1

Connection:
za

_‘Qj “Wigw connection properties

Progress

Feady

IS[=1 E3

‘S Script = m Help

Server role is uged to grant server-wide security privileges to a user.

Server roles:

1 bulkadmin
[] dbcreator

[ diskadmin
[ processadmin
[wl public

securityadmin

[] =erveradmin
[ setupadmin
[] swzadmin

technologies

ak. I Cancel |
4
Click “OK”.
Select MS SQL Server when creating an edpoint.
The below fields are specific to MS SQL Server endpoint.
Field name Description Additional information
URL Defines the URL that CA Format:
ControlMinder Enterprise .
jdbc:sqlserver://servername:port
Management can use to connect to
the endpoint. The URL specifies a Example:
particular type of database server. jdbc:sqglserver://db_hostname:1433
Port (Optional) Specifies the server The port number is required when
listening port number. The port you use login applications.

number that you specify must
match the port number that you
specify in the URL.
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Field name Description Additional information

Instance Name (Optional) Specifies the MS SQL
Server instance name.

The screenshot below shows an example of MS SQL Server endpoint configuration.

m‘, CA ControlMinder Enterprise Management Help
Home | World View | Policy Privileged Reports | Usersand Groups | System
» - i » Login icati ) Password Consumers + Password Policy » Audit

Create Endpoint: MSSQL @db1.forwardinc.ca

General | Login Applications | Information |

EJFill in the general endpoint form:
«= Required

“Name: [uSSoL@db1.forwardinc.ca

Description:

P
“Endpoint Type: s squ server [

Do Not Validate: [] Select to proceed if the targst system is unavailable

Connection Attributes
EJFill in the following connection attributes:

Port: [

-User Login: |emsam ]
+Password: | ........

» +URL: jdbe:sqlserver:// db1.forwardinc.ca:1433 |

“Host: db1.forwardinc.ca ]

|

\

Instance Name: [

Administrative account details

Advanced: [] Use the following privileged account:

Account Name: None [-]

Checkout and Check-in Operations
Disable Exclusive Sessions: [

Deny Exclusive Break- [7| Deny break-glass operation on exclusive accounts in use
glass:

Submit| Cancel
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Verify Created Endpoints
Navigate to WorldView -> View -> Hosts

Click “Go” to search for all the available endpoints.

‘, CA ControlMinder Enterprise Management Help
Logged in as: cmadmin_to localhost(DMS @ localhost) (Logout)
Home Wworld View | Policy Management | Privileged Accounts | Reports | Users and Groups | System
= View
Hosts
+= Required
[ *Host Name: - Endpoint Type: | Al [¥] Go| Advanced
For multipls resuts use the wildeard =
Close
[Copyright ® 20123 CA. All rights reserved. About
You should see all the endpoints you have already defined.
m‘, CA ControlMinder Enterprise Management Help
Logged in as: cmadmin_to localhost{DMS @ localhost) (Logout)
Home | World View | Policy Management | Privileged Accounts | Reports | Users and Groups | System
= View
Hosts

«= Required
*Host Name: I*

Endpoint Type: Al Go| Advanced

For multipls results uss the vildeard =

ControlMinder Deployment. Results Time: April 4, 2013 5:04:04 PM BST

Show: | 10 Hosts per page [¥]

1-5ofs[7]
B Show Details £ Host Name £ Type £ Last Status
M show @ acmanagert.forwardinc.ca 0 B @ Thu Apr 04 16:11:00 BST 2013
H show @ ADDS.FORWARDINC.CA B
B show @ ACRH55_X64_01.FORWARDINC.CA B
H show @ WIN2KS8PRODO1. FORWARDINC.CA B
M show @ DB1.FORWARDINC.CA B

Total of: 5 hosts.

Close

And you can verify these endpoints are managed devices in SAM.
Click “Show” to display the devices.
Note that the ENTM server was defined as a managed endpoint during product installation.

You can see in the screenshot below that for dbl.forardinc.ca there are 2 managed devices (Windows
Agentless and MS SQL Server).
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CA ControlMinder Enterprise Management Help

ost) (Logout)
Home | World View A Reports | Usersand Groups | System
- View
Hosts

+=Required
-Host Name: [- Endpoint Type: | Al ] co| Adwances

For multiple rasults use the vildeard =

ControlMinder Deployment. Resuits Time: April 4, 2013 5:25:22 PM BST
Show: | 10 Hosts per page [7]
1-50f5[%

Show Details £ Host Name £ Type 2 Last Status
& show @ acmanager1.forwardinc.ca B @ Thu Apr 04 16:11:00 BST 2013
B hide @ ADDS.FORWARDINC.CA =

& Total of 1 managed devices
Managed Devices: ;3 windows@adds. forwardinc.ca (Windows Agentless) #modity 2\ View Accounts @ Add

‘H Hide @ ACRH55_X64_01,FORWARDINC.CA ‘ B
‘ B Total of 1 managed devices

Managed Devices: | jnux@acrhs5_x64_01.forwardinc.ca (SSH Device) #modify A, View Accounts # Add

| ide @ WIN2K8PRODO1.FORWARDINC.CA I g [
&2 Total of 1 managed devices
Managed Devices: (i3 windows@win2ksprodo1.forwardinc.ca (Windows Agentless) & modify %, View Accounts @ Add

Bl ide @ DB1.FORWARDINC.CA ‘ B
& Total of 2 managed devices
Managed Devices: g windows@db1.forwardinc.ca (Windows Agentless) #Madify O, View Accounts [ Add

[@MSsSQL@db1.forwardinc.ca (MS SQL Server) #Modify O, View Accounts ® Add

Total of: 5 hosts
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Privileged Accounts Discovery

technologies

You can run the privileged accounts discovery process to scan for new privileged accounts on the
endpoints. Discovering privileged accounts lets you create multiple privileged accounts at the same
time. CA ControlMinder Enterprise Management presents the accounts that it discovers in a table, so
that you can easily tell which accounts you already manage with SAM.

Navigate to Privileged Accounts/Accounts/Discover Privileged Accounts

Select Endpoint Type from the drop down.

‘, CA ControlMinder Enterprise Management

Logged in as: cmadmin_te localhost(DMS @ localhost) (Logout)

Home | World View | Policy ileged A ts | Reports | Usersand Groups | System

= A t: i Login icati [¢ Policy » Audit

Discover Privileged Accounts Wizard: Select Privileged Accounts

¢y S
Select Privileged Accounts General Account Details

Search for Accounts of Endpoint Type | SSH Device -
b | where © [Endpoint Name[F] = [* |3T2. (g ror pupw  S2arch] Ciear]
Dummy Server
Endpoint Nai s QL Server me | Discovered Account|Is Endpoint Administrator
Network Device
No results. 05400
Oracle Server
RACF
SSH Device

Sybase Server

Fill in the search criteria you want to use when discovering the accounts.

Using wildcards, you can limit the accounts that are returned by your search.

G,, CA ControlMinder Enterprise Management

Logged in as:_cmadmin_to localhost(DMS @ localhost) (Logout)

Home | World View | Policy ileged A ts | Reports | Usersand Groups | System

Next| Cancel

Help

= Accounts i Login icati ¢ Policy » Audit

Discover Privileged Accounts Wizard: Select Privileged Accounts

194 25

Select Privileged Accounts  General Account Details

Search for Accounts of Endpoint Type |SSH Device

) | where & Account Name [¥] = |*adm= Search| Clear;

[select|Endpoint Type | Endpoint Name | Container| Account Name | Discovered Account | Is Endpoint Administrator

No results

Next| Cancel

Copyright € 2013 CA. All rights reserved.

You will get the accounts from the managed systems that match the criteria.

Select the accounts you want to manage as privileged accounts and click “Next”.

m‘. CA ControlMinder Enterprise Management

About

Help

Logged in as:_cmadmin_to_localhosi(DMS @ localhost) (Logout)

Home | World View | Policy g ts | Reports | Usersand Groups | sSystem

= A t i Login icati [¢ Policy » Audit

Discover Privileged Accounts Wizard: Select Privileged Accounts

gy 0
Select Privileged Accounts General Account Details

Search for Accounts of Endpoint Type | SSH Davice =]

where () [Account Name [¥] = [*adm=~ Search| Clear|

[|select = Endpoint Type - Endpoint Name ~ Container | ~ Account Name Discovered Account Is Endpoint Administrator
% o SSH Device Linux@acrh55_x64_01.forwardin H

o SSH Device Linux@acrh55_x64_01.forwardin H 01

SSH Device Linux@acrh55_x64_01. forwardin, H 01

SSH Device Linux@acrh55_x64_01. forward H 0:

SSH Device Linux@acrh55_x64_01.forvard H 1

Next| Cancel

Copyright © 2013 CA. All rights reserved.
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You will see a screen with privileged account properties.

‘, CA ControlMinder Enterprise Management

Logged in as: cmadmin_te localhost(DMS @ localhost) (Logout)

Home | World View | Policy ilaged A ts | Reports | Usersand Groups | system

<A ts i } Login ication » c » Policy » Audit

Discover Privileged Accounts Wizard: General Account Details

=Y 1
Select Privileged Accounts General Account Details

Disconnected System []
+Password Policy | default password policy =

)| Check out Expiration (Minutes)

sExclusive Account |None =]

Change Password on Check out [
cChange Password on Check in

Service Account []

Back| Finish| Cancel

The table below describes the meaning of the attributes.

Field name Description

Specifies whether the account
originates from a disconnected
system.

Disconnected System

Additional information

If you select this option, SAM does
not manage the account. Instead, it
acts only as a password vault for
privileged accounts of the
disconnected system. Every time
you change the password, you also
need to manually change the
account password on the managed
endpoint.

Specifies the password policy you
want to apply to the privileged or
service account.

Password Policy

Make sure that the password policy
meets the requirements of the
target system. You can create
multiple password policies.

Defines the duration, in minutes,
before the checked out account
expires.

Check out Expiration

Specifies whether only a single user
can use the account at any one
time. An exclusive account is a
restriction imposed on a privileged
account that limits use of the
account to a single user at a time.

Exclusive Account

Exclusive Session specifies that only
a single user can use the account, if
no open sessions are currently
running on the endpoint.

Specifies whether you want CA
ControlMinder Enterprise
Management to change the
password of the privileged account
every time it is checked out.

Change Password on Check Out

Note: This option does not apply to
service accounts.
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Field name Description Additional information

Change Password on Check In Specifies whether you want CA Note: If the account is not exclusive,
ControlMinder Enterprise CA ControlMinder Enterprise
Management to change the Management generates a new

password of the privileged account privileged account password only
every time it is checked in by a user  when all users have checked in the
or a program, or when the checkout  account. This option does not apply

period expires. to service accounts.
Service Account Specifies whether the discovered Note: You can also use the Discover
account is a service account. Service Accounts Wizard to discover

service accounts.

To verify that the accounts were added successfully go to Privileged Account/Accounts/View Privileged
Accounts.

mm CA ControlMinder Enterprise Management Help
Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)

Home World View Policy Management Privileged Accounts Reports Users and Groups System

= Accounts » Endpoints * Login Application » Password Consumers ) Password Policy » Audit

View Privileged Account: Select Privileged Account
Search for an object of type Privileged Account
where Endpoint Type E = |z| = Search| Clear
= - - - ~ Disconnected | Is Endpoint Checked Out | Last Failed
Eele Endpoint Type Enduaniares Container| , - ount Name System Administrator By Users Connection Date
@ MS SQL Server |MSSQL@dbl.forwardinc.ca rosgwigl_ cmsam v v
SSH Device Linux@acrh55_x64_01.forwardinc.ca SSH appladmo1
- “~“|Accounts PP
SSH Device Linux@acrh55_x64_01.forwardinc.ca SSH appladmo2
- Accounts
b
SSH Device Linux@acrh55_x64_01.forwardinc.ca =2 cmsam v v
Accounts
. S5H
SSH Device Linux@acrh55_x64_01.forwardinc.ca osadm01
Accounts
SSH Device Linux@acrh55_x64_01.forwardinc.ca =2 root v v
Accounts
Windows Windows@adds.forwardinc.ca Accounts |[cmsam v v
Agentless
prmciorls Windows@db1.forwardinc.ca Accounts |cmsam v v
Agentless
Select| Cancel

You will see the accounts you discovered listed.

The accounts marked “Disconnected System” and “Is Endpoint Administrator” are the accounts you
used to acquire the endpoints. These are so called connection accounts and by default CM SAM is not
managing the passwords of these accounts.

Repeat this process for all endpoints that contain privileged accounts of interest.

CM SAM can also manage passwords of the connection accounts.

We suggest that you keep the connection accounts as disconnected (passwords are not managed) while
user acceptance testing is in progress.
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You can edit the accounts later to change an Administrative account from Disconnected to Connected.

Navigate to Privileged Accounts\Accounts\Modify Privileged Account to change an account from
connected to disconnected.

Search for an account you want to modify.

Select the account and click “Next”.

m CA ControlMinder Enterprise Management
Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)

Help

Home world View Policy Management Privileged Accounts Reports Users and Groups System
~ Accounts ! Endpoints F Login Application » Password Consumers F Password Policy F Audit
Modify Privileged Account: Select Privileged Account
Search for an object of type Privileged Account
where Endpoint Type =] = =1 Search| Clear]
12
= . . e Disconnected Is Endpoint Checked Out | Last Failed
e Endpoint Type Bl (e Conlasey Account Name | System Administrator By Users Connection Date
MS SQL Server |MSSQL@dbl.forwardinc.ca TusgligL cmsam v v
. . . S5H
S5H Device Linux@acrh55_x64_01.forwardinc.ca appladmo1
Accounts
S5H Device Linux@acrh55_x64_01.forwardinc.ca SSH appladmoz
Accounts
SSH Device Linux@acrh55_x64_01.forwardinc.ca BE7] cmsam v v
Accounts
¥
SSH Device Linux@acrh55_x64_01.forwardinc.ca SsH osadmol
Accounts
SSH
SSH Device Linux@acrh55_x64_01.forwardinc.ca root v v
Accounts
@ Windows Windows@adds.forwardinc.ca Accounts  |cmsam v v
§ Agentless
e DIE Windows@db1.forwardinc.ca Accounts |cmsam v v
Agentless
Windows
agentless Windows@win2kBprod01.forwardinc.ca|Accounts  |appladm01
W D Windows@win2k8prodo1.forwardinc.ca|Accounts  |osadmOl
Agentless
12

Uncheck the “Disconnected Account” check box.

Click “Submit”.
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,, CA ControlMinder Enterprise Management Help

Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)
Home World View Policy Management Privileged Accounts Reports Users and Groups System

= Accounts » Endpoints F Login Application ! Password Consumers » Password Policy » Audit

Modify Privileged Account: name: "cmsam” on "Windows@adds.forwardinc.ca" Accounts ("Windows Agentiess").

General ] Password Consumers ] Information I

EJFill in the privileged account form:
+= Required
*Account Name: cmsam
Disconnected Account: [ ]

*Account Type: [ ghared [+

*Endpoint Name: IWmduws@adds‘furwardlnc.ca D
*Endpoint Type: IWmdows Agentless
*Container: | , . nts El
Do Not Validate: Select to proceed if the target system is
unavailable

Password

*Password Policy: | jara)it password policy [=]

Password Last Modified Date
(GMT):

Check-out and Check-in Operations

Check out Expiration (Minutes): @

Exclusive Account:

None El Exclusive Sessions are not available for administrative account

Change Password on Check out: [ | Generate a new password for the check-out session
Change Password on Check in:

Login Application Checkout Only: []

Return to Search Submit| Cancel

Note that CA SAM will change the password of this account periodically based on the assigned password
policy.

If you do not want the account password to be changed keep this account as disconnected.
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ENTM Administration Role Scoping

Administration Roles

Predefined admin roles in CA ControlMinder Enterprise Management provide a basic set of admin roles
that you can assign to administrators in your enterprise according to your requirements. Admin roles of
interest to Shared Account Management customers include:

System Manager—Responsible for managing CA ControlMinder Enterprise Management. A
user with this admin role can perform, create, and manage all tasks in CA ControlMinder
Enterprise Management. Use this role for the implementation phase to define the actual
admin roles in your organization and for emergency situations. We recommend that you
assign this role to a minimal number of users, ideally only one user, and closely monitor this
user's actions.

Customized System Manager—Consider creating a Customized System Manager role
because the out-of-the-box System Manager role has all privileged accounts available for
checkout.

Reporting—Responsible for managing English reports. A user with this role can schedule
and view reports.

CA Enterprise Log Manager User—Responsible for viewing CA Enterprise Log Manager
Reports. A user with this role can view CA Enterprise Log Manager Reports.

CA Enterprise Log Manager Admin—Responsible for managing CA Enterprise Log Manager
Reports. A user with this role can administer the CA Enterprise Log Manager reports in CA
ControlMinder Enterprise Management and manage the connection to the CA Enterprise
Log Manager server.

Self Manager—Responsible for managing their own user account. A user with this role can
perform administrative actions on their account: change the account password, modify their
user profile, view their assigned roles, submitted tasks, and the items that are waiting for
their approval.

Note: By default, every user in the system is assigned the Self Manager role.
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Privileged Access Roles

The following roles are relevant to SAM.

e SAM User—A user with this role can check out and check in privileged account passwords to
which the user is permitted. This role is assigned by default to all the users in CA
ControlMinder Enterprise Management. The three ways a user can check out a privileged
account are:

o By always being granted access to a privileged account(s). No approval is required.

o Through approval of a user’s Privileged Account Request. When approved, access is
granted as a Privileged Account Exception.

o By always being granted access to a privileged account via Break Glass. By default,
the Privileged Account owner is notified when a privileged account password is
checked out via Break Glass. Under normal circumstances the user would submit a
Privileged Account Request for approval. Under emergency situations, the user can
check out a privileged account password without having to wait for approval.

e Privileged Account Request— A user with this role can submit or delete requests for
privileged account passwords. This role is assigned by default to all the users in CA
ControlMinder Enterprise Management.

e SAM Approver— A user with this role can respond to privileged access requests that CA
ControlMinder Enterprise Management users have submitted. Approving the request
grants the requestor a Privileged Account Exception. This role is assigned by default to all
the users in CA ControlMinder Enterprise Management, but, by default, only the owner of a
privileged account can approve or deny access to that privileged account. Beginning with
CA ControlMinder r12.7, the owner can be a specific user or a group of users. NOTE: A user
with the System Manager role can approve or deny any Privileged Account Request.

e Break Glass— This role allows a user to check out a privileged account password via Break
Glass for those privileged accounts to which the user has been granted Break Glass access.
By default, all users are assigned this role but have no Break Glass access to any privileged
account.

e Endpoint Privileged Access Role— A user with this role can perform privileged account tasks
on the specified endpoint type. The first time that you define a new type of endpoint, CA
ControlMinder creates a corresponding endpoint privileged access role. For example, the
first time you create a Windows endpoint in CA ControlMinder Enterprise Management, CA
ControlMinder creates the Windows Agentless Connection endpoint privileged access role.

e SAM Audit Manager— A user with this role can audit privileged account activity and
manage the CA Enterprise Log Manager audit collection parameters.
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e SAM Policy Manager— A user with this role can manage role members and member
polices, assign role owners, and create and delete roles.

e SAM Target System Manager—A user with this role can administer password policies and
privileged accounts, and can execute the privileged accounts discovery wizard to discover
privileged accounts on endpoints. This role also provides the means to delete a Privileged
Account Exception. Deleting a Privileged Account Exception results in voiding a previously
approved Privileged Account Request.

e SAM User Manager—A user with this role can administer CA ControlMinder Enterprise
Management users and groups and password policies, and manage the work items of users.

Changing the Scope of Default Roles

By default, some of the predefined roles have membership rules set to “all”. This means that all the
users are members of these roles.

IH

The roles where the default of “all” is relevant are listed below:
= Break Glass

= Privileged Account Request

= SAM Approver

= SAM User

- Self-Manager

This means that all the users that are defined in the ENTM user store are allowed to:
= Logininto ENTM.
= Request any account password through a predefined workflow process.

= Approve privileged account requests if processed via workflow. This is just for requests that
are routed to the user for approval.

= Use the Break Glass task within the defined scope. (The default scope is that no accounts
are allowed to use the break glass functionality.)

It is a best practice to modify the membership rules of the above roles to allow only a predefined set of
users to access roles listed above by limiting the membership with respect to users, groups and other
criteria.

As an example, we shall limit the membership by AD group by creating a new group in AD and assigning
all SAM users to this group. You can also use an existing AD group if a suitable group already exists.

We created a group named “CA CM Users” that all the users of CA CM SAM will be members of.
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Login to ENTM using an
account with System
Manager permissions.

m_ CA ControlMinder Enterprise Management Help
Logged in as: cmadmin_to localhost(DMS @ localhost) (Logout)
Home | World View | Policy Management | Privileged Accounts | Reports | Usersand Groups | System

) Users » Groups ~Roles ) Tasks ) Delegation

Modify Role: Select Privileged Access Role
Search for a role
where & [Name ] = [+ Search| Clear|
. Select| -~ Name ~ Description ~ Enabled
Click on Users and Groups © [oreak ciass v
- Dummy Server Privileged Access Role Role created by discover accounts wizard v
ta b Privileged Account Request v
Production Environment Privileged Access Role Role used to provide access to production privileged accounts v
B [: SAM Account Owner A user with this role can administer the privileged accounts that the user is the account owner| v
Select Roles & |5Am Approver v
SAM Audit Manager v
.. SAM Policy Manager v
Select Privileged Access SAM Target System Manager v
SAM User v
Role SAM User Manager v
SSH Device Privileged Access Role Role created by discover accounts wizard v
. Windows Agentless Privilaged Access Role Role created by discover accounts wizard v
Select Modify Role
Select, Cancel
Select one of the above =
mentioned roles.
“" ”
The “Break Glass” role
was used as an example.
CA ControlMinder Enterprise Management Help

Login to ENTM using an
account with System
Manager permissions.

Click on Users and Groups
tab

Select Roles

Select Privileged Access
Role

Select Modify Role

Click on Members tab

Logged in as: cmadmin _to localhost(DMS @ localhost) (Logout)

Home World View Policy Management Privileged Accounts Reports Users and Groups System

» Users » Groups - Roles ) Tasks ’ Delegation

Modify Role: Break Glass

[ Profile ] Tasks ] Members ] Administrators l Owners ‘

Members are able to use the tasks in a rofe.

Member Policies

Member Rule | Scope Rules

Privileged Account

(all)

where { Account Name = "*" )

Add

Administrators can add and remove members of this role

b | Add Action

When a user is added as a member of this role, what changes occur?
(Changes must make the user meet a member rule.)

=

Remove Action

When a user is removed as a member of this role, what changes occur?
(Changes must prevent the user from meeting any member rule.)

Copy members from another role

Return to Search Submit| Cancel
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Click the Edit button
(right facing triangle)
under Member Policies
(next to (all))

m,_ CA ControlMinder Enterprise Management Help
Logged in as: cmadmin _ te localhost{DMS @ localhost) (Logout)
Home World View Policy Management Privileged Accounts Reports Users and Groups System

» Users ! Groups <~ Roles )»Tasks ) Delegation

Modify Role: Break Glass

[ Profile l Tasks ] Members l Administrators ] Owners ‘

Member Policy

Member Rule

Which users are members of this role?

Users W (all)

Scope Rules
Define any scope rules that apply to this role:

Which Privileged Account objects does this role manage?

Privileged Account W8 where (

Click the Edit button next
to Users under Member
Rule

Account Name El * El * )
Add new scoping rule
=]
OK Cancel
CA ControlMinder Enterprise Management Help

Logged in as: cmadmin to localhost{(DMS @ localhost) (Logout)

Home World View Policy Management Privileged Accounts Reports Users and Groups System

» Users b Groups ~ Roles »Tasks | Delegation

Modify Role: Break Glass

I Profile l Tasks l Members ] Administrators ] Owners }

Member Rule

Which users are members of this role?

Users El

Scope Rules
Define any scope rules that apply to this role:

Which Privileged Account objects does this role manage?

Privileged Account " where (

Account Name El + El * )

Add new scoping rule

OK Cancel
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Select “who are members
of <group member-rule>”
from the drop down list.

y CA ControlMinder Enterprise Management Help
| Logged in as:_craadmin_to localhost(DMS @ localhost) (logowt) ]

Home | World View | Policy Management s | Reports | usersandGroups | system

» Users } Groups - Roles ) Tasks ) Delegation

Modify Role: Break Glass

Profile | Tasks | Members | Administrators | Owners |
Member Policy

Member Rule

Which users are members of this role?

Users | who are members of <group-member-rule>  |*

(ally
Scope where <user-filter>
» in <org-rule
where <user-filter> and who are in <org-rule>
ERLS ho 51 memvers of <group-member-rue> |
who are members of <role-rule=
Wh| who are administrators of <role-rule> anage?
wha are owners of <role-rule>
Privileg returned by the query <LDAP-query>

Account Name = = = = )

Add new scoping rule

oK Cancel

Search for a group that
you want to use in the
member rule.

CA. cA ControlMinder Enterprise Management Help

Home | World View | Policy Management ged Accounts | Reports | Usersand Groups | System

» Users » Groups - Roles »Tasks » Delegation

Modify Role: Break Glass

profile | Tasks | Members | Administrators | Owners |
Member Policy

Member Rule

Which users are members of this role?

users & who are members of (

group (] ©0)
b| Scope Rules
Define any scope rules that apply to this role:

Which Privileged Account objects does this role manage?
privileged Account & where (

Account Name | = =1 [ )

Add new scoping rule

oK Cancel
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CA ControlMinder Enterprise Management telp

st{DMS @
Management
» Users » Groups - Roles » Tasks » Delegation

0st) (Logout)
ged Accounts

Reports

Choose the group and

Users and Groups | System

Modify Role: Break Glass

click Select.

[Terofile | Tasks | Members | Administrators | owners |

Member Policy

Search for a group
in organization |

Select Group

Select

where (3| Name = = | Search| Clear
» - Name ~ Description ~ Org Name ~ Self Subscribing

CA CM Break Glass

OU=CA CM SAM,DC=forwardinc,DC=ca

CA CM Dev Approvers

el CM SAM,DC=forwardinc,DC=ca

CA CM Prod Approvers

OU=CA CM SAM,DC=forwardinc,DC=ca

CA CM Prod SAM

QU=CA CM SAM,DC=forwardinc,DC=ca

CA CM Test SAM

OU=CA CM SAM,DC=forwardinc,DC=ca

CA CM UAT Approvers

QU=CA CM SAM,DC=forwardinc,DC=ca

CA CM UAT SAM

OU=CA CM SAM,DC=forwardinc,DC=ca

CA CM Users All the users of CA CM SAM are members of this group;

OU=CA CM SAM,DC=forwardinc,DC=ca

Select| Cancel

. CA ControlMinder Enterprise Management
0st(DMS @ localhost) (Logout)

ew | Policy Management

Home leged Accounts | Reports

Click OK

» Users ) Groups - Roles ) Tasks ! Delegation

Help

Users and Groups | System

Modify Role: Break Glass

profile | Tasks | Members | Administrators | owners |

Member Rule

Which users are members of this role?

Users ) who are members of (

group [CA €M Users &

Scope Rules
Define any scope rules that apply to this role:

which Privileged Account objects does this role manage?

Privileged Account ' where

| Account Name [ = = [ | )
Add new scoping rule
=
OK Cancel
CA ControlMinder Enterprise Management Help
Logged in as:_cmad! to_localhost(DMS @ localhost) _(Logout)
. . B Home | World View | Policy Management | Privileged Accounts | Reports | Users and Groups | System
Click Submit to submit

» Users ) Groups ~Roles ) Tasks ) Delegation

the modify role task to
the ENTM workflow

Modify Role: Break Giass

profile | Tasks | members | Administrators | owners

Members are able to use the tasks in a role.

processor

Member Policies

Member Rule Scope Rules

Privileged Account

who are members of ( group "CA CM Users" )

where ( Account Name # "= )

Add|

[7J] Administrators can add and remove members of this role

Copy members from another role
Return to Search

Submit| Cancel
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If desired you may repeat the steps shown above for the Break Glass role modification to modify the
role membership of the SAM default role definitions — Privileged Account Request, SAM Approver, SAM
User and Self-Manager.

Note: Because of a current limitation in the product all the users that need access to accounts through
“My Privileged Accounts” must be members of “Break Glass Role”. They will not be able to see the
privileged account they are allowed to use otherwise.

You can specify which accounts would be available for break glass by changing the scoping rules of this
role.

Please note that no accounts are available for break glass by default.
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Setting Up Endpoint Tagging and Approvers

Endpoint tagging provides a method to assign meaningful attributes to endpoints that may be used to
group those endpoints into like collectives. For example, in a typical enterprise environment servers
exist in various environments such as test, user acceptance / quality assurance and production. Using
tagging it is possible to set servers into a test group, user acceptance test (UAT) group and production
group.

Once a server set is tagged it is possible to assign a set of approvers to be associated with each group.
Using the designations from above one may set up approvers for test servers, UAT servers and
production servers.

In the methodology shown in this section, the tags Test, UAT and Prod will be used to associate servers
into those groups.

For the actual set up, the Custom 1 field will be used to hold the tag.

AD groups will be used to hold the list of approvers. These will be CA CM Test Approvers, CA CM UAT
Approvers and CA CM Prod Approvers. The group names will be specified in the Owner field.

These are representations used for discussion and may be changed in an actual rapid implementation to
more closely match the model of the enterprise.

Tagging Setup
G CA ContrelMinder Enterprise Management el
jged in as:_cmadmin_to localhost(DMS @ localhost) (Legout)
. Home | World View | Policy Management | Privileged Accounts | Reports | Usersand Groups | System
Set custom attributes and Accounts - Endpoints » Lagin Application  Password Consumers Password poicy 1 Audit !

owners by navigating to: Modify Endpoint: Windows@db1.forwardinc.ca

General | Login Applications | Information |

Privi | eged Accounts -> Inx\ endpoint owner, department and custom fields

Endpoints -> Ouner: o
. . Department:

Modify Endpoint e

ustom 2:

[
Custom 3:
Custom 4:
[

Search for the endpoint you
want to modify.

ustom 5:

Select the endpoint and click | Betum o searen submit] Cance
on the Information tab.
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Update the custom attributes
with tagging information as
shown. In this case we set the
entry of the Custom 1 field to
“Prod” (to indicate
production).

Click the Group button next to
the Owner field. This allows
the setting of the search
criteria as shown.

CA ControlMinder Enterprise Management isln

in as:_cmadmin_to localhost(DMS @ localhost) (Logo
ome } world View ] Policy Management | Privileged Accounts | Reports

users and Groups

system

+ Accounts - Endpoints + Login Application + Password Consumers + Password Policy + Audit

Modify Endpoint: Windows@db 1.forwardinc.ca

General | Login Applications | Information |

Endpoint Details
(ZFill in the optional andpoint owner, department and custom fislds

Owner: |

{
i

Department: |

Custom 1: o

¥
Custom 2: |
Custom 3: |
Custom 4: |
Custom 5: |
Return to Search Submit| Cancel|
Retun to Search| Submit| Cancel|
|

After entering the desired
search group, click the Search
button to perform the group
search.

m._ CA ControlMinder Enterprise Management

Loggedinas: cmadmin to localhost{DMS @ localhost) (Logout)
Home | World View | Policy Management | Privileged Accounts 1 Reports | Users and Groups | System

» Accounts = Endpoints + Login Application ' Password Consumers ) Password Policy  Audit

Modify Endpoint: Windows@db1.forwardinc.ca

E

Search Criteria for Group

Search Criteria for Group | Concel

4 €| search for an object using the form. You can 2dd or remove search criteria sing the add/subtract icons.
Search Group: Group 107 :E”CA“— Search|
Ok| Cancel
=

When the list of groups is
returned, select the desired
group and click OK to use the
selected group.

m‘ CA ControlMinder Enterprise Management

Logged in as: cmadmin_to localhost(DMS @ localhost) (Logout)
Home | world View | Policy Management | Privileged Accounts | Reports | Usersand Groups | System

» Accounts ~ Endpoints » Login Application » Password Consumers » Password Policy » Audit

Modify Endpoint: Windows@db1.forwardinc.ca

E

Search Criteria for Group

Search Criteria for Group
Elsearch for an object using the form. You can add or remove search criteria using the add/subtract icons.
searchGroup: | Growpo[v| =(vllca= Search|

Results of Group

P& select the object/s from the resuits st

Select and: Add 1-4ofd[v]
Select £ Name £ Description [ £Type |
5 |cAcMBreak Glass Group
. CA CM Dev Approvers Group
@  CACMProd Approvers Group |
@ (CA CM UAT Appravers Group
0K Conecel
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Click Submit to enter the
changes.

CA. cA ControlMinder Enterprise Management
ogged in as: cmadmin_to localhost(DMS @ localhost] ogout’

Home | world View | Policy Management | Privileged Accounts | Reports | Users and Groups | System |

+ Accounts - Endpoints + Login Application » Password Consumers + Password Policy + Audit

Modify Endpoint: Windows@db1.forwardinc.ca

General | Login Applications | Information |

Heln

Endpoint Details
CIFill in tha optional endpoint ownar, department and custom fislds

Owner: [ Gy brod Approvers

Department: |

Custom 1: proq

Custom 2: |

Custom 3: |

Custom 4: |

custom 5: |

Return to Search|

CECTS

Submit| Cancal

Repeat the preceding steps for all of the tags that you want to define in your environment.
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Approver Setup

technologies

This section is informational only. You do not need to go through the steps unless you want to modify

the default workflow process.

The task that is used to request and approve privileged accounts is the Privileged Account Request task.

Navigate to:

User and Groups ->
Tasks ->
Modify Task

Search for

*PrivilegedAccountRequest*

m,_ CA ControlMinder Enterprise Management

Logged in as: cmadmin_to localhost(DMS @ localhost) (Logout)
Policy Management

Home World View

Privileged Accounts

Reports

Users  Groups

Roles ~ Tasks

Delegation

o CTourT

Help

Modify Admin Task: Privileged Account Request

[“profile | search | Tabs | Fields | Events | Roleuse |

+ = Required
*Name
*Tag

Description

Task order |2

category Order |0

Category 2 imstask.label.category2.MyAccounts.categor

Category 2 Order [0
Category 3

Category 3 Order [0

+Primary Object |Privileged Account
«Action | Multi- Select Madify

user Synchronization |Off

Account Synchronization

o
ES

Hide In Menus
Public Task
Enable Auditing

Enable Workflow

EEEO0

Enable Web Services

workflow Process

@
«Category _

imstask.label. task.PrivilegedAccountRequest. |

PrivilegedAccountRequest

=

Home [~]

=

=

=

[ [

[=l
[=]

No workflow process selected

Task Priority | Medium[¥]

Business Logic Task Handlers|

Workflow Action Buttons|

Copy profile from another task;
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Click on the Events panel.

You can see that workflow
process is set to
SingleStepApproval and the
participant resolver is set to
PriviledgeAccountOwnerResolver

This means that the list of
approvers will be retrieved
based on the data in the
Owner attribute of the
Privileged Account or
Endpoint.

We specified an AD group as
an owner in our case. The list
of owners will serve as list of
approvers.

m, CA ControlMinder Enterprise Management
Logged inas: cmadmin_to localhost{DMS @ localhost) (Logout)

Home | World View | Policy Management | Privileged Accounts | Reports | Users and Groups stem
oy e g P P

[4

Users ) Groups » Roles = Tasks ) Delegation

Modify Admin Task: Privileged Account Request
Profile | Search | Tabs | Fields | Events | RoleUse |

Workflow Process SingleStepApproval =]
This process tempiate lets you specify approvers by configuring workfiow participant resolvers below
Primary Approver
Request Description S&M sends the first request to the primary approver. If found, the primary approver may approve or reject the task or event.
Approval Task Approve Privileged Account Request | ¥
Participant Resolver | Custom: PrivilegedAccountOwnerResolver [¥ ]

Resolver Description ControlMinder privileged account owner will be the resolver. In case of no owner, the default resolver will be used

Resolver Parameter Name Value

SourceGhject Taskadmin
SourceOhjectAtirbute manager
8 TargetType ==
Mew Parameter Name
value Add parameter

Default Approver

Request Description SAM sends 2 request to the default approver only in case the primary approver is not found. The defauit approver may approve or reject the task or event.

Approval Task | Approve Privileged Account Request | ¥

Participant Resolver List of Users 2

Resolver Description Retums the selected list of users.

UserID +LastName - FirstName - OrgMName
cmadmin_|Admin am OU=CA ControlMinder,0U=Service Accounts,DC=forwardinc,DC=c3

Add Users

If the owner field is blank or no approver is specified then the “default” approver will be used. The
default approver is the super admin user that was specified during the SAM installation.

If desired, you may modify the default approver to add multiple users to the default approver list.
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Privilege Access Role Definition

In ENTM, you assign privileges to users and administrators by assigning admin and privileged access
roles. A role contains tasks that correspond to application functions in CA ControlMinder Enterprise
Management.

Roles simplify privilege management. Instead of associating a user with each task that they perform,
you can assign a role to the user. The user can perform all the tasks in their assigned role. You can then
edit the role by adding tasks. Every user who has the role can now perform the new task. If you remove
a task from a role, the user can no longer perform that task.

When a user logs in to ENTM, they see tabs based on their role(s). The user can see only the tabs and
tasks that are assigned to their role(s).

You can assign separate roles to different users to prevent one user being able to complete every task.
This may help your organization comply with separation of duties requirements. However, you can
assign more than one role to a user.

It is suggested to use the properties of the endpoints and accounts for tagging as described previously.
In this case every endpoint will have the application and environment assigned listed in one of the
custom fields. This will allow the rule sets to be simplified. When a new endpoint is acquired and tagged
it will automatically be available to a user defined with the associated role.

The first time that you discover privileged accounts on an endpoint type, CA ControlMinder Enterprise
Management automatically creates an endpoint privileged access role for using privileged accounts on
that endpoint type. For example, the first time you discover privileged accounts on a Windows Agentless
endpoint, CA ControlMinder Enterprise Management automatically creates the Windows Agentless
Privileged Access Role.

You can see the created role if you go to Users and Groups/Roles/Privileged Access Roles/Manage Roles.

The SSH Device Privileged Access Role and Windows Agentless Privileged Access Role in the screenshot
below were created by the discovery process.

This role can be used to give access to all the accounts of a given type. It can also be used as a template
when you create new roles.

m CA ControlMinder Enterprise Management beln

Home | World View | Policy Management | Privileged Accounts | Reports | Users and Groups | System

Users ) Groups ~Roles » Tasks ) Delegation
Manage Roles: Search Privileged Access Roles

Search for a role
where (| Name = = Search| Clear

Create Role

- Name Description Enabled
Break Glass
Dummy Server Privileged Access Role Role created by discover accounts wizard
Privileged Account Request
SAM Account Owner A user with this role can administer the privileged accounts that the user is the account owner
SAM Approver
SAM Audit Manager
SAM Policy Manager
SAM Target System Manager
SAM User
SAM User Manager
SSH Device Privileged Access Role Role created by discover accounts wizard

SRR RN AN ENEYENENENENEN

Windows Agentless Privileged Access Role|Role created by discover accounts wizard

Create Role

Close
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You can use the automatically created roles as a starting point when creating new roles.

Role Creation

Navigate to:

,_ CA ControlMinder Enterprise Management Help
Logged in as: cmadmin_to localhost{DMS @ localhost) (Logout)

Home | world View | Policy Management | Privileged Accounts | Reports | Usersand Groups | System

» Users » Groups - Roles ) Tasks ) Delegation

Create Role: Select Privileged Access Role
User and Groups ->  Create 2 now roe
Roles > ® Create a copy of a role
Search for a role
Privileged Access Roles/Create where O ame__[7] = = ‘ssarcn| clear|
Rol e select| = Name ~ Description ~ Enabled
Break Glass v
= |Dummy Server Privileged Access Role | Role created by discover accounts wizard v
» Privileged Account Request v
|5AM Account Gwner A user with this role can administer the privileged accounts that the user is the account owner v
SAM Approver v
Select Create a copy of a role e o :
and click Search. e z
SAM User v
Select one of the roles that o e oo s el sty e s v v
were Created by the discover @ |Windows Agentiess Privileged Access Role|Role created by discover accounts wizard v
accounts wizard. L ToT] Concel
GM CA ControlMinder Enterprise Management Help

Provide a unique name for the
role and a description.

Logged in as: cmadmin to localhost{DMS @ localhost) (Legout)

Home world view Policy Management Privileged Accounts Reports Users and Groups

» Users » Groups <~ Roles ! Tasks * Delegation

Create Role: Windows Agentless Privileged Access Role

[ Profile I Tasks l Members l Administrators l Owners 1

* = Required

» +*Name ‘Pmductmn Environment Privileged Access Ro\‘

Description ‘RU‘E used to provide access to production pn‘

Enabled

Return to Search Submit| Cancel

To select members, Click on the
Members tab.

_ CA ControlMinder Enterprise Management belo

Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)
Home World View Policy Management Privileged Accounts Reports Users and Groups

» Users ! Groups ~ Roles ! Tasks ) Delegation

Create Role: Production Environment Privileged Access Role

Profile Tasks Members I Administrators I Owners 1

Members are able to use the tasks in a role.

Member Policies

Member Rule | Scope Rules

B||0] e,

Add

] administrators can add and remove members of this role

Copy members from another role

Return to Search Submit| Cancel
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CA. cA ControlMinder Enterprise Management Help
Logged in as: cmadmin to localhost(DMS @ localhost) (Logout)
Modify the member rule that Home World View | Policy Management | Privileged Accounts Reports | Users and Groups

» Users » Groups < Roles ) Tasks | Delegation

only members of a specified
MS Active Directory group will
belong to this role.

Create Role: Production Environment Privileged Access Role
Profile Tasks Members I Administrators l Oowners 1

Member Policy

Click the triangle sign next to
(a”) Member Rule

Which users are members of this role?

Users (all)

»

Scope Rules

Define any scope rules that apply to this role:

Add new scoping rule

OK Cancel
CA. cA controlMinder Enterprise Management Help
Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)
click the trlangle Slgn next to Home World View Policy Management privileged Accounts | Reports | Users and Groups

} Users } Groups = Roles }Tasks b Delegation

Users.

Create Role: Production Environment Privileged Access Role

Select who are members of profile | Tasks | Members I Administrators ] Owners I

<group-member-rule> from
the drop down list.

Member Rule

Which users are members of this role?

Users | who are members of <group-member-rule =

(all)
Scopg where <user-filters
in <org-rulex
fi where <user-filter> and who are in <org-rule:

elS ho S members of Sgroup-member-rie> |
who are members of <role-rulex

Add n( Wwho are administrators of <role-rule=
who are owners of <role-rule>
returned by the query <LDAP-query>

OK Cancel
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Select group <group> from the
drop down list.

w CA ControlMinder Enterprise Management Help

Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)

Home World View Policy Management eged Accounts Reports Users and Groups

b Users » Groups <~ Roles »Tasks ! Delegation

Create Role: Production Environment Privileged Access Role
Profile Tasks Members I Administrators l owners I

Member Policy

Member Rule

Which users are members of this role?

Users who are members of {

» ‘gruup <group: |z| )

M- p <group
Scope | groups where <group-filters

Define any scope rules that apply to this role:

Add new scoping rule

e

oK Cancel

Click E] to search for a
group.

€ - C A | [ uksecfwdinc.ca.com:8100/iam/ac/cal2/indexjsp?facesViewld =/app/page/screen/standard_searc v

mm CA ControlMinder Enterprise Management Help

Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)

Home World View Policy Management Privileged Accounts Reports Users and Groups System

' Users Groups ~Roles ) Tasks ! Delegation

Create Role: Production Environment Privileged Access Role

Profile Tasks Members ] Administrators ] Owners I
Member Policy

» Select Group

Search for a group

Specify search criteria and click
Search.

in organization ‘ ‘E :
where () Name =l = [=] |cal ] Search| Clear
Cancel
‘, CA ControlMinder Enterprise Management Help

Logged in as: cmadmin &

alhost(DMS @ k

Home World View Policy Management

) (Logout)

ged Accounts Reports Users and Groups

} Users b Groups < Roles ! Tasks » Delegation

Create Role: Production Environment Privileged Access Role

Profile Tasks Members l Administrators I Owners 1
Member Policy

» Select Group

Search for a group

in organization ‘ ‘[I] i
where Name : = . |CA‘“ | Searchl Clear:

Cancel
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You will be provided with a list
of MS Active Directory groups.

Select a group whose members
will have access to privileged
accounts that you will define in
the scope.

Click Select.

CA ControlMinder Enterprise Management

Help

Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)
Home World View Policy Management

Privileged Accounts Reports Users and Groups

rUsers ! Groups - Roles »Tasks » Delegation

Create Role: Production Environment Privileged Access Role

Profile Tasks Members l Administrators ] Owners 1

Member Policy

in organization

Select Group

Search for a group

=) (@) Fl

where Name E = |z| ca* Search| Clear
»
Select| = Name ~ Description| -~ Org Name = Self Subscribing

CA CM Break Glass

QU=CA CM SAM,DC=forwardinc,DC=ca

CA CM Dev Approvers

0QU=CA CM SAM,DC=forwardinc,DC=ca

CA CM Prod Approvers

OU=CA CM SAM,DC=forwardinc,DC=ca

CA CM Prod SAM

QU=CA CM SAM,DC=forwardinc,DC=ca

CA CM Test SAM

0QU=CA CM SAM,DC=forwardinc,DC=ca

CA CM UAT Approvers

OU=CA CM SAM,DC=forwardinc,DC=ca

CA CM UAT SAM

QU=CA CM SAM,DC=forwardinc,DC=ca

Select| Cancel
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Role Scoping

You use privileged access roles to specify the SAM tasks that each user can perform in ENTM and the
privileged accounts that each user can check in and check out. ENTM comes with predefined privileged
access roles. You can modify the predefined roles to suit your enterprise, or create new roles entirely.

When a user logs in to ENTM, they see only the tasks and privileged accounts that correspond to their
role. Out-of-the-box, ENTM assigns the Break Glass, SAM Approver, Privileged Account Request, and
SAM User roles to all users. You can modify this by defining the specific endpoints and privileged
accounts that the role can access. Scope rules let you implement fine-grained access to privileged
accounts across the enterprise and are defined by the member policy of a role.

In our example we have three groups for SAM users:

° CA CM Prod SAM
° CA CM UAT SAM
° CA CM Test SAM

These groups were created to be able to give access to three sample environments:

o Production
] User Acceptance Testing
] Test
GM CA ControlMinder Enterprise Management Help
Logged in as: cmadmin _ to localhost{DMS @ localhost] . .
Nav|gate to: Home 1 Wworld View I Policy Management ‘ Privileged Accounts I Reports } Users and Groups W System
Users » Groups ~ Roles ) Tasks » Delegation
Create RoIe > Members Create Role: Production Environment Privileged Access Role

Profile ‘ Tasks ]‘ Members_] Administrators 1 Owners 1

[Memberpobcy ]
Select Privileged Account

from the drop down list

Member Rule

Which users are members of this role?
Users who are members of (

» group [CA CM Prod SAM ) )

Scope Rules
Define any scope rules that apply to this role:

Add new scoping rule

Kl

Privileged Account
Certification Policy
Connection
Connector Server oK Cancel
Directory Connaction
Endpoint

Coryri Endpoint Type About
Group

Host

Host Group

Identity Policy Set

Label

Logical Attribute Handler
Login Application

Login Application Ticket
Nene

Organization

Password Consumer
Password Policy

Polic

Privileged Account =

>

n
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Select <Privileged Account—
filter> as the filter scoping rule

. CA ControlMinder Enterprise Management Help
Logged calhost(DMS @ localhost) (Logout)
Home World View Policy Management Privileged Accounts Reports Users and Groups

as: cmad

» Users » Groups ~Roles »Tasks ) Delegation

Create Role: Production Environment Privileged Access Role

Profile Tasks Members ] Administrators ] Oowners 1
Member Policy

Member Rule

Which users are members of this role?
Users who are members of (

group |CA CM Prod SAM E )

Scope Rules
Define any scope rules that apply to this role:

Which Privileged Account objects does this role manage?

privileged Account | where <Privileged Account-filter= v

all
Add new scoping [ YT

=

OK Cancel

Select

<Privileged Account —
attribute> <comparator
<value>

m‘, CA ControlMinder Enterprise Management Help
calhost(DMS @ localhost) (Logout)

policy Management | Privileged Accounts | Reports | Users and Groups

Logged
Home

} Users | Groups ~Roles »Tasks » Delegation

Create Role: Production Environment Privileged Access Role

Profile Tasks Members l Administrators l Owners I
Member Policy

Member Rule

Which users are members of this role?
Users who are members of (

group (CA CM Prod SAM E )

P | Scope Rules
Define any scope rules that apply to this role:

Which Privileged Account objects does this role manage?

Privileged Account & where(

<Privileged Account-attribute> <comparator> <value:> )

. <Privileged Account-attribute> <comparator> <value:
Add new 5coping 1| wprivileged Account-attribute> <comparator> admin's <user-attribute>

0K Cancel
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Select Custom 1 from the list
of available attributes and
specify a tag name you used
previously for the
environment you are creating
a role for.

In our document we use the
following tags:

Prod
UAT

Test

The custom attribute values
are inherited from an
endpoint to its accounts.

This value can be overwritten
on the account level if
required.

Click OK to confirm.

€« C A | [) uksecfwdinc.ca.com:8100/iam/ac/cal2/index jsp?facesViewld =/app/page/screen/standard_searcve| =

G,_ CA ControlMinder Enterprise Management Help
Logged in as: cmadmin to localhost{DMS @ localhost) (Logout)

Home World View Policy Management Privileged Accounts Reports Users and Groups

Users » Groups <~ Roles »Tasks » Delegation

Create Role: Production Environment Privileged Access Role

Profile Tasks Members ] Administrators l Owners I
Member Policy

Member Rule

Which users are members of this role?
Users who are members of (

group [CA CM Prod SAM [ )

Scope Rules
Define any scope rules that apply to this role:

Which Privileged Account objects does this role manage?

Privileged Account © where(

Custom 1 El = E Prod )

Add new scoping rule

OK Cancel

Verify the member rule and
scoping rules on the next
screen and click Submit

Profile Tasks Members I Administrators I Owners

Members are able to use the tasks in 2 role.

Member Policies

Member Rule Scope Rules

Privileged Account
where ( Custom 1 ="Prod" )

who are members of ( group "CA CM Prod SAM" )

Add

["] Administrators can add and remove members of this role

Copy members from another role

Return to Search Submit| Cancel

The members of this rule will be able to access the privileged accounts that have “Prod” tag set on the

endpoint or account levels.

Repeat the above steps for each environment (group of servers).
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Role Verification

Login to ENTM as a user that is member of a MS Active Directory group defined on the member rules of
the defined roles.

In the example below the user was a member of “CM Prod SAM” group that is member of “Production
Environment Privileged Access Role”. This roles gives access to all the accounts that are tagged as
production - have “Prod” in their “Custom 1” field.

Navigate to Home -> My Privileged Accounts

M CA ControlMinder Enterprise Management Help

Logged in as: Admin01 Production to localhost{DMS @ localhost) (Logout)

Home

= My Accounts  Self Manager

My Privileged Accounts

Search My Privileged Accounts

[El Search the privileged accounts using the following criteria:

Search Accounts: Account Name E =|z| * Search

Options: @ My Accounts

| Service Accounts
" Break Glass Accounts
(") Checked-0Out Accounts

My Privileged Accounts
(F] View the privileged accounts. Use the Actions menu for each account in order to: Checkout/Checkin, Show Password, Automatic Login and
Break Glass.

Show: | 10 Results per Page E

1-70f7[7]
§ DS‘:::‘;:'S £ Account Name < Endpoint Name S Type < Status Actions

gow % cmsam Windows@adds.forwardinc.ca Windows Actions... E|
guw % cmsam Windows@db1.forwardinc.ca Windows Actions... E|
guw % cmsam MSSQL@dbl.forwardinc.ca MS SQL Server Actions... E|
guw 8, appladmo1 Windows@winzksprodol.forwardinc.ca |Windows Actions...
guw 8, osadmo1 Windows@winzksprodol.forwardinc.ca |Windows Actions...
guw 8, osoperol Windows@win2ksprodol.forwardinec.ca |Windows Actions... E|
guw 8, osopero2 Windows@winzksprodol.forwardine.ca |Windows Actions... E|

Close

You can see the list of accounts this user is allowed to “Check Out” without a need for an approval.

Navigate to Home -> Privileged Account Request and click Search.
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G., CA ControlMinder Enterprise Management Help

Logged in as: Admin01 Production to localhost{DMS @ localhost) (Logout)

Home

= My Accounts » Self Manager

Privileged Account Request: Select Privileged Account

Search for objects of type Privileged Account

where () | Endpoint Type = = [=] | Search C\earl

- - Checked Last Failed
[F - - - - i Disconnected Is Endpoint =
Select  Endpoint Type Endpostiane Container Account Name System Administrator DL =ETE
Users Date
. . " S5H
[} SSH Device Linux@acrh55_x64_01.forwardinc.ca Accounts appladmo1
¥ | SSH Device Linux@acrh55_x64_01.forwardinc.ca =k appladm02
- = 7| Accounts
SSH
4 4
] SSH Device Linux@acrh55_x64_01.forwardinc.ca Accounts  |CMSaM
. . = SS5H
| SSH Device Linux@acrhs55_x64_01.forwardinc.ca Accounts osadm01
. . " S5H
v v
[} SSH Device Linux@acrh55_x64_01.forwardinc.ca Accounts root

Select| Cancel

You can see all the other account listed. These are the accounts that the user is able to request and if
approved then “Check Out” the password.

The default behavior of CA ControlMinder SAM is that all accounts are available for request by any SAM

user. Of course, there is no need to request a privileged account that is always available to a user for
check-out.
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Advanced Topics

SAM Endpoint and Account Management Using the Feeder

In addition to the manual creation of endpoints and accounts using the ENTM WebUI, SAM provides a
method to automatically create and update endpoints and associated accounts using technology known
as a “feeder”.

The SAM feeder lets you import many SAM endpoints and shared accounts into CA ControlMinder
Enterprise Management in a single step. You can also use the SAM feeder to create, modify, or delete
SAM endpoints and privileged accounts.

While interviewing your application owners and system administrators to identify privileged accounts,
you can add the endpoints and privileged accounts of interest to a feeder file. The feeder file is a simple
CSV file. Copy your feeder files to a folder that is periodically polled by the feeder process of CA SAM.
This enables an automated and unattended process. The feeder output can be monitored for
conflict/errors.

The SAM feeder process

You, or an automated process, create and save one or more CSV files in the polling folder.
Each line in the CSV file represents a task to create or modify a SAM endpoint or privileged account.
You need to create separate CSV files for endpoints and for privileged accounts.

When the polling task starts, the SAM feeder uploads the CSV files in the polling folder to CA
ControlMinder Enterprise Management. You can configure the polling task to run at a specified time, or
you can start the polling task manually.

CA ControlMinder Enterprise Management renames the CSV file original_timestamp.csv, and moves the
file to the processed files folder.

Note: original is the name of the original CSV file, and timestamp is a timestamp that indicates when the
file was processed. For example, if you name the original CSV file endpoints.csv, CA ControlMinder
Enterprise Management names the file in the processed file folder endpoints_091209130256.csv.

CA ControlMinder Enterprise Management processes each line in the CSV file in turn. For each line in the
CSV file, the following happens:

As CA ControlMinder Enterprise Management successfully processes a line from the CSV file:
° The action is committed, for example, an endpoint is created.
. An audit event is written noting the action taken.
If CA ControlMinder Enterprise Management fails to process a line from the CSV file:
. The line from the CSV file is copied to a CSV file in the error files folder.
. A column named FAILURE_REASON is added to the CSV file in the error files folder.
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. The reason why the task failed is added to the FAILURE_REASON column for the

affected line.

° An audit event is written noting the failure.

The CSV file in the error files folder provides an easy way for you to review failures. The name of this file

is also original_timestamp.csv.

Note: The CSV file in the processed files folder lists all processed lines, but it does not note success or

failure.

Import Endpoints using the SAM feeder

Each row or line in the endpoint CSV file, after the header row or line, represents a task to create,

modify, or delete an endpoint in CA ControlMinder Enterprise Management.

Create a CSV file and give it an appropriate name.

There are sample files located in the following directory, where <ACServer> is the directory in which you

installed the Enterprise Management Server:

<ACServer>\IAM Suite\Access Control\tools\samples\feeder

Create a header row or line that specifies the names of the endpoint attributes.

The names of the endpoint attributes are as follows. Some endpoint attributes are valid only for certain
endpoint types. If you specify an attribute in the header of the CSV file and there is no value used for a

specific line in the file you need to leave a placeholder there (,,)

Note: The list below is not all inclusive. You can find additional information in the product

documentation.

Attribute name Description Additional information
OBJECT_TYPE Specifies the type of the object to import. Value: ENDPOINT
ACTION_TYPE Specifies the type of action to perform Value: CREATE, MODIFY,

DELETE
%FRIENDLY_NAME% Defines the name that you use to refer to

this endpoint within CA ControlMinder
Enterprise Management.

DESCRIPTION Defines any descriptive information that
you want to record for this endpoint.

DO_NOT_VALIDATE (Optional) Identifies whether or not to
connect to the endpoint when creating the
endpoint. If the endpoint is offline, you
may not want the connection to be
validated because this results in an error.

Values: TRUE, FALSE
Default: TRUE

ENDPOINT_TYPE Specifies the type of the endpoint.

You can view the available
endpoint types in CA
ControlMinder Enterprise
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Management.

HOST

Defines the host name of the endpoint.

It is a best practice to use the
DNS fully qualified domain
name

LOGIN_USER

Defines the name of an administrative user
of the endpoint.

This field is ignored when the IS_ADVANCE
attribute has a value of TRUE.

Setting the IS_ADVANCE attribute to TRUE
is recommended when possible because
the password does not have to be provided
in the PASSWORD attribute.

Valid for all endpoint types

LOGIN_USER identifies the
administrative account that
connects to the endpoint and
performs administrative tasks
unless the IS_ADVANCE
attribute has a value of TRUE.
For the latter case, an already
existing privileged
administrative account is used.

For the SSH Device endpoint
type, the administrative
accounts described above only
connect to the endpoint when
the
OPERATION_ADMIN_USER_NA
ME is defined. The
OPERATION_ADMIN_USER_NA
ME attribute defines the
account that performs
administrative tasks.

When the
OPERATION_ADMIN_USER_NA
ME is not defined, the SSH
Device endpoint type behaves
like all other endpoint types.

PASSWORD

Defines the password of LOGIN_USER.

When “IS_ADVANCE” identifies
the administrative user,
“PASSWORD" is ignored, but a
placeholder is still required in
the feeder file. There are
advantages to not identifying
the password.

URL

Defines the URL that CA ControlMinder
Enterprise Management uses to connect to
the endpoint. This attribute is valid for the
MS SQL Server and Oracle Server endpoint

types.

Format: (MS SQL Server)
jdbc:sqglserver://servername:po
rt;

Format: (Oracle Server)
jdbc:oracle:drivertype:@hostna
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me:port:service

DOMAIN

Provides the NETBIOS name of the
endpoint when an account local to the
endpoint will be managed as a privileged
account.

Provide the NETBIOS name of the Active
Directory domain when a domain account
will be managed.

Valid for the endpoint types:
Access Control for SAM

Windows Agentess

IS_ACTIVE_DIRECTORY

Specifies whether the endpoint is an Active
Directory domain or an Active Directory
domain controller.

Valid only for the Windows
Agentless endpoint type.

Limits: TRUE, FALSE

USER_DOMAIN

The NETBIOS name of the Active Directory
domain of which the administrative
privileged account is a member.

Required when:

LOGIN_USER defines an Active Directory
account instead of a local account.

The Advanced option is selected and the
administrative privileged account is an
Active Directory domain user.

Not required when:

LOGIN_USER defines a local account.

Valid for the Windows
Agentless endpoint type.

CONFIGURATION_FILE

Specifies the name of the SSH Device XML
configuration file that you are defining.

Valid only for the SSH Device
and the Network Device
endpoint types.

Note: If you do not specify a
value for this attribute, CA
ControlMinder Enterprise
Management uses the default
configuration file
(ssh_connector_conf.xml).

Some endpoints require a
different XML file. Refer to the
product documentation for
additional information.

OPERATION_ADMIN_USER_NAME

(Optional) Defines the name of the
operation administrator user of the

Valid only for the SSH Device
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endpoint. SAM uses this account to
perform administrative tasks on the
endpoint, for example, discovering and
changing the password of privileged
accounts.

The purpose is to allow an account with
less privilege to connect to the endpoint
but perform administrative tasks with
another account having enough privileges.

endpoint type.

‘LOGIN_USER’ defines the
connection account unless you
use the “IS_ADVANCE” and
related attributes to identify
the connection account.

OPERATION_ADMIN_USER_PASSW
ORD

(Optional) Defines the password for the
operation administrator user of the
endpoint.

Valid only for the SSH Device
endpoint type.

IS_ADVANCE

(Optional) Specifies whether you want to
use an existing privileged administrative
account already known to SAM to connect
to the endpoint and to perform
administrative tasks on the endpoint, for
example, to discover accounts and change
passwords.

Valid for all endpoint types.
Limits: TRUE, FALSE

Note: When the IS_ADVANCE
attribute has a value of TRUE,
the LOGIN_USER attribute is
ignored, but you must provide
values for:
PROPERTY_ADMIN_ACCOUNT_
ENDPOINT_TYPE,
PROPERTY_ADMIN_ACCOUNT_
ENDPOINT_NAME,
PROPERTY_ADMIN_ACCOUNT_
CONTAINER, and
PROPERTY_ADMIN_ACCOUNT_
NAME.

PROPERTY_ADMIN_ACCOUNT_END
POINT_TYPE

(Optional) Defines the endpoint type on
which the privileged administrative account
is defined.

IS_ADVANCE must be TRUE.

PROPERTY_ADMIN_ACCOUNT_END
POINT_NAME

(Optional) Defines the name of the
endpoint on which the privileged
administrative account is defined. The
endpoint must already exist in CA
ControlMinder Enterprise Management.

IS_ADVANCE must be TRUE.

PROPERTY_ADMIN_ACCOUNT_CON
TAINER

(Optional) Defines the container in which
the privileged administrative account is
defined. A container is a class whose
instances are collections of other objects.

IS_ADVANCE must be TRUE.
Values by endpoint type:

(Windows Agentless and Oracle
Server): Accounts

(SSH Device): SSH Accounts
(MS sQL Server): MS SQL Logins
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PROPERTY_ADMIN_ACCOUNT_NA
ME

(Optional) Defines the name of the
privileged administrative account that SAM
uses to perform administrative tasks on the
endpoint, for example, to discover
accounts and change passwords. The
privileged account must already exist in CA
ControlMinder Enterprise Management.

IS_ADVANCE must be TRUE.

LOGIN_APPLICATION

Specify the name of the login application to
associate with the endpoint.

When a SAM user checks out a
privileged account, a session
can be automatically started,
for example, RDP could start a
session on a Windows endpoint
using the privileged account’s
credentials.

The login application must
already be defined to SAM.

OWNER_INFO Specifies the name of the endpoint owner.  This can be either a user or
group name that is defined in
the user store used by CM
ENTM.

OWNER_TYPE Specify if the owner is a group or user. Values: GROUP, USER

DEPARTMENT_INFO

Specifies the name of the department.

The intent is to identify the
department associated with
the endpoint or privileged
account, but this field can be
used for any purpose.

CUSTOM1....5_INFO

Specifies up to five customer-specific
attributes.

These are free-form fields that
can be used for any purpose.

As described earlier, we used
CUSTOM1_INFO to store
information used for endpoint

tagging.

ADMIN_ACCOUNT_IS_DISCONNECT
ED

Specifies if the endpoint administrator
account is disconnected.

When TRUE, the password of
the account used to connect to
the endpoint is not managed
(changed) by CM SAM.

Values: TRUE, FALSE; Default:
TRUE

DISABLE_EXCLUSIVE_SESSIONS

Specifies whether or not to disable the
exclusive sessions option on this endpoint.

Values: TRUE, FALSE; Default:
FALSE
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DENY_BREAKGLASS_EXCLUSIVE Specifies whether or not to prevent Values: TRUE, FALSE; Default:
checkout of an exclusive account that is FALSE
already checked out via break glass.

You can use a spreadsheet or text editor of your choice to create the SAM feeder CSV file.
We suggest using a spreadsheet editor and exporting the file to CSV format (comma delimited).

Here as an example of an endpoint import CSV file.

OBJECT TYPE,ACTION TYPE, $FRIENDLY NAMES%, DESCRIPTION,ENDPOINT TYPE,HOST,LOGIN
USER, DOMAIN, IS ACTIVE DIRECTORY,USER DOMAIN,IS ADVANCE, PROPERTY ADMIN ACCOUNT
_ENDPOINT TYPE, PROPERTY ADMIN ACCOUNT ENDPOINT NAME, PROPERTY ADMIN ACCOUNT CO
NTAINER, PROPERTY ADMIN ACCOUNT NAME, OWNER INFO,OWNER TYPE,CUSTOM1 INFO
ENDPOINT, CREATE, Windows@win2k8uat02.forwardinc.ca,Created by the SAM

feeder, Windows
Agentless,win2k8uat02.forwardinc.ca,,WIN2K8UATO1, FALSE, FORWARDINC, TRUE, Window
s Agentless,Windows@adds.forwardinc.ca,Accounts, cmsam,"CA CM UAT

Approvers", "GROUP", "UAT"

ENDPOINT, CREATE, Windows@win2k8test02.forwardinc.ca,Created by the SAM

feeder, Windows
Agentless,win2k8test02.forwardinc.ca, ,WIN2K8TESTDO1, FALSE, FORWARDINC, TRUE, Win
dows Agentless,Windows@adds.forwardinc.ca,Accounts,cmsam,"CA CM Test
Approvers", "GROUP", "Test"

ENDPOINT, CREATE, Windows@win2k8prod02.forwardinc.ca,Created by the SAM

feeder, Windows
Agentless,win2k8prod02.forwardinc.ca, , WIN2K8PROD02, FALSE, FORWARDINC, TRUE, Wind
ows Agentless,Windows@adds.forwardinc.ca,Accounts,cmsam,"CA CM Prod
Approvers", "GROUP", "Prod"

This file includes the header record and 3 endpoint records.
This will create 3 Windows Agentless Endpoints — OBJECT_TYPE = ENDPOINT, ACTION_TYPE = CREATE.

The IS_ADVANCE property is set to TRUE, which means that a privileged account already defined to SAM
is used to connect to and manage the endpoint. The previously discovered administrative account is the
“cmsam” Active Directory account from the Windows@adds.forwardinc.ca endpoint. The examples
assume that the three new endpoints are members of the Active Directory domain, and “cmsam” has
administrative rights on these endpoints.

For all three endpoints, the OWNER_INFO attribute is set to an Active Directory group, CA CM Prod
Approvers, and the CUSTOM1_INFO attribute is set to Prod per our need to have a way to tag the
endpoints’ environment.

When you are ready to add these endpoints to SAM, copy the CSV file to the following location:
IBoss_home/server/default/deploy/IdentityMinder.ear/custom/ppm/feeder/waitingToBeProcessed

where JBoss_home provides the drive and path to the JBoss installation on the Enterprise Management
server. By default, the feeder checks the folder every hour.
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Go to System\Connection Management\Modify Scheduling Config to view or modify the feeder’s

schedule.

m‘, CA ControlMinder Enterprise Management
Logged in as: cmadmin_to localhost{DMS @ localhost) (Logout)

Home | World View | Policy Management

privileged Accounts | Reports | Users and Groups

System

Help

~ Connection Management ’ Tasks  Audit

From the above example, the Feeder Folder Polling Cron Expression is set to:

010/60 * * *?

= Required

Modify Scheduling Config: 1

Scheduling Configuration Cron Expressions

+Feeder Folder Polling Cron Expression: [T/ il

+Request Not Started Cron Expression: orio===>

*Retry Password Reset Cron Expression: [y 5~/ = = 7

*Fail Tasks Monitor Cron Expression: Joarzo===>

+Password Change Monitor Cron: [5 5735 = = = 7

Submit| Cancel

The previous expression implies that the feeder polling job runs automatically every 60 minutes, starting
on the 10th minute. This is a standard expression as used for cron scheduling. You can modify this
expression to suit your needs.

Go to Privileged Accounts\Accounts\Feeder Folder Polling to start the polling manually.

The Feeder Folder Polling screen appears.

M CA ControlMinder Enterprise Management
Logged in as: cmadmin_to localhost{DMS @ localhost) (Logout)

Home | World View | Policy Management | Privileged Accounts | Reports | Users and Groups

System

Help

- » i » Login icati » Lot

» Password Policy » Audit

Feeder Folder Polling

Submit| Cancel

Click Submit.

The SAM feeder processes the CSV files in the polling folder.

You will see the screen below when the task is submitted.

m,_ CA ControlMinder Enterprise Management
Logged in as: cmadmin_to localhost(DMS @ localhost) (Logout)

Home | World View | Policy Management | Privileged Accounts | Reports | Users and Groups

- 3 i » Login

» Password C

System

Help

s ) Password Policy  Audit

Create Privileged Account
Modify Privileged Account
Delete Privileged Account
View Privileged Account
Show Previous Account
Passwords

Automatic Passwords Reset
Manual Password Reset
Force Check-In

Discover Privileged Accounts
Wizard

Discover Service Accounts
wizard

Feeder Folder Polling

Retry Passwords Reset

Feeder Folder Polling

Task completed.

oKl

You can check files in the following folders for processed records and failures.
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Files in the following directory include all the processed records (failures AND successes).

1Boss_home/server/default/deploy/IdentityMinder.ear/custom/ppm/feeder/processed

Files in the following directory include the records that resulted only in failure. The reason for the

failure is noted at the end of each record:

IBoss_home/server/default/deploy/IdentityMinder.ear/custom/ppm/feeder/failedToSubmit

You can also view the results in the Ul at System/Audit/ View Submitted Tasks.

You can also use the feeder to delete or modify the endpoints. Set ACTION_TYPE in the CSVfile to

DELETE or MODIFY, as appropriate.

The following example modifies OWNER_INFO (used to store approvers) to "CA CM Prod Approvers"
and CUSTOM1_INFO to "PROD" (used for tagging). Other attributes stay the same as populated by the

feeder in the above mentioned CREATE action.

OBJECT_TYPE,ACTION_TYPE,%FRIENDLY_NAME%,DESCRIPTION,ENDPOINT_TYPE,HOST,LOGIN_
USER, DOMAIN, IS ACTIVE DIRECTORY,USER DOMAIN, IS ADVANCE, PROPERTY ADMIN ACCOUNT
_ENDPOINT TYPE, PROPERTY ADMIN ACCOUNT ENDPOINT NAME, PROPERTY ADMIN ACCOUNT CO
NTAINER,PROPERTY_ADMIN_ACCOUNT_NAME,OWNER_INF0,0WNER_TYPE,CUSTOMl_INFO
ENDPOINT, MODIFY,Windows@win2k8uat02.forwardinc.ca,Modified by the SAM

feeder, Windows

Agentless,win2k8uat02.forwardinc.ca,,WIN2K8SUATO01l, FALSE, FORWARDINC, TRUE, Window
s Agentless,Windows@adds.forwardinc.ca,Accounts, cmsam,"CA CM Prod

Approvers", "GROUP", "PROD"

Import Privileged Accounts using the SAM feeder

You can also use the feeder to create, modify and delete privileged accounts.

The process is the same as for the endpoints, but the attributes are different.

You need to create a CSV file and give it an appropriate name.

Each row or line in the privileged account CSV file, after the header row or line, represents a task to
create, modify, or delete a privileged account in CA ControlMinder Enterprise Management.

Attribute name Description

Additional information

OBJECT_TYPE Specifies the type of the object Value: ACCOUNT_PASSWORD
to import.

ACTION_TYPE Specifies the type of action to Value: CREATE, MODIFY, DELETE
perform

ACCOUNT_NAME Defines the name by which the Note: Use upper case for

endpoint refers to the account.

mainframe privileged accounts, for
example, RACF, ACF2, and Top
Secret accounts and for Oracle
accounts. Use the proper case for
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the SSH Device endpoint type
because it is case-sensitive.

ENDPOINT_NAME

Specifies the name of the
endpoint on which the privileged
account resides.

NOTE: The endpoint must already
exist before creating any privileged
accounts for the endpoint.

NAMESPACE Specifies the endpoint type of Note: You can view the available
the endpoint. endpoint types in CA
ControlMinder Enterprise
Management.
CONTAINER Specifies the name of the Values:

container for the shared account.
A container is a class whose
instances are collections of other
objects. Containers are used to
store objects in an organized way
following specific access rules.

Windows Agentless and Oracle
Server endpoints: Accounts

SSH Device endpoints: SSH
Accounts

MS SQL Server endpoints: MS SQL
Logins.

DISCONNECTED_SYSTEM

Specifies if the shared account
originates from a disconnected
system.

If you specify TRUE, SAM does not
manage the account password.
Instead, SAM acts only as a
password vault for the privileged
account.

Anytime the account’s password is
changed on the endpoint,
someone must manually update
the password in SAM.

Values: TRUE, FALSE

EXCLUSIVE_ACCOUNT

Specifies if the account can only
be checked out by one user at a
time.

EXCLUSIVE — SAM lets a single
user check-out the account at any
time.

EXCLUSIVE_SESSIONS — SAM
verifies that the privileged account
is not already in use on the
endpoint before allowing the
account to be checked out.

NONE — SAM allows multiple users
to check-out the account
concurrently.

Values: EXCLUSIVE_SESSIONS,
EXCLUSIVE, NONE

NEW_PASSWORD

Defines the password for the
shared account. If you do not

Note: The password must comply
with the password policy.
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specify a value for this attribute,
CA ControlMinder Enterprise
Management generates a
password that complies with the
specified password policy.

PASSWORD_POLICY

Specifies the password policy for
the shared account.

Note: If you specify a password
policy that does not exist, the task
fails and CA ControlMinder
Enterprise Management does not
create the account.

OWNER_INFO Specifies the name of the This attribute is inherited from the
account owner. endpoint if not specified.
OWNER_TYPE Specify if the owneris a group or  Values: GROUP or USER

user

DEPARTMENT_INFO

Specifies the name of the
department.

This attribute is inherited from the
endpoint if not specified.

CUSTOM1....5_INFO

Specifies up to five customer-
specific attributes.

These attributes are inherited from
the endpoint if not specified.

CHANGE_PASSWORD_ON_CHECKOUT

Specifies if you want CA
ControlMinder Enterprise
Management to change the
password of the account every
time it is checked out.

Values: TRUE, FALSE
Default: FALSE

Use this option if there is a
possibility that the account
password might be changed
outside of SAM. This is to ensure
that the checked out password
matches the one on the target
system.

CHANGE_PASSWORD_ON_CHECKIN

Specifies whether you want CA
ControlMinder Enterprise
Management to change the
password of the account every
time it is checked in by a user,
program, or when the checkout
period expires.

Values: TRUE, FALSE

Default: TRUE

It is a best practice to change the
account password on check in.

The following CSV file snippet imports 3 privileged accounts to CM SAM.

The account passwords will be managed by SAM. Multiple users can checkout these privileged accounts
since EXCLUSIVE_ACCOUNT is set to NONE.

Note that NEW_PASSWORD attribute is empty so the account password will be generated by CA SAM

using the specified password policy.

CA Technologies, 2013

CA ControlMinder Rapid Implementation Guide - SAM — 3.0docx

96




G

technologies

CA ControlMinder Rapid Implementation Guide — Shared Account Management

OBJECT TYPE,ACTION TYPE,ACCOUNT NAME, ENDPOINT NAME,NAMESPACE, CONTAINER, DISCON
NECTED SYSTEM, EXCLUSIVE ACCOUNT,NEW PASSWORD, PASSWORD POLICY

ACCOUNT_ PASSWORD, CREATE, osprodadm02, Windows@win2k8prod02. forwardinc.ca,Window
s Agentless, Accounts, FALSE, NONE, ,Windows password policy

ACCOUNT_PASSWORD, CREATE, osuatadm02, Windows@win2k8uat02.forwardinc.ca,Windows
Agentless,Accounts, FALSE,NONE, ,Windows password policy

ACCOUNT_PASSWORD, CREATE, ostestadm03,Windows@win2k8test03.forwardinc.ca,Window
s Agentless, Accounts, FALSE, NONE, ,Windows password policy

Set ACTION_TYPE to DELETE or MODIFY to delete or update an account.
The following CSV file snippet modifies PASSWORD_POLICY to “Windows password policy — Strong”

OBJECT TYPE,ACTION TYPE,ACCOUNT NAME, ENDPOINT NAME,NAMESPACE, CONTAINER, DISCON
NECTED SYSTEM, EXCLUSIVE ACCOUNT, NEW PASSWORD, PASSWORD POLICY

ACCOUNT_ PASSWORD,MODIFY, osprodadm02,Windows@win2k8prod02.forwardinc.ca,Window
s Agentless,Accounts, FALSE,NONE, ,Windows password policy - Strong

The manual feeder polling instructions are the same for endpoints and accounts.

Configure Email Notification for Workflow
CA ControlMinder Enterprise Management can send email notifications when a specific event occurs.

Email notifications inform CA ControlMinder Enterprise Management users of events in the system, and
are generated from email templates. If you enable email notifications, CA ControlMinder Enterprise
Management can generate email notifications when one of the following occurs:

e An event that requires approval or rejection is pending.
e An approver approves an event.
e An approver rejects an event.
e An event starts, fails, or completes.
e A CA ControlMinder Enterprise Management user is created or modified.
It is a best practice to enable email notifications for events related to approval workflows.
The two events of interest include:
BreakGlassCheckOutAccountEvent
CreatePrivilegedAccountExceptionEvent

It is also possible to have a notification for “CheckOutAccountPasswordEvent” if you require a
notification to be received every time a password is checked out.

To configure email notification settings follow these steps:

Stop the JBoss service from the Services panel.
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Open the mail-service.xml file. By default, the file is located in the following directory:
IBoss_ HOME/server/default/deploy

Locate the following entry in the file:

<property name="mail.smtp.host" value="smtp.nosuchhost.nosuchdomain.com"/>

Change the smtp.nosuchhost.nosuchdomain.com value to the full DNS domain name of the outgoing
email server host. For example:

<property name="mail.smtp.host" value="mysmtpserver.mydomain.com"/> ‘
Note: The Enterprise Management Server must resolve the IP address of the SMTP server to the full DNS
domain name that you specify for this property.

Update the smtp port if required.

<property name="mail.smtp.port" value="25"/> ‘
Open the corresponding email templates for the privileged account password request
CreatePrivilegedAccountExceptionEvent.tmpl file in the following directories:

1Boss_ HOME/server/default/deploy/lIdentityMinder.ear/custom/emailTemplates/default/approved
JBoss_ HOME/server/default/deploy/ldentityMinder.ear/custom/emailTemplates/default/completed
JBoss_ HOME/server/default/deploy/IdentityMinder.ear/custom/emailTemplates/default/pending
JBoss_ HOME/server/default/deploy/ldentityMinder.ear/custom/emailTemplates/default/rejected

Modify the template host name and port from “localhost:8080” to the Enterprise Management Server
host name and port, for example: myentmserver.mydomain.com:18443

Do the same for the following template BreakGlassCheckOutAccountEvent.tmpl for the break glass
event located under:

JBoss_ HOME/server/default/deploy/ldentityMinder.ear/custom/emailTemplates/default/pending

Save and close the files.

Open the email.properties file. The file is located in the following directory:

JBoss_HOME/server/default/deploy/IdentityMinder.ear/config/com/netegrity/config/
Edit the following entry:

‘admin.email.address:IMS ‘
Specify the sender email address then save and close the file. For example:

‘admin.email.address=SAMadmin@mycompany.com ‘
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Start JBoss.

In the CA IdentityMinderTM Management Console, click Environments.

€A Management Console el

Directories - Manage the configuration for a user store or Provisioning Server

Environments - Manage environments

Note: See the “Enable the CA IdentityMinder Management Console” section of this document for the
steps to enable and start the console.

Select “ac-env”.

.. Management Console Help

Home » Envirenments

Name Description Version Directory
[ ac-env ac-env 1206395 | ac.di

[ New... ] [ Delete ] [ Import... ] [ Export...

Select “Advanced Settings”.

M Management Console Help

Home > Environments > ac-env

Environment Properties

Runing

Property Value
oD 1
MName ac-env
Description ac—snv
~
Directory ac-dir
Provisioning Server (None) @
Version 12.0.6.395
Base URL http//ACMANAGER for
Protcid Al
Pube Al
Public User ‘ ‘ [ Validate
Unique MName: CN=CM Admin OU=CA ContrelMinder,OU=Serice
Accounts, DC=forwardinc, DC=ca
Job Timeout User Console
Status

Advanced Settings
Role and Task Settings
System Manager

Select “E-mail”.
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CA. Management Console

Home *> Environments > ac-env * Advanced Settings

Help

Advanced Settings

Auditing

Business Logic Task Handlers

E-mail

Event Listeners

Identity Policies

Logical Attribute Handlers

Miscellaneous

Notification Rules

Organization Selector

Provisioning

Reports

User Console

Web Senices

Work Item Delegation

Workflow

Workflow Participant Resalvers

Import. ] [ Export.... ] [ Reset I

The E-mail Properties window appears.
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G‘, Management Console Help

Home > Environments > ac-env > Advanced Settings > E-mail

E-mail Properties

Property Value
Events e-mail Enabled [}
Tasks e-mail Enabled [}
Template Directory default

Send e-mail when the following events are completed or during workflow:

Event: AccountPasswordResetPasswordEvent El Add

Event

[C] AddGrantorOnSharedAccountRoleEvent
[T AddToGroupEvent

[ AssignAdminRoleEvent

[ AssignSharedAccountRoleEvent

[ BreakGlass CheckOutAccountEvent

[Tl CheckOutAccountPasswordEvent

[ CreateGroupEvent

[ CreateDrganizationEvent

[ CreatePrivilegedAccountExceptionEvent

[ CreatePrivilegedAccountExceptionMot StartedEvent
[ CreateUserEvent

[l DeleteGroupEvent
[ DeleteUserEvent
[T MadifyGroupEvent
O MadifyUserEvent

[l RemoveFromGroupEvent
[CIRevokeAdminRaleEvent

[CIRevokeSharedAccountRoleEvent
[ selfRegisterUserEvent

Select the check box next to “Events e-mail Enabled”

This enables email notifications for CA ControlMinder Enterprise Management events, including SAM
events.

The Template Directory is set to “default” out of the box.

Do not modify this entry.

Note: The email templates are located in the following directory:
jboss_dir/server/default/deploy/IdentityMinder.ear/custom/emailTemplates/default
Specify the events for which email notifications are sent.

We recommend that you specify only SAM events for which email templates are provided.
Select the check box next to every event, except the following SAM events:

BreakGlassCheckOutAccountEvent
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CreatePrivilegedAccountExceptionEvent
Click Delete.

Note: You can also keep “CheckOutAccountPasswordEvent” in if you want to receive a notification every
time a password is checked out.

All notifications, other than these two SAM events, are deleted.

You have configured CA ControlMinder Enterprise Management to send email notifications for these
two SAM events.

CA. Management Console nelp

Advanced Settings > E-mail

£ The following waning(s) occurred:
« Changes have been made that require a restart of the environment to take effect

E-mail Properties

Property Value
Events e-mail Enabled
Tasks e-mail Enabled o
£ Template Dirsctory default

Send e-mail when the following events are completed or during workflow:

Event:| AccountPasswordResetPasswordEvent =] Add
Event

[)BreakGlassCheckOutAccountEvent
[C] CreatePrivilegedAccountExceptionEvent

Send e-mail when the following tasks are completed or during workflow:
Select a task by performing a search and selecting from the results
Admin Task Name: | EQUALS
Search Results:
ame \
Add
[ Task |
| [CIForgotten Passward |

Click Save.

The email notification properties are saved.
You are warned that there are changes that require a restart.
Click “Restart.”

The CA IdentityMinder Management Console restarts the environment and applies your changes.

Note: For more information about email notifications, see the Enterprise Administration Guide.
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Verify the Workflow and Email Configuration
Login to Enterprise Management as a user that has no direct access to privileged accounts.
Go to Home\My Accounts\Privileged Account Request.

Search for the account you want to request and select the account.

wm CA ControlMinder Enterprise Management Help
Logged in as: nightoper0l OperatorDl to localhost{(DMS @ localhost) (Logout)
Home

~ My Accounts F Self Manager

Privileged Account Req : Select Privileged Account
Search for objects of type Privilaged Account
where () | Endpoint Type =] = =] Search| Clear,
<12
|| = - . . ~ Disconnected |Is Endpoint Checked Out By | Last Failed
Select | Endpoint Type| ~ EMdpoint Name Container account Name  System Administrator Users Connection Date
windows
Ei ppladmo1
Agentless 2k8prodo1. ca|Accounts
Windows
0 Pgeritees Windows@win2k8prodo1.forwardinc.ca|Accounts  |osadm01
Windows
=] Agentless Windows@win2ksprodo1.forwardinc.ca|Accounts  |osoper01
Windows
0 Ppemites Windows@win2k8prod01.forwardinc.ca|Accounts | osoper02
<12

Select| Cancel

Click “Select”.
Provide a justification, start date and valid until date.

Click “Submit”.

CA ControlMinder Enterprise Management Help
Logged in as: nightoperDl Operator0l to localhost{DMS @ localhost) (Logout)
Home

~ My Accounts  Self Manager

Privileged Account Request

Account Request Details
EJFill in the account access request details:

= Required

*Justification: [ o0 4t restart the application because of an security update.

Start Date: 15 | May 2013 | o3 :[13 |[em[7]
valid until Date: 15 | May [*]z012 | o4 [:|1z |[pm[¥]

Return to Search Submit| Cancel

The request is sent for approval.

m‘, CA ControlMinder Enterprise Management belp
Logged in as:_nightoper01 Operator01l to localhost(DMS @ localhost) (Logout)
Home

~ My Accounts + Self Manager

My Privileged Accounts Privileged Account Request
privileged Account Request
Waiting For My Approval Task pending.

Return to Search| oK

Zopyright & 2013 CA. Al rights reserved. About

In our case we selected one of the accounts from a production server.

A request for approval will be sent to all the member of the group specified in the “Owner” property of
the requested accounts.

This property is inherited from the endpoint.
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Log in to the user interface as one of the approvers — a member of the AD group specified in the owner
field of the privileged account.

You should see a request awaiting an approval.

Click on the hyperlink.

‘, CA ControlMinder Enterprise Management Help

Logged in as: CM Production Owner to localhost{DMS @ localhost) (Logout)

Home

Work List
Select - v ¥
Name -
All Last Updated On Initiated By Workflow Level
Approval - User "nightoper01" assign user "nightoper01" access to the Privileged Account Event Lavel
] name: "appladm01" on "Windows@win2k8prod01.forwardinc.ca" Accounts ("Windows 5/16/13 2:18 PM  nightoper01 Workflow

Agentless")..

Approve| Reject

¢

You will see the details of the request.

Click “Privileged Accounts” tab for more information about the request.

,_ CA ControlMinder Enterprise Management Help

Logged in as: CM Production Owner to localhost{DMS @ localhost) (Logout)
Home

Approve Privileged Account Request: name: "appladm01" on "Windows@win2k8prod01.forwardinc.ca"”
Accounts ("Windows Agentless™).

Title: Approval - User "nightoper01" assign user "nightoper01" access to the Privileged Account name: "appladm01” on
* "Windows@win2k8prod01.forwardinc.ca" Accounts ("Windows Agentless")..

State: Available
Initiated by: nightoper01

Created on: 5/16/13 2:18 PM
You can choose one of the following options:

Approve Approve the work item and proceed to the next approver
Reject Reject the work item and complete the process

Reserve Item Reserve the work item and remove it from work lists of other approvers

Reserving this work item removes it from work lists of other approvers.

Approvers l Privileged Account 1

| ‘ ~ User ID | = Last Name | ~ First Name‘ ~ Org Name

|©]cmpradown|praduction owner|cm |ou=ca cM sam,De=forwardine,DC=ca|

Add Ass\gneas| Perform Reass\gnmentl

Appruvel Reject| Reserve Itaml Close

You can add a comment or change the start and valid until dates.

Click “Approve”.
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Click “OK”.

Approvers | Privileged Account ‘

Endpoint Type Windows Agentless
Endpoint Name Windows@win2kBprod01.forwardinc.ca

Account Name appladm01

Container Accounts

T need to restart the application because of an security update.

Justification
4
StartDate 16 | May  [*|2013 03 16 |pmv]
validUntilDate [16 | May  [v]2013 04 138 [pm[¥]
Comment
4
Approve| Reject| Reserve Item| Close
G., CA ControlMinder Enterprise Management Help

Logqged in as: CM Production Owner to localhost(DMS @ localhost) (Logout)
Home

Approve Privileged Account Request: name: "appladm01" on "Windows@win2k8prod01.forwardinc.ca"
Accounts ("Windows Agentless").

Task pending.

o1

Log out and log in as the user that requested the account.

Go to Home/My Accounts/ My Privileged Accounts.

The requested and approved account is listed.

mm CA ControlMinder Enterprise Management Help

Logged in as: nightoper0l OperatorDl to localhost(DMS @ localhost) (Logout)

Home

= My Accounts » Self Manager

My Privileged Accounts

Search My Privileged Accounts

(] search the privileged accounts using the following criteria:

Search Accounts: Account Name El :E| - Search

Options: @ My Accounts
() Service Accounts
(") Break Glass Accounts
() Checked-0Out Accounts

My Privileged Accounts

(E View the privileged accounts. Use the Actions menu for each account in order to: Checkout/Checkin, Show Password, Automatic Login and
Break Glass.

show: | 10 Results per Page ||

1-10f1[x]
Show i B
Details £ Account Name 4 Endpoint Name £ Type & Status Actions
:nw 4 appladmo1 Windows@win2k8prodol.forwardinc.ca |\ Windows Actions... El
Close
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The user will get an email that the account request was approved if the notification is enabled.

Below is an example of such an email.

The following privileged account request was created:

Privileged Account Details
Endpoint Type: Windows Agentless

Endpoint Name: Windows @ win2k8prod0].forwardine.ca
Container: Accounts

Aceount Name: appladm01

Permission request start date: 16/05/2013 13:49:49 GMT
The permission is valid untit 16/052013 14:49:49 GMT
Approver Comment

htip Hipcman

1 forvarding ca 1
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Enable the CA IdentityMinder Management Console

You use the CA IdentityMinder Management Console to perform advanced configuration tasks, such as
CA ControlMinder Enterprise Management to send email notifications when a specific event occurs.

When you install the Enterprise Management Server, the CA IdentityMinder Management Console
option is disabled.

To enable the CA IdentityMinder Management Console follow these steps:

[E. Server Manager =1

Stop the JBoss Application Server - -

service from the Services Panel. EE el NENENT ] e N WD

S e [
e -
More ...
on | IBoss Application Server 4.2.3 Name = | Desaription | stetus | StarpType [ Logonas ||

"), IKE and AuthlP [PsecKeying ... The IKEEXT service hostst...  Started  Automatic Local System IBoss Appli... +
Start the service “ChInteractive Services Detecton  Enables user notfication of .. Manual Local System [P

g Disabled Local System

Description: Provides automatic IPv6 co...  Started  Automatic Local System

2 Local User | JBoss Appication Server 4.2.3 Internet Protocol seaurity (... Started Networks.

2 storage GA/Platform: Windows x86 e gl s
Coordinates ransactions b...  Started  Automatic (D...  Networks..

GsLinkLayer Topology Discavery... Creates aNetnark Map, co... Manual Local Senvice

G Microsoft NET Framework NG. . Merosoft NET Framework Manuzl Local System

€ Microsoft NET Framenork NG. . Mcrosoft NET Framework Manual Local System

Gl Microsoft Fbre Channel Platfo...  Regsters the platform with ... Manual Local Service

1€ MarosoftiSCSI Initistor Service  Manages Intemet SCSI (S Manual Local System

A C... Manages based v., Manual Local System

G Multmedia Class Scheduier Enables relative prioritzat. Manuzl Local System

EhNet.Tep Port Sharing Service  Provides abilty to share TC, Disabled Local senvice

GiNetiogon n e channel .. Sterted  Automatic Local System »|

T 21\ Extenced { Standard

Navigate to the following

. . € [ - g— - console.war ~ WEB-NF - - & [ D)
directory, where JBoss_HOME is QU -] =
. . Organize v {3 Views v @&Open ~ @
the directory where you installed A — (=] st modted [|Tpe (e [elmem ol
. m 3/13/2013 %:51PM  File Falder
J BOSS . J BOSS_H O ME [E pocuments Template 3/18/20139:43 PM  File Folder
: : B Pictures ] context.xml 3/14/2013 11114... XML Document 1k8
\Server\defau It\deploy\ldentltyMl B Music | idmhtml.d 3/14/2013 11:14... TLDFie ke
_‘struts-hear\.dd 3(14/2013 11:14... TLDFile SKB
nder‘ear\management_con50|e'w More :struts{unﬁg‘um\ 3/14/2013 11:14... XML Document 29KB
_ Foldl | struts-html. td 3/14/2013 1114... TLDFie 72k8
a r\WEB INF oo ;l | strutslogic.tid 3/14/2013 11:14... TLDFie 15k8
licenses || struts-nested. tid 3/14/2013 11:14.., TLDFie 70KB
SE';E’ truts-tles. tid 3/14/2013 11 LD Fil 8 kB
al canl 3KB
| default L1 toconf 4.
conf J | weblogic.xml 3/18/20133:43PM XML Document 2k8
data
deploy
acrptsry.ear

ejb3.deployer
htp-invoker.sar
IdentityMinder. ear
config
. custom
identityminder_ejb.jar
. library
management_console.war |

XML Document Size: 2.97KB

0 web.xml  Date modified: 4/28/2013 5:02 AM
— Date created: 3/18/2013 3:49 PM

Open the web.xml file in an
editable form.

Search for the following section: <filter>
AccessFilter <filter-name>AccessFilter</filter-name>
<filter-

class>com.netegrity.ims.manage.filter.AccessFilter<
/filter-class>

<init-param>

<param-name>Enable</param-name>
<param-value>False</param-value>

</init-param>
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</filter>

In the <param-value> field, change
the value to True.

Save and close the file.

<filter>

<filter-name>AccessFilter</filter-name>

<filter-

class>com.netegrity.ims.manage.filter.AccessFilter<

/filter-class>
<init-param>

<param-name>Enable</param-name>
<param-value>True</param-value>

</init-param>
</filter>
R tart th J B A | H t n [ Server Manager [_[olx]
esta € JBoss Applicatio e Adion Ve i
Server service from the Services SEERTES o NN NI == AR S
T sever e [ [ neions ==
[} I . Roles pr— N
anel. Featres —
Fa Diagnostics More »
£ 0} Confianon | T0oss Appliation server 423 1Nama & [ oesrpton | stotie | strtpType [ Logomas 2]
Task sche. “CAIKE and AUThIP [PsecKeying ...  The IKEEXT service hosts t...  Started  Automatic Local System JBoss Appli.. +
Windows f | Stop the service “GhInteractive Services Detection  Enables user notification of .. Manual Local System More .. b
‘ e sence -
G}, Senvices G Internet Connection Sharing (1. Provides netrork address t. Disabled Local System
;Efj WMI Cont. CLIP Helper Provides automatic IPv6 co...  Started Automatic Local System
B Local User | Description: GhPsec policy Agent Internet Protocol security (...  Started  Automatic Network s..
£2 Storage JBoss Appiication Server 4.2.3 3 s = pos
= Starag GAPlatform: Windows x86 A e ki
G KtmRm for Distributed Transac... Coordinates transactions b. ‘Automatic (D...  Networks..
“ChLink-Layer Topology Discovery... Creates a Netnork Map, co. Manual Local Service
C:Microsoft .NET Framework NG...  Microsoft .NET Framework ... Manual Local System
Gt Microsoft .NET Framework NG... Microsoft .NET Framework. Manusl Local System
ChMicrosoft Fibre Channe! Platfo. Registers the platform with ... Manual Local Service
ChMicrosoftiSCSI Initiator Service  Manages Internet SCSI (S... Manual Local System
“GhMicrosoft Software Shadow C...  Manages software-based v. Manual Local System
Cf:Multimedia Class Scheduler Enables relative prioritizatio. .. Manual Local System
GhMet.Tep Port Sharing Service  Provides abilty to share TC. Disabled Local Service
EhNetiogon Maintains a secure channel ... Started  Automatic Local System
G Netwark Access Protection Ag...  Enables Network Access Pr... Manual NetworkS...
G Network Connections. Manages objects in the Net... Started  Manual Local system x|
| |\ Extended A Standard
The CA IdentityMinder Cal. Management Console ele

Management Console is enabled.
To access the console go to:

https://<ENTMserver>:18443/idm
manage

Directories - Manage the configuration for a user store or Provisioning Server

Enviranments - Manage enviranments
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