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Technical Support
Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. TheTechnical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, theTechnical Support groupworkswithProductEngineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s support offerings include the following:

■ A range of support options that give you the flexibility to select the right
amount of service for any size organization

■ Telephone and/or Web-based support that provides rapid response and
up-to-the-minute information

■ Upgrade assurance that delivers automatic software upgrades protection

■ Global support purchased on a regional business hours or 24 hours a day, 7
days a week basis

■ Premium service offerings that include Account Management Services

For information about Symantec’s support offerings, you can visit our Web site
at the following URL:

www.symantec.com/business/support/

All support services will be delivered in accordance with your support agreement
and the then-current enterprise technical support policy.

Contacting Technical Support
Customers with a current support agreement may access Technical Support
information at the following URL:

www.symantec.com/business/support/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer onwhich theproblemoccurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

■ Product release level

www.symantec.com/business/support/
www.symantec.com/business/support/


■ Hardware information

■ Available memory, disk space, and NIC information

■ Operating system

■ Version and patch level

■ Network topology

■ Router, gateway, and IP address information

■ Problem description:

■ Error messages and log files

■ Troubleshooting that was performed before contacting Symantec

■ Recent software configuration changes and network changes

Licensing and registration
If yourSymantecproduct requires registrationor a licensekey, access our technical
support Web page at the following URL:

www.symantec.com/business/support/

Customer service
Customer service information is available at the following URL:

www.symantec.com/business/support/

Customer Service is available to assist with non-technical questions, such as the
following types of issues:

■ Questions regarding product licensing or serialization

■ Product registration updates, such as address or name changes

■ General product information (features, language availability, local dealers)

■ Latest information about product updates and upgrades

■ Information about upgrade assurance and support contracts

■ Information about the Symantec Buying Programs

■ Advice about Symantec's technical support options

■ Nontechnical presales questions

■ Issues that are related to CD-ROMs or manuals

www.symantec.com/business/support/
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Support agreement resources
If youwant to contact Symantec regarding an existing support agreement, please
contact the support agreement administration team for your region as follows:

customercare_apac@symantec.comAsia-Pacific and Japan

semea@symantec.comEurope, Middle-East, and Africa

supportsolutions@symantec.comNorth America and Latin America

mailto:customercare_apac@symantec.com
mailto:semea@symantec.com
mailto:supportsolutions@symantec.com
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Introducing Data Insight for
Data Loss Prevention

This chapter includes the following topics:

■ About Data Insight

■ Components of the SymantecData Loss Prevention integrationwith Symantec
Data Insight

■ How Data Insight works with Data Loss Prevention

■ What you can do with Symantec Data Insight and Symantec Data Loss
Prevention

■ Where to get more information about Symantec Data Insight

About Data Insight
Many organizations struggle with identifying data users and owners for their
unstructured data. This challenge is compoundedwith the fact that organizations
lack visibility into the types of content and data that is spread across their
computing environment.

WithSymantecData Insight, users canmonitor file access to automatically identify
the data user of a file based on the access history. The usage information then
automatically enters into the incident detail of files that violate Symantec Data
Loss Prevention policies. This method enables users to identify sensitive data
along with the responsible users to enable more efficient remediation and data
management.

Symantec Data Insight scans Network Attached Storage (NAS) filers and reports
on the access history of various users across files and folders. Symantec Data
Insight helps security administrators and the information security teams in your
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organization to monitor and report on access to sensitive information. It also
supports large-scale business owner-driven remediationprocesses andworkflows.

Symantec Data Insight helps organizations solve the problem of identifying data
owners and responsible parties for information due to incomplete or inaccurate
metadata or tracking information.

See “What you can do with Symantec Data Insight and Symantec Data Loss
Prevention” on page 12.

Symantec Data Insight can provide the following information:

■ Who owns the data

■ Who has accessed the data

■ How the data is protected

■ Who has seen the data

■ Frequency of access to files

The Symantec Data Insight information that contains the access history of data
users is available to Symantec Data Loss Prevention. If the access history on a file
is recorded, a data user can be identified in a Network Discover incident.

The Folder Risk Report ranks folders based on number of files with policy
violations, severity weightings, folder exposure, and actual user accesses on
sensitive data. This report provides a mechanism to focus on the folder assets
with the largest volume of data andhighest risk of data exposure. The report helps
SymantecData Loss Prevention remediators drive down risk in the fastest possible
manner.

See “About reports of folders at risk” on page 39.

Symantec Data Loss Prevention queries Symantec Data Insight for the data user
of a file and other access history attributes like the lastmodifying user. This access
history information is available in the Symantec Data Loss Prevention incident
snapshot as custom attributes.

The data user information from Symantec Data Insight can also be assigned to
the Data Owner Name field, to enable the automatic distribution of aggregated
incident reports to data owners for remediation.

See “Creating and distributing aggregated incident reports to data owners”
on page 56.

Introducing Data Insight for Data Loss Prevention
About Data Insight
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Components of the Symantec Data Loss Prevention
integration with Symantec Data Insight

SymantecData Insightmonitors file access to automatically identify the data user
of a file based on the access history. The summary of access history information
then automatically feeds into the incident detail of files that violate Symantec
Data Loss Prevention policies.

The following components are integrated to provide data user information for
incident remediation:

Symantec Data Insight scans Network
Attached Storage (NAS) filers and Windows
file servers. It reports on the access history
of various users across files and folders.

Symantec Data Insight

Network Discover scans file shares on the
sameNetworkAttached Storage (NAS) filers
and Windows file servers. It identifies
confidential information as Network
Discover incidents.

Network Discover

Symantec Data Loss Prevention queries
Symantec Data Insight for the data user of
a file and other access history attributes like
the last modifying user.

Symantec Data Loss Prevention

These components are integrated toprovide datauser information for theNetwork
Discover incidents.

See “How Data Insight works with Data Loss Prevention” on page 11.

How Data Insight works with Data Loss Prevention
Figure 1-1 shows the flow of information between the Symantec Data Insight
Management Server and the Symantec Data Loss Prevention servers.

SymantecData Insight scans file systems and shares and stores information about
the access history across the files and folders in Network Attached Storage.

ANetworkDiscover Server scans the files and folders inNetworkAttachedStorage
to expose confidential data. Information about the exposed confidential data is
stored on the SymantecData Loss Prevention Enforce Server.With the activation
of a license for Symantec Data Insight, a lookup plug-in on the Enforce Server
pulls data user information from the SymantecData InsightManagement Server.

11Introducing Data Insight for Data Loss Prevention
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This data user information populates custom attributes for a Network Discover
incident at the time the incident is generated.

Figure 1-1 Flow of information between Data Insight and the Symantec Data
Loss Prevention servers

Network
Discover
Server

Data
Insight
Server

Enforce
Server

Network
Attached
StorageScan and retrieve data

Data access
information

A process table specifies the installation and configuration of the components in
this diagram.

See “Locating and managing data at risk” on page 18.

What you can do with Symantec Data Insight and
Symantec Data Loss Prevention

Table 1-1 describes the use cases of SymantecData Insight to enablemore efficient
incident remediation:

Table 1-1 What you can do with Symantec Data Insight

DescriptionTasks

The Folder Risk Report ranks folders based on number of files
with policy violations, severity weightings, folder exposure, and
actual user accesses on sensitive data. This report provides a
mechanism to focus on the folder assets with the largest volume
of data and highest risk of data exposure. The report helps
Symantec Data Loss Prevention remediators drive down risk in
the fastest possible manner.

Prioritize remediation
of folders.

Introducing Data Insight for Data Loss Prevention
What you can do with Symantec Data Insight and Symantec Data Loss Prevention
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Table 1-1 What you can do with Symantec Data Insight (continued)

DescriptionTasks

Data-owner remediation reports provide a scalable method of
remediating large numbers of incidents. You can aggregate
incidents into a single incident report for each data owner on an
adhoc or scheduled basis and then email the remediation reports
(as a CSV or HTML attachment) to the respective custodians or
data owners.

Create and
automatically
distribute aggregated
incident reports to data
owners for remediation.

File owner information may not reflect the responsible party.
The responsible party or data owner can be a linemanager in the
business unit, the head of a department, or an information
security officer. Symantec Data Insight provides information to
tie themost active user of a file to amanager or responsible party
for remediation steps.

Identify thedataowner.

The FileOwner field may return an unresolvable account for an
individual thathas left the organization. For example, inWindows
Active Directory, every user has an underlying unique identifier
that is associatedwith their account. This identifier is sometimes
an unidentifiable string of information. Symantec Data Insight
provides information to dropdown to thenext resolvable account
that names an individual.

Identify the next-best
owner.

In the event of a data leak, you may want to know who saw a
particular file. You can run a Symantec Data Loss Prevention
summary report by the data user customattribute. Also, incident
snapshots provide information to tie the incident back to the
Symantec Data Insight Management Server. On the Symantec
Data Insight Management Server, you can view detailed
information and an audit history of who accessed the data. You
can also view correlations to similar incidents. Additional
remediation steps can thenbe taken to report on those individuals
or launch subsequent targeted scans on their assets.

Investigate a data leak.

Use the Network Discover incident report options to identify the data owners to
notify about these incidents.

See “Finding data users and accesses in incident reports” on page 47.

13Introducing Data Insight for Data Loss Prevention
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Where to getmore information about Symantec Data
Insight

You must target a file share on a filer that is supported for both Symantec Data
Insight and Symantec Data Loss Prevention. The supported filers and supported
client protocols (such as CIFS) are listed in the following documentation:

■ Symantec Data Insight supports specific filers.
For a list of the supported filers, see the Symantec Data Insight Installation
Guide.

■ Network Discover scans of file systems support specific client protocols.
For a list of the supported client protocols, see the Symantec Data Loss
PreventionAdministrationGuide, in the section "Supported file share targets."

The following documentation provides more information about Symantec Data
Insight:

■ Symantec Data Insight Installation Guide
Explains how to install Symantec Data Insight.

■ Symantec Data Insight Administrator's Guide
Explains how to configure and administer Symantec Data Insight using the
management console. Explains how to gather the access history of the data
users.

■ Symantec Data Insight User's Guide
Explains the SymantecData Insight views that display data access information
on folders and by users or groups. Explains how to set up Symantec Data
Insight reports.

The following documentation provides information about the setup to identify
data users in the Symantec Data Loss Prevention product using the information
from Symantec Data Insight:

■ Symantec Data Loss Prevention System Requirements Guide
Provides the requirements for the disk space for the Symantec Data Insight
information on the Enforce Server.

■ Symantec Data Loss Prevention Installation Guide
Explains how to install the Symantec Data Loss Prevention product.

■ Symantec Data Loss Prevention Administration Guide
Explains how to configure and run the scan of a Network Discover file system
target, and how to set up reports.

■ Symantec Data Loss Prevention Data Insight Implementation Guide

Introducing Data Insight for Data Loss Prevention
Where to get more information about Symantec Data Insight
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Explains the Symantec Data Loss Prevention implementation, configuration,
and uses of the information that is gathered from Symantec Data Insight.

■ Symantec Data Loss Prevention Lookup Plug-in Guide
Explains the configuration of lookup plug-ins.

■ Symantec Data Loss Prevention online Help
Explains how to configure the connection between the Symantec Data Loss
PreventionEnforceServer and theSymantecData InsightManagementServer.

15Introducing Data Insight for Data Loss Prevention
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Enabling Symantec Data
Insight to manage risk

This chapter includes the following topics:

■ Locating and managing data at risk

■ Configuring Symantec Data Loss Prevention for Symantec Data Insight

■ Configuring the risk score and timeframes for the report of folders at risk

■ About custom attributes and the Symantec Data Insight lookup plug-in

■ Creating custom attributes

■ Configuring status attributes and values

■ Editing the plug-ins properties file to enable the SymantecData Insight lookup
plug-in

■ Symantec Data Insight lookup plug-in mapping for custom attributes

■ Configuring the Symantec Data Insight lookup plug-in to populate the Data
Owner fields

■ Adding other lookup plug-ins to the configuration

■ Testing the Symantec Data Insight lookup plug-in

■ Configuring the Data Insight data refresh properties file

■ Best practices and troubleshooting for finding and reporting on data at risk
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Locating and managing data at risk
To locate and manage data at risk, you can use the following processes:

■ Set up, create, and automatically distribute aggregated incident reports to
data owners for remediation.
See “Creating and distributing aggregated incident reports to data owners”
on page 56.

■ Retrieve the data user from the Symantec Data Insight Management Server
into the Data Owner Name field in Discover incidents. Then use the Discover
reports to locate and manage the incidents.
See Table 2-1 on page 18.
See Table 2-2 on page 20.
See “Finding data users and accesses in incident reports” on page 47.

■ Retrieve details about file use from the Symantec Data Insight Management
Server into the custom attributes in the Discover incidents, to provide
additional fields in the Discover reports to locate and manage the incidents.
See Table 2-1 on page 18.
See Table 2-3 on page 21.
See “Finding data users and accesses in incident reports” on page 47.

To set up the connection to the Symantec Data Insight Management Server,
complete the following process:

Table 2-1 Setting up the Symantec Data Loss Prevention system to connect
to the Symantec Data Insight Management Server

DescriptionActionStep

See the following Symantec Data
Insight documentation:

■ Symantec Data Insight Installation
Guide

■ Symantec Data Insight
Administrator's Guide

Install and set up the Symantec
Data InsightManagement Server.

Make sure that the SymantecData
Insight Management Server has
access to the files or file systems
of interest.

Step 1

See the SymantecData Loss Prevention
Installation Guide.

Install the Symantec Data Loss
Prevention product, including at
least oneNetworkDiscoverServer.

Step 2

Enabling Symantec Data Insight to manage risk
Locating and managing data at risk
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Table 2-1 Setting up the Symantec Data Loss Prevention system to connect
to the Symantec Data Insight Management Server (continued)

DescriptionActionStep

See “Configuring Symantec Data Loss
Prevention for SymantecData Insight”
on page 21.

Note: Symantec Data Insight is a
separately licensed option. If Symantec
Data Insight is not licensed on the
Enforce Server, the menu option to
configure the connection to the
Symantec Data Insight Management
Server does not appear.

If you add the Symantec Data Insight
license onto an existingEnforce Server,
youmust restart the Incident Persister
service to enable the Symantec Data
Insight lookups and the data owner
lookups for incidents.

Set up the connection between the
Enforce Server and the Symantec
Data InsightManagement Server.

Step 3

See “Testing theSymantecData Insight
lookup plug-in” on page 35.

Test the connection from the
Enforce Server to the Symantec
Data InsightManagement Server.

Step 4

To retrieve details about file use into the Data Owner Name field, first complete
the setup in Table 2-1, and then complete the following steps:

19Enabling Symantec Data Insight to manage risk
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Table 2-2 Setting up the Symantec Data Loss Prevention system to retrieve
details about file use from the Symantec Data Insight Management
Server into the data owner field

DescriptionActionStep

Tomap theSymantecData Insight data
user (the personwho uses the filemost
frequently), to the Data Owner Name,
set the Data_User parameter.

See “Configuring the Symantec Data
Insight lookup plug-in to populate the
Data Owner fields” on page 33.

Note: You can map any other fields
into the DataOwnerName field, or set
itmanually from theDiscover incident
reports.

Retrieve the Symantec Data
Insight data user directly into the
Data Owner Name field in the
Discover incidents.

Step 1

Edit thePlugins.properties file to
set up all your lookup plug-ins.

See “Editing the plug-ins properties file
to enable the Symantec Data Insight
lookup plug-in” on page 27.

See the SymantecData Loss Prevention
Lookup Plug-in Guide.

Set up all your lookup plug-ins.

You can also chain the LDAP
LookupPlug-In or theCSVLookup
Plug-In to set the Data Owner
Email Address field.

Step 2

See the SymantecData Loss Prevention
Administration Guide.

Set up a Network Discover scan of
the file systems of interest.

Step 3

View the incident reports to verify that
the expected information is present.

See “Finding data users and accesses
in incident reports” on page 47.

Test that the details from the
Symantec Data Insight
Management Server populate the
Data Owner Name field.

Step 4

To retrieve details from Symantec Data Insight about file use into custom
attributes, complete the setup inTable 2-1, and then complete the following steps:

Enabling Symantec Data Insight to manage risk
Locating and managing data at risk
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Table 2-3 Setting up the Symantec Data Loss Prevention system to retrieve
details about file use from the Symantec Data Insight Management
Server into custom attributes

DescriptionActionStep

See “About custom attributes and the
SymantecData Insight lookup plug-in”
on page 24.

On the Enforce Server, create
custom attributes for each file
detail that you want retrieved
from the Symantec Data Insight
Management Server.

Step 1

Edit the properties file for Symantec
Data Insight on the Enforce Server, to
map the details from the Symantec
Data Insight Management Server into
the customattributes that you created.

See “Symantec Data Insight lookup
plug-inmapping for customattributes”
on page 28.

Map the details from the
Symantec Data Insight
Management Server into the
custom attributes that you
created.

Step 2

Edit thePlugins.properties file to
set up all your lookup plug-ins.

See “Editing the plug-ins properties file
to enable the Symantec Data Insight
lookup plug-in” on page 27.

Set up all your lookup plug-ins.Step 3

See the SymantecData Loss Prevention
Administration Guide.

Set up a Network Discover scan of
the file systems of interest.

Step 4

View the incident reports to verify that
the expected information is present.

See “Finding data users and accesses
in incident reports” on page 47.

Test that the details from the
Symantec Data Insight
ManagementServerpopulateyour
custom attributes.

Step 5

Configuring Symantec Data Loss Prevention for
Symantec Data Insight

Before you can use the information from Symantec Data Insight, you need to
configure the connection to the Symantec Data Insight Management Server.

You can also optionally configure the risk score and other options for the report
of folders at risk. The risk score is based on the relevant information from the
SymantecData Loss Prevention incidents plus the information from theSymantec
Data Insight Management Server.
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See “Configuring the risk score and timeframes for the report of folders at risk”
on page 23.

To configure the connection to the Symantec Data Insight Management Server

1 On the Enforce Server, click System > Settings > Data Insight.

If Symantec Data Insight is not licensed on the Enforce Server, this menu
option does not appear.

If you add the SymantecData Insight license onto an existing Enforce Server,
you must restart the Incident Persister service to enable the Symantec Data
Insight lookups and the data owner lookups for incidents.

2 Click Configure.

3 Enter the Host Name of the Symantec Data Insight Management Server.

4 Enter the Port number of the Symantec Data Insight Management Server.
The default is 443.

5 Click Retrieve Certificate.

This retrieval sends a request to the specified Symantec Data Insight
Management Server to obtain its SSL certificate.

6 View the certificate that is returned from the Symantec Data Insight
Management Server, and confirm that it is the correct certificate.

7 Enter the log on information to the Symantec Data Insight Management
Server.

■ Select Use Saved Credentials to use a credential that is saved in the
credential store.
Then enter the name of the saved credential.

■ Select Use These Credentials to enter the credentials here.

■ Enter the Username and Password, and Re-enter Password.

8 To verify the connection to the Symantec Data Insight Management Server,
click Test Connection.

This tests the connection to the specified SymantecData InsightManagement
Server using the specified credentials. This Test Connection operation is
available only after the server certificate is verified.
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Configuring the risk score and timeframes for the
report of folders at risk

Table 2-4 shows the parameters to configure the weights of the components of
the risk score for the report of folders at risk. The risk score is based on the
relevant information from the Symantec Data Loss Prevention incidents plus the
information from the Symantec Data Insight Management Server.

You can also configure the timeframes that are in the details of the report.

Table 2-4 Folder risk report configuration options

DescriptionDefaultParameter

The number of days in the timeframe for user access
in the risk score formula.

365Access History
Timeframe

The number of days that is the timeframe for the
user access in the formula.

7Unique Users
Timeframe

Select one of the following choices for the
components in the risk score formula:

■ Severity
The severity level of the incident in the Symantec
Data Loss Prevention incident report.

■ Severity and folder exposure
Folder exposure is the number of users who can
read from the folder where the incidents were
found.

■ Severity, folder exposure and user access
User access is the number of users who have
accessed the item at risk in the past. The
timeframe for the past is the number of days in
the Unique Users Timeframe parameter.

Severity
and
folder
exposure

Formula

The severityweight of the itemat risk. Themaximum
value of any weight is 100.

Weights (0-100):

Weight of a high severity item at risk.100.0High Severity

Weight of a medium severity item at risk.10.0Medium Severity

Weight of a low severity item at risk.2.0Low Severity

Weight of an informational severity item at risk.1.0Info Severity
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You can also configure the data refresh schedule to retrieve the information from
the Data Insight Management Server.

See “Configuring the Data Insight data refresh properties file” on page 37.

About custom attributes and the Symantec Data
Insight lookup plug-in

TheSymantecData Insight lookupplug-inpulls data fromaSymantecData Insight
Management Server. It then uses that data to populate custom attributes for a
Network Discover incident at the time the incident is generated.

When an incident is created, the Enforce Server retrieves data regarding that
incident. Some of that data is in the form of "attributes."

Custom attributes capture and store supplemental data that is related to the
incident, such as the name of a relevant manager or department.

See theSymantecDataLossPreventionAdministrationGuide formore information
about incident attributes.

You must create custom attributes for each attribute you want populated from
the Symantec Data Insight Management Server. You create only the custom
attributes that you need.

See “Creating custom attributes” on page 25.

To populate custom attributes with the incident-related data, the Enforce Server
uses a Symantec Data Insight lookup plug-in to retrieve the additional data from
the Symantec Data Insight Management Server.

The names for the attributes are not predefined because the mapping can be
configured.

See “Symantec Data Insight lookup plug-in mapping for custom attributes”
on page 28.

The SymantecData Insight lookup plug-in can retrieve the following information
from the Symantec Data Insight Management Server:

■ Data user. The data user is the user who most frequently accessed the file.

■ Data user last access time. The last time the data user accessed the file.

■ Data user access count. The number of times the data user accessed the file.

■ Most active users.

■ Most active readers.

■ Most active writers.
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■ Read and write counts for each of the most active users, readers, or writers.

■ Last modified by.

■ Last accessed time.

■ Number of read accesses across all users.

■ Number of write accesses across all users.

■ The first time that access history was collected for this incident.

■ Business owner as defined in the Symantec Data Insight product.

The values for the custom attributes can also be re-populated by clicking on the
Lookup option in the Attribute section of the Incident Snapshot screen. This
action replaces the existing values that are stored in the custom attribute fields
with the values returned by the new lookup.

Note: If the new lookup returns null or empty values for any custom attribute
fields, those empty values overwrite the existing values.

The start date of the access history can be configured for the plug-in.

See “Symantec Data Insight lookup plug-in mapping for custom attributes”
on page 28.

Creating custom attributes
Custom attributes can be grouped into attribute groups, similar to how statuses
are grouped into status groups, to organize the information in a useful way.
Examples of common attribute groups include Employee Information, Manager
Information, and Remediation Information. All custom attributes are available
for all incidents.

To create custom attributes and add them to a group

1 On the Enforce Server, click System > Incident Data > Attributes > Custom
Attributes. Note that a number of customattributeswere defined and loaded
for you by the Solution Pack that you selected during installation. All existing
custom attributes are listed in the Custom Attributes window.

2 To create a new custom attribute, click the Add option.

3 Type a name for the attribute in the Name box. If appropriate, check the Is
Email Address box.
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4 Select an attribute group from the Attribute Group drop-down list. If
necessary, create a new attribute group. Select CreateNewAttributeGroup
from the drop-down list, and type the new group name in the text box that
appears.

5 Click the Save option.

6 Generate a new incident, or view an existing incident, and verify that it
contains the new custom attribute.

The name you give to a custom attribute does not matter. But a custom attribute
you createmust be structured the same as the corresponding external data source.
For example, suppose an external source stores department information as
separate geographic location and department name. In this case, youmust create
corresponding location and department name custom attributes. You cannot
create a single department ID custom attribute combining both the location and
the department name.

Once you define your custom attributes, they become available to every incident.
Each incident receives its own set of custom attributes (though some name-value
pairs may be empty depending on circumstances). The custom attribute values
for an incident can be populated and changed independently of other incidents.

You can edit the custom attribute values if you have been assigned to a role that
includes edit access for custom attributes. If you want to update a group of
incidents, you can select those incidents on the incident list page. You can then
select the Set Attributes command from the Incident Actions menu. You can
select Lookup Attributes, to look up the values of custom attributes. Note that
the Set Attributes command and Attributes section on the Incident Snapshot
page are available only if at least one custom attribute is defined.

See “About custom attributes and the Symantec Data Insight lookup plug-in”
on page 24.

Configuring status attributes and values
As incidents are processed fromdiscovery to resolution, each stage can bemarked
with a different status. The status lets you track the progress of the incident
through your workflow. Based on the preferences of your organization and the
commonlyused terminology in your industry, you candefine thedifferent statuses
that you want to use for workflow tracking.

The Status Values section lists the available incident status attributes that can
be assigned to a given incident. The order in which status attributes appear in
this list determines the order they appear in drop-down menus used to set the
status of an incident. You can perform the following actions from the Status
Values section:
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ProcedureAction

Click the Add button.Create a new incident status attribute.

Click the attribute's red X and then confirm your
decision.

Delete an incident status attribute.

Click on the attribute you want to change, enter
a new name, and click Save.

To change the name of an existing status, click
on the pencil icon for that status, enter the new
name, and click Save.

Change an incident status attribute.

Click [set as default] for an attribute to make it
the default status for all new incidents.

Make an incident status attribute the
default.

■ Click [up] tomove an attribute up in the order.

■ Click [down] tomove an attribute down in the
order.

Change an incident status attribute's
order in drop-down menus.

To create a new incident status attribute

1 Go to the Attributes screen (System > Incident Data > Attributes) screen.

Click the Status tab.

2 Click the Add button in the Status Values section.

3 Enter a name for the new status attribute.

4 Click Save.

Editing the plug-ins properties file to enable the
Symantec Data Insight lookup plug-in

To enable the Symantec Data Insight lookup plug-in, you must edit the
Plugins.properties file, and enable the Symantec Data Insight lookup plug-in.
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To enable the Symantec Data Insight lookup plug-in

1 Open the \Protect\config\Plugins.properties file on the Enforce Server.

The Plugins.properties file is a plain ASCII text file that can be editedwith
any text editor, such as Notepad (Windows), or vi (Linux).

2 Edit the com.vontu.api.incident.attributes.AttributeLookup.plugins
property.

Add Data Insight Lookup at the end of this property.

Or you can comment out this line and remove the comment character from
the line in the file that already has Data Insight Lookup.

# Plugin JAR manifests to enable Data Insight lookups

#com.vontu.api.incident.attributes.AttributeLookup.

plugins=Data Insight Lookup

3 Edit the com.vontu.plugins.execution.chain property.

If you use only the Symantec Data Insight lookup plug-in, that plug-in must
be listed in the com.vontu.plugins.execution.chain property.

com.vontu.plugins.execution.chain=com.vontu.

lookup.datainsight.DataInsightLookup

If youusemultiple lookupplug-ins, their sequence in this property determines
their order of execution.

See “Adding other lookup plug-ins to the configuration” on page 33.

4 Remove the comment character from the line that defines the configuration
file on the Enforce Server for Symantec Data Insight.

# Data Insight Lookup configuration file

#com.vontu.lookup.datainsight.DataInsightLookup.

properties=DataInsightLookup.properties

5 Restart the Vontu Manager service for changes to the Plugins.properties
file to take effect. The Incident Persister service must also be restarted.

Symantec Data Insight lookup plug-in mapping for
custom attributes

Customattributes aremapped to SymantecData Insight informationwith entries
in theDataInsightLookup.properties file. Eachmapping is entered ona separate
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line in the file. The order in which these mapping entries appear in the file does
not matter.

A mapping is entered in the format:

Symantec Data Insight property = attr.Custom Attribute Name

Where:

■ Symantec Data Insight property
The Symantec Data Insight property whose data value is returned to the
Enforce Server. This value is used to populate the custom attribute that is
specified in the attribute mapping.

■ Custom Attribute Name
The name of the custom attribute as it is defined in the Enforce Server.

Note: If the attribute’s namecontainswhite-space characters, youmust precede
each instance of the white space with a backslash. A white-space character is
a space or a tab. For example, you need to enter the Total Writes custom
attribute in the DataInsightLookup.properties file as: attr.Total\ Writes.

See “Creating custom attributes” on page 25.

In this file, a mapping can also be defined for an arbitrary custom attribute that
the subsequent plug-in in the lookup plug-in chain uses.

For example:

File_Total_Writes = attr.Total\ Writes

A separate entry is made in the DataInsightLookup.properties file for each
custom attribute to be populated. For example:

## Custom attribute that corresponds to the

## total number of read accesses

File_Total_Reads = attr.Total\ Reads

## Custom attribute that corresponds to the

## total number of write accesses

File_Total_Writes = attr.Total\ Writes

## Custom attribute that corresponds to the

## last user who modified the file
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File_Last_Modified_By = attr.Last\ Modified\ By

## Custom attribute that corresponds to the

## last time the file was accessed

File_Last_Access_Date = attr.Last\ Accessed

See “About Data Insight” on page 9.

All dates are in the YYYY-MM-DD hh:mm format (ISO 8601). The date is displayed
in the time zone of the Enforce Server.

All names and users are in the format domain\username.

The following general properties can be defined in the
DataInsightLookup.properties file:

Configurable access history start date for
the Symantec Data Insight attributes in the
format yyyy-MM-dd.

If the date is blank, then the history is
reported for all dates.

Config_Access_History_From_Date

Configuration of the number of active users
to get from the Symantec Data Insight
Management Server.

Defaults to 1 if not specified.

A best practice is to set this number to 5 or
less.

Config_Active_User_Count

Configuration of the number of active
readers to get from the Symantec Data
Insight Management Server.

Defaults to 1 if not specified.

A best practice is to set this number to 5 or
less.

Config_Active_Reader_Count

Configuration of the number of active
writers to get from the Symantec Data
Insight Management Server.

Defaults to 1 if not specified.

A best practice is to set this number to 5 or
less.

Config_Active_Writer_Count
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The following file attribute properties can be defined in the
DataInsightLookup.properties file:

Custom attribute that corresponds to the
total number of read accesses.

File_Total_Reads

Custom attribute that corresponds to the
total number of write accesses.

File_Total_Writes

Custom attribute that corresponds to the
last user who modified the file.

File_Last_Modified_By

Custom attribute that corresponds to the
last time the file was accessed.

File_Last_Access_Date

Custom attribute that corresponds to the
first time that access history for the file was
collected.

File_Access_History_Start_Date

The following data user access properties can be defined in the
DataInsightLookup.properties file:

Custom attribute that corresponds to the
data user. This person uses the file most
frequently. The person who uses the file
most frequently may not be the person who
created the file.

Data_User

Custom attribute that corresponds to the
last time that the data user accessed a file.
The format is YYYY-MM-DD hh:mm

UTC+/-hh.

Data_User_Last_Access

Custom attributes that correspond to the
read access count of the data user.

Data_User_Reads

Custom attributes that correspond to the
write access count of the data user.

Data_User_Writes

Custom attribute that corresponds to the
business owner of the data user as defined
in the Symantec Data Insight Management
Server.

Business_Owner

The following user access properties can be defined in the
DataInsightLookup.properties file.
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Note: For more than two users, replace "n" with the user number. For example,
enter Most_Active_User_3.

Custom attributes that correspond to the
most active users. Configure the
Config_Active_User_Countproperty to
get more than one user.

Most_Active_User_1

Most_Active_User_2

Most_Active_User_n

Number of reads from themost active users.
Configure the
Config_Active_User_Count togetmore
than one user.

Most_Active_User_Reads_1

Most_Active_User_Reads_2

Most_Active_User_Reads_n

Number ofwrites fromthemost activeusers.
Configure the
Config_Active_User_Count togetmore
than one user.

Most_Active_User_Writes_1

Most_Active_User_Writes_2

Most_Active_User_Writes_n

Custom attributes that correspond to the
most active readers. Configure the
Config_Active_Reader_Countproperty
to get more than one user.

Most_Active_Reader_1

Most_Active_Reader_2

Most_Active_Reader_n

Number of reads from the most active
readers. Configure the
Config_Active_Reader_Countproperty
to get more than one user.

Most_Active_Reader_Reads_1

Most_Active_Reader_Reads_2

Most_Active_Reader_Reads_n

Number of writes from the most active
readers. Configure the
Config_Active_Reader_Countproperty
to get more than one user.

Most_Active_Reader_Writes_1

Most_Active_Reader_Writes_2

Most_Active_Reader_Writes_n

Custom attributes that correspond to the
most active writers. Configure the
Config_Active_Writer_Countproperty
to get more than one user.

Most_Active_Writer_1

Most_Active_Writer_2

Most_Active_Writer_n

Number of reads from the most active
writers. Configure the
Config_Active_Writer_Countproperty
to get more than one user.

Most_Active_Writer_Reads_1

Most_Active_Writer_Reads_2

Most_Active_Writer_Reads_n

Number of writes from the most active
writers. Configure the
Config_Active_Writer_Countproperty
to get more than one user.

Most_Active_Writer_Writes_1

Most_Active_Writer_Writes_2

Most_Active_Writer_Writes_n
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Configuring the SymantecData Insight lookupplug-in
to populate the Data Owner fields

You can configure the Data Insight plug-in to populate the Data Owner Name
field and the Data Owner Email Address field.

To configure the Data Insight plug-in to populate the Data Owner Name and Data
Owner Email Address fields

1 Set up the connection to theData InsightManagement Server, and configure
the Data Insight lookup plug-in.

See “Locating and managing data at risk” on page 18.

2 Edit the Plugins.properties file. Specify that the incident parameters for
the Data Owner Name field and the Data Owner Email Address field can be
modified. Edit the Plugins.properties file, and verify that these fields are
available for output:

com.vontu.api.incident.attributes.AttributeLookup.output.parameters=

data-owner-name, data-owner-email

3 Add incident to the following parameter:

com.vontu.api.incident.attributes.AttributeLookup.parameters=incident

4 In the mapping in the DataInsightLookup.properties file, you can set the
Data Owner Name field directly, instead of setting a custom attribute.

For example:

Data_User = attr.data-owner-name

5 You can also chain the LDAP Lookup Plug-In or the CSV Lookup Plug-In to
set the Data Owner Email Address field.

See the Symantec Data Loss Prevention Lookup Plug-in Guide.

Adding other lookup plug-ins to the configuration
The Symantec Data Insight lookup plug-in can be used in combination with the
Lookup API and the other Symantec Data Loss Prevention lookup plug-ins.

When multiple lookup plug-ins are chained together, output from a previous
lookup plug-in can be used as a key to retrieve additional information.
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For example, the Symantec Data Insight lookup plug-in provides the most active
user as a custom attribute in the incident snapshot. Another lookup plug-in can
then retrieve related information for that user, such as the department or the
manager's email.

The Lookup API invokes one or more lookup plug-ins to interface with one or
more external data sources. The lookupplug-in extracts the additional information
that is related to the incident using the lookup parameters. Then the Lookup API
populates the custom attribute fields of the incident with that additional
information.

See the Symantec Data Loss Prevention Lookup Plug-in Guide for additional
information about multiple plug-ins and complex lookup plug-in chains.

Symantec Data Loss Prevention provides the following types of lookup plug-ins,
in addition to the Symantec Data Insight lookup plug-in:

■ CSV Lookup Plug-In
Enables the extraction of pertinent data froma comma-separated values (CSV)
file.

■ LDAP Lookup Plug-In
Enables the extraction of pertinent data froma live LDAP system. For example,
Microsoft Active Directory, Novell LDAP, Sun LDAP, or IBM LDAP.

■ Script Lookup Plug-In
Enables you towrite a customscript in scripting languages suchasPerl, Python,
orVBScript, to extract the pertinent data. Scripts can extract data fromsources
such as proxy log files, or DNS systems.

To add additional lookup plug-ins to the configuration

1 Plan the interactions, and the order of execution, of all the configured lookup
plug-ins.

2 Configure the additional lookup plug-ins.

See the Symantec Data Loss Prevention Lookup Plug-in Guide.
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3 Make sure that all the active lookup plug-ins are enabled in the
Plugins.properties file. Enter all the active plug-ins on the line for the
propertycom.vontu.api.incident.attributes.AttributeLookup.plugins.

The order that multiple plug-ins are listed in the AttributeLookup.plugins
property does not matter.

com.vontu.api.incident.attributes.AttributeLookup.plugins=

Data Insight Lookup,Vontu Script Lookup

Note: All the enabled lookup plug-ins must be entered in the same line in
this file. Note that some sample (commented) lines may be listed in the file
for this property for each of the lookup plug-ins.

4 Define the execution chain andorder of execution in the Plugins.properties
file. Use the com.vontu.plugins.execution.chain property. The Symantec
Data Insight lookup plug-in should be first in the execution chain so that the
data user information is available to the other lookup plug-in.

com.vontu.plugins.execution.chain=

com.vontu.lookup.datainsight.DataInsightLookup,

com.vontu.lookup.script.ScriptLookup

Testing the Symantec Data Insight lookup plug-in
Before using the Symantec Data Insight lookup plug-in, you should test it.

To test the connection to the Symantec Data Insight Management Server

1 Configure the connection from the Enforce Server to the Symantec Data
Insight Management Server.

See “Configuring SymantecData Loss Prevention for SymantecData Insight”
on page 21.

2 On theSystem>Settings>DataInsightpage, clickTestConnection to verify
the connection to the Symantec Data Insight Management Server.

This tests the connection to the specified SymantecData InsightManagement
Server using the specified credentials. This connection is available only after
the server certificate is verified.
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3 Configure and enable all the lookup plug-ins.

See “Adding other lookup plug-ins to the configuration” on page 33.

See “Locating and managing data at risk” on page 18.

4 Click Reload Lookup Plug-ins to reload all the lookup plug-ins from the
Custom Attributes tab of the System > Incident Data > Attributes screen.
If the Plugins.properties file was changed, you also need to restart the
Vontu Manager and Incident Persister services.

5 View an existing incident snapshot. Click the Lookup option on the incident
snapshot.

6 Make sure that no connection errors are recorded in the Incident History
section.

To verify that the custom attributes are correctly populated

1 Verify that the customattributes in theDataInsightLookup.properties file
have been created.

Click System > Incident Data > Attributes > Custom Attributes.

Verify that all the custom attributes listed in the properties file exist in the
list of custom attributes in the user interface.

2 Click ReloadLookupPlug-ins to reload the Lookup plug-in from the Custom
Attributes tab of the System > Incident Data > Attributes screen. If the
Plugins.properties file was changed, you also need to restart the Vontu
Manager and Incident Persister services.

3 View an existing incident snapshot. Click the Lookup option on the incident
snapshot.

4 When the page returns, view theAttributes area from the IncidentSnapshot
page.

■ The Custom Attributes should be filled with entries retrieved from the
Symantec Data Insight lookup.

■ If the correct values are not populated, or there is no value in a custom
attribute you have defined, check the DataInsightLookup.properties
file for mismatched items.

See “About Data Insight” on page 9.
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Configuring the Data Insight data refresh properties
file

To change the schedule for the data refresh from the Symantec Data Insight
Management Server, update the properties in the
DataInsightDataRefresh.properties file on the Enforce Server.

The DataInsightDataRefresh.properties file is in the folder
C:\Vontu\Protect\config in a default Windows installation.

By default, the start time for the data refresh is daily at 1:00 a.m. If the data refresh
does not finish by 7:00 A.M. (default), then the data refresh process is interrupted
and the reports are built. On the weekends, no cutoff is set by default, to allow
the data refresh process to complete over a weekend. The defaults are set to have
the reports available at the start of each work day.

If the start value is "none" then no data refresh starts on that day.

The following example contains data refresh start lines in the properties file:

data_refresh.start.sunday = none

data_refresh.start.monday = 1:00 AM

To specify no cutoff, set the value to "none" in the cutoff lines in the file.

The following example contains data refresh cutoff lines in the properties file:

data_refresh.cutoff.sunday = none

data_refresh.cutoff.monday = 7:00 AM

Best practices and troubleshooting for finding and
reporting on data at risk

The following best practices provide guidelines for implementation:

■ Setup theSymantecData Insight systemandallow it to gatheruser information
for a period of time.
See the Symantec Data Insight Administrator's Guide.
See “Where to getmore informationabout SymantecData Insight” onpage14.

■ Make sure that the Enforce Server is connected to the Symantec Data Insight
Management Server.
See “Configuring Symantec Data Loss Prevention for Symantec Data Insight”
on page 21.
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■ Configure your schedule to refresh the data from Symantec Data Insight to
the Enforce Server.
See “Configuring the Data Insight data refresh properties file” on page 37.

■ Set up plug-ins to look up and populate attributes in the Discover incidents.
Lookup plug-ins can be scripted and chained.
See the Symantec Data Loss Prevention Lookup Plug-in Guide.
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Using the Symantec Data
Insight data user
information in reports

This chapter includes the following topics:

■ About reports of folders at risk

■ Filtering the information in the report of folders at risk

■ Saving a report of folders at risk

■ Finding data users and accesses in incident reports

■ Viewing Symantec Data Insight incident details

■ Accessing the history of a file in the Symantec Data Insight console

■ Selecting custom attributes for data user details

■ Creating summary reports for Symantec Data Insight

■ Saving custom incident reports

■ Scheduling custom incident reports

■ Creating and distributing aggregated incident reports to data owners

About reports of folders at risk
The Folder Risk Report helps information security analysts identify the top
folders for investigation.
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To display the folders at risk, click Incidents>Discover. In theDiscoverReports
on the left side, click Folder Risk Report. If the Folder Risk Report does not
appear on the left side, then verify that the role for your user name allows access.

To display the Folder Risk Report, Adobe Flash Player 10.1 or later is required
as a plug-in in the Web browser. You are prompted to install it when you first
access the Folder Risk Report, if it is not already installed.

Each folder is assigned a risk score. The risk score is based on the relevant
information from the Symantec Data Loss Prevention incidents plus the
information from the Symantec Data Insight Management Server.

In the default display, the folders are ranked with prioritized risk. The risk
calculation is relative to the other folders in the list after the current filters are
applied. The highest risk folder always has a value of 100.

Table 3-1 shows the information in the report of folders at risk:

Table 3-1 Information in the report of folders at risk

DescriptionInformation and Options

See “Filtering the information in the report
of folders at risk” on page 44.

Filters

On the left is a list of folders with by the
highest risk at the top.

See “Viewing folders ranked by risk, path,
or folder exposure” on page 41.

Folders with risk score

For the selected folder on the left, the top
data owners are listed.

See “Viewing details of a folder at risk”
on page 43.

The data owners in this report are from the
Data Owner Name field in the incident
detail. Setup of a lookupplug-in, or amanual
process of setting this field, is required to
place values into this field. By default, this
field does not have values.

See “Configuring the SymantecData Insight
lookup plug-in to populate the Data Owner
fields” on page 33.

Top Data Owners
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Table 3-1 Information in the report of folders at risk (continued)

DescriptionInformation and Options

For the selected folder on the left, the trend
for the past 12 months is listed.

See “Viewing details of a folder at risk”
on page 43.

Thenumber of days for this trend report can
be configured.

See “Configuring the risk score and
timeframes for the report of folders at risk”
on page 23.

Sensitive Files Access Trend

For the selected folder on the left, all groups
who have access to the folder and their
usage.

See “Viewing details of a folder at risk”
on page 43.

User/Group Activity View

See “Viewing folders ranked by risk, path, or folder exposure” on page 41.

See “Filtering the information in the report of folders at risk” on page 44.

See “Viewing details of a folder at risk” on page 43.

See “Saving a report of folders at risk” on page 46.

Some setup is required for all the information to appear in the report of folders
at risk. Several options are also available to configure the flow of information and
parameters.

See “Locating and managing data at risk” on page 18.

Viewing folders ranked by risk, path, or folder exposure
Click Incidents > Discover, and click the link to the Folder Risk Report.

In the list pane, you can view the folders at risk, and sort them by risk score, path,
or folder exposure.

The risk score is based on the relevant information from the Symantec Data Loss
Prevention incidents plus the information from the Symantec Data Insight
Management Server.

You can filter the information in the display by status, policy, location, and data
owner.

See “Filtering the information in the report of folders at risk” on page 44.
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A folder is not visible in the list pane if all its incidents are filtered out of the
report.

If you click ViewDetail, detailed information for that folder appears in the detail
pane.

See “Viewing details of a folder at risk” on page 43.

You can use the arrow controls to jump to the first page, previous page, next page,
or last page.

The following fields are visible in the list pane:

■ The folder name and the full path of the folder.

■ Top Policies by File Count
The top five policies that are violated and the number of files that are violated
for each policy is listed in a chart, subject to the filter criteria. The policies are
listed in descending order by the number of sensitive files.
Click Incidents Summarized by Policy to open a new browser window or tab
with the Symantec Data Loss Prevention incident summary by policy. When
you are finished viewing the information in the new browser window or tab,
then close it.

■ Total Sensitive Files
The total sensitive files include all sensitive files in this folder, including those
in the top five policies that are violated.

■ Folder Exposure
The folder exposure is the number of users in the ACL that have read access
to this folder.
See the details in theUser/GroupActivityView in the detail pane on the right
side.
See “Viewing details of a folder at risk” on page 43.

To sort the folders at risk

1 To display the folders at risk, click Incidents > Discover. In the Discover
Reports on the left side, click Folder Risk Report.

2 In the Folder Risk Report, click one of the following items for the sort:

■ Risk
This sort option is the default. The folders are listed with the most risk at
the top.
The risk score is based on the relevant information from the Symantec
Data Loss Prevention incidents plus the information from the Symantec
Data Insight Management Server.
You can configure the weights in the risk score formula.
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See “Configuring the risk score and timeframes for the report of folders
at risk” on page 23.

■ Path
The folders are listed in alphabetical order.

■ Folder Exposure
The folder exposure is a count of thenumber of userswhohave read access
to the folder.
The folders are listed in descending order.

Viewing details of a folder at risk
The left detail pane provides details of the folders at risk.

The following related reports are links to details in a new browser window or tab:

■ DLP: Folder Incident Report
The Folder Incident Report links to a new browser window or tab with the
list of the Symantec Data Loss Prevention incidents for the selected folder at
risk.

■ Data Insight: Top 5 Users
Data Insight: Monthly Access
Data Insight: Permissions
All of the Symantec Data Insight report links open a new browser window or
tab to the Symantec Data Insight management console.
You must log into theSymantec Data Insight management console before you
can view these reports.
See “Where to getmore informationabout SymantecData Insight” onpage14.

To view the details of a specific folder

1 To display the folders at risk, click Incidents > Discover. In the Discover
Reports on the left side, click Folder Risk Report.

2 For a folder in the list pane, clickViewDetail to show the details of that folder
in the right pane.

The name of the folder is displayed at the top of the right pane.

The list pane (left) and details pane (right) have separate scrollbars, so that
they can be positioned for the relevant folder to be visible in each pane.

The right pane shows the following details of a folder at risk:
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Table 3-2 Details of a folder at risk

DescriptionReport detail

Top five sensitive file data owners, rankedby thenumber of sensitive
files owned (if data owners have been specified in the incidents).

Top 5 Data Owners

Trend on a monthly basis over the past 12 months.

The time period can be configured, for a custom period.

See “Configuring the risk score and timeframes for the report of
folders at risk” on page 23.

This table represents thenumber of uniqueusers accessing sensitive
files in the folder. The list is broken down by month.

Sensitive Files
Access Trend

File activity of groups in the folder’s ACL.User/GroupActivity
View

Filtering the information in the report of folders at
risk

To focus on specific folders at risk, you can filter the information in the report of
folders at risk based on the status, policy, location, and data owner.

To filter the information in the report of folders at risk

1 To display the folders at risk, click Incidents > Discover. In the Discover
Reports on the left side, click Folder Risk Report.

2 Click Edit Filters to open the list of filter options.

3 Select the filter options for your report.

Table 3-3 lists the filter options.

4 At the bottom of the Filters window, click Apply Filters.

5 After you have a custom report that is set up with selected filters, you can
save it.

See “Saving a report of folders at risk” on page 46.

The following filters can be set for the report of folders at risk:
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Table 3-3 Filters for the folder risk report

DescriptionFilter

Based on the status filters, individual incidents are filtered out of the
data and the risk score, but the folder is still visible. If all the incidents
in a folder are filtered out, it is not visible.

To filter by incident status:

■ Use the drop-down to select Include or Exclude. The remainder of
the steps assumes that youhave selected Includewhich is thedefault.

■ Select one of the status entries from the All Statuses list.

■ Click the plus sign to move it to the Included Statuses list.

■ Repeat for any other status entries to include.

■ If you want to remove a status entry out of the Included Statuses,
click the minus sign.

■ You can search for a status entry by typing a string in the box
underneath the Include label. Initially, this box says "Search
statuses."

Incident
Statuses

Based on the policy filters, individual incidents are filtered out of the
data and the risk score, but the folder is still visible. If all the incidents
in a folder are filtered out, it is not visible.

To filter by policies:

■ Use the drop-down to select Include or Exclude. The remainder of
the steps assumes that youhave selected Includewhich is thedefault.

■ Select one of the policies from the All Policies list.

■ Click the plus sign to move it to the Included Policies list.

■ Repeat for any other policies to include.

■ If you want to remove a policy out of the IncludedPolicies, click the
minus sign.

■ You can search for a policy by typing a string in the box underneath
the Include label. Initially, this box says "Search policies."

Policies
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Table 3-3 Filters for the folder risk report (continued)

DescriptionFilter

The location filter selects the folders to include or exclude from the
display. The risk score of a folder does not change.

An Include section specifies the locations to include.

An Exclude section specifies the locations to exclude.

The method of selecting the locations to include or exclude is the same
for both sections.

To filter by locations:

■ Choose whether you want an ExactMatch, Contains, or Startswith
the string in the box.

■ Enter a string in the box, which can be a full path or a partial path.

■ Click the plus sign to move the selection to the list of locations to be
included or excluded.

■ If you want to remove a location entry out of the list, click theminus
sign.

Locations

The data owner filter selects the folders to include or exclude from the
display. The risk score of a folder does not change.

Note: If the folder contains other data owners, it remains in the report.
An excluded data owner may appear in the top data owners list.

An Include section specifies the data owners to include.

An Exclude section specifies the data owners to exclude.

The method of selecting the data owners to include or exclude is the
same for both sections.

To filter by data owners:

■ Choose whether you want an ExactMatch, Contains, or Startswith
the string in the box.

■ Enter a string in the box.

■ Click the plus sign to move the selection to the list of data owners to
be included or excluded.

■ If you want to remove a data owner entry out of the list, click the
minus sign.

Data Owners

Saving a report of folders at risk
After you filter a report, you can save it for continued use. When you save a
customized report, Symantec Data Loss Prevention displays the report title in
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Incidents>Discover under SavedReports on the left side. If you choose to share
the report, Symantec Data Loss Prevention displays it for any user that is logged
on under your role.

To save a custom report of folders at risk

1 Set up a customized reportwith a set of custom filters and optional sort order.

See “Filtering the information in the report of folders at risk” on page 44.

See “Viewing folders ranked by risk, path, or folder exposure” on page 41.

2 In the display of the report of folders at risk, click Save > Save As.

3 Enter a unique report name and describe the report. The report name can
include up to 50 characters.

4 In theSharing section, users other than the administrator can share a custom
report.

Note: This section does not appear for the administrator.

The Sharing section lets you specify whether to keep the report private or
share it with other role members. Role members are other users who are
assigned to the same role. To share the report, select Share Report. All role
members now have access to this report, and all can edit or delete the report.
If your account is deleted from the system, shared reports remain in the
system. After a report is shared, sharing cannot be disabled for that report.
Shared reports are associatedwith the role, notwith any specific user account.
If you do not share a report, you are the only user who can access it. If your
account is deleted from the system, your private reports are deleted as well.

5 Click Save.

6 To edit a saved report, click Save > Save after you have edited the filters or
changed the sort order.

7 To delete a saved report, click Delete.

Finding data users and accesses in incident reports
The Symantec Data Insight lookup plug-in populates the custom attributes that
were defined and mapped during the configuration.

See “About custom attributes and the Symantec Data Insight lookup plug-in”
on page 24.

See “Symantec Data Insight lookup plug-in mapping for custom attributes”
on page 28.
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The names of these custom attributes may be different in your configuration.
General names for the custom attributes are in the examples and explanation of
possible reports in this section.

Table 3-4 shows use cases with suggestions for reports.

Table 3-4 Use cases for reports

ReportsDescriptionUse case

Use the summary reports and filters to
determine the incidents of interest.

See “Creating summary reports for
Symantec Data Insight” on page 52.

TheLDAPLookupPlug-In , CSVLookup
Plug-In , or a Script LookupPlug-In can
locate the manager or department of
the file owner.

See “Adding other lookup plug-ins to
the configuration” on page 33.

Use the incident snapshot report to
determine the responsible party. Use
the Attributes section to view the
information from the lookup plug-ins.
Use the attributes Lookup option to
retrieve the information, if it is not
present.

See “Viewing Symantec Data Insight
incident details” on page 50.

File owner information may not
reflect the responsible party. The
responsible party or data owner
can be a line manager in the
business unit, the head of a
department, or an information
security officer. Symantec Data
Insight provides information to
tie the most active user of a file
to amanager or responsible party
for remediation steps.

Data owner
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Table 3-4 Use cases for reports (continued)

ReportsDescriptionUse case

Use the summary reports and filters to
determine the incidents of interest.

See “Creating summary reports for
Symantec Data Insight” on page 52.

Use the incident snapshot report to
determine the File Owner. If that
owner is not identifiable, use the
Attributes section to determine the
next-best owner. The Attributes
section contains the information from
the Symantec Data Insight
Management Server.

See “Viewing Symantec Data Insight
incident details” on page 50.

See “Selecting custom attributes for
data user details” on page 51.

TheFile Owner field may return
an unresolvable account for an
individual that has left the
organization. For example, in
WindowsActiveDirectory, every
user has an underlying unique
identifier that is associated with
their account. This identifier is
sometimes an unidentifiable
string of information. Symantec
Data Insight provides
information to drop down to the
next resolvable account that
names an individual.

Symantec Data Insight provides
several data user fields.

See “About customattributes and
the Symantec Data Insight
lookup plug-in” on page 24.

Next-best
owner
identification

Use the summary reports and filters to
determine the incidents of interest.

See “Creating summary reports for
Symantec Data Insight” on page 52.

Use the incident snapshot report to
view details of an incident.

See “Viewing Symantec Data Insight
incident details” on page 50.

Click the go to Data Insight option in
the Incident Details section to view
additional details.

See “Accessing the history of a file in
the Symantec Data Insight console”
on page 51.

In the incident snapshot, click the
Correlations tab to view a list of the
incidents that share attributeswith the
current incident.

In the event of a data leak,
customerswant to knowwhosaw
a particular file. Symantec Data
Loss Prevention incident
snapshots provide information
to tie the incident back to the
Symantec Data Insight
Management Server. On the
Symantec Data Insight
Management Server, you can
viewdetailed information and an
audit history ofwho accessed the
data. Additional remediation
steps can then be taken to report
on those individuals or launch
subsequent targeted scans on
their assets.

Data leak
investigation
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Viewing Symantec Data Insight incident details
Symantec Data Loss Prevention incident lists display the individual incident
records with information about the incidents. You can click on any incident to
see a snapshot containingmore details. You can select specific incidents or groups
of incidents to modify or remediate.

To view incidents

1 In the Enforce Server administration console, on the Incidents menu, select
one of the types of reports. For example, selectDiscover. In the left navigation
panel, click Incidents-All Scans.

The incident list displays the individual incident records that contain
information such as severity, associated policy, number of matches, and
status.

2 Optionally, use report filters to narrow down the incident list. Select the
custom attributes from the Symantec Data Insight Management Server to
filter or summarize the incident list.

All custom attributes are all alphabetic fields. Sorting is alphabetic for the
summary information for any custom attribute. For example, in a summary
of the read values, the value "15" comes after "1" and before "2." Numeric
filters, such as greater-than or less-than are not available for the custom
attribute values that seem to be numbers or dates.

See the Symantec Data Loss Prevention Administration Guide.

3 To view more details of a particular incident, click the incident.

The incident snapshot appears, displaying general incident information,
matches detected in the intercepted text, and details about policy, attributes,
and incident history. You can also search for similar incidents from the
Correlations tab.

4 Optionally, click through the incident snapshot to view more information
about the incident.

The data user information from Symantec Data Insight is in the Attributes
section.

5 When you finish viewing incidents, you can exit the incident snapshot or
incident list, or you can choose one or more incidents to remediate.

6 To view additional details about file access, you can jump directly to the
Symantec Data Insight console.

See “Accessing the history of a file in the Symantec Data Insight console”
on page 51.
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Accessing the history of a file in the Symantec Data
Insight console

To view additional details about file access, you can jumpdirectly to the Symantec
Data Insight console from a Symantec Data Loss Prevention incident snapshot.

To view additional details about accesses for a particular file

1 Navigate to the incident snapshot for the file of interest.

2 In the Key Info tab, in the IncidentDetails section, FileLocation, click go to
Data Insight console.

A browser screen opens with file access details for that particular file. The
data user information includes an access summary of the primary users of
this file. The audit logs provide details about each access of the file, and a
chart of the access pattern.

For information about navigating in the Symantec Data Insight console, see the
Symantec Data Insight Administrator's Guide.

Selecting custom attributes for data user details
You must define and configure a set of custom attributes before you can get
information about data users.

See “About custom attributes and the Symantec Data Insight lookup plug-in”
on page 24.

See “Symantec Data Insight lookup plug-in mapping for custom attributes”
on page 28.

Initially, you can define the data user, the read count, write count, and one or two
active readers and writers.

For a particular file of interest, the incident snapshot and Symantec Data Insight
details provide the information to determine who uses a file.

For example, to determine thedata users of a cluster of files, perform the suggested
steps in the following procedure. If all the files in a folder do not have appropriate
access permissions, you can determine who has accessed those files.
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To determine the data users of a cluster of files

1 Define a set of customattributes for theSymantecData Insight lookupplug-in,
and configure them.

See “About customattributes and the SymantecData Insight lookup plug-in”
on page 24.

See “Symantec Data Insight lookup plug-in mapping for custom attributes”
on page 28.

2 Set up and run a Network Discover scan of the folder of interest in the file
share.

See the Symantec Data Loss Prevention Administration Guide.

3 After the scan has run, display the incident list. The FileOwner is one of the
columns. However, this field does not provide the access pattern for these
files.

4 You can select AdvancedFilters&Summarization. Then run a summary by
the Symantec Data Insight data user. This summary lists the users whomost
frequently accessed the files in the folder of interest.

5 After an analysis of incidents, you can determine if additional custom
attributes are needed from the information that Symantec Data Insight
provides. Then new customattributes can be defined, configured, and looked
up.

See “About customattributes and the SymantecData Insight lookup plug-in”
on page 24.

6 After you define any new custom attributes, click the Lookup option on the
incident snapshot. Then make sure that no connection errors are recorded
in the Incident History section.

The values that appear in the incident snapshot Attributes section are the
new ones.

Any deleted custom attributes and values are no longer present.

If the mapping of any custom attribute is changed in the
DataInsightLookup.properties file and a new lookup is run, the new
mapping overrides any old values in the reports.

Creating summary reports for Symantec Data Insight
You can create a summary report for a summary of the data user activity for the
files identified in an incident report.
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To create a summary report from an incident list

1 In the Enforce Server administration console, on the Incidents menu, select
one of the types of reports, and then click an incident list. For example, select
Discover, and then the report Incidents-All Scans.

2 Click theAdvancedFilters&Summarization bar (near the top of the report).

In Summarize By section, a primary listbox and secondary listbox appear.
Symantec Data Loss Prevention displays all Symantec-provided criteria in
alphabetical order. These criteria precede any custom criteria the
administrator has defined.

3 Select a criterion from the primary listbox, and an optional criterion from
the secondary listbox. For example, select the custom attribute for the
Symantec Data Insight parameter for Data User and then Total Reads. This
report shows the read activity by user.

Options in the secondary listbox appear only after you choose an option from
the primary listbox.

4 To create the summary report, click Apply.

Summary reports take their name from the primary summary criterion. If
you rerun a report with new criteria, the report name changes accordingly.

5 Save the report.

See “Saving custom incident reports” on page 53.

Saving custom incident reports
After you summarize or filter a report, you can save it for continued use. When
you save a customized report, SymantecData Loss Prevention displays the report
title under SavedReports in the IncidentReports section. If you choose to share
the report, Symantec Data Loss Prevention displays it for any user that is logged
on under your role.

You can edit the report later on the Edit Preferences screen.

Optionally, you can schedule the report to be run automatically on a regular basis.

See “Scheduling custom incident reports” on page 54.
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To save a custom report

1 Set up a customized filter or summary report.

Click Save > Save As.

2 Enter a unique report name and describe the report. The report name can
include up to 50 characters.

3 In theSharing section, users other than the administrator can share a custom
report.

Note: This section does not appear for the administrator.

The Sharing section lets you specify whether to keep the report private or
share it with other role members. Role members are other users who are
assigned to the same role. To share the report, select Share Report. All role
members now have access to this report, and all can edit or delete the report.
If your account is deleted from the system, shared reports remain in the
system. Shared reports are associated with the role, not with any specific
user account. If you do not share a report, you are the only user who can
access it. If your account is deleted from the system, your private reports are
deleted as well. If you log on with a different role, the report is visible on the
Incident Reports screen, but not accessible to you.

4 Click Save.

Scheduling custom incident reports
Optionally, you can schedule a saved report to be run automatically on a regular
basis.

You can also schedule the report to be emailed to specified addresses or to the
data owners on a regular schedule.

See the Symantec Data Loss Prevention Data Insight Implementation Guide.

See “Creating and distributing aggregated incident reports to data owners”
on page 56.

To schedule a custom report

1 Click Send > Schedule Distribution.

If SMTP is not set up on your Enforce Server, you are not able to select the
Send menu item to send the report.
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2 Specify the Delivery Details:

Select whether the report is sent to
specified email addresses or to the data
owners.

To:

Enter the specific email addresses
manually in the text box.

Manual - Sent to specified e-mail
addresses

To send the report to the data owners, the
Sendreportdatawithemails settingmust
be enabled for this option to appear.

If you select to have the report sent to the
incident data owners, then the email
address in the incident attribute Data
Owner Email Address is the address
where the report is sent.

This DataOwnerEmailAddress must be
set manually, or with a lookup plug-in.

See “Creating anddistributing aggregated
incident reports to data owners”
on page 56.

See the Symantec Data Loss Prevention
Data Insight Implementation Guide.

A maximum of 10000 incidents can be
distributed per data owner.

Auto - Send to incident data owners

Enter the email addressesmanually in the
text box.

CC:

Use the default subject or modify it.Subject:

Enter the body of the email.

Response action variables can also be
entered in the body.

Body:

3 In the Schedule Delivery section, specify the delivery schedule.

4 In the Change Incident Status / Attributes section, you can implement
workflow.

The Auto - Send to incident data owners option must be set for this section
to appear.
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5 After sending the report, you can change an incident's status to any of the
valid values. Select a status value from the drop-down list.

6 You can also enter new values for any custom attributes.

These attributes must be already set up.

7 Select one of the custom attributes from the drop-down list.

8 Click Add.

9 In the text box, enter the new value for this custom attribute.

After sending the report, the selected custom attributes set the new values
for those incidents that were sent in the report.

10 Click Next.

11 Enter the name and description of the saved report.

12 Click Save.

Creating anddistributing aggregated incident reports
to data owners

You can create and automatically distribute aggregated incident reports to data
owners for remediation.

An automatic workflow can be set up for the following use cases:

■ Automatically or manually set the Data Owner Name and Data Owner Email
Address for new incidents.

■ Set a custom status value or custom attribute to mark that the Data Owner
Name for an incident has been verified. Custom attributes and custom status
values can also mark incidents for other workflow steps.

■ Set up a recurring email schedule.
Reports can be configured to be sent on a recurring schedule, sending only the
incidents that have not yet been distributed.

■ Mark the incident as sent.
After the report is sent, the status attributes and custom attributes can
optionally be set, to flag the incidents for the next stage of the workflow.

■ Automate the tasks.
Lookup plug-in scripts and chained lookup plug-ins can automate the tasks in
the workflow sequence.
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The following process describes a complex use case that includes the setup tasks,
and suggestions to automate some steps in the process.

Table 3-5 Setting up, creating, and distributing aggregated incident reports
to data owners

DescriptionActionStep

See the following Symantec Data
Insight documentation:

■ Symantec Data Insight Installation
Guide

■ Symantec Data Insight
Administrator's Guide

Install and set up the Symantec
Data InsightManagement Server.

Make sure that the SymantecData
Insight Management Server has
access to the files or file systems
of interest.

Step 1

See the SymantecData Loss Prevention
Installation Guide.

Install the Symantec Data Loss
Prevention product, including at
least oneNetworkDiscoverServer.

Step 2

See “Configuring Symantec Data Loss
Prevention for SymantecData Insight”
on page 21.

Note: Symantec Data Insight is a
separately licensed option. If Symantec
Data Insight is not licensed on the
Enforce Server, the menu option to
configure the connection to the
Symantec Data Insight Management
Server does not appear.

Set up the connection between the
Enforce Server and the Symantec
Data InsightManagement Server.

Step 3

See “Testing theSymantecData Insight
lookup plug-in” on page 35.

Test the connection from the
Enforce Server to the Symantec
Data InsightManagement Server.

Step 4

See “About custom attributes and the
SymantecData Insight lookup plug-in”
on page 24.

On the Enforce Server, create a
custom status value or custom
attribute for theDataOwnerName
verification, and any workflow
status attributes.

Step 5
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Table 3-5 Setting up, creating, and distributing aggregated incident reports
to data owners (continued)

DescriptionActionStep

Edit the properties file for Symantec
Data Insight on the Enforce Server, to
map the details from the Symantec
Data Insight Management Server into
the customattributes that you created.

See “Symantec Data Insight lookup
plug-inmapping for customattributes”
on page 28.

Map the details from the
Symantec Data Insight
Management Server into the
custom attributes that you
created.

Step 6

Tomap theSymantecData Insight data
user (the personwho uses the filemost
frequently) to the Data Owner Name,
set the Data_User parameter.

See “Configuring the Symantec Data
Insight lookup plug-in to populate the
Data Owner fields” on page 33.

Map any of the Symantec Data
Insight attributes directly into the
Data Owner Name field.

Step 7

Edit thePlugins.properties file to
set up all your lookup plug-ins.

See “Editing the plug-ins properties file
to enable the Symantec Data Insight
lookup plug-in” on page 27.

See the SymantecData Loss Prevention
Lookup Plug-in Guide.

Set up all your lookup plug-ins.

For example, you may want to
chain the LDAPLookup Plug-In to
take the Data Owner Name and
set theDataOwnerEmailAddress
as either the data owner or the
manager of the data owner.

No built-in capability provides
consistency between the data
owner and email address. This
action must be customized.

The Data Owner Email Address
canhavemultiple email addresses
that are separated with commas.

Note: If duplicate attribute names
exist between these names and
customattributes, thenboth fields
are updated.

Step 8

Set up the SMTP notification settings.

Set the option Send report data with
emails.

Verify that the Enforce Server
general settings are set up to send
email notifications.

Step 9
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Table 3-5 Setting up, creating, and distributing aggregated incident reports
to data owners (continued)

DescriptionActionStep

The Remediate Incidents privilege is
required to configure and run the
reports.

The Lookup Attributes privilege is
required to set attributes from the
lookup plug-ins.

TheUser PrivilegeCSVAttachment in
EmailReports is required to attach the
CSV report to the email.

Verify that the incident responder
has the privileges to run the
reports.

Step 10

Set up aNetworkDiscover and run
a sample scan of the file systems
of interest.

Step 11

Set up a filtered report, or set up any
report that you want to distribute. For
example, you can filter based on the
new incidents.

Select the option Change Incident
Status / Attributes of the reports
scheduling to set incident status or
attributes when the email is sent.

See “Scheduling custom incident
reports” on page 54.

You can also manually set the custom
attribute that indicates these incidents
were verified. Select anyor all incidents
in the list. Use the drop-down Incident
Actions and select SetAttributes. You
can also set a custom status from this
drop-down menu.

Set up any custom reports.Step 12

See “Saving custom incident reports”
on page 53.

See “Scheduling custom incident
reports” on page 54.

Save the custom reports and set
up a distribution schedule.

Step 13
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