mon_config_service-20.1-HF1-bundle - Release Notes

Artifacts

Hotfix: mon_config_service-20.10-HF1-bundle
1. Release Date: 6th May
2. Applicable for: UIM 20.1
This zip bundle contains the following UIM hotfix packages related to mon_config_service and their respective readme files:
® mon_config_service-20.10-HF1.zip
® mon_config_service_cli-20.10-HF1.zip
®* mon_config_service_ws-20.10-HF1.zip

This hotfix addresses the following:

® F819440 : BNPP: Implement SSR's "foreach profile" feature in MCS
® F81998 : Augment UIM API portfolio with Missing SSR/MCS API's

Steps to apply the current patch:
® Read the respective package readme files
Related patches:
® The following hotfixes are related and need to be applied. Refer to the respective release notes.
1) ump_usm-20.1-HF1.zip
2) uimapi-20.1-HF1.zip
Deployment instructions
These artifacts are to be applied on UIM 20.1. Perform the deployment of the packages in the following order:
1. Deploy mon_config_service-20.10-HF1.zip , mon_config_service_ws-20.10-HF1.zip,mon_config_service_cli-20.10-HF1.
zip ( Please refer the respective release notes)

2. Deploy ump_usm-20.1-HF1.zip on UMP system ( Please refer the respective release notes)
3. Deploy uimapi-20.1-HF1.zip on UIM server machine ( Please refer the respective release notes)

Feature details

For-each feature will be available in usm portlet of ump portal under monitoring tab.

1. For-Each Functionality caters Bulk deployment of profiles at a group level based on custom attribute for each of the devices available
in SSRV2DeviceCustomAttribute table.
1. Ex: If a device in a group have one instance of oracle, on another device in the same group we have 2 instance of oracle and so
on.
b. As per existing feature , user can create for-each profile at group level. While creating profile user needs to specify on which
custom attribute user want to iterate over.
c. For example in above case user selects oracle device instance(device.custom.oraclelnstance) variable, profile should be created
for every instance of oracle on this device in this group, if device have 10 instances it will create 10 profiles, if a device has 1
instance it will create 1 profile and so on.

2. The following steps are needed for using the for-each feature



Register Custom attribute

Get APIL: to get CS_ID for
the device name
(SSRv2Device)

Put API to register For-

Each Aftribute and value 1

UIM DB tables.

=SSRV2 tomAttribute
= 8SRVZ2DeviceCustomAtirvalue

Create Profile at Group
level for each device
=Create Child profile : Watcher

Rule for (Metric and alarm
threshold)

View Alarm and Metric on
operator console

1. Register the customer attribute in the database and Presence of device custom attributes for a device in database on which the
values can be iterated to create profile should be present.
2. Device custom attributes can be present in ssrv2devicecustomattribute, ssrv2devicecustomattrvalue tables.
3. Device custom attributes can be created using manual sgl scripts or uimapi ( http://<uimserver>/uimapi) under DeviceOperations(
/PUT /deviceoperations/{identifier}) .
1. sample device payload to insert with custom attributes is given below as an example which can be executed through
UIMAPI.
2. Perform GET API call to get the device payload using name ( GET /deviceoperations/{identifier})
3. Modify the payload and add the custom attributes elements. Sample payload is shown below.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<devi ce>

<cs_id>1</cs_id>

<devi ce_i d>1</ devi ce_i d>

<csdev_i d>D86221456 EEASCFOABEE4A804860767FF</ csdev_i d>
<name>pp671588-w nl</ nanme>

<st at us>nodi fi ed</ st at us>

<cust onl>devi ce. name</ cust oni>
<ori gi n>pp671588-wi n1_hub</ ori gi n>
<o0s_type>W ndows</ 0s_t ype>

<ni mbus_t ype>2</ ni nbus_t ype>

<i p>10. 17. 165. 209</ i p>
<cs_type>A</cs_type>

<customattri bute>
<nanme>cust om i nst ance</ nane>
<scope>def aul t </ scope>

<val ue>4</ val ue>

<val ue>D: \t estdr </ val ue>
<encrypt ed>t r ue</ encrypt ed>

</ customattri but e>
<customattri but e>
<name>cust om pandu. i nst ance</ name>
<scope>def aul t </ scope>

<val ue>5</ val ue>

<val ue>E: \t estdr </ val ue>
<encrypt ed>t rue</ encrypt ed>

</ customattri but e>

<customattri bute>
<name>devi ce. usert agl</ nanme>
<scope>def aul t </ scope>
<encrypt ed>t rue</ encrypt ed>

<nodi f i ed>0</ nodi fi ed>



</ customattri but e>
<customattri but e>
<name>devi ce. usert ag2</ nane>
<scope>def aul t </ scope>
<encrypt ed>t r ue</ encrypt ed>
<nmodi fi ed>0</ nodi fi ed>

</ customattribute>
<customattri bute>
<name>devi ce. ori gi n</ nane>
<scope>def aul t </ scope>

<val ue>pp671588-wi nl1_hub</val ue>
<encrypt ed>t r ue</ encrypt ed>
<nmodi fi ed>0</ nodi fi ed>

</ customattri but e>
<customattri bute>
<nanme>devi ce. i paddr ess</ nane>
<scope>def aul t </ scope>

<val ue>10. 17. 165. 209</ val ue>
<encrypt ed>t r ue</ encrypt ed>
<nmodi fi ed>0</ nodi fi ed>
</customattribute>
<customattri bute>
<nane>devi ce. nanme</ nane>
<scope>def aul t </ scope>

<val ue>pp671588-wi nl</val ue>
<encrypt ed>t r ue</ encrypt ed>
<nmodi fi ed>0</ nodi fi ed>

</ customattri but e>
<customattri bute>
<name>devi ce. 0s_t ype</ nane>
<scope>def aul t </ scope>

<val ue>W ndows</ val ue>
<encrypt ed>t r ue</ encr ypt ed>
<nodi fi ed>0</ nodi fi ed>

</ customattri bute>

<devi ceattri but e>
<name>Qri gi n</ nane>
<scope>def aul t </ scope>

<val ue>pp671588-wi nl_hub</val ue>
</ devi ceattri bute>

<devi ceattri but e>
<nanme>Robot | nst ancel d</ nane>
<scope>def aul t </ scope>

<val ue>D86221456 EEA5SCFOABEE4A804860767FF</ val ue>
</ devi ceattri bute>

<devi ceattri but e>

<nane>Di spl ayAl i as</ nane>
<scope>def aul t </ scope>

<val ue>pp671588-wi nl</val ue>
</ devi ceattri but e>

<devi ceattri but e>
<name>Pri maryl PV4Addr ess</ nane>
<scope>def aul t </ scope>



<val ue>10. 17. 165. 209</ val ue>
</ devi ceattribute>

<devi ceattri but e>

<nanme>t ypeNane</ nane>
<scope>def aul t </ scope>

<val ue>Conput er Syst enx/ val ue>
</ devi ceattri bute>

<devi ceattri but e>
<nanme>Pri nar yRol e</ nane>
<scope>def aul t </ scope>

<val ue>Host </ val ue>

</ devi ceattri but e>

<devi ceattri but e>
<nane>Rol es</ nane>
<scope>def aul t </ scope>

<val ue>Devi ce</ val ue>

<val ue>Host </ val ue>

</ devi ceattri but e>

<devi ceattri but e>
<nane>| abel </ name>
<scope>def aul t </ scope>

<val ue>pp671588-w nl</val ue>
</ devi ceattri but e>

<devi ceattri but e>
<name>Pri mar yOSType</ name>
<scope>def aul t </ scope>

<val ue>W ndows Ser ver - 2012- R2</ val ue>
</ devi ceattri but e>

<devi ceattri but e>
<nane>Robot Narme</ nane>
<scope>def aul t </ scope>

<val ue>pp671588-wi nl</val ue>
</ devi ceattri but e>

<devi ceattri but e>
<nane>Corr el ati onNanes</ nane>
<scope>def aul t </ scope>

<val ue>pp671588-wi nl</val ue>
</ devi ceattribute>

<devi ceattri but e>

<nanme>Di spl ayName</ nane>
<scope>def aul t </ scope>

<val ue>pp671588-wi nl</val ue>
</ devi ceattribute>

<devi ceattri but e>
<nane>Corr el ati onl d</ nane>
<scope>def aul t </ scope>

<val ue>D86221456 EEASCFOABEE4A804860767FF</ val ue>
</ devi ceattri bute>

<devi ceattri but e>
<name>0SDescri pti on</ nane>
<scope>def aul t </ scope>

<val ue>Servi ce Pack 0 Build 9600</val ue>
</ devi ceattri bute>



<devi ceattri but e>
<name>Pr i mar yOSVer si on</ nane>
<scope>def aul t </ scope>

<val ue>6. 3. 9600</ val ue>

</ devi ceattri but e>

<devi ceattri but e>
<name>Pri mar yMacAddr ess</ nanme>
<scope>def aul t </ scope>

<val ue>00- 50- 56- 8D- E9- 0A</ val ue>
</ devi ceattri but e>

<devi ceattri but e>
<nane>Robot Ver si on</ hane>
<scope>def aul t </ scope>

<val ue>9. 2</ val ue>

</ devi ceattribute>

</ devi ce>

4. Perform PUT operation /PUT /deviceoperations/{identifier} using the modified payload containing the device custom
attributes.

5. The device custom attributes and its values are populated in ssrv2devicecustomattribute,
ssrv2devicecustomattrvalue tables respectively.

3. As an example, we use logmon template for monitoring the log file containing text "error" and the alarm should be raised when the text
"error" is found in the file .

4. For a device there are three entries in ssrv2devicecustomattribute, ssrv2devicecustomattrvalue tables and we are monitoring log files
Iroot/Test/logl.txt, /root/Test/log2.txt, /root/Test/log3..txt. The for-each profile is created for each of the values of log file directories with
custom attribute {device.logDir} defined in database.

5. Once For-each profile is created at group level, the device attribute values selected are iterated to create profiles at device level and
alarms are raised matching the threshold.

6. The sequence of steps executed by user are provided below.
Scenario :
if) User monitors all log files on a particular device. Notify user if “error” string exist in each log file,
iii) Metric : count of String “Error”
iv) Alert : Count >0

For-Each Profile Creation

® User clicks on Log monitoring( Enhanced) profile under monitoring tab of a group and clicks + icon. User selects for-each deployment as
'yes'.

-] For-Each Deployment




® User Provides the Profile Name details as {foreach-instance}
e

Profile Name  LP{foreach-instance}

® User clicks on save after the setting the alarm message to match.

Active |u_r"|

Profile Name FindErrorCPN

Pattern to Match error

Severity ( Major | vJ

Alarm Message on Match Found the error string in linux vm il

® User creates watcher rule ( Enhanced ) Profile to match the pattern for creating alarm on log file. Here we user searches for string
‘error' and configure thresholds.

~= Alarm On Every Run
Enable ||

Message | Alarm on every run {foreach-instance} @ Severity Warning | »

= Metric Collection and Alarm Definition

= Metrics = Alarms
Publish Baseline Type Operator value
Count Matches |v/] v [ Static | v] [ > | v] 1
[Static |v] [> |v] 4

(static  |v] (= Iv]) o

Value Severity Alarm Message
1 [Majur | v] Found error in {foreach-instance} > 1
4 [ Critical | w ] Found error in {foreach-instance} > 4

0 (Infu | T] Found error in {foreach-instance} = 0




® User clicks on save for creating the for-each group level profile.
® The profiles are created at device level for each of custom attributes configured for the device. In this case we will have 3 profiles created
as below.

® The instance variables are substituted at device level for profile name.

Profile Name | LP/root/Test/log2.txt

® The alarms are raised once the string "error" is matched in log files.

G 'E* snrh8vm3  Alarm snwl2vm4 Sun Apr 26 2020 01:41:24 AM
Alarm on every run /root/Test/logl.txt

14,701 sincC

e 4 days ago MORE

nwl2vm4 - Sun Apr 26 2020 01:35:23 AM

73]

9 "E‘ snrh8vm5S Alarm -
Alarm on every run /root/Test/log3.txt

39,001 since 4 days ago MORE

ﬁ'? snrh8vm5 Alarm - snwl2vm4 -  Sun Apr 26 2020 01:31:24 AM
Alarm on every run /root/Test/log2.txt
29,201 since 4 days ago MORE

Known issues / Limitations / Out of Scope

® For-each do not create default alarm policies. As a pre-requisite disable the flag policy_mode_enabled = false in mon_config_service
probe under configure/timed section.The thresholds are configured at template level.

® We are not supporting the for-each profile at child template level, but sub profiles can be created. The for-each attribute is enabled at
group level for parent templates having max profile count as greater than 1.

® For-each flag is visible in Ul for those templates, which do not have parent template and max profiles that can be created are more than
1.
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