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How to Configure Symantec NAC with a Cisco Switch
This document is intended to provide the information necessary to configure Symantec Network Access Control with a Cisco Switch running IOS. It will attempt to cover the basic configuration required for setting up and troubleshooting a POC.
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1. Glossary

The following terms are used in this document

	Basic Mode
	Symantec Network Access Control LAN Enforcement using both the host integrity status of the agent and user authentication.

	Client
	The device requesting a connection to the LAN infrastructure.  This includes both the supplicant and the system referred to in the 802.1x standard.

	EAP
	Extensible Authentication Protocol.

	EAPOL
	EAP over LANs.  EAPOL is the standard for encapsulating EAP frames on an Ethernet or token ring network.

	Port
	The point where a switch communicates to a client or RADIUS server.

	RADIUS Server
	The device that determines if a client is authorized to use the services provided by the authenticator.  In a common environment, the authentication server is a RADIUS server.

	SNAC
	Symantec Network Access Control

	Switch
	The device that initiates and then facilitates the 802.1x authentication between a client and the RADIUS Server.  

	Transparent Mode
	Symantec Network Access Control LAN Enforcement where only the Host Integrity status of the agent is used and no user authentication is performed.

	TTLS
	Transport Layer Security is a protocol designed to ensure data privacy between client and server.  


2. Introduction
2.1. Background to this Document

When installing Symantec Network Access Control there is sometimes a need to configure the full environment needed to support the solution. Although there should ideally be someone from the customer able to configure the 802.1x environment when setting up a proof of concept the reality is that often customers are new to 802.1x and do not have the necessary skills or experience to configure the solution. 
2.1.1. Objective

This document is intended to provide the basic skills information required to configure and troubleshoot the implementation of a proof of concept or test with Symantec Network Access Control, Cisco Switches and a Microsoft Internet Authentication Server. 
It will cover the basic requirements for configuring a POC and some of the troubleshooting steps. It’s not intended to replace the documentation available elsewhere from vendors but to pull some of this information into one document for ease of reference.
2.1.2. Scope

This document will cover:
· Basic information on the 802.1x standard. 

· Configuration of the Switch

· Configuration of Internet Authentication Server

· Configuration of Symantec Policy Manager, Enforcers and Agents in Symantec NAC 5.1.5.

· Guest VLAN examples and how these will equate to Switch / Enforcer configuration.

· Troubleshooting

This document will not cover:

· Basic Concepts of Symantec Network Access Control 

2.1.3. Constraints

The troubleshooting procedures and functionality outlined in this document was tested on a Cisco 3750 running IOS. Therefore, although the CATOS commands will be included for reference it has not been possible to provide the detailed troubleshooting steps and documentation used elsewhere.

In order to use this document you will need to understand:

· Symantec NAC enforcement methodologies
· Microsoft Windows Server 2003 and Windows XP Configuration

2.1.4. Assumptions

· This document assumes that the switch hardware and firmware being used supports 802.1x and dynamic VLAN switching. As this is not true of all hardware and software it will be necessary to check that the switch being used supports all the commands in this document before attempting to use them. 
· Use of Microsoft Windows Server 2003 for Certificate and Internet Authentication Server. 
2.2. Steps for Setting up Symantec Network Access Control

Unless you are doing a transparent mode implementation then it is usually best to install and check that 802.1x is working before attempting to implement the LAN enforcer. When attempting to do everything at once, it becomes more difficult to pinpoint the cause of the issue.
The procedure for configuring basic mode LAN enforcement should be as follows:

1. Configure RADIUS server, either customer’s own, or Internet Authentication Server from Microsoft, using the examples later in this document.
2. Configure 802.1x on switch.

3. Configure Client for Authentication.

4. Test 802.1x authentication using client, switch and RADIUS server
5. Configure and introduce the LAN enforcer

6. Test.
2.3. Overview of Lab Environment used in Examples
The example configurations and troubleshooting in this document was performed on a Cisco Catalyst 3550 switch. 
2.3.1. Physical Configuration

Most of the server resources were run on VMWare in a laptop, running in bridge only mode. This includes an appliance VMWare for the LAN enforcer, and a SNAC scanner. The use of VMWare for a LAN enforcer appliance and SNAC scanner is not supported for customer production use, but is efficient in a lab environment.

The following diagram illustrates the physical connectivity on the system. 
2.3.2. VLANs and Port Assignment

The VLANs and ports on the switch are defined as follows:

	VLAN ID
	VLAN Name
	Member Ports

	10
	mainnetwork
	Fa0/1, Fa0/2, Fa0/4, Fa0/5, Fa0/6, Fa0/7, Fa0/8, Fa0/9, Fa0/10, Fa0/11, Fa0/12, Fa0/13, Fa0/14, Fa0/15, Fa0/16, Fa0/17, Fa0/19, Fa0/20, Fa0/21, Fa0/22, Fa0/23, Fa0/24, Fa0/25, Fa0/26, Fa0/27, Fa0/28, Fa0/29, Fa0/30, Fa0/31, Fa0/32, Fa0/34, Fa0/35, Fa0/36, Fa0/37, Fa0/38, Fa0/39, Fa0/40, Fa0/41, Fa0/42, Fa0/43, Fa0/44, Fa0/45, Fa0/46, Fa0/47, Fa0/48

	30
	guest
	fa0/18, fa0/33

	40
	quarantine
	None by default.


fa0/3 is configured as the 802.1x port with vlan 10 as the default VLAN. It will then be switched to the other vlans.
2.3.3. Software Version Numbers
	System
	Software

	Cisco 3750 Switch
	12.1(22)EA9

	Symantec Policy Manager
	5.1.6 Build Number: 3008

	LAN Enforcer
	VMware enforcer appliance – 5.1.5 Build Number: 1465

	Gateway Enforcer
	5.1 Enforce hardware – 5.1.5 Build Number: 1465

	SNAC Scanner
	5.1.5.94

	SODP
	3.1


3. Cisco Switch Configuration

Note: It is not advised to use vlan 1. Unless you specify a vlan for a switchport all ports will go into VLAN 1. This can lead to confusion and issues in troubleshooting. If possible disable vlan 1 and use other vlans for your configuration. 
3.1. Step by Step Cisco Switch IOS Configuration for 802.1x

The following commands represent the minimum required to setup 802.1x on a Cisco switch running IOS. 
1. Setup the VLANs for use:

E.g.

conf t

vlan 10

name production

vlan 20

name quarantine

vlan 30 

name guest

end

2. Setup aaa authentication

conf t

aaa  new-model
aaa authentication login default group none (may not work on certain IOS see section 3.2.2)

aaa authentication dot1x default group radius

aaa authorization network default group radius

radius server host ipaddressofenforcer auth-port 1812 acct-port 1813 key samekeyasenforcerswitchprofile
3. Setup dot1x
conf t

dot1x system-auth-control-enable

dot1x guest-vlan supplicant (12.2(25)SEE or later)
int fa0/23 (where fa0/23 represents your interface, i.e. fa0/23 equals fastethernet module 0 port 23 – common to small workgroup switches)

switchport mode access

switchport access vlan 10 (where 10 = default vlan for port)
dot1x port-control auto

 dot1x reauthentication

dotx1x guest-vlan 30
3.2. Background on 802.1x Switch Commands
Unless specified otherwise all the commands in this section need to be entered in configure mode. 
3.2.1. Cisco Command Refresher

The following is not an exhaustive guide but is intended to remind of the configuration of a Cisco switch. If you are not comfortable with Cisco switch configuration be very careful of making changes.

	Setting
	Explanation

	enable 
	Enters privileged enable mode with rights to configure switch

	configure terminal
	conf t for short. Enters configure mode

	no command
	Removes a command

	copy running-config startup-config
	Copy run start for short. Copies the running configuration to startup. It is a good idea to do this before starting configuration and then not to do it again until new commands have been tested. This gives an easy roll back.

	copy running-config tftp
	Copies the configuration to a tftp server for backup. Also another way of providing roll back.

	copy tftp running-config
	Copy configuration from tftp server to switch running-configuration

	interface range fa0/1 – 30
	Sets a configuration command to apply to the port range fa0/1-30

	shutdown
	Shutdown an interface, can be done either on the port or the vlan. 

	vlan vlan-id
vlan name vlan-name
	Creates a vlan vlan-id and gives it the name vlan-name

	exit
	Leave current configuration mode. 

	End
	Leave configuration mode completely and return to enable mode.

	do command
	when in configure mode this lets you execute a command on the system

	sh run | i string
	Does a show run then returns the string that matches the pattern specified. i standards for include, can also do exclude.

e.g. sh run | i dot1x

returns all lines in the configuration with dot1x in them


3.2.2. Setting up AAA Authentication
	Setting
	Explanation

	aaa new-model
	Enables AAA on the switch

	aaa authentication login default none
	Sets switch to use AAA for 802.1x only, which is optional
NB: Some 3550 switches have issues with this command, in which case you can use aaa authentication login default local and create a local username and password using username user password pass 

	aaa authentication dot1x default group radius
	Sets switch to use radius for authentication of 802.1x

	aaa authorization network default group radius
	This command is essential to use dynamic VLAN assignment with RADIUS. Without this line you won’t be able to dynamically assign VLANs to the switch.

	radius-server host ipaddress key radiuskey 
	Sets the switch to use the radius server ipaddress and the radius pre-shared secret radiuskey


3.2.3. Enabling 802.1x on the switch and configuring ports
	Setting
	Explanation

	dot1x system-auth-control
	Enables 802.1x on the switch. Removing this line is a quick way to disable 802.1x across a whole switch in a disaster scenario where all LAN enforcers or RADIUS servers are unavailable. 

	interface vlan id
ip address x.x.x.x 255.255.255.0
	Sets up a vlan id layer 3 interface with the ip address x.x.x.x and subnet mask 255.255.255.0. id should be the vlan number.

	interface fa0/x
switchport mode access

switchport access vlan id
	Sets up interface fa0/x as a layer 2 interface in a specific vlan. id should be the vlan number.

	interface fa0/y

switchport mode access

dot1x port-control auto
	Sets up dot1x on the interface. 


3.2.4. Additional 802.1x options for an interface
	Setting
	Explanation

	dot1x reauthentication
	Sets the switch to force periodic reauthentication of the client. In my experience setting this option helps to ensure that VLANs switch correctly.

	dot1x timeout quiet-period 30


	Sets the quiet-period that should be forced between attempts to authenticate a switch. 30 seconds is the default.

	dot1x timeout reauth-period 30
	Sets the period at which a switch will force reauthentication on a port. 30 seconds is the default.

	dot1x guest-vlan id
	Sets the default guest vlan for a port to vlan id. In this case when a client without an 802.1x supplicant connects to a port the switch will place the interface into this guest vlan by default after it has timed out receiving a response.

	dot1x guest-vlan supplicant
	This command allows clients that are running 802.1x supplicants to be placed into a guest vlan if they fail authentication.  It is useful to allow a guest pc that is configured for 802.1x elsewhere to gain access to the guest vlan. This is only available on 12.2(25)EWA or later. 

	dot1x multiple-hosts
	By default only a single host will be permitted on a dot1x authenticated port. Setting this option allows multiple hosts to be permitted. Can be useful for allowing vmware in bridging mode or connecting a Cisco IP phone. 


3.2.5. Example Configuration

The following extract shows the configuration of 802.1x on the switch in the lab environment shown above. The most important commands are highlighted in bold. 
	aaa new-model

aaa authentication login default local

aaa authentication dot1x default group radius

aaa authorization exec default local

aaa authorization network default group radius

!

username admin privilege 15 password 0 symantec1

ip subnet-zero

!

vtp domain symlab

vtp mode transparent

!

spanning-tree mode pvst

spanning-tree extend system-id

dot1x system-auth-control

!

!

!

!

vlan access-map block_arp 20

 action forward

vlan filter block_arp vlan-list 30

!

vlan 10

 name mainnetwork

!

vlan 30

 name guest

!

vlan 40

 name quarantine

!

interface FastEthernet0/3

 switchport access vlan 10

 switchport mode access

 dot1x port-control auto 

 dot1x timeout quiet-period 30

 dot1x timeout reauth-period 30

 dot1x guest-vlan 30

 dot1x reauthentication 

!

interface FastEthernet0/25

 switchport access vlan 10

 switchport mode access

!

interface FastEthernet0/33

 switchport access vlan 30

 switchport mode access

!

interface FastEthernet0/43

 switchport access vlan 10

 switchport mode access

!

interface GigabitEthernet0/1

 switchport mode dynamic desirable

!

interface GigabitEthernet0/2

 switchport mode dynamic desirable

!

interface Vlan1

 no ip address

 shutdown

!

interface Vlan10

 ip address 192.168.1.9 255.255.255.0

!

interface Vlan30

 no ip address

!

interface Vlan40

 ip address 192.168.40.9 255.255.255.0

!

ip classless

!

radius-server host 192.168.1.15 auth-port 1812 acct-port 1812 key symantec

radius-server retransmit 3

!

line con 0

line vty 0 4

 password symantec1

line vty 5 15

 password symantec1

!


3.3. Advanced Commands

The following commands are for use in proving particular advance customer commands. If possible, avoid using these in a POC unless you have a specific customer requirement because they will complicate the setup. The commands outlined above should be enough to prove most customers requirements at POC stage and some of these will be more appropriate at the pilot or implementation stage. 
However, for some customers these will be key requirements that need proving.
3.3.1. Cisco IP Phones and CDP

Cisco switches have a special voice VLAN which phones can be placed into upon detecting a packet using the Cisco Discovery Protocol (CDP). A Cisco IP phone has a switch built into it for the PC connection and using a special voice VLAN port and CDP it is possible for voice and data traffic to be configured onto different VLANs. 

To enable the voice VLAN alongside dot1x you need to configure both options. If you run dot1x in single-host mode then only one 802.1x client is allowed on the primary VLAN and other workstations are blocked, if you enable multiple- hosts then after an 802.1x client is authenticated on the primary VLAN additional clients on the voice VLAN are unrestricted after authentication succeeds on the primary VLAN.

A voice VLAN port becomes active when there is a link and the first CDP message is received from the phones. Cisco IP phones do not relay CDP messages from other devices so if several IP phones are connected in series the switch will only recognize the phone directly connected, and not allow unrecognized Cisco IP phones more than one hop away. 
Here is how to configure 802.1x alongside a Voice VLAN.

	configure terminal
	Enter global configuration mode

	configure interface fa0/x 

Or

configure interface range fa0/x – y
	Define interfaces for which the command will be configured

	switchport mode access
	Set the port to be an access port

	switchport access vlan vlan-id
	Define the default vlan for the port

	switchport voice vlan vlan-id
	Specify the voice VLAN to be used if CDP is enabled

	dot1x port-control auto
	Setup dot1x port-control authentication

	dot1x pae authentication
	For 12.2(25)SEE or later sets up 802.1x authentication with default parameters.


There are a number of constraints with configuring the voice VLAN alongside dot1x.

· Dot1x cannot assign the same VLAN as the voice vlan, doing this will cause authentication to fail.

· The 802.1x guest vlan cannot be the same as the voice VLAN port.

· You cannot configure an authentication failure VLAN and voice VLAN on the same port.

· You cannot connect multiple IP-phones to a Catalyst 4500 series switch through a hub when 802.1x is enabled. 
3.3.2. Port Security

For certain devices such as printers you cannot use 802.1x to authenticate access to the port. It is therefore important to ensure that only the approved system can connect to ports on which this is on. 

This can be done using port-security on the cisco switch to ensure that only approved systems can connect. For a POC the simplest way to demonstrate this is using port-security on the interface to ensure that only the MAC address of the printer can connect. An example of how to configure this is shown below.
	switchport port-security
	Configure port security

	switchport port-security mac-address 0015.5809.4d83
	Configure port security and specify allowed mac address


Here is an example packet syslog message when a non-authorised machine was connected to a port and the switch shutdown the port after detecting a violation. 
	03-08-2007
18:13:36
Local7.Error
192.168.1.9
30: 00:14:50: %LINK-3-UPDOWN: Interface FastEthernet0/5, changed state to down

03-08-2007
18:13:35
Local7.Notice
192.168.1.9
29: 00:14:49: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/5, changed state to down

03-08-2007
18:13:34
Local7.Critical
192.168.1.9
28: 00:14:48: %PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occurred, caused by MAC address 0012.3f3b.bed3 on port FastEthernet0/5.

03-08-2007
18:13:33
Local7.Warning
192.168.1.9
27: 00:14:48: %PM-4-ERR_DISABLE: psecure-violation error detected on Fa0/5, putting Fa0/5 in err-disable state


There are 3 main options for reacting to a port security violation:

· Shutdown – shuts down the port into error-disable mode when detecting a MAC address violation and shuts down the LED.
· Restrict – restricts traffic on the port to authorized MAC addresses only and generates an alert. This is the ideal for continued operation on the port without having to reenable the port on the switch.

· Protect - restricts traffic on the port to authorized MAC addresses only but does not create an administrative alert.
There are also a number of options for setting the port security.
· Static Secure MAC address – the mac-addresses need to be manually entered using the switchport port-security mac-address mac-address command. This is the format used in the example given above. These MAC address are stored in the address table and added to the switch running configuration.

· Dynamic Secure MAC address – these are dynamically configured by the switch detecting MAC addresses on an interface up to the MAC address limit defined on the port. These addresses are removed when the switch is rebooted.

· Sticky Secure MAC address – These can be either dynamically learned or manually configured, they are then stored in the address table and added to the running configuration. These addresses can be saved in the configuration file so that when the switch restarts the interface does not need to dynamically reconfigure them. 
The above options are configured with the following command.

switchport port-security violation {protect | restrict | shutdown}

An interface can convert the dynamic MAC addresses to sticky secure MAC addresses and then add them to the running configuration by using stick learning. All sticky secure MAC addresses are added to the running configuration. If you save the sticky secure MAC addresses in the configuration file then, when the switch restarts, the interface won’t need to relearn the addresses; if you don’t save them then they are lost on reboot.
The above options are configured with the following commands (notes taken directly from the Cisco configuration manual).

	switchport port-security mac-address sticky
	Enables Sticky mac address learning on the interface.

	switchport port-security mac-address sticky [mac-address | vlan {vlan-id | {access | voice}}]
	(Optional) Enter a sticky secure MAC address, repeating the command as many times as necessary. If you configure fewer secure MAC addresses than the maximum, the remaining MAC addresses are dynamically learned, are converted to sticky secure MAC addresses, and are added to the running configuration.

Note If you do not enable sticky learning before this command is entered, an error message appears, and you cannot enter a sticky secure MAC address.

(Optional) vlan—set a per-VLAN maximum value.

Enter one of these options after you enter the vlan keyword:

• vlan-id—On a trunk port, you can specify the VLAN ID and the MAC address. If you do not specify a VLAN ID, the native VLAN is used.

• access—On an access port, specify the VLAN as an access VLAN.

• voice—On an access port, specify the VLAN as a voice VLAN.

Note The voice keyword is available only if a voice VLAN is configured on a port and if that port is not the access VLAN.


3.3.3. MAC Authentication Bypass / MAC RADIUS

Mac Authentication Bypass is a recent feature in Cisco IOS that allows the switch to allow a system to access a port based upon the MAC address. This allows certain supplicants to be authorized based upon the mac address, particularly if they are not running a supplicant. 
This is enabled using the following command within the interface
	dot1x mac-auth-bypass [eap]
	This configures the interface to bypass mac authentication. And to optionally use the Extensible Authentication Protocol for authentication of the mac address. 


If the port is unauthorized and the client MAC address is not in the authentication server database then the port remains unauthorized. However if the client MAC address is added to the database then the switch will use MAC authentication bypass to re-authorized the port. 
If an EAPOL packet is received on the interface then the system will use IEEE 802.1x not MAC authentication bypass to authorize the interface so this solution works best for systems not running the supplicant such as printers, or IP phones that don’t have a built in supplicant.
As this command was only introduced in 12.2(25)SEE or later if you wish to use this you will also need the special build of the agent, see section 3.3.1.

Information on how to setup MAC address authentication in Microsoft Internet Authentication Server is in section 12.

3.3.4. Using IP Routing and VLAN Maps to simulate quarantine network

One of the most difficult issues in a POC is finding enough equipment to build a reproduction of a multi VLAN network with restricted access to systems. For some customers it will be enough to show the VLAN switching. However, others will wish to see a reproduction of a network and restricted access to the remediation servers. 
If you have a layer 3 switch then it is possible to reproduce the VLANs, subnets, IP routing and filtering using the facilities of the switch. This involves the following

Setting up DHCP and the subnet for each vlan
Create the vlan in the normal way described in section 3.1.1. 

Enter the vlan interface configuration mode
	conf t
	Enter terminal configuration mode

	interface vlanvlan-id
	(no space between vlan and vlan-id)

	ip address ipofvlaninterface subnet-mask
	Set VLAN interface ip address and subnet mask

	ip helper-address ipdhcpserver
	Set the helper address to forward DHCP requests to the DHCP server on the main subnet.


On your DHCP server create a new scope covering the subnet address on your vlan.
Setting up security on the VLAN interface
There are a number of security solutions available on Cisco switches; you can create VLAN maps which will fully control all forwarding of traffic within the switch or you can follow the more traditional route of creating IP access lists and using these to control IP forwarding at layer 3. 
As this is the simplest method this is the example we will give here, but Cisco do have documentation on VLAN maps if this is required.

	ip access-list extended QuarantineACL
 remark Used for dot1x 

 remark Allow EAPoUDP

 permit udp any any eq 21862

 remark Allow DHCP

 permit udp any eq bootpc any eq bootps

 remark Allow DNS

 permit udp any any eq domain

 remark Allow HTTP access to Symantec Policy Manager server

 permit tcp any host 192.168.1.12 eq 80
 permit tcp any host 192.168.1.12 eq 443

 remark Allow access to remediation server

 permit ip any host 192.168.1.100
permit icmp any any

 remark Deny internal communication
 deny   ip any any
	This is an example reasonably open IP access list for a quarantine network. Although the example gives fairly open access to the remediation server in reality this could be a required set of TCP or UDP ports only. 

	interface Vlan80

 name quarantine

 ip address 192.168.80.1 255.255.255.0

 ip helper-address 192.168.1.100
 ip access-group QuarantineACL in
	Apply the ACL to a VLAN and specify the direction, in this case it will control all traffic at entry to the VLAN.


3.4. Known Issues

3.4.1. 12.2(25)SEE or later
Recent versions of Cisco IOS code have changed the way they communicate using the 802.1x protocol.  
This initially broke the way our standard agent communicated. In order to work with 12.2(25)SEE or later you will need to use 5.1.6 (i.e. MR4 or later)
This version of IOS also needs the interface command 

dot1x pae authenticator 

to setup default 802.1x authentication on the port. If you have upgraded from a previous IOS with dot1x enabled then this command will be added automatically.
3.4.2. 3750 Switches and guest VLAN with Gateway Enforcer
Using a gateway enforcer combined with the guest VLAN feature for LAN enforcement does not currently work on a 3750 switch. 

The switch appears to have an issue with the gateway enforcer bridging packets. This issue is under investigation and only appears to occur on 3750 switches. The guest VLAN feature will work perfectly on, for example, a 3550.
4. Configuring a Microsoft Internet Authentication Server for use in Full 802.1x Mode

If the POC you are attempting to perform requires user authentication, running in what Symantec refers to as full 802.1x authentication mode. When choosing to perform user authentication you need to choose the EAP method that you will use and set this on both the server and the client. There are a number of EAP methods available, details of each of these are in other Symantec documentation. The simplest secure method to configure is PEAP and MS Chapv2-Secured Passwords. 
4.1. Installing Microsoft IAS Server and assigning a server certificate

In order for Protected EAP to work a certificate needs to be assigned to the RADIUS server (in this example the Internet Authentication Server) in order that the TLS tunnel can be set up between the client and RADIUS server over which the EAP communication will take place. 
The simplest way to implement this in a Windows Active Directory environment is to use Microsoft Certificate Services. There are important differences between running the Certificate authority on Microsoft Windows 2003 Standard and Enterprise, with Enterprise you can create custom templates and it includes a template for RAS and IAS server authentication. This isn’t essential, you can use a web server certificate with Windows 2003 standard but unless IAS is on a domain controller you may encounter problems issuing the web server certificate.
Although it is possible to avoid using web certificate enrolment if you are just using the certificate authority with IAS on the domain controller it is easier to create certificates for other uses if this is used. Therefore, the steps to installing the Certificate Authority are as follows:

1. For Web Enrollment ensure that IIS is installed before you start.

2. Click Start, click Control Panel, and then double-click Add or Remove Programs.
3. Click Add/Remove Windows Components.
4. Click Certificate Services, and then click Details. 
5. Make sure that Certificate Services Web Enrollment Support is selected. 
6. Once installed check that the certificate authority is working.

4.1.1. Install IAS

Install IAS on the system by following the following procedure. 

1. Click Start, click Control Panel, and then double-click Add or Remove Programs.
2. Click Add/Remove Windows Components.
3. Click Networking Services, and then click Details. 
4. Make sure that Internet Authentication Service is selected. 
5. Click OK and next until installed

6. Start Internet Authentication Service.

7. Right click on Internet Authentication Service (local) and choose register in active directory
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8. Ensure that the certificate authority has issued the IAS with a certificate by entering gpupdate /force 

9. This should force the certificate authority to issue the certificate to IAS (if on standard I have found the needs to be a domain controller but it should work for any server if Enterprise Server with automatic enrolment is enabled). For a windows standard server it will issue a domain controller certificate that will be used by IAS. The example from our domain controller is shown below.
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10. In IAS this will look as follows:
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4.2. Configuring the Microsoft IAS Server
The following screen shots illustrate the steps required to setup full 802.1x user and host authentication with the Internet Authentication server. This will use PEAP and MS-Chap-v2 secured passwords.
4.2.1. Setting up the RADIUS clients

Both the switch and the Lan enforcer need to be configured in Internet Authentication server as RADIUS clients. Without this setting the IAS will reject any RADIUS requests. When setting up the RADIUS clients choose the switch model if available (e.g. for a Cisco switch choose Cisco and for the LAN enforcer choose Standard RADIUS.
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In RADIUS Clients right-click and choose New RADIUS client then enter the criteria similar to the following (the shared secret should be the same as the key on the switch, and the secret on the enforcer).
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4.2.2. Setting up the authentication policies

First create the name of your authentication policy. In the following example we have deleted the default and created a new one called symtest.
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Set a criteria that will cause this profile to be matched. In this example, we have gone for NAS-Port-Type matches “Ethernet”, as this is a Cisco switch it will always match this profile, it is important to set the policy to grant remote access if the connection request matches the specified conditions.
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Next, click on the authentication tabs and choose the authentication methods that are required, clear all the check boxes on the main tab (e.g. CHAP, PAP etc) and click on the EAP methods button.
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Add Protected EAP (PEAP) into the EAP types if it isn’t there already.
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Select Edit on Protection EAP, ensure that Secured Password (EAP-MSCHAP v2) is included in the EAP types and that the certificate issued in section 4.1 is assigned. Fast Reconnect can be problematic with some supplicants but is fully supported by the Symantec and Microsoft supplicants.
[image: image11.png][z

This server identfies self to calers before the connection is completed
Select the certficate that you wank o use 5 proof o identy.

Certficate issued

Friendly name:
Issuer: @

Expiration date: 120212008 17:14:42

[ Enable Fast Reconnect
Eap Types

iave s

[ty |
[z tn]

132 Do

P | oo | o]l |





4.3. Setting User rights to work with IAS
Although we have now configured the IAS server if we were to go straight from here then the client PC would be denied access because it doesn’t have dial-in user rights on the machine. What! but this isn’t a dial-in solution, you may say, however this is Internet Authentication Server and it was configured for dial-in or VPN (remote access). 

On a Windows 2003 standard server you don’t have the option to set user accounts to Control access through the remote access policy, you need to pay for Enteprrise server to get that. 
This would mean that you would need to go through every user or computer account that you wish to authenticate using 802.1x and set their remote access permission to allow access. Although this is a good way of restricting who can gain 802.1x it’s not practical in a large rollout where the customer wishes to control a large number of users. 
Luckily there is a nice backdoor built into Microsoft Authentication server. When logged in as a user with Domain Admin or Enterprise Admin rights, 

1. Edit the Remote Access Policy you created in section 4.2.1 (e.g. symtest) by right mouse clicking on it and choosing Properties. 

2. Edit the profile, click on the Advanced tab and then click on Add.
3. In the list of available RADIUS attributes double-click the Ignore-User-Dialin-Properties attribute. 

4. In Boolean Attribute Information, for Select the attribute value, click True and then click OK.
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5. Click on Close and then OK until you return back to the main screen. 

Now, whenever a connection request matches this remote access policy IAS will not use the dial-in properties of the user account in Active Directory to determine access to the network and will just use the settings in the remote access policy to determine authorization. 

4.4. Setting User Based VLANs using IAS

This section is completely optional and doesn’t have to be done to successfully set up full NAC. 

Some customers want to assign different VLANs based upon the group a user belongs to so that, for existence, finance users go into one VLAN and accounting into another.
4.4.1. Note of Caution
There needs to be a VLAN structure in place to support this, so although this functionality can be included in a POC the customer would need to look at their own architecture before distributing it across the network. This is because many companies have different VLANs defined at the perimeter and at the core and around different areas of the network. 

This could cause problems if, for example, a finance user tried to logon in the engineering department and then get switched into a VLAN that didn’t exist. 

4.4.2. How to Configure User Based VLANs
Before starting you will need to create windows groups into which you will place those users you wish to assign to a specific VLAN.
1. Create a new Remote Access Policy in the Internet Authentication Service. You can use the wizard or the custom policy. 
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2. From the Policy Conditions Choose add, select windows group and specify the windows-group you would like to use to base VLAN membership on.
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3. Finally Specify that this policy will Grant Access to the network.
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4. Now we need to specify the VLAN setting. To do this we need to create a number of custom RADIUS attributes. From the Remote Access Policy click on Edit Profile, then click on the Advanced tab and choose Add to add in custom radius attributes. There are 3 that we need to add.
5. Tunnel-Type – this should be set to Virtual LANs.(VLAN)
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6. Tunnel-Medium-Type – this should be set to 802 (includes all 802 media plus Ethernet canonical format).
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7. Tunnel-Pvt-id – on a cisco switch this needs to be set to the VLAN ID that we want to instruct the switch to put the user’s machine into.
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8. This will leave us with the following criteria.
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9. Create Groups for as many VLANs as you want. You will need to set the LAN enforcer action to open port on the switch.
5. Configuring the 802.1x Client
For the following exercises we will assume that the Symantec supplicant, built into the agent will be used.
5.1. Full 802.1x Mode

First of all we need to ensure that the Symantec NAC agent is set to use IEE802.1x. For basic mode authentication we also want to let the user specify which authentication protocol to use.
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The actual authentication mechanisms are configured using the windows supplicant interface. There are plans to introduce central management for the GUI from the SEPM in the future. The following screenshot shows how this could be configured to work with PEAP and MS Chap Secured Passwords.
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 And the following screenshot shows the SEA when authentication has taken place and it is connected to the policy manager. 
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NB/ The above diagrams assume that the Symantec Supplicant is being used.  If an external supplicant such as the Microsoft or another vendors supplicant is used then the Symantec Protection agent is required. In order to work with a 3rd party supplicant on Windows then the Protection agent is required. If the enforcement agent is used with a 3rd party supplicant communication will not be successful.
5.2. Transparent 802.1x Mode

Transparent mode is much simpler to implement. The following screen shot shows the setting for setting up transparent mode for the agent. Use the switch guest VLAN feature to provide Internet only access (as an example) for users that do not have an agent installed.
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5.2.1. MAC Authentication Bypass and Transparent Mode

In order to use MAC Authentication Bypass with Transparent Mode there is no need for any special configuration on the client. For this to work on the LAN enforcer instead of specifying a fake RADIUS server specify the address of a true RADIUS server and ensure that forward other protocols besides EAP is selected in the LAN enforcer configuration. This will then forward the communication for MAB through the enforcer without any special configuration being required. See section 8.1 and the following illustration.
[image: image28.png]Basic formation || Switch Address | Vian

cton |

Switch profie name:

Switch modet

feb-swich

[isco Catalyst series

‘Shared secret

Confirm share secret:

RADIUS server grou:

Re-authertication perod in secons:

Fusnac

El

¥ Forward protosols besides EAP

Cancel






6. LAN Enforcer Configuration
6.1. Configuring the LAN Enforcer
The configuration of the LAN enforcer is the simplest part of an 802.1x implementation, and of course for transparent mode none of the IAS section is required. This is all done on the user group in the Symantec Policy Manager. 
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First we need to configure the RADIUS server. Even if using transparent mode, enter a RADIUS server but with the IP address of 0.0.0.0. 

For full authentication enter in the IP address of your RADIUS server (IAS in our example). The shared secret defined here should match that set in the RADIUS client entry for the enforcer on the Internet Authentication Server.
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Now the switch information can be defined. For a Cisco Catalyst select this switch model from the drop down list. The shared secret set here should match that set in the radius-server line on the cisco switch. 
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Enter the IP addresses of the switches. This should be the management IP or IP of the VLAN closest to the enforcer.
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Add in information on the vlans that need to be controlled. The VLAN ID and VLAN Name need to be defined exactly as they are in the Cisco switch. 
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The following sections on actions depend upon your customer’s policy requirements. The following 2 screenshots are examples only. 

Example Full 802.1x Mode Configuration
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Example Transparent 802.1x Mode Configuration
[image: image36.png]Basic nformation | Swich address | ian | Action |

Order [Host Authent..[User Authent..] Profile Check Action
o passed lgnore Resut__ignore Resut__Open Port

2 Falea lgnore Resut__lgnore Resut__ Swichto V-LANGuara
3 Unavaiable lgnoreResut _lgnore Resut _ Swichto V-LaNguest

[
===
s

=





[image: image37.png]Basic Settings | RaDI

s Server Growp | Switch | Logany |

System Log
[ Enable Logging
Maxinum og fle size

Log ertry wil expie after:

Client Activity Log
[ Enable Logging
Maxinum og fle size

Log ertry wil expie after:

[V Sendlog to server

s12] KByt

0] days

[V Sendlog to server

s12] KByt

0] days

[Ccmes J[_rew





6.2. Policy Settings

The profile setting is an important option to ensure that agents are using the right host integrity check upon which to base their compliance check. However, it should be used with care. 

Once the profile check has been defined as a criterion then any change to the profile for a group of agents may cause agents to fail the profile check. 
When using the protection agent, these profiles can change when any policy element is modified, including adding new network services and adapters. Once this check is used in a large network environment running in pull mode it is entirely feasible that all agents on the network will become out of date with this check as they fail to receive the new profile in time. Although Symantec NAC will take care of this by swapping the agent onto a quarantine network where it can update its profile and get back into production there could be a danger that careless modification of the policies severely impacts on the user experience. For example, if they were in the middle of a large FTP download or editing a file on a network share at the time. To avoid these problems one or both of the following 2 approaches should be considered.

1. Enforce strict change control so that no changes can be made during normal working hours.

2. Host integrity policies tend to be very static so it would be entirely possible to leave the profile check disabled and make it part of the change control process for host integrity policies to enable it on the enforcer and then only disable once all the systems have got the latest profile. If we use the blaster worm to illustrate the example, this required a particular hot fix to be in place on every system in the network, because of the pervasive nature of the blaster worm the need to ensure systems are patched outweighs the possible impact on user experience. Therefore, before adding the host integrity check for the patch. Go into the enforcer groups and ensure that systems are swapped into the quarantine / remediation network when this is out of date. As the quarantine network should have access to the policy manager, any systems that do not get the profile update in time will be able to get the update from this VLAN and then swap back into the production network. 
7. Gateway Enforcer and Guest VLAN
The Gateway enforcer can be used alongside the Guest VLAN functionality to control access to the network. There is currently a problem implementing this on a Catalyst 3750. If you have a 3750 then the gateway enforcer cannot be connected to 2 VLANs at once. For other models it should work. 

7.1. Switch Configuration

First the switch needs to be setup in a standard 802.1x configuration. 
This will require at least 2 VLANs, although 3 will be required to simulate a quarantine network as well, and you may need more depending on the situation that you wish to demonstrate. 
Setup the 3 VLANs for 802.1x. For example, 

10 – production

20 – quarantine

30 – guest

The guest VLAN should be layer 2 with no ip address assigned to the VLAN interface.
If you are using a layer 3 switch you can setup DHCP helpers, routing and access control lists for the quarantine network to restrict access to the network. 
An example of the vlan configuration is shown below. 
	interface Vlan10

 ip address 192.168.1.9 255.255.255.0

!

interface Vlan30

 no ip address

!

interface Vlan40

 ip address 192.168.40.9 255.255.255.0


7.2. LAN Enforcer Configuration

This configuration will work with full or transparent mode NAC. A suggested configuration would be. 
	Action
	Host Authentication 
	User Authentication 
	Profile Check

	Open Port
	Passed
	Passed or Ignore Result
	Ignore Result

	Switch to VLAN Quarantine
	Failed
	Ignore Result
	Ignore Result

	Switch to VLAN Guest *
	Unavailable
	Passed or Ignore Result
	Unavailable


* If no 802.1x supplicant is running on the client then the switch will need to set the guest VLAN using the 
NB. The use of a VLAN based upon user authentication would allow a different VLAN to be created for guests and contractors, so that guests could be given Internet access only and contractors access to the main network via the gateway enforcer after successfully passing a HI check.  
7.3. Configuration of Symantec On Demand Agent
In order to use the Symantec On Demand Agent you will need to install this with a valid evaluation or full license. Once Symantec On Demand is installed configure the policies to demonstrate the HI check and interaction. 
This could be installed on a dedicated web server or on the policy manager.
1. In the general settings, configure the gateway enforcer interaction. In our example, the gateway enforcer is 192.168.1.7. You can also specify a syslog server to collect host integrity events if required as well.
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2. Then configure the options for the location. In order to make this demonstration simple for a POC we have set On Demand to only do host integrity checking (Windows OS only).
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3. It’s also advisable to customise the options for host integrity such as allowing the user to exit Host Integrity checking and disabling timeouts, and the closing of the agent when the browser that launched it is disabled, this will prevent any issues with the demonstration in a POC.
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4. Finally we need to setup the web site to deliver the On Demand Agent to any systems connecting. This can be done simply by adding a second web site onto the IIS server used for the Policy Manager. Use all the default options when setting up the website except use a different port, or host header and point the web site to the directory c:\Program Files\symantec\Symantec On-Demand\On-Demand Agent\
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7.4. Gateway Enforcer Configuration

The gateway enforcer needs to be connected to both the production and guest VLANs. The internal interface should be connected to the production VLAN. The following shows an example configuration for our test lab.
	VLAN
	Switch Interface
	Gateway Enforcer Interface

	10 (production)
	Fa0/33
	Eth0

	30 (guest)
	Fa0/43
	Eth1


Test the gateway enforcer configuration by placing a system into the guest vlan that is running the SNAC agent. This should be able to access the internal network with no problem. 

Finally we need to setup the gateway enforcer to redirect guests to run the On-Demand agent and allow access. 

To setup the redirection go to the Authentication tab on the Gateway Enforcer Group properties and redirect the agents to the web site you setup in 7.3.
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On the Auth Range tab also setup any hosts that you wish to allow access to on the internal network. There is an implied rule allowing access to the SPM so this does not need to be added into the list.
Finally we need to tell the gateway enforcer to authenticate legacy clients. 
This is enabled by entering the legacy allow line into the command line on the enforcer.

	Enforcer(advanced)# legacy allow
Enforcer(advanced)# show
Failover Status:                DISABLED

Failover Port:                  39999

Failover Sensitivity Level:     1

SNACS ip address:               (null)

SNACS port:                     1812

SNACS key:                      (null)

Check GUID status:              Disable

Legacy GUID:                    (null)

Legacy Client:                  ALLOW

Local Authentication:           DISABLED


Everything is now ready to test guest access.

NB. When testing guest access don’t use the SPM as this has an implied rule which means it will always allow access. Another server needs to be used. Also, don’t allow use the layer 3 switch interface on the production network as this will often confuse the switch and fail. 
8. Authenticating MAC Addresses with MS IAS

This requires IOS version 12.25(SEE) or later to work.
8.1. Using the MAC Authentication Bypass Feature in the Cisco Switch
In order to be able to use the MAC authentication bypass feature in the cisco switch you need to be able to validate the information on the machine, using a RADIUS server i.e. Internet Authentication Server (IAS). To authenticate the MAC address of machines with IAS you will need to add the machine information in as users that will get authenticated by the RADIUS server. As these are machines, and not interactive users then all the password aging and password complexity rules will have to be disabled for these accounts. Both the user name and password of these agents should be the physical address or Media Access Control (MAC) address. There is no involvement from a user of this organisation. 

By combining the MAC Address groups with the RADIUS profiles described in the user based VLAN assignment you can place different types of systems into different VLANs, if required. This can allow printers to be placed into one group by the IAS server and contractors and on-site consultants into another. 

If the MAC address of the system isn’t setup as a user in Active Directory, or if the machine’s account has been disabled then the Internet Authentication server won’t be able to authenticate the system. 

8.1.1. Adding a Machine as a User to Active Directory

1. Start Active Directory Users and Computers and navigate to the organizational unit in which you want to store the user. 

2. Create a new User
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3. Choose whatever meaningful name information that you like. However, the user logon name must be the MAC address. 
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4. The password should be the same as the username (i.e. the MAC address). Also, don’t forget to ensure that the Password never expires box is checked and that the user must change password at next logon box is not.
MAC-Authentication-Bypass uses PAP to authenticate connections not PEAP. A very simple way to enable this is to edit the IAS Remote Access Policy you have created and add the PAP authentication to this.
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8.1.2. Applying MAC-Auth-Bypass Users to Groups
You may not want to include this in your profile and also you may not want to give your MAC address users the same rights to the windows domain. You can therefore create a dedicated group, assign your printers to this and then setup a RADIUS profile to allow PAP for this group only. 

This removes any risk from passwords being sent unencrypted across the network between the switch and the enforcer / IAS RADIUS server.

1. Create a group to which you want your systems to belong. 

2. Now from the user properties choose the Member Of tab and add your new group.
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3. Highlight the group (Printers) and choose set as Primary Group.
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4. It will now be possible to remove the Domain Users group (and all the rights to the windows network) this gives from the user.
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5. After applying and saving these changes open the Internet Authentication Service.

6. Add a new Remote Access Policy. The conditions for this could still be the network connection type but also the Windows Group that you have created.
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7. Select the Unencrypted authentication (pap, spap) check box. You don’t need to have any EAP methods selected.
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8. Ensure that this new policy is higher in the order than the default one.
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8.2. LAN Enforcer Configuration and MAC Authentication Bypass

As MAC-Authentication-Bypass does not use EAP it will be forwarded directly by the enforcer to the backend RADIUS server. As an example see the following kernel live debug for a mac-auth-bypass-communication.
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The packets are simply passed by the enforcer so there is no need to specify an action in the LAN enforcer configuration.
9. Troubleshooting
9.1. Procedure

As with all troubleshooting start with basic things such as connectivity and work up to the more sophisticated elements. 

When using full 802.1x mode then always test this first before introducing Symantec NAC. This can be done in our example by using the Windows supplicant and Microsoft IAS only. 
9.2. Common Issues

The following are common issues seen in setting up environments and how to rectify them.

No communication between the switch and the enforcer. 

Show radius statistics on the switch shows packets without responses and timeouts, example below
[image: image54.png]haa authorization network default group radius
radius—server host 192.168.1.16 auth-port 1645 acct—port 1646
fradius—server source-ports 1645-1646

isco-suitchiishow rad stat

g
£

Maxinun inQ length:
Maxinum yaitQ lengt
Maxinun doneQ lengt
Total responses see
Packets with response
Packets without response.
fuerage response delaylns.
Maxinun response delaylns
Nunmber of Radius timeout:
Duplicate 1D detect
Buffer Allocation Failure
taxinun Buffer Size Chytesd:
Source Port Range: (2 ports only>
1645 - 1646
Last used Source Port/Identifier:
164527
164670

foolssusonnn!

Elapsed time since counters last
isco-suitchil,





Switch using the wrong RADIUS port
Check the radius server entry on the switch. By default Cisco uses the old RADIUS port of 1645 whilst the enforcer uses 1812. If the RADIUS server line was just entered without specifying an auth-port or acct-port then you will end up with a line like the following and the switch will be trying to contact the enforcer on the wrong port.
radius-server host 192.168.1.16 auth-port 1645 acct-port 1646 key Symantec
Remove the line from the configuration by entering no in front of the incorrectly specified line and then re-entering it specifying the auth and acct ports, example below.

	Enter configuration commands, one per line.  End with CNTL/Z.

cisco-switch(config)#no radius-server host 192.168.1.16

cisco-switch(config)#radius-server host 192.168.1.16 auth-port 1812 acct-port 1813 key symantec


Radius pre-shared secrets don’t match between the switch and enforcer
Show radius statistics on the switch shows packets without responses and timeouts as above but the radius server is configured correctly. 
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When doing a debug kernel live on the enforcer (see below) the following line appears. 
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The enforcer is rejecting the RADIUS query packet from the switch because the pre-shared secret is wrong. 

Re-enter the pre-shared secret in the enforcer configuration to ensure that it matches that set on the switch. 
Users are not being authenticated by Internet Authentication Server

LAN Enforcer (or switch if not using SNAC) is not defined as a RADIUS client in the Internet Authentication Server

The following event will appear in the windows system event log.
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Add the RADIUS client into the Internet Authentication Server (see 4.2.1). 
Pre-shared Secret is wrong between the Enforcer and the Internet Authentication Server
The following event will appear in the windows system event log.
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Reset the pre-shared secret in the Internet Authentication Server Radius Client and the RADIUS server group of the LAN enforcer configuration.

VLAN Switching not working but open / close port does
Ensure that the hardware supports VLAN switching.

Ensure that the line aaa authorization network default group radius is entered on the command line.

Full 802.1x user authentication doesn’t work with SNAC agent running
Check the following

· If running an old SNAC agent – prior to 5.1 MR3

· Ensure you are using the protection agent not enforcement

· Ensure that enable 802.1x is checked in the general settings for the agent’s group

· Ensure the windows supplicant is configured

· For SNAC 5.1.5 (and later) and SNAC 11 agents then check the following

· The Symantec Supplicant is being used

· If a 3rd party supplicant is used the protection agent or network threat protection must be installed.

· Ensure that 802.1x is checked in the general settings for the agent’s group
· Ensure that transparent mode has not been selected either in the group configuration in the SPM or in the windows supplicant authentication tab (which currently configures our supplicant).

10. Further Reading
Everything you didn’t want to know about securing a Cisco Switch

Cisco IOS Switch Security Configuration Gude – Switch Security Guidance Activity of the Systems and Network Attack Center (SNAC), A. Borza, D. Duesterhaus, C. Grabcynski, J. Johnson, R.Kelly, T.Miller, 21 June 2004  http://www.nsa.gov/snac/os/switch-guide-version1_01.pdf
Catalyst 4500 Series Switch Cisco IOS Software Configuration Guide, 12.2(25)EW - Understanding and Configuring 802.1X Port-Based Authentication, Cisco Corporate http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ew/configuration/guide/dot1x.html#wp1169891 
Internet Authentication Server Technical Reference, Microsoft Corporation, http://technet2.microsoft.com/WindowsServer/en/library/8f5c89d5-fdaf-430c-9ef4-318f8c15baf11033.mspx?mfr=true
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008076317c.shtml
http://technet2.microsoft.com/windowsserver/en/library/e9a30a60-7f8b-435f-b210-d47c3b7ecb961033.mspx?mfr=true
IEEE 802.1X: Practical Port Control for Switches, Cisco Corporation,
http://www.ciscopress.com/articles/article.asp?p=29600&seqNum=3&rl=1
11. Appendix A: Cisco Commands and IOS Version
The following information shows at what IOS release a Cisco command was introduced. 

	Command
	IOS Introduced
	Modifications Made

	dot1x
	12.1(14)EA1
	12.2(25)SE 
12.2(25)SEE

	dot1x auth-fail max-attempts
	12.2(25)SED
	

	dot1x auth-fail vlan
	12.2(25)SED
	

	dot1x control-direction
	12.2(25)SEC
	

	dot1x critical (global configuration)
	12.2(25)SEE
	

	dot1x critical (interface configuration)
	12.2(25)SED
	12.2(25)SEE

	dot1x default
	12.1(11)AX
	12.1(14)EA1

	dot1x guest-vlan
	12.1(14)EA1
	12.2(25)SE

12.2(25)SEC

	dot1x host-mode
	12.1(14)EA1
	

	dot1x initialize
	12.1(14)EA1
	

	dot1x mac-auth-bypass
	12.2(25)SEE
	

	dot1x max-reauth-req
	12.2(18)SE
	12.2(25)SEC

	dot1x max-req
	12.1(11)AX
	12.1(14)EA1

	dot1x multiple-hosts
	12.1(11)AX
	12.1(14)EA1

	dot1x pae
	12.2(25)SEE
	

	dot1x port-control
	12.1(11)AX
	

	dot1x re-authenticate
	12.1(11)AX
	

	dot1x re-authentication
	12.1(11)AX
	12.1(14)EA1

	dot1x reauthentication
	12.1(14)EA1
	

	dot1x timeout
	12.1(11)AX
	12.1(14)EA1
12.2(18)SE

12.2(25)SEC

12.2(25)SEE


12. Appendix B – Setting up SSL on the Symantec Policy Manager

12.1. Setting up SSL on the Symantec Policy Manager

Now that you have an internal certificate authority all your clients who are members of the windows domain will be able to use SSL to connect to the policy manager. The following procedure will work with external certificate authorities such as Verisign (except that the actual certificate registration process will change).

1. On the Symantec Policy Manager Start the Internet Information Services.

2. Right Click on the Symantec web site and click on properties.

3. Choose Directory Security and click on Server Security.

4. Click on Server Certificate and the web server certificate wizard should start.
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5. Choose these options from the screens that follow.
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	-----BEGIN NEW CERTIFICATE REQUEST-----

MIIDSjCCArMCAQAwbzELMAkGA1UEBhMCVVMxDjAMBgNVBAgTBXN0YXRlMRMwEQYD

VQQHEwp3YXNoaW5ndG9uMRAwDgYDVQQKEwd0ZXN0bGFiMRQwEgYDVQQLEwt0ZXN0

bGFiLm5ldDETMBEGA1UEAxMKdGVzdGxhYi1kYjCBnzANBgkqhkiG9w0BAQEFAAOB

jQAwgYkCgYEAyQYJWGWwegKBfgRYEpsgSdeu+IwEztC9vLOfLbH+CLTBILCK23NR

HUJ3WQVawM8Zcu8tgjZwYsfwPm5xGOZJ9+Gd875oEZrPAtFoY10IipSteAe2DI63

RxPZf/N1JBLU9KiHn5zPygFgGJl4HT2CGCYaZnH1/UJ3GB5UWhMra78CAwEAAaCC

AZkwGgYKKwYBBAGCNw0CAzEMFgo1LjIuMzc5MC4yMHsGCisGAQQBgjcCAQ4xbTBr

MA4GA1UdDwEB/wQEAwIE8DBEBgkqhkiG9w0BCQ8ENzA1MA4GCCqGSIb3DQMCAgIA

gDAOBggqhkiG9w0DBAICAIAwBwYFKw4DAgcwCgYIKoZIhvcNAwcwEwYDVR0lBAww

CgYIKwYBBQUHAwEwgf0GCisGAQQBgjcNAgIxge4wgesCAQEeWgBNAGkAYwByAG8A

cwBvAGYAdAAgAFIAUwBBACAAUwBDAGgAYQBuAG4AZQBsACAAQwByAHkAcAB0AG8A

ZwByAGEAcABoAGkAYwAgAFAAcgBvAHYAaQBkAGUAcgOBiQAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAMA0GCSqGSIb3DQEBBQUAA4GBACCB

SbsChg/LOfFyhe4EC/6enGTks+wYfDHFfE05p5XT2NXIezCCPlTBhdczsqdrJtX0

dqeBK0gl6bsbHdCu3Zr8qUOLrysP53MdOE8GEWAqeY/A/TGURgPAkh9KLwzB/6hb

zmPCTqvmFOlDLdGdAQQ+HxeOUKmc7Rinpz84W8oO

-----END NEW CERTIFICATE REQUEST-----


6. The above should create a file c:\certreq.txt with an entry similar to the following:
7. You can now request the certificate at the CA. This section will differ depending on the certificate authority being used. This example is for a Microsoft Certificate Authority

8. Connect to the web enrolment web page and login http://servername/certsrv
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9. Choose Request a Certificate.
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10. Choose Advanced Certificate Request
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11. Choose Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file and paste the contents of your certificate request file (c:\certreq.txt) in the Base 64 encoded certificate request box, also select the web server template
[image: image70.png]=181]

Ele Edt Vew Favortes Toos tep | &
Qack - ) + 1] (2] (0| S Search o Favorkes @ Meda € | (1v o 3
address [&] hitp://10.165.17. 1 jcertsrvjcertraxt.asp B ERE

Submit a Certificate Request or Renewal Request

To subrnit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box

Saved Request:

TYTY YV Y VYV VYT VY YVVYYVYYYVYYV VYV VIVeS|
Base 6-encoded |LAARAAAAAAAAAAALAARAAALAARAAALAAAARTADG
ceriicae fequest[SbsChg/ LOLF yheAEC/ GenGTs +yYEDAT LEOSpSYT
(CMC or 0 BKOG 1 b HACUS 11 BqUOLE yPSINAOEBGEVAY
PKCS #1001 |omPCTaVnTOIDLAGAAQQHiEOUKNC TR 1npE84VB00,
PGS #) “END NE CERTIFICATE REQUEST-

‘ >

Browse for a file to insert

Certificate Template:
Wb Server <]

Additional Attribute

Adtributes.

Eome T @ e




12. Choose Download Certificate Chain
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13. Choose Download Certificate Chain
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14. Now return to the Internet Information Services Manager Directory Security
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15. Choose Server Certificate again, and run the wizard choosing the following options.
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This is the location you saved the certificate chain to above.
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This is the default port you could change this if required.
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16. You can now setup SSL in the Symantec Policy Manager.
13. Appendix: Useful Cisco Procedures
13.1. Upgrading the IOS

Confirm the space requirements for the IOS you are planning to upgrade to. These are available on the Cisco site when you download the IOS. 

IOS should only be upgraded on a switch with a valid smartnet contract. These instructions are for updating switches with a valid smartnet contract only. 
To upgrade the switch you will need a TFTP server running on your machine. There are many 3rd party TFTP servers available on the Internet. One very useful and reliable is Pumpkin from the Klever Group. This can be downloaded from http://kin.klever.net/pumpkin/binaries.
In pumpkin choose options and select a directory where you will store your ios files. The IOS image you want to use for upgrading will also need to be in this directory. 
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One of the great features of Pumpkin is the ability to have control over read and write actions. By default you will be prompted to grant access to any attempts from the switch to connect (so make sure you’re watching the TFTP server when making a connection). Here is an example of the prompt when the switch attempts to write it’s running configuration.
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Click on accept to allow the access.

In the following examples Pumpkin is installed on a system with the IP address 192.168.1.36 so this has been used as the IP address of the TFTP server. 

Don’t forget that if you are running a personal firewall on the workstation being used for the upgrade you are either going to have to allow the TFTP traffic or disable the firewall whilst performing the upgrade.
Check contents of the flash

	cisco-switch#dir flash:
Directory of flash:/

    2  -rwx         315  Mar 07 1993 23:35:49 +00:00  system_env_vars

    3  -rwx        6326  Mar 02 1993 18:07:11 +00:00  config.text.old

    4  -rwx        1164  Mar 01 1993 01:58:19 +00:00  vlan.dat

    5  -rwx        7719  Jul 27 2005 10:35:10 +00:00  config.old

   23  drwx          64  Mar 01 1993 00:00:09 +00:00  lost+found

    7  drwx         192  Mar 01 1993 00:04:00 +00:00  c3550-i5q3l2-mz.121-11.EA1

   22  -rwx           0  Mar 07 1993 23:35:48 +00:00  env_vars

   24  -rwx        5453  Mar 01 1993 00:53:37 +00:00  config.text

   25  -rwx     4266582  Mar 03 1993 05:20:04 +00:00  c3550-i5q3l2-mz.121-22.EA6

.bin

   26  -rwx           5  Mar 01 1993 00:53:37 +00:00  private-config.text

15998976 bytes total (6614016 bytes free)


Before upgrading the flash it is important to back up the old image in case you need to downgrade again for any reason. 

	cisco-switch#copy flash:/c3550-i5q3l2-mz.121-22.EA6.bin tftp
Address or name of remote host []? 192.168.1.36

Destination filename [c3550-i5q3l2-mz.121-22.EA6.bin]?

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

4266582 bytes copied in 17.552 secs (243082 bytes/sec)


Don’t forget to Grant Access on your TFTP server, if using Pumpkin with the default settings.

Also check the flash. If there isn’t enough memory, you might need to delete old images. Always ensure that you are deleting an old image not the image currently being used. To check the image currently being used enter the command show version. 
	cisco-switch#show version
Cisco IOS Software, C3550 Software (C3550-IPSERVICESK9-M), Version 12.2(25)SEE3,

 RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Thu 22-Feb-07 15:35 by myl

Image text-base: 0x00003000, data-base: 0x00DC116C

ROM: Bootstrap program is C3550 boot loader

cisco-switch uptime is 16 minutes

System returned to ROM by power-on

System image file is "flash:c3550-ipservicesk9-mz.122-25.SEE3.bin"




The System image file name shows the image currently being used. NB/ This show version extract was taken after the switch was upgraded.
Sometimes deleting the image can be painful because of typing the old image name correctly. The simplest thing to do is enter the following command:
	cisco-switch#del flash:?

flash:c3550-i5q3l2-mz.121-11.EA1

flash: c3550-i5q3l2-mz.121-22.EA6.bin flash:config.old

      flash:config.text

flash:config.text.old                    flash:env_vars

      flash:lost+found

flash:private-config.text                flash:system_env_vars

      flash:vlan.dat


You can then just highlight the appropriate image you want to delete then re-enter the delete command and past the text you have copied. To delete a single image file you can just enter the delete flash:filename.bin command. However, sometimes, as in the example here you will have a directory to delete. Then you can use the /force and /recursive switches to force the deletion. 

	cisco-switch#del /force /recursive flash:c3550-i5q3l2-mz.121-11.EA1
Delete filename [c3550-ipbasek9-mz.122-25.SEE3.bin]? <--- Press Return --->

Delete flash:c3550-ipbasek9-mz.122-25.SEE3.bin? [confirm] <--- Press Return --->

cisco-switch#dir flash:
Directory of flash:/

    2  -rwx         315  Mar 07 1993 23:35:49 +00:00  system_env_vars

    3  -rwx        6326  Mar 02 1993 18:07:11 +00:00  config.text.old

    4  -rwx        1164  Mar 01 1993 01:58:19 +00:00  vlan.dat

    5  -rwx        7719  Jul 27 2005 10:35:10 +00:00  config.old

   23  drwx          64  Mar 01 1993 00:00:09 +00:00  lost+found

   22  -rwx           0  Mar 07 1993 23:35:48 +00:00  env_vars

   24  -rwx        5453  Mar 01 1993 00:53:37 +00:00  config.text

   25  -rwx     4266582  Mar 03 1993 05:20:04 +00:00  c3550-i5q3l2-mz.121-22.EA6

.bin

   26  -rwx           5  Mar 01 1993 00:53:37 +00:00  private-config.text

15998976 bytes total (6614016 bytes free)


Once you have space on the flash drive you are ready to upgrade the IOS.

	cisco-switch#copy tftp flash
Address or name of remote host []? 192.168.1.36
Source filename []? c3550-ipservicesk9-mz.122-25.SEE3.bin
Destination filename [c3550-ipservicesk9-mz.122-25.SEE3.bin]? <--- Press Return --->

Accessing tftp://192.168.1.36/c3550-ipservicesk9-mz.122-25.SEE3.bin...

Loading c3550-ipservicesk9-mz.122-25.SEE3.bin from 192.168.1.36 (via Vlan10): !!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

[OK - 7136047 bytes]

7136047 bytes copied in 158.564 secs (45004 bytes/sec)


Check that the IOS has been downloaded and put into the flash. 

	cisco-switch#dir flash:
Directory of flash:/

    2  -rwx        5453   Mar 1 1993 02:01:58 +00:00  config.text

    3  -rwx        6326   Mar 2 1993 18:07:11 +00:00  config.text.old

    4  -rwx        1164   Mar 1 1993 01:58:19 +00:00  vlan.dat

    5  -rwx        7719  Jul 27 2005 10:35:10 +00:00  config.old

   23  drwx          64   Mar 1 1993 00:00:09 +00:00  lost+found

    7  -rwx     7136047   Mar 1 1993 00:34:35 +00:00  c3550-ipservicesk9-mz.122-

25.SEE3.bin

   22  -rwx         318   Mar 1 1993 02:01:40 +00:00  system_env_vars

   24  -rwx           5   Mar 1 1993 02:01:58 +00:00  private-config.text

      25  -rwx     4266582  Mar 03 1993 05:20:04 +00:00  c3550-i5q3l2-mz.121-22.EA6

.bin

   28  -rwx           0   Mar 1 1993 02:01:37 +00:00  env_vars

15998976 bytes total (2805248 bytes free)


It is also important to verify that the image downloaded ok before using it to boot the system.
	cisco-switch#verify flash:c3550-ipservicesk9-mz.122-25.SEE3.bin
Verified flash:c3550-ipservicesk9-mz.122-25.SEE3.bin


You can now set the system to boot from this image. Some switches require a config-register setting for this change. This upgrade was done on a catalyst 3550 which is much simpler. It allows you to change the boot image with some simple commands. Firstly, check the image currently used for boot.

	cisco-switch#show boot
BOOT path-list:       flash: c3550-i5q3l2-mz.121-22.EA6.bin

Config file:          flash:/config.text

Private Config file:  flash:/private-config.text

Enable Break:         no

Manual Boot:          no

HELPER path-list:

NVRAM/Config file

      buffer size:    393216


Now change the image used for boot and reload the switch

	cisco-switch#conf t
cisco-switch(config)#boot system flash:c3550-ipservicesk9-mz.122-25.SEE3.bin
cisco-switch(config)#end
cisco-switch#write mem

Building configuration...

[OK]

cisco-switch#

Building configuration...

[OK]

cisco-switch#show boot
BOOT path-list:       flash:c3550-ipservicesk9-mz.122-25.SEE3.bin

Config file:          flash:/config.text

Private Config file:  flash:/private-config.text

Enable Break:         no

Manual Boot:          no

HELPER path-list:

NVRAM/Config file

      buffer size:    393216

cisco-switch#reload
Proceed with reload? [confirm] <--- Press Return --->




Once the switch image has been upgraded do a show version to show the new image working. You can also delete old images from the flash to save memory once you’re sure the switch is operating OK.
	cisco-switch#show version
Cisco IOS Software, C3550 Software (C3550-IPSERVICESK9-M), Version 12.2(25)SEE3,

 RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Thu 22-Feb-07 15:35 by myl

Image text-base: 0x00003000, data-base: 0x00DC116C

ROM: Bootstrap program is C3550 boot loader

cisco-switch uptime is 16 minutes

System returned to ROM by power-on

System image file is "flash:c3550-ipservicesk9-mz.122-25.SEE3.bin"

This product contains cryptographic features and is subject to United

States and local country laws governing import, export, transfer and

use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption.

Importers, exporters, distributors and users are responsible for

compliance with U.S. and local country laws. By using this product you

agree to comply with applicable laws and regulations. If you are unable

to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Cisco WS-C3550-48 (PowerPC) processor (revision G0) with 65526K/8192K bytes of m

emory.

Processor board ID CHK0652W1F6

Last reset from warm-reset

Running Layer2/3 Switching Image

Ethernet-controller 1 has 12 Fast Ethernet/IEEE 802.3 interfaces

Ethernet-controller 2 has 12 Fast Ethernet/IEEE 802.3 interfaces

Ethernet-controller 3 has 12 Fast Ethernet/IEEE 802.3 interfaces

Ethernet-controller 4 has 12 Fast Ethernet/IEEE 802.3 interfaces

Ethernet-controller 5 has 1 Gigabit Ethernet/IEEE 802.3 interface

Ethernet-controller 6 has 1 Gigabit Ethernet/IEEE 802.3 interface

48 FastEthernet interfaces

2 Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

384K bytes of flash-simulated NVRAM.

Base ethernet MAC Address: 00:0B:BE:D5:C6:00

Motherboard assembly number: 73-5701-07

Power supply part number: 34-0967-01

Motherboard serial number: CAT065204EN

Power supply serial number: DCA064634GV

Model revision number: G0

Motherboard revision number: A0

Model number: WS-C3550-48-EMI

System serial number: CHK0652W1F6

Configuration register is 0x10F


14. Appendix – Useful Debug Commands
14.1. Debugging

14.1.1. Cisco Switch

Show radius statistics

debug radius

debug dot1x

show debug

show logging (set logging to show locally on the terminal for configuration connection). 

14.1.2. Internet Authentication Server

Use the Event Viewer to see events on Internet Authentication Server. There is advanced debugging available (see Microsoft site) but in most instances this is not available.
14.1.3. Symantec Enforcer

From the enforcer appliance enter

debug

Then enter

level engineer

Then enter

show kernel live

This will give you real time feedback on the enforcer decision making process. 
Use this setting to forward the MAB traffic





This group should include the RADIUS servers with the MAC address users defined.
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